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Abst ract

Thi s docunent contains the RSN DHT technical specification. RMMSNis
a secure distributed hash table (DHT) routing algorithm and data
structure for decentralized applications. It features an open peer-
t o- peer overlay routing nechani smwhich supports ad-hoc

perm ssionl ess participation and support for topologies in
restricted-route environments. Optionally, the paths data takes
through the overlay can be recorded, allow ng decentralized
applications to use the DHT to discover routes.

Thi s docunent defines the normative wire format of protocol nessages,
routing algorithms, cryptographic routines and security
consi derations for use by inplementers.

Thi s specification was devel oped outside the | ETF and does not have

| ETF consensus. It is published here to guide inplenentation of R'5N
and to ensure interoperability anong inplenentations including the
pre-exi sting GNUnet inplenentation.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 Septenber 2025.
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1. Introduction

Thi s specification describes the protocol of R*5N. R'5Nis a
Distributed Hash Table (DHT). The name is an acronym for "randoni zed
recursive routing for restricted-route networks" and its first
academ ¢ description can be found in [ R5N].

DHTs are a key data structure for the construction of decentralized
applications and generally provide a robust and efficient neans to
distribute the storage and retrieval of key-value pairs.

The core idea behind R*5N is to conbine a random zed routing
algorithmwith an efficient, determnistic closest-peer algorithm
This allows us to construct an algorithmthat is able to escape and
circumvent restricted route environments while at the same tine all ow
for a logarithmically bounded routing conplexity.
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R*5N al so includes advanced features |ike recording the path a key-
val ue pair took through the network, response filters and on-path
application-specific data validation.

Thi s docunent defines the normative wire format of peer-to-peer
messages, routing algorithnms, cryptographic routines and security
consi derations for use by inplenmentors.

1.1. Requirenents Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

1.2. System Mdel

DHTs usual |y operate as overlay networks consisting of peers

communi cating over the existing Internet. Hence canonical DHT
designs often assume that the | P protocol provides the peers of the
overlay with unrestricted end-to-end pairw se connectivity. However,
in practice firewalls and network address translation (NAT) [RFC2663]
make it difficult for peers operating on consuner end-devices to
directly comruni cate, especially in the absence of core network
infrastructure enabling NAT traversal via protocols such as
interactive connectivity establishment (ICE) [RFC5245].

Furthernore, not all peer-to-peer networks consistently operate over
the Internet, such as nobile ad-hoc networks (MANETs). \While routing
prot ocol s have been designed for such networks ([RFC3561]) these
generally have issues with security in the presence of malicious
participants, as they vulnerable to inpersonation attacks. The usua
solution to these issues is to assert that the entire MANET is a

cl osed network and to require authentication on all control nessages.
In contrast, the systemnodel for R*5N is that of an open network

wi t hout any kind of authorities that could restrict access only to
trusted participants.

1.3. Security Mbdel

We assune that the network is open and thus a fraction of the
participating peers is malicious. Mlicious peers nay create, alter,
del ay or drop nessages. W also assume that an adversary can contro
(or fake) many peers [Sybil], thus any kind of voting or punishnent
of malicious peers would be rather pointless.
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Honest peers are expected to establish and maintai n nmany connections.
We assune that as a result the adversary is generally unable to
prevent honest peers from maintaining a sufficient nunber of direct
connections with other honest peers to achi eve acceptable
performance. As the nunber of malicious peers and their connections
i ncreases, performance of the systemshould gracefully degrade, and
only col |l apse for peers that an adversary has fully isolated fromthe
beni gn net wor k.

The main security objectives are to provide honest nodes correct
results and to limt the propagation of invalid data. Invalid data

i ncludes both invalid key-value pairs as well as invalid routing path
data if such routing nmeta-data is present. Wile malicious nodes nmay
make up arbitrary key-value pairs and paths within the adversary’s
domain, invalid key-value pairs are ideally discarded at the first
honest node, and path data honestly state entry- and exit-points from
the honest network into the subset of malicious nodes.

Mal i ci ous nodes may attenpt to exhaust the storage capacity of honest
nodes by distributing well-fornmed (but possibly otherw se usel ess)
application data. W assune that storage space is relatively cheap
conpared to bandwi dth and that honest nodes al so frequently re-
publish the useful data that they publish. As a result, an adversary
may reduce the effectiveness and | ongevity of data cached in the DHT,
but is assumed to not be able to effectively prevent publication and
retrieval of application data by honest nodes.

2. Term nol ogy

Address An _address_is a UTF-8 [RFC3629] string which can be used
to address a _peer_ through the Underlay (Section 5). The format
of an address is not enforced by this specification, but it is
expected that in npst cases the address is a URI [RFC3986].

Applications _Applications_ are higher-layer conponents which
directly use the Core Qperations_. Possible _applications_
i nclude the GNU Name System [ RFC9498] and the GNUnet Confidentia
Ad- hoc Decentralized End-to-End Transport (CADET) [cadet].

Core Qperations The Core Qperations_ provide an interface to the

core operations of the DHT overlay to _applications_. This
i ncludes storing _blocks_ in the DHT and retrieving _blocks_ from
t he DHT.

Bl ock Variable-size unit of payload stored in the DHT under a _key_.
In the context of "key-value stores" this refers to "val ue" stored
under a _key .
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Bl ock Storage The _block storage_conponent is used to persist and
manage _bl ocks_ stored by peers_. It includes logic for
enforcing storage quotas, caching strategies and bl ock validation

Bl ock Type A unique 32-bit value identifying the data format of a
_block . _Block types_ are public and applications that require
application-specific block payl oads are expected to regi ster one
or nmore block types in the GANA Bl ock- Type registry (Section 11.1)
and provide a specification of the associ ated bl ock operations
(Section 8.1) to inplenmentors of R'5N

Bootstrapping _Bootstrapping_ is the process of establishing a
connection to the peer-to-peer network. It requires an initial,
non-enpty set of reachable _peers_ and correspondi ng _addresses_
supported by the inplenentation to connect to.

Initiator The _peer_that initially creates and sends a DHT protoco
message (Section 7.2, Section 7.3, Section 7.4, Section 7.5).

HELLO bl ock A HELLO block is a type of _block_ that is used to store
and retrieve _addresses_ of a _peer_. It is used by the peer
di scovery nechanismin Section 6. 2.

HELLO URL HELLO URLs are HELLO bl ocks represented as URLs. They are
used for out-of-band exchanges of _peer_ _addresses_ and for
signal ling address updates to _neighbours_. Inplenentation
details of HELLO URLs and exanpl es are found in Appendix C

Key 512-bit identifier of a location in the DHT. Miltiple bl ocks
can be stored under the same key . A peer identity 1is also a
key. In the context of "key-value stores" this refers to "key"
under which _blocks are stored.

Message Processing The _nessage processing_ conponent of the DHT
i npl ement ati on processes requests fromand generates responses to
_applications_ and the _underlay interface_.

Nei ghbor A neighbor is a _peer_ which is directly able to
communi cate with our _peer_ via the _underlay interface_.

Peer A host that is participating in the overlay by running an
i mpl ementation of the DHT protocol. Each participating host is
responsi bl e for holding some portion of the data that has been
stored in the overlay, and they are responsible for routing
messages on behalf of other _peers_ as needed by the _routing
al gorithm.

Peer Identity The peer identity is the identifier used on the
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overlay to identify a _peer_. It is a SHA-512 hash of the _peer
public key_.

Peer Public Key The _peer public key is the key used to
authenticate a _peer_ in the underl ay.

Routing The _routing_ component includes the routing table as well
as routing and _peer_ selection logic. It facilitates the R'5N
routing algorithmw th required data structures and al gorithns.

Underlay Interface The _underlay interface_is an abstraction |ayer
on top of the supported links of a peer_. Peers may be |inked by
a variety of different transports, including "classical" protocols
such as TCP, UDP and TLS or higher-|ayer protocols such as G\Unet,
I 2P or Tor.

3. Mdtivation
3.1. Restricted-route topol ogies

Restricted-route topol ogi es energe when a connected underl ay topol ogy
prevents (or restricts) direct connections between sone of the nodes.
This commonly occurs through the use of NAT ([ RFC2663]). Nodes
operat ed behind a NAT cause conmon DHT routing al gorithnms such as
Kadem ia [Kademia] to exhibit degraded performance or even to fail.
Wi | e excl udi ng such nodes is an option, this limts |oad
distribution and is ineffective for sone networks, such as MANETs

In general, nodes nay not be mutually reachable (for exanple due to a
firewall or NAT) despite being "nei ghbours" according to the routing
tabl e construction algorithmof a particular DHT. For exanpl e,
Kadem i a uses the XOR netric and woul d generally connect nodes that
have peer identities with a small XOR di stance. However, the XOR

di stance between (basically randomy assigned) peer identities is
conpletely divorced fromthe ability of the nodes to directly

communi cate. DHTs usually use greedy routing to store data at the
peer(s) closest to the key. |In cases where a DHT cannot connect
peers according to the construction rules of its routing algorithm
the topology may end up with nultiple (local) mnim for a given key.
Usi ng canoni cal greedy routing froma particular fixed |ocation in
the network, a node nmay then only be able to publish and retrieve
data in the proxinity of its local m nina.
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R*5N addresses this probl em by prepending a randomwal k before a
classical, determnistic XOR-based routing algorithmis enpl oyed.
The optimal nunber of random hops taken is equal to the mxing time
of the graph. The mixing time for various graphs is well known; for
smal | -worl d networks [Smal lworld], the mixing tine has been shown to
be around O(log n) where n is the nunber of nodes in the network

[ Smal | wor | dmi x] .

Thus, if the network exhibits the properties of a small world

topol ogy [Snal lworld], a randomwal k of Iength Q(log n) will cause
the algorithmto | and on a random node in the network. Consequently,
the determnistic part of the algorithmw |l encounter a random | oca
mnimum It is then possible to repeat this process in order to
store or retrieve data in the context of all or at least multiple

Il ocal minima. The ideal |length of the randomwal k and the nunber of
repetitions expected to cover all |ocal mninm depends on the network
topol ogy. Qur design assunes that the benign subset of the network
forns a small-world topology [Smallworld] and then obtains an
estimate of the current nunber of nodes n in the network and then
uses log n for the actual length of the random wal k.

3.2. Key differences to RELOAD

[ RFC6940] specifies the RELOAD DHT. The RM5N DHT described in this
docunent differs fromRELOAD in its objectives and thus in its
design. The authors of RELOAD make the case that P2P networks are
often established anong a set of peers that do not trust each other
It addresses this issue by requiring that node identifiers are either
assigned by a central authority, or self-issued in the case of closed
networks. |In other words, by enforcing the P2P network to be
establ i shed anong a set of _trusted_ peers. This misses the point
that this openness is a core requirenment of efficient and useful DHTs
as they serve a fundanental part in a decentralized network
infrastructure. R*5N, by contrast, is intended for open overlay

net wor ks, and thus does not include a central enrollment server to
certify participants and does not linmit participation in another way.
As participants could be malicious, R'5N includes on-path

custom zabl e key-value validation to delete mal forned data and path
random zi ation to hel p evade nalicious peers. R*5N al so expects to
performover a network where not every peer can conmunicate with
every other peer, and where thus its route discovery feature provides
utility to higher-level applications. As a result, both the features
and the security properties of RELOAD and R'5N are different, except
in that both allow storing and retrieving key-val ue pairs.
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4.

Overvi ew

In R*5N peers provide to their applications the two fundanental core
operations of any DHT

* PUT: This operation stores a block under a key on one or nore
peers with the goal of naking the block availiable for queries
using the GET operation. 1In the classical definition of a
dictionary interface, this operation would be called "insert".

* CET: This operation queries the network of peers for any nunber of
bl ocks previously stored under or near a key. 1In the classica
definition of a dictionary interface, this operati on would be
called "find".

An exanpl e for possible semantics of the above operations provided as
an APl to applications by an inplenentation are outlined in
Appendi x B

A peer does not necessarily need to expose the above operations to
applications, but it commonly will. A peer that does not expose the
above operations could be a host purely used for bootstrapping,
routing or supporting the overlay network with resources.

Similarly, there could be hosts on the network that participate in
the DHT but do not route traffic or store data. Exanples for such
hosts woul d be nobile devices with limted bandw dth, battery and
storage capacity. Such hosts nay be used to run applications that
use the DHT. However, we will not refer to such hosts as peers.

In atrivial scenario where there is only one peer (on the |loca
host), R*5N operates simlarly to a dictionary data structure.
However, the default use case is one where nodes comunicate directly
and indirectly in order to realize a distributed storage nmechani sm
Thi s communi cation requires a | ower-1evel peer addressing and nessage
transport mechani smsuch as TCP/IP. R'5N is agnostic to the
underlying transport protocol which is why this docunment defines a
comon addressing and nessaging interface in Section 5. The
interface provided by this underlay is used across the specification
of the R*5N protocol. It also serves as a set of requirenments of
possi bl e transport mechani sms that can be used to inplenment R'5N
with. That being said, comon transport protocols such as TCP/IP or
UDP/I P and their interfaces are suitable R'5N underlays and are used
as such by existing inplenentations.

Speci fics about the protocols of the underlays inplenenting the
underlay interface or the applications using the DHT are out of the
scope of this docunent.
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To establish an initial connection to a network of RM5N peers, at

| east one initial, addressable peer is required as part of the
boot st rappi ng process. Further peers, including neighbors, are then
| earned via a peer discovery process as defined in Section 6. 2.

Across this docunent, the functional conponents of an R'5N

i npl ementation are divided into routing (Section 6), nmessage
processing (Section 7) and block storage (Section 8). Figure 1
illustrates the architectural overview of R'5N.

| S + H--e--a- +
Applications | | GNU Nane System | | CADET |

| Femm e e e +  ------- +
------------- Fo-em- i -ee-e-ei-e-e--e------------ (Core (perations

AN

} | S +

| | Block Storage

| | . +

| "
R5N | v

| #--mmmee - + TS +

| | Message Processing |<-->| Routing

I R + S +

| N N

| v %
------------- Fo-emeseiee-siei-s-e--------------- Underlay Interface

| +-------- S . S E S TS +

| |GNUnet | |IP | | QIcC I
Connectivity | |Underlay| |Underlay| | Underlay |

| | Link | |Link | | Link |

| +-------- +  -------- S S RS- +

Figure 1: The R5N architecture.
5. Underl ay

A peer MJST support one or nore underlay protocols. Peers supporting
mul tiple underlays effectively create a bridge between different
networks. How peers are addressed in a specific underlay is out of
scope of this docunent. For exanple, a peer nmay have a TCP/IP
address, or expose a QU C endpoint, or both. Wile the specific

addr essi ng options and mechani snms are out of scope for this docunent,
it is necessary to define a universal addressing format in order to
facilitate the distribution of address information to other peers in
the DHT overlay. This standardized format is the HELLO bl ock
(described in Section 8.2), which contains sets of addresses. |f the
address is a URI, it may indicate which underlay understands the
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respective address.

It is expected that the underlay provides basic mechani snms to nanage
peer connectivity and addressing. The essence of the underlay
interface is captured by the follow ng set of APl calls:

TRY_CONNECT(P, A) This call allows the DHT inplenmentation to signa
to the underlay that the DHT wants to establish a connection to
the target peer P using the given address A. |If the connection
attenpt is successful, information on the new peer connection wll
be of fered through the PEER CONNECTED si gnal

HOLD(P) This call tells the underlay to hold on to a connection to a
peer P. Underlays are usually Iimted in the nunber of active
connections. Wth this function the DHT can indicate to the
underl ay whi ch connections should preferably be preserved.

DROP(P) This call tells the underlay to drop the connection to a
peer P. This call is only there for symretry and used during the
peer’s shutdown to release all of the remaining HOLDs. As R*5N
al ways prefers the |ongest-lived connections, it would never drop
an active connection that it has called HOLD() on before.
Nevert hel ess, underlay inplenentations should not rely on this
al ways being true. A call to DROP() also does not inply that the
underlay nust close the connection: it nerely renoves the
preference to preserve the connection that was established by
HOLD() .

SEND(P, M This call allows the |ocal peer to send a protoco
message Mto a peer P. Sending nessages is expected to be done on
a best-effort basis, thus the underlay does not have to guarantee

delivery or nmessage ordering. |If the underlay inplenments flow or
congestion-control, it may discard nessages to limt its queue
si ze.

ESTI MATE_NETWORK SI ZE() -> L2NSE This call nmust return an estimte
of the network size. The resulting L2NSE val ue nust be the base-2
| ogarithm of the _estimted_ nunber of peers in the network. This
estimate is used by the routing algorithm |If the underlay does
not support a protocol for network size estinmation (such as [ NSE])
the value is assunmed to be provided as a configuration paraneter
to the underlay inplenentation.
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The above calls are nmeant to be actively executed by the

i mpl ementation as part of the peer-to-peer protocol. In addition,
the underlay creates _signals_ to drive updates of the routing table,
| ocal storage and nmessage processing (Section 7). Specifically, the
underlay is expected to emit the followi ng signals (usually

i mpl ement ed as cal | backs) based on network events observed by the
underl ay inpl erent ati on:

PEER CONNECTED -> P This signal allows the DHT to react to a newy
connected peer P. Such an event triggers, for exanple, updates in
the routing table and gossiping of HELLOs to that peer. Underl ays
may i nclude meta-data about the connection, for exanple to
i ndicate that the connection is froma resource-constrai ned host
that does not intend to function as a full peer and thus shoul d
not be considered for routing.

PEER DI SCONNECTED -> P This signal allows the DHT to react to a
recently disconnected peer. Such an event primarily triggers
updates in the routing table.

ADDRESS ADDED -> A The underlay signals indicates that an address A
was added for our |ocal peer and that henceforth the peer may be
reachabl e under this address. This information is used to
advertise connectivity information about the |ocal peer to other
peers. A is an address suitable for inclusion in a HELLO payl oad
Section 8. 2.

ADDRESS DELETED -> A This underlay signal indicates that an address
A was renoved fromthe set of addresses the |ocal peer is possibly
reachabl e under. The signal is used to stop advertising this
address to ot her peers.

RECEI VE -> (P, M This signal inforns the |local peer that a protoco
message M was received froma peer P

6. Routing

To enabl e routing, any R*5N i npl enentati on nust keep information
about its current set of neighbors. Upon receiving a connection
notification fromthe underlay interface through a PEER CONNECTED
signal, information on the new nei ghbor MJUST be added to the routing
tabl e, except if the respective k-bucket in the routing table is ful
or if neta-data is present that indicates that the peer does not w sh
to participate in routing. Peers added to the routing table SHOULD
be signalled to the underlay as inportant connections using a HOLD)
call. Simlarly when a disconnect is indicated by the underl ay

t hrough a PEER DI SCONNECTED si gnal, the peer MJST be renoved fromthe
routing table.
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To achieve logarithmcally bounded routing performance, the data
structure for nmanagi ng nei ghbors and their netadata MJST be

i npl ement ed using the k-buckets concept of [Kademia] as defined in
Section 6.1. Maintenance of the routing table (after bootstrapping)
is described in Section 6.2.

Unli ke [Kademiia], routing decisions in R'5N are also influenced by a
Bloomfilter in the message that prevents routing |oops. This data
structure is discussed in Section 6. 3.

In order to select peers which are suitable destinations for routing
messages, RM5N uses a hybrid approach: Gven an estinated network
size L2NSE retri eved usi ng ESTI MATE_NETWORK_SI ZE(), the peer
selection for the first L2NSE hops is random After the initia
L2NSE hops, peer selection follows an XOR-based peer distance
calculation. Section 6.4 describes the corresponding routing
functions.

Finally, each ResultMessage is routed back along the path that the
correspondi ng Get Message took previously. This is enabled by
tracking state per Get Message in the pending table described in
Section 6. 5.

6.1. Routing Table

Whenever a PEER CONNECTED signhal is received fromthe underlay, the
respective peer is considered for insertion into the routing table.
The routing table consists of an array of k-buckets. Each k-bucket
contains a list of neighbors. The i-th k-bucket stores nei ghbors
whose peer public keys are between XOR-distance 27i and 27(i +1) from
the local peer; i can be directly conmputed fromthe two peer
identities using the GetDistance() function. Systemconstraints wll
typically force an inplenentation to inpose some upper limt on the
nunber of nei ghbors kept per k-bucket. Upon insertion, the

i mpl ementation MUST call HOLD() on the respective nei ghor

I mpl enentati ons SHOULD try to keep at least 5 entries per k-bucket.
Enmbedded systems that cannot manage this number of connections MAY
use connection-level signalling to indicate that they are nerely a
client utilizing a DHT and not able to participate in routing. DHT
peers receiving such connections MJUST NOT include connections to such
restricted systems in their k-buckets, thereby effectively excluding
t hem when maki ng routing deci si ons.
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If a systemhits constraints with respect to the nunber of active
connections, an inplenmentati on MJST evict neighbours fromthose
k-buckets with the | argest number of neighbors. The eviction
strategy MUST be to drop the shortest-lived connection per k-bucket
first.

I mpl ement ati ons MAY cache valid addresses of di sconnected peers
outside of the routing table and sporadically or periodically try to
(re-)establish connection to the peer by naking TRY_CONNECT() calls
to the underlay interface if the respective k-bucket has enpty slots.

6.2. Peer Discovery

Initially, inplenmentations require at |least one initial connection to
a nei ghbor (signalled through PEER CONNECTED). The first connection
SHOULD be established by an out-of-band exchange of the information
froma HELLO bl ock. This is comonly achieved through the
configuration of hardcoded bootstrap peers or bootstrap servers
either for the underlay or the R'5N inpl ementation

I mpl enent ati ons MAY have other neans to achieve this initial
connection. For exanple, inplenentations could allow the application
or even end-user to provide a working HELLO which is then in turn
used to call TRY_CONNECT() on the underlay in order to trigger a
subsequent PEER CONNECTED si gnal fromthe underlay interface.
Appendi x C specifies a URL format for encodi ng HELLO bl ocks as text
strings. The URL format thus provides a portable, human-readabl e,
text-based serialization format that can, for exanple, be encoded
into a QR code for dissenmnation. HELLO URLs SHOULD be supported by
i npl ementations for both inport and export of HELLGs.

To discover additional peers for its routing table, a peer MJST
initiate CGet Message requests (see Section 7.4) asking for bl ocks of
type HELLO using its own peer identity in the QUERY HASH field of the
message. The PEER BF field of the Get Message MUST be initialized to
filter the peer’s own peer identity as well as the peer identities of
all currently connected nei ghbors. These requests MJST use the

Fi ndAppr oxi mat e and Demul ti pl exEverywhere flags. Fi ndApproxi mate
will ensure that other peers will reply with results where the keys
are nerely considered cl ose-enough, while Denultipl exEverywhere will
cause each peer on the path to respond if it has rel evant

informati on. The conbination of these flags is thus likely to yield
HELLGs of peers that are useful sonewhere in the initiator’s routing
table. The RECOMMENDED replication level to be set in the REPL_LVL
field is 4. The size and format of the result filter is specified in
Section 8.2. The XQUERY MUST be enpty.
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In order to facilitate peers answering requests for HELLGs, the
underlay is expected to provide the inplenentation with addresses
signal |l ed through ADDRESS ADDED. It is possible that no addresses
are provided if a peer can only establish outgoing connections and is
ot herwi se unreachable. An inplenentation MJST advertise its
addresses periodically to its neighbors through Hel | oMessages. The
advertisement interval and expiration SHOULD be configurable. |If the
val ues are chosen at the discretion of the inplenmentation, it is
RECOMVENDED t o choose external factors such as expiration of DHCP

| eases to deternine the values. The specific frequency of

adverti senents SHOULD be snmller than the expiration period. It MY
additionally depend on avail abl e bandwi dth, the set of already
connect ed nei ghbors, the workl oad of the system and other factors
which are at the discretion of the developer. |[If Hell oMessages are
not updated before they expire, peers m ght be unable to discover and
connect to the respective peer, and thus mss out on quality routing
table entries. This would degrade the perfornance of the DHT and
SHOULD t hus be avoi ded by advertising updated HELLOs before the

previ ous one expires. Wen using unreliable underlays, an

i mpl ement ati on MAY use hi gher frequencies and transmt nore

Hel | oMessages within an expiration interval to ensure that neighbours
al nrost al ways have non-expired Hel |l oMessages at their disposal even
if some nessages are |ost.

Whenever a peer receives such a Hell oMessage from anot her peer that
is already in the routing table, it nmust cache it as |long as that
peer remains in its routing table (or until the HELLO expires) and
serve it in response to GET requests for HELLO bl ocks (see

Section 7.4.3). This behaviour nmakes it unnecessary for peers to
initiate dedicated PutMessages containing HELLO bl ocks.

6. 3. Peer Bloom Fil ter

As DHT Get Messages and Put Messages traverse a random path through the
network for the first L2NSE hops, a key design objective of R*'5Nis
to avoid routing | oops. The peer Bloomfilter is part of the routing
met adata in nessages to prevent circular routes. It is updated at
each hop where the hop’s peer identity derived fromthe peer’s public
key is added to it. The peer Bloomfilter follows the definition in
Appendi x A. It MJST be L=1024 bits (128 bytes) in size and MJST set
k=16 bits per elenent. The set of elenents E consists of of all
possi bl e 256-bit peer public keys and the mapping function Mis
defined as foll ows:

Me) -> SHA-512 (e) as uint32[]
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The element e is the peer public key which is hashed using SHA-512
The resulting 512-bit peer identity is interpreted as an array of
k=16 32-bit integers in network byte order which are used to set and
check the bits in B using BF-SET() and BF-TEST().

At this size, the Bloomfilter reaches a fal se-positive rate of
approximately fifty percent at about 200 entries. For peer discovery
where the Bloomfilter is initially populated with peer identities

fromthe local routing table, the 200 entries would still be enough
for 40 buckets assunming 5 peers per bucket, which corresponds to an
overlay network size of approximately 1 trillion peers. Thus, L=1024

bits should suffice for all conceivabl e use-cases.

For the next hop selection in both the random and the determnistic
case, any peer which is in the peer Bloomfilter for the respective
message i s excluded fromthe peer selection process. Any peer which
is forwardi ng Get Messages or Put Messages (Section 7) thus adds its
own peer public key to the peer Bloomfilter. This allows other
peers to (probabilistically) exclude already traversed peers when
searching for the next hops in the routing table.

We note that the peer Bloomfilter may exclude peers due to fal se-
postive matches. This is acceptable as routing should neverthel ess
termnate (with high probability) in close vicinity of the key.
Furthernore, due to the randonization of the first L2NSE hops, it is
possi ble that fal se-positives will be different when a request is

r epeat ed.

6.4. Routing Functions

Using the data structures described so far, the R'5N routing
component provides the follow ng functions for nmessage processing
(Section 7):

Get Di stance(A, B) -> Distance This function calculates the binary
XOR between A and B. The resulting distance is interpreted as an
i nteger where the leftnost bit is the nost significant bit.

Sel ect Cl osest Peer (K, B) -> N This function selects the neighbor N
fromour routing table with the shortest XOR-di stance to the key
K. This nmeans that for all other peers N in the routing table
Get Di stance(N, K) < GetDistance(N ,K). Peers with a positive test
agai nst the peer Bloomfilter B are not consi dered.

Sel ect RandonPeer (B) -> N This function selects a random peer N from

all neighbors. Peers with a positive test in the peer Bl oom
filter B are not considered.
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Sel ectPeer (K, H, B) -> N This function selects a neighbor N
dependi ng on the nunber of hops H paranmeter. |If H<
NETWORK_SI ZE _ESTI MATE returns Sel ect RandonPeer (B), and ot herw se
returns Sel ect d osest Peer (K, B).

I sC osestPeer(N, K, B) ->true | false This function checks if Nis
the cl osest peer for K (cf. Selectd osestPeer(K, B)). Peers with
a positive test in the Bloomfilter B are not considered.

Conput eCQut Degr ee( REPL_LVL, HOPCOUNT, L2NSE) -> Nunber This function
conmput es the nunber of neighbors that a nessage should be
forwarded to. The argunents are the desired replication |eve
(REPL_LVL), the HOPCOUNT of the message so far and and the current
network size estimate (L2NSE) as provided by the underlay. The
result is the non-negative nunber of next hops to select. The
followi ng figure gives the pseudocode for conputing the nunber of
nei ghbors the peer should attenpt to forward the nessage to.

Conput eCQut Degr ee( REPL_LVL, HOPCOUNT, L2NSE)
i f (HOPCOUNT > L2NSE * 4)
return 0O;
i f (HOPCOUNT > L2NSE * 2)
return 1;
if (0 = REPL_LEVL)
REPL_LEVL =1
if (REPL_LEVEL > 16)
REPL _LEVEL = 16
RML = REPL_LEVEL - 1
FRAC = 1 + (RML / (L2NSE + RML * HOPCQUNT))
return PROUND( FRAC)

Figure 2: Computing the nunber of next hops.

The above cal cul ati on of FRAC nmay yield values that are not
discrete. The result is FRAC rounded probabilistically (PROUND)
to the nearest discrete value, using the fraction as the
probability for rounding up. For exanple, a value of 3.14 is
rounded up to 4 with a probability of 14% and rounded down to 3
with a probability of 86% This probabilistic rounding is
necessary to achieve the statistically expected value of the
replication | evel and average nunmber of peers a nessage is

f orwar ded to.
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6.5. Pending Table

R*5N perfornms stateful routing where the nmessages only carry the
query hash and do not encode the ultimte source or destination of
the request. Routing a request towards the key is done hop-by-hop
using the routing table and the query hash. The pending table is
used to route responses back to the originator. |In the pending table
each peer primarily maps a query hash to the associ ated origi nator of
the request. The pending table MJST store entries for the |ast
MAX_RECENT requests the peer has encountered. To ensure that the
peer does not run out of nenory, information about ol der requests NMAY
be discarded. The value of MAX_RECENT MAY be configurable at the
host | evel to use available nenory resources w thout conflicting with
other systemrequirements and limtations. MAX RECENT SHOULD be at

|l east 128 * 1073. If the pending table is smaller, the |ikelihood
grows that a peer receives a response to a query but is unable to
forward it to the initiator because it forgot the predecessor
Eventually, the initiator would likely succeed by repeating the
query. However, this would be rmuch nore expensive than peers having
an adequately sized pending table.

For each entry in the pending table, the DHT MJUST track the query
key, the peer identity of the previous hop, the extended query,
requested block type, flags, and the result filter. |f the query did
not provide a result filter, a fresh result filter MJST still be
created to filter duplicate replies. Details of howa result filter
wor ks depend on the type, as described in Section 8.1

When a second query fromthe sane origin for the sane query hash is
received, the DHT MJST attenpt to nmerge the new request with the
state for the old request. |If this is not possible (say because the
MJUTATOR differs), the existing result filter MJST be di scarded and
replaced with the result filter of the incom ng nmessage.

We note that for |ocal applications, a fixed limt on the nunber of
concurrent requests may be problematic. Hence, it is RECOMVENDED
that inplenmentations track requests fromlocal applications
separately and preserve the information about requests fromloca
applications until the | ocal application explicitly stops the
request.
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7

7

7

Message Processing

An inmplenentation will process nessages either because it needs to
transmt nessages as part of routing table nmmintenance, or due to
requests fromlocal applications, or because it received a nessage
froma neighbor. |If instructed through an application-facing API
such as the one outlined in Appendix B, a peer acts as an initiator
of Cet Messages or Put Messages. The status of initiator is relevant
for peers when processing Resul t Messages due to the required handover
of results to the application that requested the respective result.

The inplementation MUST listen for RECEIVE(P, M signals fromthe
underlay and react to the respective nessages sent by the peer P

VWhether initiated locally or received froma nei ghbor, an

i npl ement ati on processes nessages according to the wire formats and
the required validations detailed in the follow ng sections. Were
required, the local peer public key is referred to as SELF

1. Message conponents

Thi s section describes sone data structures and fields shared by
various types of nessages.

1.1. Flags

Flags is an 8-bit vector representing binary options. Each flag is
represented by a bit in the field starting fromO0 as the rightnost
bit to 7 as the leftmost bit.

0: Demultipl exEverywhere This bit indicates that each peer along the
way shoul d process the request. |If the bit is not set,
intermedi ate peers only route the message and only peers which
consi der thensel ves closest to the key (based on their routing
table) look for answers in their |ocal storage for Get Messages, or
respectively cache the block in their |ocal storage for
Put Messages and Resul t Messages.

1: RecordRoute This bit indicates to keep track of the path that the
message takes in the P2P network.

2: FindApproximate This bit asks peers to return results even if the
key does not exactly match the query hash

3: Truncated This is a special flag which is set if a peer truncated
the recorded path. This results in the first hop on the path to
be given without a signature to enabl e checking of the next
signature. This flag MJUST NOT be set in a Get Message.

Schanzenbach, et al. Expi res 18 Septenber 2025 [ Page 19]



Internet-Draft The R5N Distributed Hash Tabl e March 2025

4-7: Reserved The remaining bits are reserved for future use and
MJUST be set to zero when initiating an operation. |f non-zero
bits are received, inplenmentations MIST preserve these bits when
forwardi ng nessages.

7.1.2. Path

If the RecordRoute flag is set, the route of a Put Message or a
Resul t Message through the overlay network is recorded in the PATH
field of the nessage. PATH is a list of path elenents. A new path
el ement (Section 7.1.3) is appended to the existing PATH before a
peer sends the nessage to the next peer.

A path el ement contains a signhature and the public key of the peer
that created the elenment. The signature is conputed over the public
keys of the previous peer (fromwhich the nessage was received) and
next peer (the peer the nessage is send to). A new nessage has no
previous peer and uses all ZERGs (32 NULL-bytes) in the public key
field when creating the signature.

Assum ng peer A sends a new PUT nessage to peer B, which forwards the
message to peer C, which forwards to peer D which finally stores the
data. The PATH field of the nessage received at peer D contains
three path elenents (build fromtop to bottom

Fomm e Fommm e +
| Sig A(ZERGs, Pub B) | Pub A |
i - +
o e e Fome oo +
| Sig B(Pub A, Pub C) | Pub B |
i R +
Fomm e Fommm e +
| Sig C(Pub B, Pub D) | Pub C |
i - +

Fi gure 3. Exanpl e PATH

Note that the wire format of PATH (Section 7.1.3) will not include
the last public key (Pub Cin our exanple) as this will be redundant;
the receiver of a nessage can use the public key of the sender as the
public key to verify the |ast signature.

The PATH is stored along with the payload data fromthe PUT nessage

at the final peer. Note that the same payl oad stored at different
peers will have a different PATH associated with it.
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When the storing peer delivers the data based on a GET request, it
initializes the PATH field with the stored path val ue and appends a
new path elenent. The first part of PATH in a GET response message
is called the PutPath, followed by the GetPath. This way the

conbi ned PATH will record the whole route of the payload fromthe
originating peer (initial PutMessage) to the requesting peer (initial
Get Message) .

VWhen receiving a message with flag RecordRoute and PATH, a peer is
encouraged to verify the integrity of PATH (if the available
resources of the peer allow this) by checking the signatures of the
pat h el ements.

If an invalid signature is detected, the path is truncated keeping
only elenment fields following the faulty signature and setting the
Truncated flag. Assunme that peer C detects a faulty signature from
peer B, the trunacted path has two entries:

Figure 4: Exanpl e truncated PATH
The Truncated flag indicates that the first path el ement does not
contain a signature but only the public key of the peer where the
signature fails.
7.1.3. Path El enent
A path element represents a hop in the path a nmessage has taken

through the overlay network. The wire format of a path element is
illustrated in Figure 5.
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0 8 16 24 32 40 48 56

Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
| S| GNATURE |
| (64 bytes) |
I I
I I
I I
I I
| |
I I
+--m o= +--m o= +--m o= +--m o= +--m o= +--m o= +--m o= +--m o= +
| PRED PEER PUBLI C KEY |
| (32 bytes) |
I I
| |
+----- +----- +----- +----- +----- +----- +----- +----- +

Figure 5. The Wre Format of a path el enent.
wher e:

SIGNATURE is a 64 byte EADSA signature [ed25519] created using the
current hop’s private key which affirns the public keys of the
peers fromthe previous and next hops.

PRED PEER PUBLI C KEY is the EdDSA public key [ed25519] of the
previ ous peer on the path.

An ordered list of path elements nmay be appended to any routed

Put Messages or Result Messages. The |ast signature (after which the
peer public key is onmitted) is created by the current hop only after
the peer made its routing decision identifiying the successor peer.
The peer public key is not included after the last signature as it
must be that of the sender of the message and including it would thus
be redundant. Simlarly, the predecessor of the first elenment of an
untruncated path is not stated explicitly, as it nust be ZERO (32
NULL- byt es) .

Figure 6 shows the wire format of an example path from peer A over
peers B and C and D as it would be received by peer E in the PUTPATH
of a Put Message, or as the conbi ned PUTPATH and GETPATH of a
Resul t Message. The wire format of the path elenents allows a natura
ext ensi on of the PUTPATH al ong the route of the ResultMessage to the
destination form ng the GETPATH. The Put Message woul d indicate in
the PATH LEN field a length of 3. The ResultMessage would indicate a
path I ength of 3 as the sumof the field values in PUPATH L and
GETPATH L. Basically, the last signature does not count for the path
| engt h.
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0 8 16 24 32 40 48 56
Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
S| GNATURE A
(64 bytes)

(Over ZERO and PEER B signed by PEER A)

PEER A

S| GNATURE B
(64 bytes)

(Over PEER A and PEER C signed by PEER B)

PEER B

SI GNATURE C
(64 bytes)

I I
| |
| (Over PEER B and PEER D signed by PEER C) |
I I
I I
I I
I I

+- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +

| PEER C |

| (32 bytes) |

I I

I I

+----- +----- +----- +----- +----- +----- +----- +----- +
SI GNATURE D (| ast sigQ)

| |
| (64 bytes) |
I I
I I

(Over PEER C and receiver signed by PEER D)
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Figure 6: Exanple of a path as found in Put Messages or
Resul t Messages from Peer A to Peer D as transmtted by Peer D

A path may be truncated in which case the signature of the truncated
path elenent is omtted |leaving only the public key of the peer
preceeding the truncation which is required for the verification of
the subsequent path el ement signature. Such a truncated path is
indicated with the respective truncated flag (Section 7.1.1). For
truncated paths, the peer public key of the signer of the |last path
elenment is again omtted as it nust be that of the sender of the

Put Messsage or ResultMessage. Similarly, the public key of the
receiving peer used in the last path element is onitted as it nust be
SELF. The wire format of a truncated exanple path from peers B over
Cand Dto E (possibly still originating at A but the originis
unknowabl e to E due to truncation) is illustrated in Figure 7. Here,
a Resul t Message woul d indicate in the PATH LEN field a length of 1
whil e a Put Message would indicate a length of 1 as the sum of
PUTPATH L and GETPATH L fields. Basically, the truncated peer and
the last signature do not count for the path |ength.
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0 8 16 24 32 40 48 56
+----- +----- +----- +----- +----- +----- +----- +----- +
| PEER B (truncat ed) |
| (32 byte) I
I I
I I
+----- +----- +----- +----- +----- +----- +----- +----- +

S| GNATURE C

(64 bytes)

I
|
| (Over PEER B and PEER D signed by PEER C)
I
I
I
|

+----- +----- +----- +----- +----- +----- +----- +----- +
| PEER C |
| (32 bytes) |
I I
I I
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +
SI GNATURE D (| ast sig)
(64 byte)

(Over PEER C and receiver signed by PEER D)

Figure 7: Exanple of a truncated path from Peer B to Peer D as
transmtted by Peer D.

The SI GNATURE field in a path elenment covers a 64-bit
contextual i zati on header, the the bl ock expiration, a hash of the

bl ock payl oad, as well as the predecessor peer public key and the
peer public key of the successor that the peer meking the signature
is routing the nessage to. Thus, the signature made by SELF
basically says that SELF received the bl ock payl oad from PEER
PREDECESSOR and has forwarded it to PEER SUCCESSOR  The wire format
is illustrated in Figure 8.
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0 8 16 24 32 40 48 56
Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
| S| ZE | PURPCSE |
+----- +----- +----- +----- +----- +----- +----- +----- +
| EXPI RATI ON |
R R R R R R R R +
| BLOCK HASH |
| (64 byte) |
I I
I I
I I
I I
I I
I I
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +
| PEER PREDECESSOR |
| (32 byte) |
I I
I I
Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
| PEER SUCCESSOR |
| (32 byte) |
I I
I I
e - oo - oo - oo - oo - oo - oo - oo - +

Figure 8 The Wre Format of the path elenent for Signing.
SIZE A 32-bit value containing the length of the signed data in
bytes in network byte order. The Iength of the signed data MJST
be 144 bytes.

PURPOSE A 32-bit signature purpose flag. This field MIST be 6 (in
networ k byte order).

EXPI RATI ON denotes the absolute 64-bit expiration date of the block
in mcroseconds since mdnight (0 hour), January 1, 1970 UTC in
net wor k byte order.

BLOCK HASH a SHA-512 hash over the bl ock payl oad.

PEER PREDECESSOR the peer public key of the previous hop. If the
signing peer initiated the PUT, this field is set to all zeroes.

PEER SUCCESSCR the peer public key of the next hop (not of the
si gner).
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7.2. Hell oMessage

VWhen the underlay signals the inplementation of added or renoved

addr esses through ADDRESS ADDED and ADDRESS DELETED an i npl enmentati on
MUST di ssem nate those changes to nei ghbors using Hel |l oMessages (as

al ready discussed in section Section 6.2). HelloMessages are used to
i nform nei ghbors of a peer about the sender’s avail abl e addresses.
The reci pients use these nessages to informtheir respective

under| ays about ways to sustain the connections and to generate HELLO
bl ocks (see Section 8.2) to answer peer discovery queries from other
peers.

7.2.1. Wre Format

0 8 16 24 32 40 48 56
+----- +----- +----- +----- +----- +----- +----- +----- +
| MSI ZE | MIYPE | VERSION | NUM ADDRS

S R S R S R oo R +
| S| GNATURE /
/ (64 bytes) |
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +
| EXPI RATI ON |
oo oo oo oo oo oo oo oo +
/ ADDRESSES (vari abl e | ength) /
S S S oo S oo S S +

Figure 9: The Hel |l oMessage Wre Format.
wher e:
MBI ZE denotes the size of this nmessage in network byte order

MIYPE is the 16-bit nessage type. It nust be set to the value 157
in network byte order as defined in the GANA "GNUnet Message Type"
registry (see Section 11.4).

VERSION is a 16-bit field that indicates the version of the
Hel | oMessage. Miust be zero. |In the future, this may be used to
extend or update the Hell oMessage fornmat.

NUM ADDRS is a 16-bit nunmber in network byte order that gives the
total nunber of addresses encoded in the ADDRESSES fi el d.

SIGNATURE is a 64 byte EdDSA signhature [ed25519] using the sender’s
private key affirm ng the information contained in the message.
The signature is signing exactly the sane data that is being
signed in a HELLO bl ock as described in Section 8. 2.
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EXPI RATI ON denotes the absolute 64-bit expiration date of the
content. The value specified is mcroseconds since mdnight (0
hour), January 1, 1970, but nmust be a multiple of one mllion (so
that it can be represented in seconds in a HELLO URL). Stored in
net wor k byte order

ADDRESSES A sequence of exactly NUM ADDRS addresses which can be
used to contact the peer. Each address MJST be O-terminated. |If
NUM ADDRS = 0 then this field is omtted (0 bytes)

7.2.2. Processing

If the initiator of a Hell oMessage is SELF, the nmessage is sinply
sent to all neighbors P currently in the routing table using the
SEND() function of the underlay as defined in Section 5

Upon receiving a Hel |l oMessage froma peer P an inplenentati on MIUST
process it step by step as foll ows:

1. If Pis not inits routing table, the nessage is discarded.

2. The signature is verified, including a check that the expiration
time is in the future. |If the signhature is invalid, the nessage
i s discarded

3. The information contained in the Hell oMessage is used to
synt hesi ze a bl ock of type HELLO (Section 8.2). The block is
cached in the routing table until it expires, or the peer is
renoved fromthe routing table, or the infornmation is replaced by
anot her nessage fromthe peer. The inplenmentation SHOULD
instruct the underlay to connect to all now avail abl e addresses
usi ng TRY_CONNECT() in order to make the underlay aware of
alternative addresses for this connection and to maintain optinma
connectivity.

4. Received Hel | oMessages MUST NOT be forwarded.
7.3. Put Message

Put Messages are used to store information at other peers in the DHT
Any application-facing APl which allows applications to initiate

Put Messages to store data in the DHT needs to receive sufficient,
possi bly inplementation-specific information to construct the initia
Put Message. I n general, application-facing APIs supporting nultiple
applications and bl ock types need to be given the block type (BTYPE)
and nessage FLAGS in addition to the actual BLOCK payl oad. The
BLOCK _KEY coul d be provided explicitly, or in some cases m ght be
derived using the DeriveBl ockkKey() function fromthe bl ock type
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specific operations defined in Section 8. 1.

7.3.1. Wre Format

0 8 16 24 32 40 48 56

+o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
| MSI ZE | MIYPE | BTYPE |
Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
| VER | FLAGS] HOPCOUNT | REPL_LVL | PATH LEN |
+----- +----- +----- +----- +----- +----- +----- +----- +
| EXPI RATI ON |
+o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
| PEER BF /
/ (128 byte) |
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +
| BLOCK_KEY /
/ (64 byte) |
+o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
/ TRUNCATED ORIG@ N (0 or 32 bytes) /
Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
/ PUTPATH (vari abl e | engt h) /
+----- +----- +----- +----- +----- +----- +----- +----- +
/ LAST HOP SI GNATURE (0 or 64 bytes) /
+o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
/ BLOCK (vari abl e | ength) /
Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +

Figure 10: The Put Message Wre Format.

wher e:

MBI ZE denotes the size of this message in network byte order.

MIYPE is the 16-bit nessage type. Read-only. It nust be set to the
val ue 146 in network byte order as defined in the GANA " GNUnet
Message Type" registry Section 11.4.

BTYPE is a 32-bit block type in network byte order. The bl ock type
i ndi cates the content type of the payload. Set by the initiator.
Read- onl y.

VER is a 8-bit protocol version. Set to zero. My be used in
future protocol versions.

FLAGS is a 8-bit vector with binary options (see Section 7.1.1).
Set by the initiator. Read-only.

HOPCOUNT is a 16-bit nunber in network byte order indicating how
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many hops this nessage has traversed to far. Set by the initiator
to zero. MJST be increnmented by one by each peer before
forwardi ng the request.

REPL LVL is a 16-bit nunber in network byte order indicating the
desired replication level of the data. Set by the initiator
Read-onl y.

PATH LEN is a 16-bit nunber in network byte order indicating the
nunber of path elements recorded in PUTPATH. As PUTPATH i s
optional, this value may be zero. |If the PUTPATH is enabl ed, set
initially to zero by the initiator. Updated by processing peers
to match the path length in the nessage.

EXPI RATI ON denotes the absolute 64-bit expiration date of the
content in mcroseconds since nmdnight (0 hour), January 1, 1970
in network byte order. Set by the initiator. Read-only.

PEER BF A peer Bloomfilter to stop circular routes (see
Section 6.3). Set by the initiator to contain the |ocal peer and
all neighbors it is forwarded to. Mdified by processing peers to
include their own peer public key using BF-SET().

BLOCK_KEY The key under which the Put Message wants to store content
under. Set by the initiator. Read-only.

TRUNCATED ORIGA N is only provided if the Truncated flag is set in
FLAGS. If present, this is the public key of the peer just before
the first entry on the PUTPATH and the first peer on the PUTPATH
is not the actual origin of the nmessage. Thus, to verify the
first signature on the PUTPATH, this public key nust be used.

Note that due to the truncation, this last hop cannot be verified
to exist. Value is nodified by processing peers.

PUTPATH the variable-length PUT path. The path consists of a |ist
of PATH LEN path elenments. Set by the initiator to zero.
I ncrenented by processing peers.

LAST HOP SIGNATURE is only provided if the RecordRoute flag is set
in FLAGS. |If present, this is an EJADSA signature [ed25519] by the
sender of this nmessage (using the same format as the signhatures in
PUTPATH) affirming that the sender forwarded the nessage fromthe
predecessor (all zeros if PATH LEN is zero, otherwi se the |ast
peer in PUTPATH) to the target peer. Mdified by processing peers
(if flag is set).

BLOCK the variable-length block payl oad. The contents are
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7. 3.

determined by the BTYPE field. The length is determ ned by MSIZE
m nus the size of all of the other fields. Set by the initiator.
Read- onl y.

Pr ocessi ng

Upon receiving a Put Message froma peer P, or created through
initiation by an overlay API, an inplenentati on MIST process it step
by step as foll ows:

1.

The EXPIRATION field is evaluated. |If the nessage is expired, it
MJUST be di scar ded.

If the BTYPE is ANY, then the nmessage MJST be discarded. If the
BTYPE i s not supported by the inplementation, no validation of
the bl ock payload is performed and processing continues at (5).
El se, the bl ock MJUST be validated as defined in (3) and (4).

The nessage is eval uated using the bl ock validation functions

mat ching the BTYPE. First, the client attenpts to derive the key
usi ng the respective DeriveBl ockKey procedure as described in
Section 8.1. |If a key can be derived and does not match, the
message MJST be di scarded.

Next, the ValidateBl ockSt oreRequest procedure for the BTYPE as
described in Section 8.1 is used to validate the bl ock payl oad.
If the block payload is invalid, the nmessage MJUST be di scarded.

The peer identity of the sender peer P SHOULD be in PEER BF. |If
not, the inplenmentation MAY log an error, but MJST conti nue.

If the RecordRoute flag is not set, the PATH LEN MJUST be set to
zero. |If the flag is set and PATH LEN is non-zero, the |ocal

peer SHOULD verify the signatures fromthe PUTPATH. Verification
MAY i nvol ve checking all signatures or any random subset of the
signatures. It is RECOMMVENDED t hat peers adapt their behavior to
avai | abl e conput ati onal resources so as to not meke signature
verification a bottleneck. |If an invalid signature is found, the
PUTPATH MJUST be truncated to only include the elenents foll ow ng
the invalid signature.

If the local peer is the closest peer (cf. |sC osestPeer(SELF
BLOCK_KEY, PeerFilter)) or the Demultipl exEverywhere flag ist
set, the nessage SHOULD be stored locally in the block storage if
possi ble. The inpl enentati on MAY choose not store the block if
external factors or configurations prevent this, such as linmted
(allotted) disk space
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8. If the BTYPE of the nessage indicates a HELLO bl ock, the peer
MJUST be considered for the I ocal routing table by using the peer
identity in BLOCK KEY. If neither the peer is already connected
nor the respective k-bucket is already full, then the peer MJST
try to establish a connection to the peer indicated in the HELLO
bl ock using the address information fromthe HELLO bl ock and the
underlay’s TRY_CONNECT() function. The inplenentation MJST
instruct the underlay to try to connect to all provided addresses
usi ng TRY_CONNECT() in order to make the underlay aware of
mul tiple addresses for this connection. Wen a connection can be
establ i shed, the underlay’'s PEER CONNECTED signal will cause the
peer to be added to the respective k-bucket of the routing table
(Section 6).

9. Gven the value in REPL_LVL, HOPCOUNT and FALSE =
| sCl osest Peer (SELF, BLOCK KEY, PeerFilter) the nunber of peers to
forward to MUST be cal cul at ed usi ng Conput eQut Degree(). The
i mpl emrent ati on SHOULD sel ect this number of peers to forward the
message to using the function Sel ect Peer() (Section 6.4) using
the BLOCK_KEY, HOPCOUNT, and utilizing PEER BF as peer Bl oom
filter. For each selected peer PEER BF is updated with that peer
in between calls to SelectPeer(). The inplenentation MAY forward
to fewer or no peers in order to handl e resource constraints such
as limted bandwi dth or sinply because there are not enough
sui tabl e connected peers. For each selected peer with peer
identity P a dedi cated Put Message_P is created containing the
original (and where applicable already updated) fields of the
recei ved Put Message. |In each nessage _all_ sel ected peer
identities and the local peer identity MJST be added to the
PEER_BF and t he HOPCOUNT MJUST be increnmented by one. |f the
RecordRoute flag is set, a new path elenent is created using the
predecessor peer public key and the signature of the current
peer. The path elenent is added to the PUTPATH fields and the
PATH LEN field is increnented by one. Wen creating the path
el ement signature, the successor nmust be set to the recipient
peer P of the PutMessage P. The successor in the new path
element is the recipient peer P. |If the path becones too |ong
for the resulting message to be transnitted by the underlay, it
MJUST be truncated. Finally, the nmessages are sent using SEND(P,
Put Message P) to each recipient.
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7.4. Cet Message

Get Messages are used to request information fromother peers in the
DHT. An application-level APl which allows applications to initiate
Get Messages needs to provide sufficient, inplenentation-specific

i nformati on needed to construct the initial GetMessage. For exanple,
i mpl ement ati ons supporting rmultiple applications and blocks will need
to be given the bl ock type, message FLAG paraneters and possibly an
XQUERY in addition to just the QUERY HASH. In some cases, it mght
al so be useful to enable the application to assist in the
construction of the RESULT FILTER such that it can filter already
known results. Note that the RESULT FILTER nmay need to be re-
constructed every time the query is retransnitted by the initiator
(details depending on the BTYPE) and thus a RESULT _FILTER can often
not be passed directly as an argunent by the application to an
application APlI. Instead, applications would typically provide the
set of results to be filtered, allowing the DHT to construct the
RESULT FI LTER whenever it retransmits a Get Message request as
initiator.

7.4.1. Wre Format

0 8 16 24 32 40 48 56

R R R R R R R R +
| MBI ZE | MIYPE | BTYPE |
Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
| VER | FLAGS] HOPCOUNT | REPL_LVL | RF_SIZE |
+----- +----- +----- +----- +----- +----- +----- +----- +
| PEER_BF /
/ (128 byte) |
S S S S S S S S +
| QUERY_HASH /
/ (64 byte) |
+----- +----- +----- +----- +----- +----- +----- +----- +
| RESULT_FI LTER /
/ (variabl e | ength) /
S S oo S S S S S +
/ XQUERY (vari abl e | ength) /
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +

Figure 11: The Get Message Wre Fornat.
wher e:
MBI ZE denotes the size of this message in network byte order.

MIYPE is the 16-bit nessage type. Read-only. It nust be set to the
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val ue 147 in network byte order as defined in the GANA " G\Unet
Message Type" registry Section 11.4.

BTYPE is a 32-bit block type field in network byte order. The bl ock
type indicates the content type of the payload. Set by the
initiator. Read-only.

VER is a 8-bit protocol version. Set to zero. My be used in
future protocol versions

FLAGS is a 8-bit vector with binary options (see Section 7.1.1).
Set by the initiator. Read-only.

HOPCOUNT is a 16-bit number in network byte order indicating how
many hops this nessage has traversed to far. Set by the initiator
to zero. Increnented by each peer by one per hop

REPL LVL is a 16-bit nunber in network byte order indicating the
desired replication level of the data. Set by the initiator
Read- onl y.

RF SIZE is a 16-bit nunber in network byte order indicating the
|l ength of the RESULT FILTER Set by the initiator. Read-only.

PEER BF A peer Bloomfilter to stop circular routes (see
Section 6.3). Set by the initiator to include itself and al
connected neighbors in the routing table. Mdified by processing
peers to include their own peer identity.

QUERY_HASH The query used to indicate what the key is under which
the initiator is looking for blocks with this request. The bl ock
type may use a different evaluation logic to determ ne applicable
result blocks. Set by the initiator. Read-only.

RESULT FILTER the variable-length result filter with RF_SIZE bytes
as described in Section 7.4.2. Set by the initiator. Modified by
processi ng peers based on results returned.

XQUERY the variable-length extended query. Optional. Set by the

initiator. Read-only. The length is determ ned by subtracting
the length of all other fields from MsIZE
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7.4.2. Result Filter

Aresult filter is used to indicate to other peers which results are
not of interest when processing a Get Message (Section 7.4). Any peer
whi ch is processing Get Messages and has a result which nmatches the
query key MJST check the result filter and only send a reply nessage
if the result does not test positive under the result filter. Before
forwardi ng the GetMessage, the result filter MJUST be updated using
the result of the BTYPE-specific FilterResult (see Section 8.1)
function to filter out all results already returned by the |oca

peer.

How a result filter is inplenented depends on the block type as
described in Section 8.1. Result filters may be probabilistic data
structures. Thus, it is possible that a desireable result is
filtered by a result filter because of a false-positive test.

How exactly a block result is added to a result filter is specified
as part of the definition of a block type (cf. Section 8.2).

7.4.3. Processing

Upon receiving a GetMessage froma peer P, or created through
initiation by the overlay API, an inplenmentation MJST process it step
by step as foll ows:

1. If the BTYPE is supported, the QUERY_HASH and XQUERY fields are
val i dated as defined by the respective ValidateBl ockQuery()
procedure for this type. |If the result yields REQUEST | NVALI D,
the nmessage MJST be di scarded and processing ends. |f the BTYPE
is not supported, the message MJUST be forwarded (Skip to step 4).
If the BTYPE is ANY, the message is processed further without
val i dati on.

2. The peer identity of the sender peer P SHOULD be in the PEER BF
peer Bloomfilter. |If not, the inplenentation MAY | og an error,
but MJUST conti nue.

3. The local peer SHOULD try to produce a reply in any of the
followi ng cases: (1) If the local peer is the closest peer (cf.
| sCl osest Peer (SELF, QueryHash, PeerFilter), or (2) if the
Denul ti pl exEverywhere flag is set, or (3) if the local peer is
not the closest and a previously cached ResultMessage al so
mat ches this request (Section 7.5.2).

The reply is produced (if one is available) using the follow ng
st eps:
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a) |If the BTYPE is HELLO, the inplenmentati on MJST only consider
synthesi zing its own addresses and the addresses it has
cached for the peers inits routing table as HELLO bl ock
replies. Oherwise, if the BTYPE does not indicate a request
for a HELLO bl ock or ANY, the inplenentati on MUST only
consider blocks in the local block storage and previously
cached Resul t Messages.

b) If the FLAGS field includes the flag Fi ndApproxi mate, the
peer SHOULD respond with the closest block (smallest val ue of
Get Di st ance( QUERY_HASH, BLOCK KEY)) it can find that is not
filtered by the RESULT_BF. Oherw se, the peer MJST respond
with the block with a BLOCK KEY t hat nmatches the QUERY_HASH
exactly and that is not filtered by the RESULT_ BF.

c) Any resulting (synthesized) block is encapsulated in a
Resul t Message. The Resul t Message SHOULD be transmitted to
t he nei ghbor from which the request was received.

I mpl enent ati ons MAY not reply if they are resource-constrai ned.
However, ResultMessages MJST be given the highest priority anmong
conpeting transm ssions.

If the BTYPE is supported and ValidateBl ockReply for the given
query has yielded a status of FILTER LAST, processing MJST end
and not continue with forwardi ng of the request to other peers.

4. The inplenentation MJST create (or nerge) an entry in the pending
table (see Section 6.5) for the query represented by this
Get Message. The pending table MJST store the | ast MAX RECENT
requests, and peers thus MJST discard the ol dest existing request
if menory constraints on the pending table are encountered. Note
that peers MJST clean up state for queries that had response wth
a status of FILTER LAST even if they are not the ol dest query in
the pending table.

5. Using the value in REPL_LVL, the nunber of peers to forward to
MUST be cal cul at ed usi ng Comput eQut Degree(). |If there is at
| east one peer to forward to, the inplenmentati on SHOULD sel ect up
to this nunber of peers to forward the nessage to. Furthernore,
the inplementati on SHOULD sel ect up to this nunber of peers to
usi ng the function Sel ectPeer() (from Section 6.4) using the
QUERY_HASH, HOPCOUNT, and the PEER_BF. The inpl enentation MAY
forward to fewer or no peers in order to handl e resource
constraints such as bandwi dth. Before forwarding, the peer Bl oom
filter PEER BF MJUST be updated to filter all selected peers and
the | ocal peer identity SELF. For all peers with peer identity P
chosen to forward the nessage to, SEND(P, GetMessage P) is

Schanzenbach, et al. Expi res 18 Septenber 2025 [ Page 36]



Internet-Draft The R5N Distributed Hash Tabl e March 2025

called. Here, GetMessage P is the original nmessage with the
updated fields for HOPCOUNT (incremented by one), updated PEER BF
and updated RESULT_FILTER (based on results already returned).

7.5. Result Message
Resul t Messages are used to return information to other peers in the
DHT or to applications using the overlay APl that previously
initiated a Get Message. The initiator of a ResultMessage is a peer
triggered through the processing of a Get Message.

7.5.1. Wre Format

0 8 16 24 32 40 48 56

+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +
| MBI ZE | MIYPE | BTYPE |
+--m o= +--m o= +--m o= +--m o= +--m o= +--m o= +--m o= +--m o= +
| RESERVED | VER | FLAGS| PUTPATH L | GETPATH L |
+--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +
| EXPI RATI ON |
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +
| QUERY_HASH /
/ (64 byte) |
+o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
/ TRUNCATED ORIG@ N (0 or 32 bytes) /
Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
/ PUTPATH /
/ (variabl e | ength) /
+--m o= +--m o= +--m o= +--m o= +--m o= +--m o= +--m o= +--m o= +
/ CGETPATH /
/ (variabl e | ength) /
Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
/ LAST HOP SI GNATURE (0 or 64 bytes) /
+----- +----- +----- +----- +----- +----- +----- +----- +
/ BLOCK /
/ (variabl e | ength) /
+--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +

Figure 12: The Resul t Message Wre Format
wher e:
MBI ZE denotes the size of this message in network byte order.
MIYPE is the 16-bit nessage type. Set by the initiator. Read-only.

It nmust be set to the value 148 in network byte order as defined
in the GANA "GNUnet Message Type" registry (see Section 11.4).
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BTYPE is a 32-bit block type field in network byte order. The bl ock
type indicates the content type of the payload. Set by the
initiator. Read-only.

RESERVED is a 16-bit value. |Inplenentations MJST set this value to
zero when originating a result nmessage. |nplenentations MJST
forward this value unchanged even if it is non-zero.

VER is a 8-bit protocol version in network byte order. Set to zero.
May be used in future protocol versions.

FLAGS is a 8-bit vector with binary options (see Section 7.1.1).
Set by the initiator of the response based on the flags retained
fromthe original PutMessage, possibly setting the Truncated bit
if the initiator is forced to truncate the path. For HELLO
bl ocks, the FLAGS should sinply be cleared.

PUTPATH L is a 16-bit nunmber in network byte order indicating the
nunber of path elements recorded in PUTPATH. As PUTPATH i s
optional, this value may be zero even if the message has traversed
several peers. Set by the initiator to the PATH LEN of the
Put Message from which the bl ock originated. Modified by
processing peers in case of path truncation

GETPATH L is a 16-bit nunber in network byte order indicating the
nunber of path elements recorded in GETPATH. As GETPATH i s
optional, this value may be zero even if the nmessage has traversed
several peers. MJST be set to zero by the initiator. Modified by
processing peers to match the path length in the nessage.

EXPI RATI ON denotes the absolute 64-bit expiration date of the
content in mcroseconds since nmidnight (0 hour), January 1, 1970
in network byte order. Set by the initiator to the expiration
val ue as recorded fromthe Put Message from which the bl ock
originated. Read-only.

QUERY_HASH the query hash corresponding to the Get Message which
caused this reply nmessage to be sent. Set by the initiator using
the val ue of the Get Message. Read-only.

TRUNCATED ORIGA N is only provided if the Truncated flag is set in
FLAGS. |If present, this is the public key of the peer just before
the first entry on the PUTPATH and the first peer on the PUTPATH
is not the actual origin of the message. Thus, to verify the
first signature on the PUTPATH, this public key nust be used.

Note that due to the truncation, this last hop cannot be verified
to exist. Set by processing peers.
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PUTPATH the variable-length PUT path. The path consists of a |ist
of PUTPATH L path elenments. Set by the initiator to the the
PUTPATH of the Put Message from which the bl ock origi nated.
Modi fi ed by processing peers in case of path truncation

GETPATH the variable-length PUT path. The path consists of a list
of CGETPATH L path elenments. Set by processing peers.

LAST HOP SIGNATURE is only provided if the RecordRoute flag is set
in FLAGS. If present, this is an EJADSA signature [ed25519] by the
sender of this nmessage (using the same format as the signhatures in
PUTPATH) affirming that the sender forwarded the nessage fromthe
predecessor (all zeros if PATH LEN is zero, otherw se the |ast
peer in PUTPATH) to the target peer.

BLOCK the variable-length resource record data payload. The
contents are defined by the respective type of the resource
record. Set by the initiator. Read-only.

7.5.2. Processing

Upon receiving a ResultMessage froma connected peer or triggered by
the processing of a GetMessage, an inplenentati on MUST process it
step by step as foll ows:

1. First, the EXPIRATION field is evaluated. If the nessage is
expired, it MJST be di scarded.

2. If the BTYPE is supported, then the BLOCK MUST be vali dated
agai nst the requested BTYPE. To do this, the peer checks that
the block is valid using ValidateBl ockStoreRequest. If the
result is BLOCK | NVALID, the message MJST be di scarded.

3. If the PUTPATH L or the GETPATH L are non-zero, the |ocal peer
SHOULD verify the signatures fromthe PUTPATH and the GETPATH
Verification MAY invol ve checking all signatures or any random
subset of the signatures. It is RECOWENDED that peers adapt
their behavior to avail able computational resources so as to not
make signature verification a bottleneck. |If an invalid
signature is found, the path MJST be truncated to only include
the elenents following the invalid signature. |In particular, any
invalid signature on the GETPATH wi || cause PUTPATH L to be set
to zero.

4. The peer also attenpts to conpute the key using DeriveBl ockKey.
This may result in NONE. The result is used later. Note that
even if a key was conputed, it does not have to nmatch the
QUERY_HASH.
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5. If the BTYPE of the nessage indicates a HELLO bl ock, the peer
SHOULD be considered for the local routing table by using the
peer identity computed fromthe bl ock using DeriveBl ockKey. An
i npl ement ati on MAY choose to ignore the HELLO for exanple
because the routing table or the respective k-bucket is already
full. If the peer is a suitable candidate for insertion, the
| ocal peer MJUST try to establish a connection to the peer
indicated in the HELLO bl ock using the address information from
the HELLO bl ock and the underlay’s TRY_CONNECT() function. The
i npl ementation MUST instruct the underlay to connect to al
provi ded addresses using TRY_CONNECT() in order to nake the
underl ay aware of multiple addresses for this connection. Wen a
connection is established, the signal PEER CONNECTED wi || cause
the peer to be added to the respective k-bucket of the routing
table (see Section 6).

6. |If the QUERY_HASH of this ResultMessage does not match an entry
in the pending table (Section 6.5), then the nmessage is di scarded
and processing ends. Oherw se, processing continues for each
entry in the table as foll ows.

a) If the FindApproxinmate flag was not set in the query and the
BTYPE enabl ed the inplenentation to conpute the key fromthe
bl ock, the computed key nust exactly match the QUERY_HASH
otherw se the result does not match the pendi ng query and
processing continues with the next pending table entry.

b) If the BTYPE is supported, result bl ock MJST be validated
agai nst the specific query using the respective
FilterBl ockResult function. This function MJST update the
result filter if aresult is returned to the originator of
the query.

c) |If the BTYPE is not supported, filtering of exact duplicate
replies MJUST still be perforned before forwarding the reply.
Such duplicate filtering MAY be inpl enmented
probabilistically, for exanple using a Bloomfilter. The
result of this duplicate filtering is always either
FI LTER_MORE or FILTER DUPLI CATE.

d) If the RecordRoute flag is set in FLAGS, the |ocal peer
identity MJUST be appended to the GETPATH of the nessage and
the respective signature MJIST be set using the query origin
as the PEER SUCCESSOR and the response origin as the PEER
PREDECESSOR. If the flag is not set, the GETPATH L and
PUTPATH L MUST be set to zero when forwarding the result.
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8.

e) |If theresult filter result is either FILTER MORE or
FI LTER LAST, the nmessage is forwarded to the origin of the
query as defined in the entry which may either be the loca

peer or a renote peer. |In case this is a query of the |oca
peer the result may have to be provided to applications
through the overlay API. Oherwi se, the result is forwarded

usi ng SEND( P, ResultMessage’') where Result Message’ is the now
modi fi ed nessage. |If the result was FILTER LAST, the query
MJST be renoved fromthe pending table.

8. Finally, the inplenentati on SHOULD cache Result Messages i n order
to provide already seen replies to future Get Messages. The
i mpl eent ati on MAY choose not no cache any or a linmited nunber of
Resul t Messages for reasons such as resource limtations.

Bl ocks

Thi s section describes various considerati ons R*5N i npl enent ati ons
must consider with respect to blocks. Specifically, inplenmentations
SHOULD be validate and persist blocks. |nplenmentations MAY not
support validation for all types of blocks. For exanple, on sone
devices, storing blocks is inpossible due to | ack of storage
capacity. Block storage inproves |ookup performance for |oca
applications and al so other peers. Not storing blocks results in
degraded performance.

The bl ock type determ nes the format and handling of the bl ock

payl oad by peers in Put Messages and Resul t Messages. Applications can
and should define their own block types. Block types MIST be
registered with GANA (see Section 11.1). Especially when new bl ock
types are introduced, sone peers MAY | ack support for the respective
bl ock operati ons.

1. Block Operations

Bl ock validation operations are used as part of nessage processing
(see Section 7) for all types of DHT nessages. To enable these

val i dati on operations, any block type specification MIST define the
foll owi ng functions:

Val i dat eBl ockQuery(Key, XQuery) -> RequestEvaluationResult is used
to evaluate the request for a block as part of Get Message
processing. Here, the block payload is unkown, but if possible
the XQuery and Key SHOULD be verified. Possible values for the
Request Eval uati onResult are:

REQUEST_VALID The query is valid.
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REQUEST I NVALID The query format does not match the bl ock type.
For exanple, a mandatory XQuery was not provided, or of the
size of the XQuery is not appropriate for the block type.

Deri veBl ockKey(Bl ock) -> Key | NONE is used to synthesize the bl ock
key fromthe bl ock payload as part of PutMessage and Resul t Message
processing. The special return value of NONE inplies that this
bl ock type does not permt deriving the key fromthe block. A Key
may be returned for a block that is ill-forned

Val i dat eBl ockSt or eRequest (Bl ock) -> Bl ockEval uati onResult is used to
eval uate a bl ock payl oad as part of Put Message and Resul t Message
processing. Possible values for the Bl ockEval uati onResult are:

BLOCK VALID The block is valid.
BLOCK | NVALI D The bl ock payl oad does not natch the bl ock type.

SetupResultFilter(FilterSize, Mitator) -> RF is used to setup an
enpty result filter. The argunents are typically the size of the
set of results that nmust be filtered at the initiator, and a
Mut at or val ue which MAY be used to determnistically re-random ze
probabilistic data structures. RF MJST be a byte sequence
suitable for transmi ssion over the network.

FilterResult (Bl ock, Key, RF, XQuery) -> (FilterEval uationResult,

RF) is used to filter results against specific queries. This
function does not check the validity of Block itself or that it
mat ches the given key, as this nust have been checked earli er
Locally stored bl ocks from previously observed Resul t Messages and
Put Messages use this function to performfiltering based on the
request paraneters of a particular GET operation. Possible values
for the FilterEval uati onResult are:

FILTER MORE Block is a valid result, and there nmay be nore.

FILTER LAST The given Block is the last possible valid result.

FI LTER DUPLI CATE Block is a valid result, but considered to be a
duplicate (was filtered by the RF) and SHOULD NOT be returned
to the previous hop. Peers that do not understand the bl ock
type MAY return such duplicate results anyway and
i mpl erent ations nmust take this into account.

FI LTER | RRELEVANT Bl ock does not satisfy the constraints inposed
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2

by the XQuery. The result SHOULD NOT be returned to the

previ ous hop. Peers that do not understand the bl ock type MAY
return such irrelevant results anyway and inpl ementations nust
take this into account.

If the main evaluation result is FILTER MORE, the function al so
returns an updated result filter where the Block is added to the
set of filtered replies. An inplementation is not expected to
actually differenciate between the FILTER DUPLI CATE and

FI LTER | RRELEVANT return values: in both cases the Block is

i gnored for this query.

HELLO Bl ocks

For boot strappi ng and peer discovery, the DHT inplenmentation uses its
own bl ock type called "HELLO'. HELLO bl ocks are the only type of

bl ock that MJUST be supported by every R'5N inplenentation. A block
with this block type contains the peer public key of the peer that
publ i shed the HELLO together with a set of addresses of this peer

The key of a HELLO bl ock is the SHA-512 hash [ RFC4634] of the peer
public key and thus the peer’s identity in the DHT

The HELLO bl ock type wire format is illustrated in Figure 13. A
query for block of type HELLO MJUST NOT incl ude extended query data
(XQuery). Any inplementation encountering a request for a HELLO with
non-enpty XQuery data MJIST consider the request invalid and ignore
it.
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0 8 16 24 32 40 48 56
Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
| PEER PUBLI C KEY |
| (32 bhyte) |
I I
I I
Hommm- Hoomm- Hoomm- Hoomm- Hoomm- Hoomm- Hoomm- Hoomm- +
| S| GNATURE |
| (64 byte) |
I I
I I
I I
I I
I I
| |
+----- +----- +----- +----- +----- +----- +----- +----- +
| EXPI RATI ON |
demenn emenn emenn emenn emenn emenn emenn emenn +
/ ADDRESSES /
/ (variabl e | ength) /
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +

Figure 13: The HELLO Bl ock For mat.

PEER PUBLI C KEY is the public key of the peer to which the ADDRESSES
belong. This is also the public key needed to verify the
S| GNATURE

EXPI RATI ON denotes the absolute 64-bit expiration date of the
content. The value specified is mcroseconds since mdnight (0
hour), January 1, 1970 in network byte order, but nust be a
multiple of one million (so that it can be represented in seconds
ina HELLO URL).

ADDRESSES is a |ist of UTF-8 addresses (Section 2) which can be used
to contact the peer. Each address MJST be O-terminated. The set
of addresses MAY be enpty, for exanple if the peer knows that it
cannot be reached fromthe outside (i.e. NAT).

SIGNATURE is the EADSA signature [ed25519] of the HELLO bl ock. The
signature covers various information derived fromthe actual data
in the HELLO bl ock. The data signed over includes the bl ock
expiration time, a constant that uniquely identifies the purpose
of the signature, and a hash of the addresses with O-term nators
in the sane order as they are present in the HELLO bl ock. The
format is illustrated in Figure 14.
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0 8 16 24 32 40 48 56
Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
| S| ZE | PURPCSE |
+----- +----- +----- +----- +----- +----- +----- +----- +
| EXPI RATI ON |
R R R R R R R R +
| H_ADDRS |
| (64 byte) |
I I
I I
I I
I I
I I
I I
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +

Figure 14: The Wre Format of the HELLO for Signing.

SIZE A 32-bit value containing the length of the signed data in
bytes in network byte order. The length of the signed data
MJST be 80 bytes.

PURPOSE A 32-bit signature purpose flag. This field MIST be 7 in
net wor k byte order

EXPI RATI ON denotes the absolute 64-bit expiration date of the
HELLO i n mi croseconds since mdnight (0 hour), January 1, 1970
in network byte order

H ADDRS a SHA-512 hash over the addresses in the HELLO H ADDRS
is generated over the ADDRESSES field as provided in the HELLO
bl ock using SHA-512 [ RFC4634].

The HELLO bl ock operations MJST be inplenented as foll ows:

Val i dat eBl ockQuery(Key, XQuery) -> RequestEvaluationResult To
validate a bl ock query for a HELLOis to sinply check that the
XQuery is enpty. If it is enmpty, REQUEST VALID ist returned.
O herwi se, REQUEST I NVALID is returned.

Deri veBl ockKey(Bl ock) -> Key | NONE To derive a block key for a
HELLO is to sinply hash the PEER PUBLI C KEY fromthe HELLO  The
result of this function is thus always the SHA-512 hash over the
PEER PUBLI C KEY.

Val i dat eBl ockSt or eRequest (Bl ock) -> Bl ockEval uati onResult To
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validate a block store request is to verify the EADSA S| GNATURE
over the hashed ADDRESSES agai nst the public key fromthe PEER
PUBLI C KEY field. |If the signature is valid BLOCK VALID is
returned. Oherwi se BLOCK I NVALID i s returned.

SetupResultFilter(FilterSize, Mutator) -> RF The RF for HELLO bl ocks
is inplemented using a Bloomfilter followi ng the definition from
Appendi x A and consists of a variable nunber of bits L. L depends
on the FilterSize which will be the nunmber of connected peers |E
known to the peer creating a HELLO block fromits own addresses: L
is set to the mninmmof 2718 bits (2715 bytes) and the | owest
power of 2 that is strictly larger than 2*K*|E| bits (K*|E /4
byt es).

The k-value for the Bloomfilter MJUST be 16. The elenents used in
the Bloomfilter consist of an XOR between the H ADDRS field (as
conmput ed usi ng SHA-512 over the ADDRESSES) and the SHA-512 hash of
the MUTATOR field froma given HELLO bl ock. The nmapping function
M H_ADDRS XOR MUTATCR) is defined as foll ows:

Me = H ADDR XOR MUTATOR) -> e as uint32[]

Mis an identity function and returns the 512-bit XOR result
unnodi fied. This resulting byte string is interpreted as k=16
32-bit integers in network byte order which are used to set and
check the bits in B using BF-SET() and BF-TEST(). The 32-bit
MJUTATOR i s prepended to the L-bit Bloomfilter field HELLO BF
containing Bto create the result filter for a HELLO bl ock

0 8 16 24 32 40 48 56

+----- +----- +----- +----- +----- +----- +----- +----- +
| MJTATOR | HELLO BF /
+----- +----- +----- +----- + (variable |ength) /
/ /
+--mna +--mna +--mna +--mna +--mna +--mna +--mna +--mna +

Fi gure 15: The HELLO Bl ock Result Filter.
wher e:
MJTATOR The 32-bit mutator for the result filter
HELLO BF The L-bit Bloomfilter array.
The MUTATOR value is used to additionally "random ze" the
conputation of the Bloomfilter while remaining determnistic

across peers. It is only ever set by the peer initiating the GET
request, and changed every tinme the GET request is repeated.
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Peers forwardi ng GET requests MJST not change the nutator val ue
included in the RESULT FILTER as they m ght not be able to
recal culate the result filter with a different MJTATOR val ue.

Consequently, repeated requests have statistically independent
probabilities of creating false-positives in a result filter

Thus, even if for one request a result filter nay exclude a result
as a false-positive match, subsequent requests are likely to not
have the same fal se-positives

HELLO result filters can be nerged if the Bloomfilters have the
same size and MJUTATOR by setting all bits to 1 that are set in
either Bloomfilter. This is done whenever a peer receives a
query with the sane MJTATOR, predecessor and Bloomfilter size.

FilterResult (Bl ock, Key, RF, XQuery) -> (FilterEval uationResult,

RF) The H ADDRS field is XORed with the SHA-512 hash of the MJUTATOR
field fromthe HELLO bl ock and the resulting value is checked
against the Bloomfilter in RF. Consequently, HELLGCs with
completely identical sets of addresses will be filtered and
FI LTER DUPLI CATE is returned. Any small variation in the set of
addresses will cause the block to no longer be filtered (with high
probability) and FILTER MORE i s returned.

Per si st ence

An i mpl enent ati on SHOULD provi de a | ocal persistence nechani sm for

bl ocks. Enbedded systens that | ack storage capability MAY use
connection-level signalling to indicate that they are nerely a client
utilizing a DHT and are not able to participate with storage. The

| ocal storage MJST provide the follow ng functionality:

Store(Key, Block) Stores a block under the specified key. If an
bl ock with identical payload exists already under the sane key,
the neta data should be set to the maxi mum expiration time of both
bl ocks and use the correspondi ng PUTPATH (and if applicable
TRUNCATED ORIG N) of that version of the block

Lookup(Key) -> Set of Blocks Retrieves blocks stored under the
speci fied key.

LookupAppr oxi mat e(Key) -> List of Blocks Retrieves the blocks stored

under the specified key and any bl ocks under keys close to the
specified key, in order of decreasing proxinity.
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8.3.1. Approximte Search Considerations

Over tine a peer may accunul ate a significant nunmber of bl ocks which
are stored locally in the persistence layer. Due to the expected
hi gh nunber of blocks, the nmethod to retrieve blocks close to the
speci fied | ookup key in the LookupApproximate APl nust be inpl enented
with care with respect to efficiency.

It is RECOWENDED to Iimt the number of results fromthe
LookupApproxi nate procedure to a result size which is easily
manageabl e by the | ocal system The RECOVMMENDED default is to return
bl ocks with the four closest keys. Note that filtering by the RF
will be done by the DHT afterwards and it is NOT RECOVWENDED to fetch
additional records even if all four closest keys are filtered by the
RF. The main reason for this is to ensure peers do not spend
extensi ve resources to process approxi nate | ookups. In particular,

i mpl ementations MUST linmt the worst-case effort they spent on
appr oxi mat e | ookups.

In order to efficiently find a suitable result set, the
i mpl ement ati on SHOULD foll ow the foll owi ng procedure:

1. Sort all blocks by the block key in ascendi ng (decendi ng) order.
The bl ock keys are interpreted as integers.

2. Aternatingly select a block with a key larger and smaller from
the sortings. The resulting set is then sorted by the XOR
di stance to the query. The selection process continues until the
upper bound for the result set is reached and both sortings do
not yield any closer bl ocks.

An i mpl enentati on MAY decide to use a customalgorithmin order to
find the closest blocks in the local storage. But, especially for
nore primtive approaches (such as only conparing XOR di stances for
all blocks in the storage), nore sinplistic procedures may becone
ineffective for large data sets and care MJST be taken to strictly
bound the maxi mum effort expended per query.

8.3.2. Caching Strategy Considerations

An i npl enentati on MJST inplenent an eviction strategy for bl ocks
stored in the block storage |ayer

In order to ensure the freshness of bl ocks, an inplenentati on MIST
evict expired bl ocks in favor of new bl ocks.
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An inplenmentati on MAY preserve bl ocks which are often requested.
Thi s approach can be expensive as it requires the inplenmentation to
keep track of how often a block is requested.

An i npl enentati on MAY preserve bl ocks which are close to the loca
peer public key.

An i mpl enent ati on MAY provi de configurabl e storage quotas and adapt
its eviction strategy based on the current storage size or other
constrai ned resources.

9. Security Considerations

If an upper bound to the maxi mum nunber of neighbors in a k-bucket is
reached, the inplementation MJST prefer to preserve the ol dest
wor ki ng connections instead of new connections. This nakes Sybi
attacks [Sybil] less effective as an adversary woul d have to invest
nmore resources over tine to mount an effective attack

The Conput eCut Degree function limts the REPL_LVL to a maxi num of 16
This inposes an upper limt on bandwi dth anplification an attacker
may achieve for a given network size and topol ogy.

9.1. Disjoint Underlay or Application Protocol Support

We note that peers inplenenting disjoint sets of underlay protocols
may experience difficulties communicating (unless other peers bridge
the respective underlays). Simlarly, peers that do not support a
particular application will not be able to validate application-
speci fic payl oads and nay thus be tricked into storing or forwarding
corrupt bl ocks.

9.2. Approximate Result Filtering

When a FindApproximate flag is encountered in a query, a peer wll
try to respond with the closest block it has that is not filtered by
the result Bloomfilter (RF). Inplenmentations MJST ensure that the
cost of evaluating any such query is reasonably small. For exanple,
i mpl ement ati ons SHOULD consi der ways to avoid an exhaustive search of
their database. Not doing so can |ead to denial of service attacks
as there could be cases where too many local results are filtered by
the result filter.
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9.3. Access Contro

By design R'5N does not rely on strict adm ssion control through the
use of either centralized enrollnent servers or pre-shared keys.

This is a key distintion over protocols that do rely on this kind of
access control such as [ RFC6940] which, |ike R'5N, provides a peer-
to-peer (P2P) signaling protocol with extensible routing and topol ogy
mechani sms.  Sone decentralized applications, such as the GNU Nane
System ([ RFC9498] ), require an open systemthat enabl es ad-hoc
partici pation.

9.4. Block-level confidentiality and privacy

Applications using the DHT APIs to store application-specific block
types may have varying security and privacy requirements. R*5N does
NOT provide any kind confidentiality or privacy for bl ocks, for
exanpl e through the use of cryptography. This nust be provided by
the application as part of the block type design. One exanple where
confidentiality and privacy are required are GNS records and their
record bl ocks as defined in [ RFC9498]. Qher possibilities to
protect the bl ock objects may be inplenented using ideas from other
efforts such as Oblivious HITP and its encapsul ati on of HITP requests
and responses [ RFC9458].

9.5. Protocol extensions and cryptographic agility

R*5N nakes heavy use of the Ed25519 cryptosystem It cannot be rul ed
out that the relevant primtives are broken at any point in the
future. In this case, the R*5N design can be reused by nodifying the
messages and related artifacts defined in Section 7.1. In order to
extend and nodify the R'5N protocol in general and to repl ace
cryptographic prinmitives in particular, new nessage types (MIYPE
fields) can be registered in [ GANA] and t he nessage formats updated
accordingly. Peers processing nessages MJUST NOT nodify the MIYPE
field in order to prevent possible security downgrades.

9.6. Availability versus security tradeoffs in routing table evictions

R*5N does not inplement |ocality-sensitive as it does not
preferentially evict distant nodes (where distance is a netric based
on closeness in the physical network). Locality-sensitive routing
table eviction may offer performance inprovenents especially if the

|l ocal network and its resources can be leveraged nore efficiently.
Simlarly, if requests (and responses) can be contained to the |oca
network, this can offer better privacy. But, this an inportant
security trade-of f when choosing network |ocality over R'5N s
eviction strategy (Section 6.1): "Flash nob"-style attackers that

qui ckly spin up a large nunber of nodes a target node’'s proxinity are
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10.

11.

11.

displacing legitinmate, benign neighbours. In case of the R'5N
eviction strategy these will likely not degrade the routing table to
the sane degree because long-lived connections are preferred. This
in turn forces an attacker to run their nodes for a long tine to run
a successful attack.

It is inportant to highlight that in order to address the R5N t hreat
and security nodel (Section 1.3), the routing starts with a random
wal k.  Should all nodes inplenent a locality sensitive eviction
strategy, the theoretical effectiveness of this neasure woul d
drastically decrease. R*5N puts security and availability under its
threat nodel, over performance and privacy.

It should be noted that any reasonable locality metric will choose
nodes that inplicitly provide nore stable network connections than
di stant nodes as the probability for network failures grows with
physi cal distance. As a consequence it can be assuned that a
locality-sensitive netric and R*5N' s eviction strategy eventually
converge into a similar situation where a node primarily maintains a
routing table consisting of long-lived and somewhat |oca

connecti ons.

I ANA Consi derati ons
| ANA mai ntains a registry called the "Uniform Resource Identifier
(URI') Schemes" registry. The registry should be updated to include
an entry for the 'gnunet’ URI scheme. |1ANA is requested to update
that entry to reference this docunent when published as an RFC
GANA Consi derati ons
1. Block Type Registry

GANA [ GANA] is requested to create a "DHT Block Types" registry. The
registry shall record for each entry:

* Name: The nanme of the block type (case-insensitive ASCII string,
restricted to al phanuneric characters

*  Nunber: 32-bit

* Comment: Optionally, a brief English text describing the purpose
of the block type (in UTF-8)

* Contact: Optionally, the contact information of a person to
contact for further information
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* References: Required, references (such as an RFC) specifying the
bl ock type and its bl ock functions

The registration policy for this sub-registry is "First Conme First
Served", as described in [ RFC8126]. GANA created the registry as
fol | ows:

Nunber| Nane | References | Description

------ T e ey
0 ANY [ This.|-D Reserved

13 DHT_HELLO [ This.|-D Address data for a peer

Contact: r5n-regi stry@nunet.org
Figure 16: The Bl ock Type Registry.
2. (GNUnet URI Schema Subregistry

GANA [ GANA] is requested to create a "gnunet://" sub-registry. The
registry shall record for each entry:

* Nane: The name of the subsystem (case-insensitive ASCI| string,
restricted to al phanuneric characters)

* Coment: Optionally, a brief English text describing the purpose
of the subsystem (in UTF-8)

* Contact: Optionally, the contact information of a person to
contact for further information

* References: Optionally, references describing the syntax of the
URL (such as an RFC or LSD)

The registration policy for this sub-registry is "First Conme First
Served", as described in [ RFC8126]. GANA created this registry as
fol | ows:

Narme | References | Description
_______________ o
HELLO [ This.|-D How to contact a peer.
ADDRESS N A Net wor k addr ess.

Contact: gnunet-regi stry@nunet.org

Figure 17: GNUnet scheme Subregistry.
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11.

11.

12.

13.

3. G\Unet Signhature Purpose Registry

GANA anended the "GNUnet Signature Purpose” registry as foll ows:

Pur pose | Nane | References | Description

-------- T T

6 DHT PATH ELEMENT [ This.|-D] DHT nessage routing data
7 HELLO PAYLQAD [ This.|1-D Peer contact information

Figure 18: The Signature Purpose Registry Entries.
4. GNUnet Message Type Registry

GANA i s requested to anend the "CGNUnet Message Type" registry as
fol | ows:

Type | Nare | References | Description

-------- T T

146 DHT PUT [This.I-D Store information in DHT
147 DHT CET [ This.|1-D Request information from DHT
148 DHT RESULT [This.1-D Return information from DHT
157 HELLO Message [ This.|-D Peer contact infornmation

Figure 19: The Message Type Registry Entries.
I mpl enent ati on and depl oynment st atus

There are two inplenentations confornmng to this specification
witten in C and Go, respectively. The Cinplenentation as part of
GNUnet [ GNUnet GNS] represents the original and reference

i mpl ementation. The Go inplenentation [ GOGNS] denonstrates how two
i mpl ementations of GNS are interoperable if they are built on top of
the sanme underlying DHT storage.

Currently, the GNUnet peer-to-peer network [GNUnet] is an active
depl oynent of RM5N. It’'s primary but not only purpose is to provide
the storage underlay for the GNU Nane System [ RFC9498]. The [ GoG\S]
i mpl ement ati on shows how R'5N i npl ement ati ons can i nteroperate.
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Appendix A. Bloomfilters in R'5N

R*5N uses Bloomfilters in several places. This section gives sone
general background on Bloomfilters and defines functions on this
data structure shared by the various use-cases in R'5N

A Bloomfilter (BF) is a space-efficient probabilistic datastructure
to test if an elenent is part of a set of elenents. Elenents are
identified by an elenent ID. Since a BF is a probabilistic
datastructure, it is possible to have fal se-positives: when asked if
an elenent is in the set, the answer froma BF is either "no" or
"maybe".

Bloomfilters are defined as a string of L bits. The bits are
initially always enpty, neaning that the bits are set to zero. There
are two functions which can be invoked on the Bloomfilter "bf": BF-
SET(bf, e) and BF-TEST(bf, e) where "e" is an elenent that is to be
added to the Bloomfilter or queried against the set.

A mapping function Mis used to nap each I D of each elenent fromthe
set to a subset of k bits. |In the original proposal by Bloom Mis
non-injective and can thus map the sane elenent nmultiple tines to the
same bit. The type of the nmapping function can thus be described by
the follow ng mat hemati cal notation

# M E->B"k

# L = Nunber of bits

# B =0,1,2,3,4,...L-1 (the bits)
# k = Nunber of bits per el enent
# E = Set of elenents

anpl e: L=256, k=3
"elenent-data’) = {4, 6, 255}

Figure 20: Bloomfilter mapping function
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When adding an elenment to the Bloomfilter bf using BF-SET(bf, e),
each integer n of the mapping Me) is interpreted as a bit offset n
mod L within bf and set to 1.

When testing if an element may be in the Bloomfilter bf using BF-
TEST(bf,e), each bit offset n nod L within bf MJST have been set to
1. Oherwise, the elenment is not considered to be in the Bl oom
filter.

Appendi x B. Overlay Operations
An inplenentation of this specification conmmonly exposes the two
overlay operations "GET" and "PUT". The following are non-normative
exanpl es of APIs for those operations. Their behaviour is described
prosaically in order to give inplementers a fuller picture of the
pr ot ocol

B.1. GET operation
A basic GET operation interface may be exposed as:
GET(Query-Key, Bl ock-Type) -> Results as List

The procedure typically takes at | east two argunments to initiate a
| ookup:

QueryKey: is the 512-bit key to look for in the DHT
Bl ock-Type: is the type of block to I ook for, possibly "any".

The GET procedure may all ow additional optional paranmeters in order
to control or nodify the query:

Replication-Level: is an integer which controls how nmany nearest
peers the request should reach

Flags: is a 16-bit vector which indicates certain processing
requirenents for nessages. Any conbination of flags as defined in
Section 7.1.1 may be specified.

eXt ended- Query (XQuery): is nedatadata which may be required
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dependi ng on the respective Bl ock-Type. A Bl ock-Type mnust define
if the XQuery can or must be used and what the specific format of
its contents should be. Extended queries are in general used to
i mpl ement domai n-specific filters. These mght be particularly
useful in conbination with FindApproxi mte to add a wel | -defined
filter by an application-specific distance. Regardless, the DHT
does not define any particular semantics for an XQuery. See also
Section 8.

Result-Filter: is data for a Block-type-specific filter which allows
applications to indicate results which are not rel evant anynore to
the caller (see Section 7.4.2).

The GET procedure shoul d be inplemented as an asynchronous operation
that returns individual results as they are found in the DHT. It
should term nate only once the application explicitly cancels the
operation. A single result conmonly consists of:

Bl ock-Type: is the desired type of block in the result.

Bl ock-Data: is the application-specific block payload. Contents are
specific to the Bl ock-Type.

Bl ock-Expiration: is the expiration tine of the block. After this
time, the result should no | onger be used.

Key: is the key under which the block was stored. This may be
different fromthe key that was queried if the flag
Fi ndAppr oxi mat e was set.

GET-Path: is a signed path of the public keys of peers which the
query traversed through the network. The DHT will try to make the
path available if the RecordRoute flag was set by the application
calling the PUT procedure. The reported path nay have been
truncated fromthe begi nning. The API SHOULD signal truncation by
exposing the Truncated fl ag.

PUT-Path: is a signed path of the public keys of peers which the
result nessage traversed. The DHT will try to make the path
available if the RecordRoute flag was set for the GET procedure.
The reported path may have been truncated fromthe begi nning. The
APl SHOULD signal truncation by exposing the Truncated flag. As
the bl ock was cached by the node at the end of this path, this
path is more likely to be stale conmpared to the CET-Path.

Truncated: is true if the GET-Path or PUT-Path was truncated,
ot herwi se fal se
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B.2. PUT operation
A PUT operation interface may be exposed as:
PUT( Key, Bl ock-Type, Bl ock-Expiration, Bl ock-Data)
The procedure typically takes at |east four paraneters:
Key: is the key under which to store the bl ock.
Bl ock-Type: is the type of the block to store.
Bl ock- Expiration: specifies when the bl ock should expire.

Bl ock-Data: is the application-specific payload of the block to
store.

The PUT procedure nmay accept additional optional paraneters that
control or modify the operation:

Replication-Level: is an integer which controls how many nearest
peers the request should reach

Flags: is a bit-vector which indicates certain processing
requirenents for nessages. Any conbination of flags as defined in
Section 7.1.1 may be specified.

The PUT procedure does not necessarily yield any information
Appendi x C. HELLO URLs

The general format of a HELLO URL uses "gnunet://" as the schene,
followed by "hello/" for the name of the GNUnet subsystem followed
by "/"-separated values with the GNS Base32 encodi ng [ RFC9498] of the
peer public key, a Base32-encoded EdDSA signature [ed25519], and an
expiration time in seconds since the UNI X Epoch in decinmal format.
After this a "?" begins a list of key-value pairs where the key is
the URI scheme of one of the peer’s addresses and the value is the
URL- escaped payl oad of the address URI without the "://".

The general syntax of HELLO URLs specified using Augnented Backus-
Naur Form (ABNF) of [RFC5234] is:
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hell o-URL = "gnunet://hello[:version]/" meta [ "?" addrs ]
version = *(DIGT)
meta = pid "/" sig "/" exp

pid = *bchar

sig = *bchar

exp = *DIGAT

addrs = addr *( "&" addr )

addr = addr-nane "=" addr-val ue

addr - name = schene
addr -val ue = *pchar
bchar = *(ALPHA / DIAT)

Figure 21

"scheme’ is defined in [RFC3986] in Section 3.1. 'pchar’ is defined
in [ RFC3986], Appendix A

For exanpl e, consider the follow ng URL:

gnunet : // hel | o/ 1MWZC33SFHXMADVJ5F4

S7BSM7 CCGFNVJI 1SMPGNDZ7Z(BZ689ECEH
CFIDISY1INY5VMBX8RC5 Q2 X2TAA7BCVCEL6
726H4JEGTAEB26JNCZKDHBPSN5JD3D60J 5
GIVHFI5YGRGY4EYBPOE2FJ J3KFEYN6HYMO G

17083337577?f oo=exanpl e. com&bar +baz=1. 2. 3. 4¥%3A5678%2Ff oo

Fi gure 22
It specifies that the peer with the pid "1MWZ..." is reachable via

"foo" at "exanple.com and "bar+baz" at "1.2.3.4" on port 5678 unti
1708333757 seconds after the Epoch. Note that "foo" and "bar+baz"

here are underspecified and just used as a sinple exanple. In
practice, the addr-nanme refers to a schene supported by a DHT
under| ay.
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