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Abst ract

Encrypted Cient Hello (ECH) inproves destination privacy by
encrypting the Server Name Indication in TLS, but the custoner’s
source identity-- typically the IP address and network netadata- -
remai ns observable to internediaries such as CDNs, hosting providers,
and recursive resolvers. This docunent introduces the _Custoner-
Facing Relay (CFR)_, a lightweight, transport-agnostic relay operated
by access providers to decouple customer identity from encrypted
destinati ons.

By forwardi ng opaque encrypted payl oads (TCP or UDP) wi thout
termnating TLS or QU C, a CFR conpl enents ECH encryption to
strengthen source privacy and reduce netadata correl ation

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 April 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

VWi |l e encryption technol ogi es such as TLS 1.3 and Encrypted dient
Hell o (ECH) significantly enhance destination privacy, the source of
connections renmai ns exposed. Content delivery infrastructures can
still observe custoner |P addresses and associ ated netadata, enabling
correlation of user behavior even when the content and destination
nane are protected.

Thi s docunent proposes the _Custoner-Facing Relay (CFR) _
architecture, which introduces a mninmal internmediary between the
customer and the encrypted destination to partition visibility of
metadata. The intent is to conplement existing privacy nmechani sns by
focusing on the source side of comunication

2. Term nol ogy
*CFR*: _Custoner-Facing Relay , a privacy-enhancing network function
| ocated close to the end custoner, for exanple within an ISP or
enterpri se access networKk.
*CFS*: Cdient-Facing Server as defined in ECH The CFS term nates

encrypt ed handshakes on behalf of multiple origins. In contrast, the
_CFR does not terminate TLS or QUIC sessions. It forwards encrypted

Scal one Expires 23 April 2026 [ Page 2]



I nternet-Draft CFR Source Privacy Cct ober 2025

packets while rewiting addressing information, simlar to a NAT or
tunnel endpoint, with the explicit goal of protecting customer source
privacy.

3. Mdtivation

Destination privacy has inproved through encryption, but this
progress has increased traffic centralization. A small nunber of
CDNs now term nate nost encrypted sessions, consolidating visibility
over user traffic. This creates an architectural inbal ance:
encryption hides what_is accessed but not who_is accessing it.

(bserved effects:

* CDNs acting as Cient-Facing Servers can correl ate customer |Ps
across thousands of hosted donmins.
* Aggregation of ECH traffic concentrates netadata in few entities.

CFRs aimto rebalance this asymetry by separating custoner identity
fromdestination visibility.

4. Custoner-Facing Relay (CFR) Concept

A Custoner-Facing Relay (CFR) is a lightweight, privacy-oriented
intermedi ary positioned at the custoner’s network edge. It relays
encrypted transport flows toward upstream services w thout decrypting
or termnating them rewiting source addressing to prevent direct
correlation between the custoner’s IP identity and the encrypted
desti nati on.

Customer ---> CFR ---> CDN ---> Origin Server
Characteristics:

*  *Transport-agnostic* - Wrks for both TCP and UDP, forwarding
opaque encrypted packets.

* *No TLS/QUIC ternination* - The end-to-end encryption context is
pr eserved.

* *Depl oyabl e* - Can be operated by access providers and
enterprises.

* *Transparent* - Perforns no content filtering, categorization, or
i nspecti on.

* *Djiscoverable* - May be discovered via DNS-based mechani sms such
as DDR or DNR
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| Entity | Knows Source | Knows Destination | Content Visibility |
[ ey e —————————— Ll —p—————————_——_ Ll —(—(——(————————r
| Custoner | X | X | X |
Focmmnaaann . S TRy +
| CFR | X I I I
T . I IR I +
| CDN I | X I I
TS o e e - o e e e o o e e e +
Table 1

By splitting know edge between the CFR and the CDN, no single entity
can fully correl ate source and destinati on netadat a.

Trust assunptions:

The custoner trusts the CFR not to expose source | P mappi ngs.
The CFR cannot read or nodify encrypted traffic.
* The upstream service cannot identify the original custoner.

5. Relationship to Existing Wrk

* *ECH (RFC9460)* - Protects destination identity; CFR conplenents
it by protecting source identity.

*  *MASQUE ( CONNECT- UDP / CONNECT-1P)* - Provides tunnel mechani sms;
CFR can reuse simlar encapsul ation but for privacy rather than
pr oxyi ng.

* *DPRIVE (DoH DoT/DoQ* - Encrypts DNS traffic; CFR addresses the
transport-1layer netadata.

* *PEARG / HRPC* - Expl ore broader issues of privacy and
decentralization in Internet architecture.

6. Open Questions

How shoul d CFR di scovery and trust bootstrappi ng be achi eved?
What performance inmpacts arise fromadditional relay hops?
Shoul d CFRs support chai ning or federation?

How can abuse prevention coexist with privacy guarantees?

Wi ch I ETF area or WG shoul d progress standardi zati on?

L A

7. Security Considerations
CFRs enhance privacy by partitioning know edge between multiple

parties, but they also introduce new trust points and potentia
attack surfaces.
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* *Col lusion or conprom se* - A malicious or conprom sed CFR coul d
share mapping data with CDNs, restoring correlation. Transparency
and operational independence are essenti al

* *]nspection risk* - CFRs nust not evolve into inspection or policy
enforcement devices. The design goal is strict pass-through of
opaque encrypted traffic.

* *Denial -of -Service* - CFRs could be abused as open rel ays or DoS
anplifiers. Operators must inplenent rate limts, authentication,
or Privacy Pass-like tokens.

* *Accountability vs. anonymty* - Further study is required to
bal ance deployability with protection agai nst abuse.

8. | ANA Consi derati ons

Thi s docunent nakes no | ANA requests.
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