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Abst r act

Thi s docunent defines an *identity trust systent, which is a digita
identity authentication system based on a synmetric exchange of

aut henti cati on messages that does not require federation of

aut henti cati on domains. The main conmponents are:

1. *Symmetric authentication protocol* - A protocol for the nutual
recognition of entities based on a collaboration schene between
Identity Providers (IdPs) and a synmetric exchange of
aut henti cation messages. It builds on and extends the QAuth
Aut hori zation Framework RFC6749

2. *Trustees network* - Network infrastructure that provides a
secure environnent for the exchange of authentication nessages
bet ween | dPs.

3. *Custodian concept* - This is a special type of 1dP to protect
personal data and the relationship between digital and physica
identity. The generic IdP is called a "* trustee *" and is only
responsible for digital authentication, while the special |dP,
called a "*_custodian_*", has the legal right to process the
individual’s real data and maintain the relationship with the
digital identity. It acts under the control of the authorities
of the individual’'s country.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

The typical nodel of access to Internet protected resources requires
that the identity of the user, i.e. the * resource owner_*, be

aut henticated by the resource nanager, i.e. the * _service provider_*.
The authentication process is not the primary task of the service
provi der and therefore can be entrusted to a third party shared

bet ween the user and the service provider, known as an *_identity
provi der_*. A popul ar authentication mechanismis defined by

[ RFC6749] .

This nmechanismis asymetric, only the resource owner nust be

recogni zed but not vice versa. Furthernore, the digital identity has
value only within the digital ecosystemof the identity provider,

i.e. its authentication domain or in a set of domains in a
relationship of trust between them It follows that when the digita
ecosyst em changes, the resource owner needs a new user to be
recognized in the new digital environment. Instead, with a symmetric
aut henti cation scheme, the new user is no |onger necessary.

Moreover, it is not even necessary to create a trust relationship

bet ween domains. Trust is assigned only to the entity that
guarantees identity authentication process, i.e. the identity

provi der that guarantees the inviolability and truthful ness of the
aut henti cati on nmessages exchanged.

The concept used to build symretric authentication is the request for
equal dignity in recognition, i.e. each entity nust be recogni zed by
the other. To achieve this equal relationship, an identity
recogniti on process based on a mrrored sequence of nessages
exchanged i s necessary. Consequently, basing this symretric process
on the trust assigned to the identity provider has a great advantage,
it is no |longer necessary to define a specific trust between domai ns
or create new users to be able to operate in an ecosystemdifferent
fromthat of bel onging.

To inplement this solution it is necessary to nodify the

aut henti cation protocol to support the symmetric exchange of
identification nessages, and al so inplement a simlar nessage
exchange nechani sm between identity providers. For security reasons,
an infrastructure dedicated to identity providers is required.
Furthernore, dividing IdPs into two categories reduces the anobunt of
personal data used in registrations. The first category will be nmade
up of those who are only authorized to recognize digital identity.
The second category consists of those with the legal authority to

al so manage the real identity. The second category will act as a
guarantor of the authenticity of the identity used in registration on
the providers of the first category.
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1.1. Use cases of both authentication schenes

Figure 1 depicts the use case of the classic identity recognition

met hod with asynmmetry in the process of exchangi ng authentication
messages [ RFC6749]. A SVG inmge is avail able here

(https://raw. githubusercontent.coni Luigi-Shriz/identity/min/

i mges/ 1 _Asymretric-depiction.svg). The scenario depicted represents
a resource owner who needs to retrieve a resource fromthe service
provider. The identity provider MJST verify the identity of the
resource owner before accessing the resource server. The relying
party who nanages the resource does not provide any infornmation about
its identity, it provides the resource only to authorized requests.

____________ .
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\
Provi der \
______ ——— ]
Digital | ecosystem
..... |
iiiiii Liiiiij
Aut hori zati |
______________ .
on Server | \
_____]_____j_ _____ _ ‘
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| Oaner | | Agent | | Party | | Provider
e __ 41 <« - e -
T
1 L _
\
r————— L .
| Resource \
\ \
| Server \
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Figure 1: Use case of the authorization flow - Asymmetrical case

Figure 2 depicts the use case with the conponents needed to enable
the identity authentication process in a symmetric nmanner capabl e of
operating in different digital ecosystens. A SVGinmge is available
here (https://raw. githubusercontent. coni Luigi-Shriz/identity/min/

i mages/ 2_Synmetri c-depiction.svg). The new scenario depicts two

di fferent ecosystens, one for the resource owner (client accessing
the resource) and the other for the service provider (server managi ng
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the resource). This neans that any entity involved in the

aut hentication process will have its own identity provider, and they
will interact with each other to ensure the conpletion of the
symmetric aut hentication process.

r— 7 I a
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| | | |
| Provider C | | Provider S |
L S — 2 L R — 2
Digital | ecosystem Digital | ecosystem
| |
r— e T P L+ T
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. = N Y E _
_ L 2
|
I — Lt—— a
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| |
| Server |
L__ - 2

Figure 2: Use case of the authorization flow - Symmetrical case

The two representations are very sinmlar to each other but note that
the symetric protocol requires direct comunication between the
identity providers’ authentication servers to allow the circular
transit of authentication nessages. Therefore, no trust between
domains or new users is necessary. This idea was first exposed in
some articles published on | SACA Journal (see [LS1], [LS2], [LS3],
[LS4], [LS5]) with sone specific use cases and exanpl es of potentia
i mpl ement ati ons.
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2

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Sone terms are used with a precise meaning.

* "* resource owner_*": An entity capable of granting access to a
protected resource. Wen the resource owner is a person, it is
also referred to as "*_end user_*", "* consumer_*" or
"* individual _*". This is sonetines abbreviated as "* RO *".

* "* gservice provider *": An entity capable of nanaging access to a
protected resource. It is generally a legal person. This is
soneti nes abbreviated as "* _SP _*".

* "* jdentity provider_*": An entity capabl e of managi ng and
recognizing the identity of registered entities. The set of al
entities registered by the identity provider is also known as the
IdP's digital ecosystem This is sonetines abbreviated as
x| dP_*".

* "* resource server_*": The server hosting the protected resources,
capabl e of accepting and responding to protected resource requests
usi ng access tokens. The resource server is often accessible via
an API. This is sonetines abbreviated as "* RS *".

* "* client_*", for software is also referred to as "*_user
agent _*": An application making protected resource requests on
behal f of the resource owner and with its authorization. The term
"client" does not inply any particular inplementation
characteristics (e.g., whether the application executes on a
server, a desktop, or other devices).

* "* relying party_*": An application nmaking protected resource
aut hori zati on on behal f of the service provider and al so managi ng
its identity. The "relying party" acts as the "client" but on
service provider side. This is sonetines abbreviated as "* RP_*".

* "* authorization server_*": The server issuing access tokens to
the client after successfully authenticating the resource owner
and obtaining authorization. This is sonetimes abbreviated as
"k AG RN
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* "* access token_*": The concept is the same of the [RFC6749], a
tiny piece of code that contains the necessary authentication
data, issued by the authorization server

* "* jdentity token_ *" or "* IDtoken_*": The structure is simlar
to access token but it is used as proof that the user has been
aut henticated. The ID token may have additional information about
the user and, it is signed by the issuer with its private key. To
verify the token, the issuer’s public key is used.

* "* digital ecosystem*": Internet environment conposed of all
entities based on the same identity provider

The detail of the information exchanged or protocols in the
i nteracti ons between the authorization server and the requesting
client, or between relying party and resource server, or the
conposition of tokens, is beyond the scope of this specification

3. Synmetric authentication protoco

The symretric authentication flowis conceptually not too dissimlar
fromthe classic one referring to the single ecosystem [ RFC5234],
except that the authentication is dual because the two flows reflect
the sane operations symretrically. Both the *client* (_resource
owner ) and the *server* (_service provider_) MJIST authenticate their
identity through their 1dP. The details of each basic operation in
the symmetric process are the sane as the correspondi ng single
ecosystem specification [ RFC6749] and MJST naintain alignment with it
over tine.

The aut henticati on sequence between a consuner and a resource
provi der operating in different environments will be:

* 1. * Entities exchange the access tokens received fromtheir
aut hentication server with each other.
* 2. _* Entities send the received token to their authentication

server.
* 3. _* Authentication servers exchange access tokens with each other.

* 4. * Authentication servers verify tokens with their original
* 5. * Authentication servers send the result to their own entity.
* 6. * Entities are authenticated and can now exchange i nformation.

Conceptually, in a client-server schemn, the authentication process
begins with the resource owner requesting access to the protected
resource to the service provider. Both respond with their access
tokens and request their 1dP to validate the received token. The

I dPs exchange tokens for validation and send the result to their
entity. On success, access to the resource is all owed.
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Figure 3 shows the abstract depiction of the synmetric authentication
sequence. A SVGimage is available here

(https://raw. gi t hubusercontent. coni Luigi-Sbriz/identity/min/

i mges/ 3_Symetri c- sequence-di agram svg).
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| Oaner | | Agent | | Party | | Server
L - _ L -— _ L -
_ L —— _
| | | |
| | -(16) Cal | Protected|
| | | Resource-------- >|
| | | |
L<-(19)----- Return | <-(18)----- Return | <-(17)----- Return |
Prot ect. Resource--' Protect.Resource--' Protect.Resource--
Figure 3: Symmetric Authentication Protocol - Sequence di agram

(1) - (2) The *_RP_* requests authentication to its *_AS * (marked
"S" as server) and receives the server token (access token fromthe
service provider’s AS). The relying party nust be provided with its
own access token to resolve nultiple requests.

(3) - (5 The * RO * requests access to the protected resource via
the user agent. The * UA * activates the authentication process by
requesting access to the *_RP_*, which responds by providing the
server token. The response may al so include the server ID token

(6) - (9) The * _UA * requests the client token (access token fromthe
client’s AS) toits * AS * (marked "C' as client), sending also the
server token received from* RP *. The client’s * AS * requests
credentials fromthe * RO * and returns the client token to the

* UA *.

(10) - (11) The *_UA * requests the protected resource fromthe

* RP_* by sending the client token. Then, relying party requests to
service provider’s ASto verify the client token

(12) - (15) Both authentication servers nust verify that the tokens
received match the originals. Then, client’s AS informs the *_UA *
of the outcone and the sane is done by the service provider’s ASto
the *_RP_*. The outcone sent to the relying party may al so incl ude
the client |ID token

(16) - (17) The * RP_* notifies the * RS * of the legiti mte request
of '* UA*. The * RS * returns the protected resource to * RP_*.

(18) - (19) The *_RP_* sends the protected resource to *_UA *, which
then presents it to the requester * RO *.
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* Notes regardi ng some steps: _*

(4) If the server token is not available at this tine, sequence (1) -
(2) will be executed between steps (4) and (5) to provide the server
token. Additionally, this change may al so be necessary for a
periodic refresh of the server token or if the entities are both
clients.

(6) The client’s authorization could be perforned in advance and the
client token stored securely by the user agent for handling multiple
aut henti cation requests. This nmeans performng only the server token
conmmuni cati on here, avoiding the following steps (7) - (9) because

al ready done.

The verification of the authenticity of the tokens is carried out by
the 1dPs who exchange messages on a dedi cated network to reduce the

risk of intrusion. Security is strengthened by the presence of two

interfaces for the exchange of tokens, one is for the party in trust
and the other is for the opposing party. |If one is conprom sed, the
other interrupts the flow avoi ding authorization. The trust placed

in the nutual validation of nessages avoi ds having to nerge

aut henti cati on domains, |leaving great flexibility to the systemas a
whol e.

Identity recognition information resides only with a trusted identity
provider. This reduces the need to store too nuch persona
information in Internet registrations. Furthernmore, to easily
identify which IdP holds the entity’s authentication credentials, it
can be easily extracted fromthe username structure if this is
defined followi ng the sane techni que used to conpose an enmil address
[ RFC5322], that means an usernane, an @sign, and a donai n nane.

4. ldentity Provider - Trustee Concept

The symmretric authentication protocol bases its functioning on the
exi stence of trusted entities, called *_identity providers (lIdPs)_x*.
The identity provider is the owner of a digital ecosystemand, in
addition to the authentication service in its own domain, also

guar antees the secure transm ssion of authentication nessages on

ot her domai ns according to the symretric authentication schene

al ready nmentioned. Before being able to use the authentication
service, it is necessary to register the natural or |egal persons who
need the digital identity. The integrity and confidentiality of this
i nformati on nust be guaranteed both in the registration process and
in the authentication phases. The need for a high degree of
confidentiality of the link between the digital identity and the rea
one requires the creation of a special category of IdPs with
constraints linked to the laws of the real world.
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In the specific network between |1dPs, authentication nmessages are
exchanged to ensure digital identity. Each IdP acts as a point of
reference for the identity authentication service in its digita
ecosystem and nmust be able to communicate with every other 1dP to
recogni ze identities belonging to other ecosystens, securely from
intrusions or tanmpering. The effectiveness of the entire

aut henti cati on system depends on the trust placed in these identity
providers but it nust be deserved. This requires a robust

organi sation, subject to systematic oversight by independent
certification body, to ensure transparent operational nanagenent by
the | dPs.

4.1. Inmportance of this role

The identity provider is the guarantor of the authenticity of the

rel ati onship between digital credentials and the identity of natura
or legal persons in digital conmunication. For this role it can also
be called an *ID trustee* and the greatest criticality it nust face
is the inviolability of the nessages exchanged. Furthernore, when
processi ng personal data, the laws of the country to which the data

subj ect bel ongs nmust be considered. It nmay al so provide additiona
services (e.g. anonynous enmil, answering machi ne, anonynous
accounts,...), but always in full conpliance with the applicable |Iaw

and only if they do not present risk for the data subject.

Anonym zation services are intended exclusively for the intended
reci pient but not for the authority exercising the applicable | aw
(e.g. for a whistleblow ng).

An | dP MJUST be a legal entity subject to both the aws of the country
to which it belongs and to international certification bodies, to
guarantee conpliance with this standard, the security of the

i nformati on processed, the expected |evel of quality of service and
the | awful processing of data.

4.2. Infrastructure

The infrastructure underlying symretric comunication is the IdP
Net wor k, dedicated to the exchange of authentication nmessages between
IdPs. Ildeally, each IdP al ways has two connectors, one to
communicate with its trusted entity and the other to exchange
messages with another IdP. Wth its own entity the nmechanismis
exactly the one defined by [ RFC6749]. Wth other IdPs, a reserved
channel is required for the exchange of tokens, which provides
guarantees on the integrity of the nessages and their origin. This
channel SHOULD have | ow | atency because it represents an additiona
step conpared to the single ecosystem authentication schene. The

i nt ended nechani sm for sharing nmessages is that of a mail server

[ RFC5321]. The process for adding a new node (IdP) in the IdP
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Network MUST require the identification of the legal entity that owns
the node, but also the registration of identification data of the
installed network devices, for security controls on the reliability
of the node itself. Any variation nust be pronptly updated or the
node will be disabl ed.

The dedicated network for the identity providers is not technically
necessary for the authentication protocol but is essential for
security, to reduce the risk of fraud or identity theft and, to
ensure trust in lawful behavior. There MJUST al so be an internationa
control body over |IdPs and the nmanagenent of the 1dP Network. This
authority will be responsible for governing the overall system i.e.
defining technical standards, or carrying out audits to ensure
compliance with the rules, or acting to exclude nodes in case of

viol ation of the rules.

5. ldentity Provider - Custodian Concept

The rel ati onshi p between digital and physical identity should be
managed only by a particular identity provider, called *_identity
custodian (1dC)_*, who has the legal authority to manage the persona
data of the natural person. Only in this way it will be the perfect
candi date to guarantee the identity provider the validity of the
request for the release of a newdigital identity, wi thout having to
di scl ose the physical identity to the 1dP. GQuaranteeing the digita
identity of a user corresponding to a legal entity will not be the
task of the identity custodian but of an authority or a process
conpliant with the |aw of the country to which the legal entity

bel ongs. The identity token contains the indication between users of
a natural person or a legal entity. The identity token nakes it
possi bl e to distinguish the user of a natural or |egal person and to
know who has guaranteed the physical identity. An identity custodian
can also act as an identity trustee, keeping roles distinct in
conmuni cati on protocols.

5.1. GCeneral schemm

The identity custodian certifies that it is a real identity that
requires the digital identity but can al so provide personal data to
identity trustee with the consent of the data subject. The identity
trustee provides the authentication service for its digita
ecosystem A use case describing the relationship between identity
custodian, identity trustee, and digital identity is provided in
figure 4. A SVGimage is avail able here

(https://raw. gi t hubusercontent.coni Luigi-Sbriz/identity/min/

i mges/ 4 _ldentity-custodi an-concept. svg).
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Figure 4: The ldentity Custodi an Use Case

General ly, identity provider nust carry out the recognition and
registration of the user’s personal data before being able to
guarantee its identity. The collection of the data of the natura
person nust be carried out in accordance with the protection provided
for by the regulations in force. To ensure that the processing of
personal data is restricted and controlled, it is useful to divide
the set of IdPs into two categories. |In the first, there will be
IdPs (al so called trustees) that only manage digital identity
operations, and in the second, 1dCs (identity custodians) that
guarantee trustees that the applicant’s identity is real. The 1dC s
category shoul d operate under the responsibility of the | ega
authority that manages the real identity of the individual (i.e. who
i ssues the identity card).
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Through the identity custodi an, each individual can request the
issuing of a newdigital identity to their trusted IdP. It wll be
the trusted 1dP who will ask for confirmation of the applicant’s
authenticity directly fromthe 1dC. The applicant nust send an ID
token with their 1dC contact information to initiate the request.
The request will be managed entirely online and will not require any
personal data fromthe data subject but, subject to consent,
everything will be sent by the 1dC. The newidentity will be usefu
to neet the typical needs of transactions on the Internet, with the
right confidentiality for the holder and an added val ue for the
authority, being able to identify the real person. The digital |ega
identity to sign contracts should be nmanaged directly by 1dC

In short the roles involved in the trust-based authenticati on system
- The *_identity custodian_* is the guarantor of the existence of the
natural person and has the ability to uniquely identify it but only
following a formal request fromthe legitimate authority.

- The *_identity provider_* receives the identification data that the
data subject has decided to provide and will match these to the
digital identity.

- The *_service provider_* will have the guarantee that the user is
linked to a real person for security, contractual or |egal reasons.

- The * _data subject * can provide personal information according to
their need, al so maintaining anonymty.

- The * _public authority_* that nanages the real data will be able to
identify the individual with certainty in case of violations of the
law (i.e. to protect the service provider).

5.1.1. Issuing of a New Digital ldentity

The request for a newdigital identity is activated by the natura

person towards the chosen trustee. The trustee will request
confirmation fromthe identity custodian if the request lawfully came
froma real person. In case of confirmation, it will record the

personal data that the data subject has authorized IdC to transfer
A use case describing the request of a newdigital identity is
provided in figure 5. A SVGimage is avail able here

(https://raw. git hubusercontent. coni Luigi-Sbriz/identity/min/

i mages/5_New-i dentity-use-case. svQ).
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(1) - (3) The *_data subject_* requests the new digital identity via
the user agent to the identity provider. The *_UA * activates the
aut henti cation process by requesting the newidentity to the * RP *,
whi ch responds by providing the IdP token (access token fromIdP s
AS) .

(4) - (7) The *_UA * requests the 1dC token (access token fromthe
custodian’s AS) to its *_AS *, sending al so the IdP token received
from* RP *. The custodian’s *_AS * requests credentials fromthe

* data subject_* and returns the 1dC token to the *_ UA *.

(8) - (9) The * _UA * requests the new digital identity fromthe

* RP_* by sending the 1dC token. Then, relying party requests to
identity provider’'s ASto verify the 1dC token.

(10) - (11) Both authentication servers nust verify that the tokens
received match the originals. |If required by data subject, the
custodian’s AS will send an additional ID token with personal data.
(12) - (13) Custodian's AS infornms the * UA * of the outcone and, if
required, sends also a copy of the ID token. The identity provider’'s
AS sends to the * RP_* the client token (related the new identity
provi ded by |dP).

(14) - (15) The *_RP_* sends the client token to *_UA *, which then
informs the * data subject_* of the outcone and, if required, sends a
readabl e copy of the ID token to check the personal information

shar ed.

* Notes regardi ng sonme steps: _*

(3) If the relying party does not have the I dP token available, this
will be requested fromthe authentication server after step (2).

(4) 1dC token does not contains any real identity information as
default. |If requested, an ID token with a standard set of rea

i nformati on can be included during this step

Any new digital identity with | egal value is issued according to the
rules defined by the relevant authority. It is presumable that there
is al so physical recognition of the data subject before the provision
of credentials but no reference nodel is defined in this docunent.

6. Sustainable Digital ldentity Trust Schenma

For the effectiveness of the identity trust system based on the
paradi gm of trust towards a third party recogni zable as reliable, it
is necessary to guarantee a transparent and verifiable mechani sm

The objective is to achieve universal participation and it is only
possible if trust in the systemas a whole is denonstrable. For this
reason it is necessary to establish founding principles that guide
the rules to guarantee equal dignity and balance in all conponents of
the system The follow ng nine principles are established:
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1. The digital identity can be cancelled or del eted w thout
i mpacting the physical identity.

2. The digital identity nust be linkable to the physical identity in
a verifiable manner.

3. Only the authority that |egally manages the individual’s physica
identity can verify this link

4. The authentication systemnust be flexible (i.e., able to adapt
to technol ogi cal evolutions or energing needs).

5. The authentication system nust be accessible to all potentia
users (i.e., without discrimnatory costs).

6. The authentication systemnust be secure (i.e., continuously
aligned with security best practices).

7. The authentication systemnust be privacy-friendly (i.e., not
requiring any personal information unless strictly necessary).

8. The authentication systemnust be resilient (i.e., with
availability appropriate for needs and the ability to cope with
adversity).

9. The authentication systemtechnol ogy nust be open (i.e., able to
evol ve based on transparent shared standards and verifiable
devel opnent s) .

To guarantee the principles set out, the requirenents of the
aut henti cati on system MJUST include the protection of personal data
and the guarantee of anonymity for |awful purposes, that is:

1. Ensure mutual recognition to guarantee the identity of the
provider to the consuner.

2. Ensure the capability to authenticate the digital identities of
consuners and providers against their real-world identity,
Wi t hout unnecessarily exposing real data.

The capability to validate the authenticity of the rel ationship
between digital identity and physical identity lies only with the
public authority responsible for managing the citizen' s identity.
Qperationally, it is inplemented through a digital identity
recognition service (i.e. 1dC), technologically compliant with the
operational protocols of an identity provider but under the
supervi sion of the public authority.
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7

7

Security Considerations

There are sone cautionary points regarding security that need to be
considered. - Integrity and resilience are the nost critica
paraneters. The integrity of the messages is fundanental to
guarantee the authenticity of the identity, while the availability of
the authentication service is the basis for ensuring the feasibility
of the entire process. - Symmetric authentication contrast the risk
of man-in-the-m ddl e attack because it should successfully attack
both message flows at the sane tine. - The trustee is a critica
conmponent of the identity system and nust be subjected to rigorous
checks on conpliance with the standards. - The relying party and the
resourse server should be on different servers using a dedicated
communi cati on channel

Referring to the termidentification, we nean at |east three
different types, the device, the digital user and the individual

* The *_device_* is identified with technical nethods suited to the
various needs. For exanple, geolocalization using Internationa
Mobi | e Equi prent ldentity (IMEl) [ITUL] and Integrated Circuit
Card ID (ICaD [ITW2].

* The * _digital user_* is well managed by [ RFC6749] but inside the
digital ecosystem To manage users of multiple domains, either
the user registrations are duplicated for each domain involved, or
the domains involved are joined in a trust relationship.

* The *_individual _*, or natural person, is well managed with
cl assic physical nethods (e.g. photo ID) but the link with the
digital identity needs to be inproved because the quality is not
satisfactory. This topic is beyond the scope of this
specification and it was explored for example in [LS3].

An in-depth defense system SHOULD consider all the conponents
involved and in this case not just the pure digital authentication of
the user. In this docurment only the digital user is treated but

ext ensi ons applicable to nixed situations with rmultiple types are
certainly welcome to inprove the overall security profile.

1. User registration

It is inportant to control the amount of data exchanged during the
aut henti cation process but also that the data required to i ssue a new
digital identity are the only ones strictly necessary. To assign
access credentials to a protected resource to a user, a process of
recording the user’'s identification and contact data is necessary, as
they are necessary for the authentication of the digital identity and
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for the attribution of access rights to the resource. Data provided
or exchanged with 1 dPs MJST conply with the need-to-know principle.
Three ways of recording are required.

7.1.1. Registration with an identity custodian (1dC).

The 1dC has the legal authority to retain all personal data essential
to conplete the process of recognizing the real individual
Consequently it also has full authority over digital identity data
and registration is subject to the |aw of the individual’s country of
origin.

7.1.2. Registration with an identity provider (1dP)

The 1dP has to guarantee the authenticity of the digital identity and
the collection of personal data SHOULD be limted to the sol e purpose
of this operation. For the registration of a natural person, the IdP
requests confirmation fromthe 1dC of the real identity of the
applicant before issuing the digital identity. The process is

compl etely online and does not require any physical recognition. For
|l egal entities, the data is provided by the owner or a del egate.

7.1.3. Registration with a service provider (SP)

The service provider SHOULD know only the data necessary to build the
aut hori zation roles to govern access to resources and not hing nore.
These are provided directly by the user or by an ID token, in
addition to those received automatically fromtheir IdP relating to
digital identity.

8. Concl usi ons

To operate effectively between the different digital ecosystens, the
i dentity managenent system MJUST be based on a common aut hentication
protocol that symmetrically carries out the sane operations in

conpl ete transparency, entrusting the decision on recognition to a
trusted third party. Confidence in the reliability of recognition
carried out by the identity guarantor (l1dP or 1dC) cannot be based on
the technol ogi cal conponent alone. It is therefore necessary to

i nvol ve an i ndependent supervisory authority for technol ogica

aspects and the | ocal conpetent public authority responsible for data
protection.

To inprove trust in the digital operations between the consumer and
the service provider three guarantees nust be provided.

1. The nutual recognition between consunmer and service provider
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10.

10.

10.

2. The control and mnimzation of the personal information

pr ocessed.

3. In case of legal need, the ability to match the digital
identities of consumer and provider against their real-world
identity.

Due to the strong synergy that can be achieved, it is advisable to
mai ntain constant technical alignnent with the standard [ RFC6749] and
the related specifications to inplenent point-to-point

aut hentication, within the broader symetric authentication

f ramewor k.
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