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1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. SMIP Provi sions

Si nce[ RFC5321] was published in October 2008, usage of SMIP has
evol ved. Networks are faster, surveillance has increased, spamis
nmore frequent, and internationalization expectations are higher

This section describes new options and protocols to help with these
new i ssues.

2.1. Handling of the Domain Argunment to the EHLO Commrand

If the Domai n argunent to the EHLO comrand does not have an address
record in the DNS that matches the I P address of the client, the SMIP
server may refuse any mail fromthe client as part of established
anti-abuse practice. The lack of a matching address record for the
the domai n nane argunent is at best an indication of a poorly-
configured MIA, and at worst that of an abusive host.

2.2. Address Literals

The address-literal ABNF non-term nal appears in the

[I-Dietf-email core-rfc5321bis] grammar. For SMIP connecti ons over
the public internet, an address-literal as the argument to the EHLO
command or the Domain part of the Milbox argument to the MAIL FROM
command is quite likely to result in the message being rejected.
This behavior is often a sign of a m sconfigured or conprom sed
server.

2.3. Addresses in Top-Level Donains

Addresses in top-level domains (TLDs) are syntactically valid, but
mail to these addresses has never worked reliably. A handful of
country code TLDs have top |level MX records. |In 2013, "Top-Leve
Domai ns That Are Already Dotless" [RFC7085] found 18 TLDs with MX
records.

Mail sent to addresses with single |abel domains has typically
expected the address to be an abbreviation to be conpleted by a
search list, so mail to bob@al es woul d be conpleted to
bob@al es. exanpl e.com This shortcut has led to unfortunate

Sayre Expires 23 April 2026 [ Page 4]
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2

3.

consequences; in one famous case, in 1991 when the .CS domain was
added to the root, mail in computer science departnments started to
fail as mail to bob@s was now treated as mail to Czechosl ovaki a.
Hence, for reliable service, mail SHOULD NOT use addresses that
contain single | abel donmins.

4., SMIP Extensions

Sone SMIP extensions have becone ubi quitous. Two extensions MJST be
supported by SMIP senders and receivers:

* Secure SMIP over Transport Layer Security [RFC3207] (Cf
di scussion in Section 6.1.)

* 8-bit MME [ RFC6152]

These two extensions SHOULD be supported by SMIP senders and
receivers

*  Command Pi pelining [ RFC2920]
* Internationalized Enail [ SMIPUTF8]

Delivery Status Notifications [RFC3461] requests have not been widely
i mpl ement ed and depl oyed. Ml systenms that send such requests
shoul d be prepared for systenms that receive themto not recognize or
support them This extension for notification requests is distinct
fromthe format of notifications defined in [ RFC3464] and [ RFC6533]
and, the special nedia type defined in [ RFC6522]. Al of those
SHOULD be support ed.

Al t hough Enhanced Mail System Status Codes ([ RFC3463], [RFC5248]) are
wi dely supported, they are not ubiquitous. Nevertheless, they are
useful to SMIP senders in determ ning the exact reason for a

transmi ssion failure in a machi ne-readabl e and | anguage-i ndependent
manner. These status codes nake it possible to present nore detailed
and | anguage-specific error nessages to users. G ven the useful ness
of these enhanced codes, SMIP receivers are RECOVMENDED to i npl enent
the SMIP Servi ce Extension for Returning Enhanced Error Codes

[ RFC2034] utilizing the codes registered in [ RFC5248].

I nternet Message Format Provisions

Sayre Expires 23 April 2026 [ Page 5]
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3.1. Empty Quoted Strings

The quoted-string ABNF non-termninal appears in the
[I-D.ietf-emailcore-rfc5322bis] grammar. Wile it allows for an
enpty quoted string, such a construct will cause interoperability

i ssues when used in certain header fields In particular, use of enpty
quoted strings is discouraged in "received-token" (a conponent of a
Recei ved header field) and "local -part” (left hand side of emi
addresses). For example, all of the follow ng email header fields
are non-interoperabl e:

Recei ved: from node. exanpl e by Xx.y.test foo; 21 Nov 1997

10: 01: 22 - 0600

From "".bar @xanpl e.com
To: foo."" @xanpl e. net
Cc: ""@xanpl e.com

Use of enpty quoted strings is fine in "display-name”. For exanple,
the following email header field is interoperable:

To: "" <test@xanple.conp
3.2. Received Header Fields
3.2.1. Generation

Emai | addresses are commonly classified as Personally ldentifiable
Information (PI1). Inproper application of the FOR clause in

Recei ved header fields can result in disclosure of PIl. Thus, the
FOR cl ause SHOULD NOT be generated if the nessage copy is associated
with multiple recipients frommnultiple SMIP RCPT conmands

O herw se, the value of the FOR clause MUST contain the RCPT address
that caused the nessage to be routed to the recipient of the given
copy of the message.

If a mil systemgenerates a FOR clause when there is only a single
reci pient, and doesn’t generate one when there are nmultiple

reci pients, the absence of the field is an indication that there is
another recipient. That may all ow soneone to infer that a "blind"
copy is involved.

Sayre Expires 23 April 2026 [ Page 6]



Internet-Draft Core Email A/'S Cct ober 2025

3.

3.

4.

4.

2.2. Consunption

Recei ved header fields support analysis of handling and delivery
probl enms, as well as aiding evaluation of a message w th suspicious
content or attributes. The fields are easily created and have no
direct security or privacy protections, and the fields can contain
personal ly sensitive information.

Therefore, the fields do not warrant automatic trust and do warrant
careful consideration before disclosing to others. They should be
used with care, for whatever information is deened val uabl e, and
especi ally when syntax or val ues occur that are not defined by the
specifications [I-D.ietf-emailcore-rfc5321bi s]

[I-D.ietf-emil core-rfc5322bis].

3. Goup Syntax

"Group" syntax [|I-D.ietf-enmilcore-rfc5322bis] [RFC6854] has been a
| ong- standi ng construct in the specification, going back to RFC 822
[ RFC822], but it has had little use in all that tinme. It is
therefore possible that use of it in a nmessage will conformwi th the
specifications but not be supported by sone inplenentations.

Emai | Addresses
1. Case-Sensitivity, Delimters, and Ml box Equival ency

SMTP specifies that the local-part of an enmil address is case-
sensitive (see Section 2.4 of [I-D.ietf-emailcore-rfc5321bis]).

Wil e case-sensitivity is specified as an absol ute requirenent, nost

i mpl ement ati ons do not nmake case distinctions in the |ocal-part of an
address. Most treat "smth", "Smth", and "SM TH' as equi val ent.

Most i npl enentations preserve the case that is received (from SMIP or
HTTP, from address books, or fromuser input). Maximum
interoperability can be achi eved by keeping the |ocal -part unchanged,
and by assuming that enmail addresses with a local-part only differing
in case probably refer to the same mail box.

Enai | addresses with a non-ASClI| |ocal-part will beconme nore conmon
over time. Case changes are both character-set dependent and

| anguage dependent, and attenpts to change case without having the
full context necessary are likely to be wong often enough to matter.

Final delivery systenms vary in their interpretation of delimters
such as "+ and .’ in the local-part of an address. Sone systens
make di stinctions between "snith" and "smith+foo", or "jane.doe" and
"janedoe", while others treat themas referring to the sane mail boxes
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respectively. Since only the final delivery systemcan properly
interpret the local-part of an address, originating and transit/rel ay
mai | systens are di scouraged from maki ng any assunptions as to

addr ess equi val ency or from maki ng any changes to a | ocal -part
containing such a delimter

4.2. Non-ASClI| Characters

Proper generation and transm ssion of enmail addresses containing non-
ASCI| characters is discussed in the SMIPUTF8 docunents [ SMIPUTF8].
Section 9 of [RFC6530] says: "a downgrade nechani smthat transforns
the Il ocal part of an emmil address cannot be utilized in transit."

Systens that are not the final delivery system MJST NOT:

* use web URI percent-encoding (see Section 2.1 of [RFC3986]) in
either the local -part or the donmi n-part of an address

* performlinternationalized Domai n Names [ DNA2008] (|1 DNA) Punycode
Conversion (see Section 4.4 of [RFC5891]) on the |ocal-part of an
addr ess

These encodi ngs mi ght not produce an address that is guaranteed to be
treated as equivalent to the original one. See Section 8 of
[ RFC6530] for further discussion

4.3. Use and Validation of Email Address Syntax

Enai | addresses are frequently used as input to and validated by
forns inplenented by various libraries. Sonme systens have a nore
restricted grammar than the | ETF email standards. The all owed
grammar for erail addresses as incorporated in those tools, and hence
in various applications, may be inconsistent with that allowed by the
grammar for a "Mailbox" in Section 4.1.2 of Section 4.1.2 of
[I-D.ietf-emailcore-rfc5321bis], and the granmars for use of non-
ASCI | enmil addresses specified in the SMIPUTF8 specifications

[ SMTPUTF8] .

4.3.1. HIM

The standard HTM. enmil input deliberately limts the address syntax
even in ASCI1, and al so has uneven support for non-ASCI| enail
addresses. As HTM. is a "living standard", this support gradually
changes over time. Additionally, many HTM. applications don't use
the standard email input at all, and validation is inplemented in
ECMASCri pt .
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4.3.2. Oher Concerns

Mai |l systens that are not responsible for final delivery of a
message, but that intend to check the syntax of its email addresses,
shoul d be aware that there are many reasons that night cause a valid
address to "l ook strange" or be rejected by tools that are
inconsistent with these enail standards.

In general, there is uneven support for nore unusual syntax, whether
it is valid or invalid.

The best option is to treat an address as valid unless the address in
question actually violates restrictions of the SMIP

[I-D.ietf-email core-rfc5321bis] syntax. Section 6.4 of that docunent
contains additional information that m ght be hel pful

5. Use of Miltipurpose Internet Mail Extensions (M M)

Al t hough the Miltipurpose Internet Miil Extensions (M M) [RFC2045]
specification and its predecessors and updates have remmi ned separate
fromthe Internet Message Format (I M)

[I-D.ietf-emil core-rfc5322his] specification and its predecessors,

M ME features such as non-textual nessage bodies, multi-part nessage
bodi es, and the use of character sets other than US-ASCI| in nessage
bodi es have become nearly ubiquitous in contenporary enail. As a
result, I M- generators and parsers are expected to support M ME

6. Confidentiality and Authentication with SMIP

SMIP is specified without enbedded nechani sns for authentication or
confidentiality; its traffic is therefore "in the clear". Years of
operati onal experience have shown that such transm ssion exposes the
message to easy conprom se, including wretapping and spoofing. To
mtigate these risks, several protocols, nechanisns, and extensions
have been devel oped that provide security services to enanil, npbst of
whi ch are outside the SMIP protocol itself. The nost inportant of
these include, but are not limted to:

* TLS [ RFC8446], STARTTLS [ RFC3207], MIA-STS [ RFC8461], and DANE for
SMIP [ RFC7672] offer confidentiality services between SMIP Cients
and the Servers to which they are transmitting nessages.

*  DKIM[RFC6376], DVARC [ RFC7489], ARC [ RFC8617], SPF [ RFC7208], S/
M ME [ RFC8551], OpenPGP [ RFC9580], and Header Protection for
Cryptographically Protected E-mail [RFCO9788], offer nmessage |eve
aut henti cati on services.

Sayre Expires 23 April 2026 [ Page 9]
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* SMIP Aut hentication [ RFC4954] offers authentication services for
an SMIP client connecting to an SMIP server.

* S/M Me [ RFC8551] and OpenPGP [ RFC9580] al |l ow for nessage
confidentiality outside of the operation of SMIP and were
originally focused only on the message content. Newer
specifications (see below extend themto cover header
confidentiality as well.

The foll owi ng sections discuss these facilities and their nobst common
uses.

6.1. Security at the Transport Layer

The Internet email environment has evol ved over the years so that the
SMTP protocol itself can be used in conjunction with Transport Layer
Security (TLS) [ RFC8446] protocol to provide both confidentiality and
server authentication in the transm ssion of nmessages.

It is inportant that the reader understand what is meant by the terns
"Aut hentication” and "Confidentiality” in this context, and for that
we will borrow directly fromthe TLS specification [ RFC8446]

(al though the pointers to other sections given are to this docunent).

* Authentication is the process of establishing the identity of one
or nmore of the endpoints of a conmmunication channel. TLS can be
used wi thout authentication (as described in Section 6.1.2), but
even when it does use authentication, it typically only
aut henticates the server side of the comunication channel (see
Section 6.1.3).

* The term"confidentiality" describes a state where the data (i.e.,
the message) is transmitted in a way that it is only visible to
the endpoints of a comuni cation channel

It is not uncommon for inplenenters to use the term"encryption" to
mean "confidentiality", but this is not quite correct. Rather,
encryption using TLS is the nmost conmon current nethod by which
confidentiality is achieved with SMIP, but that does not mnean that
ot her nethods m ght not be used or future ones devel oped.

Sayre Expires 23 April 2026 [ Page 10]
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6.1.1. The TLS Protoco

The TLS Protocol [RFC8446] provides confidentiality while the nmessage
isin transit froman SMIP client to the next SMIP server. Both
client and server will have access to the plain text of the nessage
and there is no guarantee that the nessage will be stored in an
encrypted fashion at its destination. Furthernore, in situations
where a nessage traverses nmultiple hops through nultiple SMIP
servers, each internediate server will typically store the nmessage in
plain text and hence have access to that plain text of the nessage.

6.1.2. Opportunistic Confidentiality

The nost comon inpl emrentati on of nmessage confidentiality is known as
"opportunistic TLS", which is frequently referred to as
"opportunistic encryption". Wth this nethod, a receiving server
announces in its greeting that it is capable of supporting TLS
encryption through the presence of the "STARTTLS' keyword. The
sending client then attenpts to negotiate an encrypted connecti on,
and if successful, transmts the nmessage in encrypted form if
negotiation fails, the client falls back to sending the nessage in
clear text.

Qpportunistic TLS is optional confidentiality due to provision for
falling back to transm ssion in the clear if a secure connection
cannot be established. Opportunistic TLS is often configured to
provi de confidentiality w thout authentication, where no effort is
made to authenticate the receiving server [RFC3207], Section 4.1
Most nodern inplenentations of SMIP support this nethod and so the
vast majority of email traffic is encrypted during its tine
transiting fromthe client to the next server

Not e that opportunistic TLS via the STARTTLS [ RFC3207] extension is
vul nerable to man-in-the-mddl e attacks. Enforced confidentiality
(Section 6.1.3) can be used to mtigate these attacks.

6.1.3. Enforced Confidentiality, with Receiving Server Authentication

Two protocols exist that nove nessage confidentiality from
opportunistic to enforced (with conditions as noted bel ow) - MIA-STS
[ RFC8461] and DANE for SMIP [ RFC7672]. Wiile they differ in their

i npl ementation details, receiving servers relying on either protoco
can state that they only accept nmail if the transmi ssion can be
encrypted with TLS. Support for both protocols is increasing, but is
not yet mandatory.
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These two protocols differ from Qpportunistic TLS in that they
require receiving server authentication and there is no fallback to
sending in the clear.

Note that the protocols nmentioned in this section rely not only on
the receiving server but also the sending client supporting the
protocol intended to be used. If the sending client does not support
the protocol requested by the receiving server, the sending client
will use Qpportunistic TLS or clear-text to transmt the nessage.

6.2. Message-Level Authentication

Protocols exist to allow for authentication of different identities
associated with an email nessage:

* SPF [ RFC7208] provides a nethod to ensure that the sending nail
server is authorized to originate mail fromthe sender’s donain.

* DKIM[RFC6376] permits a person, role, or organization to claim
some responsibility for an email nessage by associating a domain
nanme [ RFC1034] with the nmessage, which they are authorized to use.

* DMARC [ RFC7489] relies on SPF and DKIMto allow for validation of
the donmain in the visible From header

* ARC [ RFC8617] provides a method for each hop to record results of
aut henti cati on checks performed at that hop.

* S/M Me [ RFC8551] and OpenPGP [ RFC9580], al ong with Header
Protection for Cryptographically Protected E-mail [RFC9788], allow
for email messages to be digitally signed, thereby providing a
met hod to verify that an email nessage was actually sent by the
entity claimng to be the sender

Al'l of these are outside the scope of this docunent, as they are
outside the scope of SMIP. Al of themare, to greater or |esser
degrees, subject to risks of conpronise on systens processing
messages between transport |inks as di scussed above.

6.3. SMIP Aut hentication
SMIP Aut henti cation [ RFC4954], which is often abbreviated as SMIP
AUTH, is an extension to SMIP. Wile its nane m ght suggest that it

woul d be within scope for this section of the Applicability
Statenment, that is not the case.
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SMIP AUTH defines a nethod for a client to identify itself to a
Message Submi ssion Agent (MSA) when presenting a nessage for

transm ssion, usually using ports 465 or 587 rather than the
traditional port 25. The nobst common inplenentation of SMIP AUTH i s
for a person to present a usernane and password to their mail box
provi der’s outbound SMIP server when configuring their MJA for
sendi ng mai l .

SMIP AUTH MAY be used to |imt unauthorized use of VRFY and EXPN
commands as described in Section 7.3 of
[I-D.ietf-emilcore-rfc5321bis].

6.4. Message-Level Confidentiality

Protocol s such as S/M Me [ RFC8551] and OpenPGP [ RFC9580] exist to
all ow for nessage confidentiality outside of the operation of SMIP

In other words, using these protocols results in encryption of the
message body prior to its being submitted to the SMIP comuni cati ons
channel . Decryption of the nmessage is then the responsibility of the
message recipient. There are numerous inplenentations of S/M M and
OpenPGP, too many to list here. As both operate fully independent of
SMIP, a nore detailed discussion is out of scope for this docunent.

Header Protection for Cryptographically Protected E-nail [RFC9788]
extends S/M ME such that some nessage headers can be encrypted

6.5. Confidentiality Requirements

The vast najority of enmail sent on the Internet at present does not
use nessage-level confidentiality. |1t has been recogni zed that
Internet traffic is exposed to both active attacks and passive

moni toring (see BCP61 [ RFC3365] and BCP200 [ RFC1984]), and therefore
that nmessage transm ssion over SMIP is subject to both. To mtigate
these risks, opportunistic confidentiality is now wi dely inplenented
and used in Internet enail, and sone depl oynent and use of enforced
confidentiality is also now seen. Therefore, confidentiality (for
exanpl e, the STARTTLS extension) MJST be inplenmented by SMIP servers
in order to at |east provide over-the-wire confidentiality during an
i ndi vi dual SMIP exchange. That said, there are many | egacy

i mpl ementations of SMIP that are still in w despread use in both
private and Internet-connected networks and receiving server

i npl emrentations will often be expected to be capable of receiving
such nmessages. Therefore, SMIP servers MJST be configurable to all ow
for receiving nessages without confidentiality between servers in
order to nmaxim ze interoperation
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10.

Acknowl edgrent s

The Enmail core group arose out of discussions on the ietf-smtp group
over changes and additions that should be made to the core enmil
protocols. It was agreed upon that it was tinme to create a working
group that would fix many potential errors and opportunities for

m sunder st andi ngs within the RFCs.

Speci al thanks to the follow ng for providing significant portions of
text for this docunment: Dave Crocker, Todd Herr, Tero Kivinen, Barry
Lei ba, John Levine, Al exey Ml nikov, Pete Resnick, and E. Sam

| ANA Consi der ati ons

This meno includes no requests to or actions for 1ANA.  The | ANA
registries associated with the protocol specifications they reference
are specified in their respective docunents. A conpani on docunent

[ SMIP-1 ANA- cl eanup] that will conplete the work on reorganizing and
updating the email registries begun in

[I-D.ietf-email core-rfc5321bis] is under devel opnent.

Security Considerations

Security and privacy considerations are discussed throughout this
docunent as they pertain to the referenced specifications. Special
note shoul d be taken of the interaction between confidentiality and
aut henti cati on mechani sns that are applicable to Internet |inks and
therefore potentially sensitive to the multi-hop design of SMIP

Unl ess the rel evant nessages and nmechani sns are protected from
tanpering or content exposure on systens that are the endpoints of
those links, the security of the mechani sms depends on trust in those
i nt er medi at e endpoi nts.
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Appendi x A. Change Log
RFC Editor: Please renpve this appendi x before publication

A. 1. Changes fromdraft-kl ensin-email-core-as-00 (2020-03-30) to draft-
ietf-email core-as-00

* Change of filenane, nmetadata, and date to reflect transition to WG
docunent for new enailcore Wa No other substantive changes

A.2. Changes fromdraft-ietf-emailcore-as-00 (2020-10-06) to -01

* Added co-authors (list is in al phabetical order for the present).

* Updated references to 5321bis and 5322bi s.

* Added note at top, "This version is provided as a docunent
managenment conveni ence to update the author list and nmake an un-
expired version available to the Wa. There are no substantive
changes fromthe prior version", which should be renoved for
version -02.

A. 3. Changes fromdraft-ietf-emailcore-as-01 (2021-04-09) to -02

* Added new editors and al so added some issues the enmail core group
will be dealing wth.

* Added reference to RFC 6648.
A. 4. Changes fromdraft-ietf-emailcore-as-02 (2021-08-06) to -03

* Moved di scussion of address-literals (issue #1) and domai n nanes
in EHLO (issue #19) under SMIP Provisions section

* Mboved di scussion of enpty quoted-strings under Message For nat
Provi si ons section

Sayre Expires 23 April 2026 [ Page 19]



Internet-Draft Core Email A/'S Cct ober 2025

Sayre

Added text on use of addresses in TLDs (issue #50)

Marked all authors as editors.

M scel | aneous editorial changes.

Changes fromdraft-ietf-enmailcore-as-03 (2022-01-31) to -04
Added requirenents for SMIP extensions (issue #40).

Changes fromdraft-ietf-emil core-as-04 (2022-05-21) to -05
Added text addressing use ofx enhanced status codes.

Added text addressing confidentiality and authentication (issue
#54) .

Changes fromdraft-ietf-enmail core-as-05 (2022-10-24) to -06
Converted source to xm 2rfc v3

Repl aced pl acehol der Introduction with new text.

Updat ed keywords boil erpl ate.

Added text on interoperability of emmil addresses in general and
use in HTM. forns (issue #51)

Added text stating that inplenentations are expected to support
M ME (issue #65).

Added pl acehol ders for issues #38 and #55

Add list of contributors in Acknow edgnents.

Added nini mal Security Considerations section

Changes fromdraft-ietf-emilcore-as-06 (2022-11-07) to -07

Added text addressing use of FOR clause in Received header fields
(i ssue #55).

M scel | aneous editorial changes.
Changes fromdraft-ietf-emilcore-as-07 (2023-03-13) to -08

Added text addressing use of Received header fields by MJAs (issue
#85) .
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A 13.
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Added advi ce agai nst use of Percent-Encodi ng non-ASClI| characters
in emai|l addresses (issue #78).

M scel | aneous editorial changes.
Changes fromdraft-ietf-enmail core-as-08 (2023-12-18) to -09
Acknowl edge the exi stence of port 465 for subnission (issue #30).

Renmove "Use of Tinme Zones in Date and Recei ved Header Fi el ds"
pl acehol der (issue #66).

M scel | aneous editorial changes.

Changes fromdraft-ietf-emilcore-as-09 (2024-07-02) to -10
Added Open |ssues Section

Renoved pl acehol der for issue #38 - Carify 78 octet limt versus
998 line length limt (https://github.comietf-wg-
emai | core/ emai | core/i ssues/ 38)
Applied "final" proposed text for issue #78 - Advi ce agai nst using
URL % encodi ng on non-ASClI| emmil addresses (https://github.com
ietf-wg-enail core/email core/issues/78)
Applied proposed text for issue #84 - Handling of Trace Header
Fields by MJAs (https://github.comietf-wg-emailcore/emnuilcore/

i ssues/ 84)

Changes fromdraft-ietf-emailcore-as-10 (2024-07-03) to -11

Added Open Issue #94 - Use of Quoted Strings (https://github.com
ietf-wg-email core/emil core/issues/94)

Changes fromdraft-ietf-emailcore-as-11 (2024-10-21) to -12
Appl i ed new proposed text to Section 3.1
Appl i ed new proposed text for issue #40 - Recommended SMIP
Extensi ons (https://github.conlietf-wgy-enailcore/email core/
i ssues/ 40)
Appl i ed new proposed text for issue #78 - Advice against using URL

% encodi ng on non-ASClI | email addresses (https://github.comietf-
wg- enmi | core/ emai | core/issues/ 78)
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A. 16.

A 17.

Sayre

Applied new proposed text for issue #84 - Handling of Trace Header
Fields by MJAs (https://github.comietf-wg-email core/emnail core/
i ssues/ 84)

Appl i ed new proposed text for issue #85 - Wat nmail agents should
do/not do with Received header fields (https://github.confietf-wy-
emai | core/ emai | core/i ssues/ 85)

Changes fromdraft-ietf-emailcore-as-12 (2024-11-09) to -13

Fi xed di scussi on of Punycode (dommin-part -> |ocal-part) in
Section 4.2

Renoved Keywords from di scussion in Section 3.1
Added exanpl e of enpty display-nane in Section 3.1

Changes fromdraft-ietf-enmailcore-as-13 (2025-01-30) to -14
Added STARTTLS to the MJST inplenent list in Section 2.4
Added Al exey Mel ni kov's proposed text for issue #93 - "VRFY, EXPN
and Security" should point to SMIP AUTH RFC (https://github. con

i etf-wg-email core/ email core/issues/94)

Applied (with sone editorial changes), Tero Kivinen s proposed
text to Section 6.

Changes fromdraft-ietf-emailcore-as-14 (2025-02-27) to -15
M scel | aneous editorial changes
Changes fromdraft-ietf-emilcore-as-15 (2025-03-18) to -16

Changed "FOR cl ause MUST NOT be generated if the message copy is
associated with multiple recipients frommnultiple SMIP RCPT
commands” to "SHOULD NOT".

Rei ntroduced exanpl es of non-interoperable |ocal-parts containing
enpty quoted strings (issue #93 (https://github.comietf-wg-
emai | core/ emai |l core/issues/94)).

Added short descriptions of SPF and DKIM and added S/ M Me
OpenPGP, and Header Protection for Cryptographically Protected
E-mai| as nethods of Message-Level Authentication (issues #110
(https://github.conlietf-wy-ennilcore/ emil core/issues/94), #132
(https://github.conlietf-wy-enailcore/ email core/issues/94), #133
(https://github.conlietf-wy-enuailcore/email corel/issues/94)).
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A. 19.

A. 20.

A 21.
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Changes fromdraft-ietf-emailcore-as-16 to -17

Changed all instances of "optional confidentiality" to
"opportunistic confidentiality" and all instances of "required
confidentiality" to "enforced confidentiality". (issue #113

(https://github.comietf-wgy-enail core/ email core/issues/113))

Added Section "6.7 Confidentiality Requirenents" (issue #113
(https://github.conietf-wy-email core/ emil core/issues/113))

Updat ed DKI M description to use a slight nodification to the first
sentence of RFC 6376 Introduction (issue #138 (https://github.com
i etf-wg-enail core/ email core/issues/138)).

Changes fromdraft-ietf-emilcore-as-17 to -18

Added text clarifying that hop-by-hop confidentiality does not
guarantee end-to-end confidentiality.

Changes fromdraft-ietf-emilcore-as-18 to -19
Added text stating that STARTTLS is vul nerable to nan-in-m ddl e-
attacks (issue #134 (https://github.conlietf-wg-
emai | core/ emai |l core/issues/ 134))
Rewr ot e openi ng paragraph of Opportunistic Confidentiality based
on Rob Sayre’s suggestions (issue #135 (https://github.comietf-
wg- enmi | core/ emai | core/i ssues/ 135))
Rew ot e text discussing use of emamil addresses in HTM. forns and
provided a nore restricted Mil box ABNF (issue #137
(https://github.conmietf-wy-emnail core/emil corel/issues/137))
Changes fromdraft-ietf-emailcore-as-19 to -20
Updated stats regarding MX records on top-I|evel donains
Tweaked hop-by-hop confidentiality text again (Resnick).
Made cl ear that TLS authentication is optional (Resnick/Sayre).

Renoved hop- by-hop paragraph in Opportunistic Confidentiality as
its now di scussed in TLS section (Sayre).

Renoved hop-by-hop paragraph in Enforced Confidentiality as its
now di scussed in TLS section (Sayre).

Expires 23 April 2026 [ Page 23]



Internet-Draft Core Email A/'S Cct ober 2025

A 22.

A 23.

A 24.
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Added reference to LAWMPS docunents in Message-Leve
Confidentiality (Sayre).

M scel | aneous editorial changes.

Changes fromdraft-ietf-emailcore-as-20 to -21

Restructured Section 4.3 and elim nated the dependency of the
di scussi on on deviations fromthe core email specs on, e.g.,
various versons of HTM
Added new Section 4.4, and elimninated references that are now
unnecessary.

M nor editorial corrections.

Changes fromdraft-ietf-emilcore-as-21 to -22

Rewrote Section 4.3 to further reflect the "there are probl ens out
there" approach, further reducing the dependenci es associated with
HTM.. Re-integrated the Section 4.4 material that was separated
in -21.

Rewr ot e and reorgani zed Section 6, grouping TLS-related materia
into another |ayer of subsections (Section 6.1) and applying a set
of changes agreed by the W&

Nunerous, but individually mnor, editorial adjustments and
corrections.

Changes fromdraft-ietf-emailcore-as-22 to -23

Corrected an error in which | DNA2008 docunents were cited rather
than SMIPUTF8 ones and tuned text slightly.

Tuned di scussions of SIMMg, PGP, and RFC 9788 slightly, including
new text in Section 6.4

Corrected an error in the description of Cpportunistic TLS
A few snmal |l editorial changes/ corrections.
Changes fromdraft-ietf-emailcore-as-23 to -24

Added an informative reference to the iana-cleanup docunent to
warn peopl e that woul d be com ng.

Added a brief description/ conments about group syntax
(Section Section 3.3.

Expires 23 April 2026 [ Page 24]



Internet-Draft Core Email A/'S Cct ober 2025

* Small editorial correction.
A.26. Changes fromdraft-ietf-emilcore-as-24 to -25
* Corrected the SMIP-iana-cl eanup reference to point to the W&
adopt ed docunent, draft-ietf-enmnilcore-iana-cleanup, replacing the
reference to draft-nel ni kov-sntp-iana-cl eanup.
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