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Abst r act

The distribution of clients of L2 domain across extended, networks

| everaging overlay fabric, needs to deal with synchronizing the
Client Binding Database. The 'Client IP Binding’ indicates the IP,
MAC and VLAN details of the clients that are learnt by security
protocols. Since learning "Client IP Binding database’ is last mle
solution, this information stays local to the end point switch, to
which clients are connected. Wen networks are extended across
geographies, that is, both |ayer2 and layer3, the 'Cient |IP Binding
Dat abase’ in end point of switches of renote fabrics should be in
sync. This literature intends to align the synchronization of
"Client |IP Binding Database" through an extension to BGP contro

pl ane constructs and as BGP is a typical control plane protoco
configured to conmuni cate across network boundri es.
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1. Inportant Terns

BGP: Border Gateway Protocol

VTEP: Virtual Tunnel End Point or Vxlan Tunnel End Poi nt
RD: Route Distinguisher

RT: Route Target

NLRI: Network Layer Reachability Information

EVPN: Et herenet Virtual Private Network
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I nt roducti on

The distribution of clients of L2 domai n across extended, networks

| everagi ng overlay fabric, needs to deal with synchronizing the
Client Binding Database. The 'Client IP Binding' indicates the IP,
MAC and VLAN details of the clients that are | earnt by security
protocols. Since learning 'Cient IP Binding database’ is last mle
solution, this information stays local to the end point switch, to
which clients are connected. Wen networks are extended across
geographies, that is, both |ayer2 and layer3, the 'Client |IP Binding
Dat abase’ in end point of switches of renpte fabrics should be in
sync. This literature intends to align the synchronization of
"Client |IP Binding Database" through an extension to BGP contro

pl ane constructs and as BGP is a typical control plane protoco
configured to comuni cate across network boundri es.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

When used in | owercase, these words convey their typical use in
common | anguage, and they are not to be interpreted as described in
[ RFC2119] .

Pr obl em Descri ption

Access Switches, build trusted database of L3 clients by snooping
into DHCP/ ND packets in the client VLAN. This database can be

| everaged by security and analytical features. Security features
help in protecting the network from unauthorized/ untrusted users
whi | e anal ytical features/application gauge the nature of access with
the telenetry information for the designated hosts. This information
hel p keeping the network health in a secure and infornmed way

* Prevent ARP cache depl etion attacks
* Alowtraffic only fromknown clients on access ports

* Denial of service and Man in the m ddl e attacks
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I n Canpus networks of Colleges, Branch office, Headquarters and

Dat aCenter DC networks, it is a very conmon depl oynment, for networks,
to extend Layer-2 across sites and geographi es over WAN, Wde Area
Net work, via well defined overlay fabric solution Iike EVPN and
constructs like Vxlan, GPE, GUE, NVGRE, with Vxlan being the nost
depl oyed. The solution for Canpus and DC can be conbi ned for
enterprise solutions as well.

The canpus networks are extended between headquarter and branch

of fices where as DCs are extended for |oad sharing, resiliency,

hi erarchical availability of data across geographies and region. In
such depl oynents, the client database ends up being local to the
first-hop access switch or gateway, the client is connected to.
Client connected to the first hop access switch or gateway. The
other set of access switches within or remotely placed in the
extended fabric, treat the client as untruste or unauthorized on the
client VLAN. This would result in switches to deny services to
legitimate clients.

The foll owi ng di agram shows the topol ogy of disparate fabrics.

| (------=-------- FABRICL ---------------- ) (--VWAN----- - Y (---------- FABRI C3---------
)| R + E S +
oo o - +
+----+ Fo-em- - + | | Border 3| - -| VTEP31| - [ VI an20]
- | host 3|
| host1|-[vl an10]-| VTEP11 |--+ | e + - +
Foem o +
+----+ O + O + | FABRI C- 3
| | [ | Bor der ]_l [ | WAN ————=—=—=—=—=—=————=——=—=—=—=—=—=—=—=—====
| FABRIC1 | S + | FABRI C- 2
e +o-m - - + | AR, +  ------ +
R +
| host 2| - [vlan20]-| VTEP12| - - + [\ | Bor der 2| - -| VTEP21]| - [ VI an10]
-|Wreless |--Clientsl..n
oo+ R + R + - +
| Controller|
| (------=-------- FABRICL ---------------- Y (--VWAN- - - - ) [ (- e e e FABRI C2- -
-------------------------- )

Figure 1: Figure 2: Miltifabric Overlay Topol ogy
In the above nentioned topol ogy di agram

* the Cient |IP Binding Database is local to client connected to the
switches within the fabric. Wthout explicit solution in place,
these details are not known to other switches within and outside
the fabric, unless and until explicitly conmunicated. For
exanpl e, the Access Vtepll and Access Vtepl2, though in the sane
fabric, can snoop in to DHCP packets originating or destined from
the locally attached hosts, that is, Hostl and Host2 respectively,
but not into the other Access hosts. These packets are typically
uni casted to and fromthe DHCP server located in a centralized
| ocation. The packets are not |eaked to renpte fabrics as well.
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The DHCP packets generated fromHost1l or Host2 are typically not
| eaked to renote fabrics, Fabric2 or Fabric3 in the above exanpl e.
Hence this information about hostl and host2 cannot be snooped in
by renpte Access devices Vtepl2 and Vtepl3 in the renote fabrics.

* The typical exanple shown in the above di agram el aborates on the
probl em

* There are no known standard techni ques to achieve this
synchroni zati on between switches, within or across extended
network, via an overlay network.

* Security policies that needs know edge about the connected clients
in a VLAN across fabrics, will not work as expected in this nodel

For exanple, to protect from nei ghbor cache depletion attacks, a
switch can be configured to performresolution only for the known
clients in the network. This is not possible if Cient |IP Binding
Dat abase is not synced. NOTE, the above diagram |everages BGP EVPN
provi si oned overlays over Vxlan fabric as the network extension
instrument. Though the exanple can be generalized for any BGP

provi sioned overlay network |ike VPLS, VPW5, L3VPN etc.

One possible option is to build the client database by sniffing into
data pl ane packets. This class of solution is ingrained with
probl ens.

4.1. Broadcast Over WAN

This solution requires |earnings over broadcast packets |Iike ND and
ARP. The bridge-domain extension over fabrics, will require the
broadcasts to travel over the WAN pi pe, and needs to be refreshed
periodically as and when there is a request for host discovery. Wth
reference to the above diagram G atuitous ARP(GARP), generated by
Host2, will be required to be flooded to renote fabrics (fabric 2 and
3), in a typical data plane |learning. But with EVPN control plane
and ar p-suppression techniques, there is mnimal |eak of arp
broadcasts in the EVPN fabric, and thus the WAN. Hosts attached to
access switches may GARP frequently (too many and too often), thus
aggravating the broadcast |eaks over WAN. As nentioned in the

t opol ogy description, DCHP Snooping will not help here, as DHCP
packets will not nake it to renote fabrics. Even in DCHP Rel ay based
depl oynents, the Relay configuration is local to a fabric and cannot
be | eaked to renote fabrics.
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4.2. Sanme Subnet across fabrics over different VWVl ans

There is a possibility that sane subnet allocation for ip address
happens across disparate Vlans within or across the fabrics. WVian 10
in fabricl and VIan20 in fabric 2 are napped to sanme subnet gateway,
|l ets say, 10.0.0.0/24. The IP binding database |learnt via DHCP or ND
snoopi ng (hosted on access Vtepll and Vtepl3) needs to be
synchroni zed as the broadcast domain is extended over a different

VNI, lets say, 100 and 200 (rmapped to vlan 10 and 20 respectively).
Thus the problemat hand is that the allocations (IP bindings) are to
be synchroni zed for sane or different subnet, but across the Vlans in
di sparate fabrics. This is not possible with follow ng depl oynent

* Native VI an extension and vl an transl ati on based fabric extensions
*  Static Vxlan based network extensions.

Note that, In BGP Control plane, Route Targets help go around this
anomal y with datapl ane | earni ngs.

4. 3. Unwarranted and I nsecure |Infornmation |eak

Wth dataplane solution (via GARP or ND), the flooding over WAN to
all renote fabrics will lead to unwarranted | earning in fabrics over
which there is no operator control

* Thus potentially |eaking client subnet specific information to the
untargeted fabrics, creating an information | eak and security
risk.

* The source fabrics do not have control over the flooding in WAN
(as its a flood in Vlan bridge domain).

* Hence there is a necessity to selectively leak or restrict the
synchroni zati on between specific fabrics.

In cases where DHCP Relay is configured,

* DHCP exchange happens between the client connected to Access
Switch and the server through unicast channel. This is a
predom nant usecase but inherently prohibits other Access Switches
snooping into the client DHCP packets.

* In the reference exanple, the Access Switches are also overlay
tunnel end points, VTEP.
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For exanple, in above diagram the hostl GARP is fl ooded over WAN to
both fabric2 and fabric3, even though the intention, is to sync the
information to fabric2 only.

5. Security of Fast Roaming Cients

If awireless client, lets say, hostl, noves in a lift or elevator
across floors and hence across gateways, the security policy
synchroni zation is a nmust between the Vteps sitting behind the
wireless controllers. Rather than waiting for client to speak up
behi nd every wireless controller, the first controller and
correspondi ng vtep can publish the security clearance or security
risk of the host to all renpte vteps.

6. Solution(s)

Thi s docunent proposes a solution for synchroni zing the |IP Bindings
bet ween the Access Switches by | everaging the BGP EVPN control plane
constructs called Route Type 2 NLRIs (EVPN NLRI, MAC Adverti senent
Route). The proposal defines a new extended conmunity, which

i ndi cates the | P Binding synchronization, to be carried, in BGP
Updat e nessage carrying the Route Type 2 NLRI (Network Layer
Reachability Information). As EVPNis the at the core of fabric
depl oynents to support mnultihonming and multitenancy, this contro

pl ane extension alleviates the Synchronization of IPs which is
specific to tenants and applicable to all or selective hosts attached
to the Access Vteps. The host can be attached to nore than one Vtep
(indicating multihom ng) over a segnent (called Ethernet Segnent).
BGP EVPN is a goto solution for Vxlan fabric extension across the
WAN, as its also easy to realize the native transport (underl ay)
encapsul ati on as | P based.

For exanple, in the above di agram Vtepll (al so hosting the IP Binding
dat abase), publishes BGP update nessages, carrying EVPN Route Type 2
for all the local MAC,IP learnings to the renote BGP peers (within or
across the fabrics). These MAC,IP learnings are typically learnt via
| ocal dynanmic learnings that is, hostl sends a GARP towards Vtepll
and is received on Vtepll over the client (tenant) facing gateway
interface (interface vlan 10). This interface can be a VIl an
interface mapped to the subnet, for exanple, interface vlian 10 on
Vtepll. Al hosts attached over vian 10 to Vtepll are allocated the
same subnet | P address and nonitored by the I P Binding (or security
val i dation) application hosted on Vtepll. Note that the simlar
validation is performed on all the access switches in a secure
network. The dynam c |earnings are validated against the |IP Binding
dat abase (learnt via typically) as indicated in the EVPN Route Type
2. Note that the process of learning the I P Bindings (via snooping
of DHCP or ARP) is outside the purview of this document.
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.1. dient IP Binding Sync Extended Comuniti es

A new extended community Path attribute called dient-1P Binding Sync
Ext ended Communities is defined. This attribute is an optiona
attribute and also transitive in nature and can be relayed in the
control plane path. This attribute, if carried along with BGP update
message with MAC, I P bindings (with EVPN NLRI, MAC Adverti senent
Route), indicates the following to the receiving BGP peer

* MAC, |P data can ALSO be | everaged for Cient |IP Binding
synchroni zati on.

* The data is to be handed over to the Security entity or
application for validating the I P allocation

* The handover procedure is inplenentation specific and outside the
purview of this invention.

The foll owi ng di agram shows the Cient |IP Binding Sync Extended
Conmuni ti es

0 1 2 3 4
01234567890123456789012345678901

i R L s e T e R h th s i S SR N S
| 10| Type | Sub- Type | Cient IP Binding Sync ID |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Client IP Binding Sync ID (cont.) |
B T S i T s i i e e SEI S
Field | Descri ption
Type | 1 Cctet size, Type field can be newy defined as a propriet
ary one
| Its atransitive Attribute, hence 1 bit in this octet is O.
I
Sub- Type | 1 Cctet size. The value of sub-type will be allocated as pe
r | ANA (TBD)
| For experimental purposes, it can be used as any unallocate
d val ue
| within the free range.
| This field when set to appropriate value indicates to the r
ecei ver

Client I P Binding
Sync | D

in the same update nessage

pendent .

about processing the NLRI for |P-Binding synchronization.

6 Cctets size, This field carries the Identifier configured
to categorize the | P Binding instance.

The field is applicable to all data carried in MAC IP NLRI's

The instance is configurable and value is inplenmentation de

Figure 2: Figure 2 Client-1P Binding Sync Extended Communities
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the followi ng section gives a detailed flow of the send and receive
si de processing the new PDU.

6.1.1. Processing of dient |IP Binding
The foll owing set of bullets describe the 'Send Side Processing flow

(1) the Access Vtep hosting the dient |P Binding Dat abase can be
triggered to carry the new extended comrunities, via a knob .

(2) The configuration can be an explicit "CLIENT I P BINDI NG SYNC | D
and carried inside the Path attribute which can be configured on
Access Vteps. The guidance for configuration of this IDis
that, it indicates a Goup of Access Switch spread across
fabrics, that intend to share the IP Binding data as they night
be part of same client or group of clients. All, catering to IP
al | ocati on of sane tenant or group of tenants over sane or
di sparate vl ans and subnets. The configured value is ALSO
| everaged to match the received value in the Route Type 2 Update
message

(3) The configuration scope of the "CLIENT I P BINDING SYNC ID can
be global for all BGP updates or specific to vlans for which
MAC, | P i s being published in the UPDATE nessage. This is
i mpl ement ation specific and based on the "I P BINDI NG SYNC | Ds’
scope within the 'Goup of Access Switch’. |If VW an based, then
"CLIENT I P BINDING SYNC I Ds can be inherited or derived from
"Route Target’ extended communities, configured on the ' Goup of
Access Switches’

(4) The Wthdraw of routes, Route Type 2, MAY also carry the
ext ended community to indicate to the BGP peers configured on
G oup of Access Switches to convey the INVALIDI TY of the MAC IP
bi ndi ngs, published earlier.

(5) The Access Vteps (or BCGP peer) on the send side MJST NOT insert
the new extended conmunities in the wthdraw nessage, if the
corresponding I P Bindings are still valid.

the following bullets describe the 'Receive Side Processing’
(1) The sane 'CLIENT IP SYNC ID should be configured on the
recei ving Access Switch (BGP peer) to process or absorb the MAC,

IP information within the I P Binding Context. For exanple, It
can be a security application, which validates the |IP Bindings.
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(2) If the receiving BGP peer DOES NOT SUPPORTS the "Cient IP
Bi ndi ng Sync’ Extended Comunities in the received Route Type
2,it ignores the processing of this extended community while
processing other attributes. Thus, no inplication on any 'Cient
I P Binding' application, if hosted on this BGP Peer. It MJST
respond to unsupported attribute as defined in [ RFC4379].

(3) If the receiving BGP peer SUPPORTs the Client I P Binding Sync
Ext ended Communities in the received Route Type 2, It decodes
t he Extended Communities and extracts the "Client I P SYNC | D'
value. It nmatches the value with the locally configured one.

* |f match is through, then it inports the MAC, IP NLRIs
carried in the sane update nessage to the Security
application, which validates the MAC | P agai nst the security
policies andi absorbs or drops after conparing it against the
| ocal | P Binding database.

* |f nomatch then it MJST NOT inport the NLRIs into local IP
Bi ndi ng Dat abase.

(4) In case there are other BGP peers to whomthe Update nessage is
to be relayed, then the Cient |IP Binding Sync Extended
Conmunities are al so relayed without any updates in the val ues
as its atransitive attribute. For exanple, Borderl receives an
update nessage with the Cient |IP Binding Sync Extended
Conmunities fromVtepll. It processes it as nentioned in above
bullets and relays it to its eBG (external BGP peers), Border2
and Border3 in renote fabrics fabric2 and fabric3 respectively
as its an optional transitive attribute. Note that the above
exanpl e quotes eBGP (different Autononmous System across
fabrics, but same logic will apply when Route Reflector reflects
routes between two i BGP peers.

The augnmented control plane feature, helps all Access swiches to be
synchroni zed with respect to allowed or validated client credentials,
thus preventing rogue traffic or DoS attacks 'originating in" or
"destined to' the | ocal network.

7. Backward Conpatibility
Backward Compatibility for non-support nodes is as per the follow ng

standards al ready defined in [ RFC7606], that, BGP speaker shoul d
di scard the unsupported TLV types
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