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1. Introduction

The Locator/1D Separation Protocol (LISP), defined in [ RFC9300] and
[ RFC9301], specifies an architecture to create overlays networks

| everagi ng on two separate nanespaces, nanely the Endpoint
Identifiers (ElIDs) used for end-to-end comuni cations, and the
Routing Locators (RLOCs) used for routing and forwarding.

[ RFCO301] specifies an interface between a database storing ElDto-
RLCC mappi ngs and LI SP devices that need such information to forward
packets. The internal organization of such a database is beyond the
scope of [RFC9301]. Miltiple architectures of the database have been
proposed, each having its advantages and di sadvant ages (see, for
exanpl e, [ RFC6836] and [ RFC6837]).

Thi s document specifies an architecture for a scal able distributed
dat abase of LISP ElI D-to-RLOC mappi ngs: the LI SP Del egat ed Dat abase
Tree (LISP-DDT). LISP-DDT is a hierarchical distributed database

that enbodi es the del egati on of authority to provide nappings, i.e.,
its internal structure mirrors the hierarchical del egati on of address
space. It also provides delegation information to Map- Resol vers,

whi ch use the information to perform El D-to-RLOC mappi ngs | ookups. A
Map- Resol ver that requests a given mapping will follow a path through
the tree-structured database and will contact, one after another, the
nodes along that path, until it reaches the |eaf node(s)

authoritative for the mapping it is seeking.
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I n organi zi ng a dat abase of EID-to-RLOC mappings, this specification
extends the definition of the El D nunmbering space by logically
concatenating the followng attributes in order to define the

dat abase i ndex key:

* Database-1D (DBID) (16 bits)

* Instance ldentifier (11D (24 bits)

* Address Famly ldentifier (AFl) (16 bits)

* EIDPrefix (variable, according to the AFl val ue)

The resulting concatenation of these fields is termed an "Ext ended
El D-Prefix", or XElID-Prefix.

LI SP- DDT defines a new device type, the "DDT Node", that is
configured as authoritative for one or nore XElID Prefixes. It is

al so configured with the set of nore-specific sub-prefixes that are
further delegated to other DDT Nodes. To delegate a sub-prefix, the
"parent” DDT Node is configured with the RLOCs of each child DDT Node
that is authoritative for the sub-prefix. Each RLOC either points to
a DDT Map-Server (MS) to which an Egress Tunnel Router (ETR) has

regi stered that sub-prefix or points to another DDT Node in the

dat abase tree that further del egates the sub-prefix. See [RFC9301]
for a description of the functionality of the Map-Server and Map-
Resol ver. Note that the target of a del egation MJST al ways be an
RLOC (not an EID) to avoid any circul ar dependency.

To provide a nmechanismfor traversing the database tree, LISP-DDT
defines the Map-Referral LISP nessage type, which is returned to the
sender of a Map-Request when the receiving DDT Node can refer the
sender to another DDT Node that has nmore detailed information. See
Section 5 for the definition of the Map-Referral nessage

To find an EID-to-RLOC mappi ng, a LISP-DDT Cient, usually a Map-
Resol ver, starts by sending an Encapsul ated Map- Request to a pre-
configured DDT Node RLOC. The DDT Node responds with a Map-Referra
message indicating that either (1) it will find the requested mapping
to conplete processing of the request or (2) the DDT Cient should
contact anot her DDT Node that has nore-specific information; in the
|atter case, the DDT Node then sends a new Map- Request to the next
DDT Node and the process repeats in an iterative manner.

Conceptually, this is simlar to the way that a client of the Domain
Nanme System (DNS) follows referrals (DNS responses that contain only
NS records) froma series of DNS servers until it finds an answer

[ RFC1035] .
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2.

Thi s docunent obsol etes [ RFC8111] and updates [ RFC9301].
Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

Definitions of Terns

Thi s documents assumes that the reader is famliar with LISP and the
LI SP terninol ogy. For definitions of terns |ike Map-Request,
Encapsul at ed Map- Request, Map-Reply, I TR ETR Map-Server, and Map-
Resol ver, please consult the LISP Data Pl ane specification [ RFC9300]
and the LISP Control Pl ane specification [ RFC9301].

Authoritative XEID- Prefix: an XEID Prefix delegated to a DDT Node
and for which the DDT Node nay provide further del egations of
nmor e- speci fic sub-prefixes.

DDT Cient: a network infrastructure conponent that sends Map-
Request nessages and inplenents the iterative follow ng of Map-
Referral results. Typically, a DDT Cient will be a Map-Resol ver
(as defined by [RFC9301]), but it is also possible for an Ingress
Tunnel Router (ITR) to inplement DDT Cient functionality.

DDT Map-Referral: a LISP nessage sent by a DDT Node in response to a
DDT Map- Request for an XEID that matches a configured XElI D Prefix
del egation. A DDT Map-Referral includes a "referral" consisting
in a set of RLOCs for DDT Nodes that have information about the
nmore-speci fic XEID-Prefix covering the requested XEID. See
Section 5 for a conplete definition of the nmessage and Section 6.1
and Section 6.3 for details on its processing.

DDT Map- Referral Cache: Data structure to tenporarily maintain
previously received Map-Referral nessage results, containing RLOCs
for DDT Nodes responsible for XEID Prefixes.

DDT Map- Request: an ECM Map- Request sent by a DDT Client to a DDT
Node, with the "DDT-originated" flag set. Section 6.3.1 describes
how DDT Map- Requests are sent. [RFC9301] defines the position of
the "DDT-originated" flag in the Encapsul ated Control Message
header .

DDT Map- Resol ver: a Map-Resolver that also inplenents DDT dient
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functionality. Map-Resolver functionality is defined by

[ RFC9301]. A DDT Map- Resol ver accepts Map-Requests from | TRs,
sends Map- Requests to DDT Nodes, and inplenents the iterative
followi ng of Map-Referrals. Note that Mp-Resol vers, as of

[ RFC9301], do not respond to clients that sent Map-Requests; they
only ensure that the Map- Request has been forwarded to a LISP
device (ETR or proxy Map-Server) that will provide an
authoritative response to the original requester. This docunent
uses the terns "DDT Map- Resol ver" and "Map- Resol ver”

i nt erchangeabl y.

DDT Map- Server: a Map-Server that also inplenments DDT functionality.
Map- Server functionality is defined in [RFC9301]. This docunent
uses the terns "DDT Map-Server" and "Map-Server" interchangeably.

DDT Map- Server peers: a list of all DDT Map-Servers performng Map-
Server functionality for the same prefix. |If peers are configured
on a DDT Map-Server, then the latter will provide conplete
i nformati on about the prefix in its Map-Replies; otherw se, the
Map- Server will mark the returned reply as potentially inconplete.

DDT Node: a network infrastructure conponent responsible for
specific XEID Prefix(es) and for the del egati on of nore-specific
sub-prefixes to other DDT Nodes.

Extended EID (XEID): a LISP EID extended with data uni quely
identifying the address space to which it belongs (LISP I1D,
address famly, etc.). See Section 4.1 for a detailed description
of XEI D dat a.

Extended EID-Prefix (XEID-Prefix): a LISP EID Prefix prepended with
XEID data. An XEID-Prefix is used as a key index into the DDT
dat abase. XEI D Prefixes are used to descri be database
organi zation and are not seen as a single entity in protocol
nmessages, though nessages contain individual fields constituting
XEl D- Pref i xes.

Negative DDT Map-Referral: A Negative Map-Referral is a Map-Referral
sent in response to a DDT Map- Request that matches an
authoritative XEID Prefix but for which there is no del egation
configured (or no ETR registration, if sent by a DDT Mp-Server).

Pendi ng Requests List: Data structure storing the set of outstanding
requests for which a DDT Map- Resol ver has recei ved ECM Map-
Requests fromits clients seeking El D-to-RLOC mappi ng for an XElD.
Each entry in the |list contains additional state needed by the
referral -foll owi ng process, including the XElID, requester(s) of
the XEID (typically one or nore I TRs), saved information about the
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last referral received and foll owed (rmatching XEl D Prefix, action
code, RLOC set, index of the last RLOC queried in the RLOC set),
and any LI SP-Security (LISP-SEC) information [ RFC9303] that was
included in the DDT Cdient Map-Request. An entry in the |list may
be interchangeably ternmed a "pending requests list entry" or
sinply a "pending request".

4. Del egat ed Dat abase Tree Organi zation

This section firstly defines the DDT database index key, namely XEl D-
Prefixes, and then details of the DDT database organi zation and how
to configure prefix del egation.

4.1. XEID Prefixes

A DDT database is indexed by Extended ElI D Prefixes (XElID Prefixes).
An XEID-Prefix is a LISP EID- Prefix that includes additional data to
uniquely identify the address space associated with the prefix. An
XElI D-Prefix is conposed of four binary-encoded concatenated
attributes:

* DBID (16 bits),

* |Instance ID (24 bits),

* AFl (16 bits),

* and EID Prefix (variable, according to the AFl val ue).

The DBID is the LI SP-DDT Database-I1D, a 16-bit attribute that all ows
the definition of multiple databases. |Inplenentations that are
compliant with this document rnust always set this field to 0. Oher
val ues of the DBID are reserved for future use.

The Instance ID (1I1D) is a 24-bit value describing the context of the
El D-Prefix, see Section 8 of [RFC9300] for nore discussion of

I nstance | Ds.

The AFl is a 16-bit value defining the syntax of the EID- Prefix. AFI
val ues are assigned by | ANA [AFI].

4.2. Structure of the DDT Dat abase
The LI SP-DDT Dat abase is organized as a prefix tree structure that is
i ndexed by XEID-Prefixes, where each node of the tree is a DDT Node

whi ch has del egated for a set of sub-prefixes (see Section 4.3 for
details regarding del egation).
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DDT Map- Requests sent by DDT Clients to DDT Nodes al ways contain
specific values for the DBID, 11D, and AFl; unspecified values or
ranges of values MJUST NOT be used for any of these attributes.

LI SP- DDT does not store actual EID-to-RLOC mappings; it is, rather, a
distributed i ndex that can be used to find the devices (ETRs that
registered their EIDs with DDT Map-Servers) that can be queried with
LI SP to obtain those mappi ngs. Changes to EID-to-RLOC mappi ngs are
made on the ETRs that define them not to any DDT Node confi guration.
DDT Node configuration changes are only required when branches of the
dat abase hi erarchy are added, renoved, or nodified.

4.3. Configuring Prefix Del egation

Every DDT Node is configured with one or nore XElD-Prefixes for which
it is authoritative, along with a |list of delegations of XEl D
Prefixes to other DDT Nodes. A DDT Node is required to naintain a
list of delegations for all sub-prefixes of its authoritative XEl D
Prefixes. A delegation consists of an XEID Prefix, a set of RLOCs
for DDT Nodes that have nore detail ed know edge of the XElD Prefix,
and acconpanying security information (for details regarding security
i nformati on exchange and its use, see Section 7). Those RLOCs are
returned in Map-Referral nessages when the DDT Node receives a DDT
Map- Request with an XEID that matches a del egati on.

DDT Nodes may al so have a list of "hints", which are XEl D Prefixes,
for which it is no authoritative. Each of such XElI D Prefixes "hints"
includes the list of RLOCs of the DDT Nodes authoritative for the
XEID-Prefix. The list of "hints" is statically configured sinlarly
to del egati ons.

4.3.1. The Root DDT Node

The root DDT Node is the logical "top" of the distributed database
hierarchy. It is authoritative for all XEl D Prefixes, nanely, for
all valid 3-tuples (DBID, 11D, AFl) and their EID Prefixes.

The root DDT Nodes is the starting point for a XEI D Prefix |ookup via
a DDT Map- Request. However, not all DDT Map- Request will go through
a root DDT Nodes thanks to the DDT Map-Referral Cache nmintained by

i ntermedi ate nodes (see Section 6 for details). The root DDT Node in
a particular instantiation of LISP-DDT MJST be configured, at a

m nimum to cover all EID space of all <DBID, Instance |Ds, AFI>
tuples defined in the instantiation.
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5.

1.

The DDT Map- Referral Message

Thi s specification defines a new LI SP nmessage called the
Ref erral nessage. A DDT Map-Referral nessage is sent by
to a DDT Client in response to a DDT Map- Request nessage.
message consists of an action code al ong with del egation
about the XEID-Prefix that matches the requested XEID.

Map- Ref erral Message Format

March 2025

DDT Map-

a DDT Node
The

information

The format of the Map-Referral nessage is depicted in Figure 1.

0 1 2
01234567890123456789012345

3
6 78901
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| Nonce .
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| . . . Nonce

T
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Record TTL
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~
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Figure 1: Map-Referral nessage format.

Type: DDT Map-Referral type 6, as allocated in [ RFC9301].

Record Count: As defined in Section 5.4 of [RFC9301].
Nonce: As defined in Section 5.4 of [RFC9301].

Record TTL: As defined in Section 5.4 of [RFC9301].
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Referral Count: This is the nunber of referral records in this
message. A referral record is conprised of that portion of the
packet | abeled "Ref" and occurs the nunber of times equal to
Referral Count.

EI D mask-1en: As defined in Section 5.4 of [RFC9301].

ACT: The DDT Action (ACT) field of the in a Map-Referral nessage
encodes one of the action types defined in Section 5.2. Note
that, despite the sane position and sanme nanme as in Map-Reply
messages defined in [ RFC9301], the actions in DDT Map-Referrals
message are different fromthe ones in Mp-Replies.

A: The Authoritative bit CAN only be set to 1 by a DDT Node that is
authoritative for the XEl D Prefix.

I; Inconplete (1) bit indicating that a DDT Node's Referral Set of
locators is inconplete and the receiver of this nmessage SHOULD NOT
cache the referral (see Section 5.2 for details).

SigCnt: Indicates the nunber of signatures sections present in the
Record. If SigCnt is larger than 0, the signature infornmation
captured in a Signature section as described in Section 5.5 wll
be appended to the Record. The nunber of Signature sections at
the end of the Record MJST match the SigCnt.

Map Version Number: As defined in [RFC9302].
EID Prefix-AFl: As defined in Section 5.4 of [RFC9301].

XElI D-Prefix: The requested XEID-Prefix. Uses the LCAF type 2
[ RFC8060] to encode the 11D and I P address prefix that formthe
XEID. It can also use natively IPv4 or | Pv6 addresses, in this
case the IID has the inplicit default value of 0. The EID Prefix-
AFl MJST be set accordingly.

R bit: As defined in Section 5.4 of [RFC9301].

Loc-AFl: AFl of the Locator field. Values for this field include
the val ue 16387 of the LISP Canoni cal Address Format (LCAF)
[ RFC8060]. LCAF Security Key Type 11 is used to store security
mat eri al associated to the locator. DDT Nodes and DDT Map- Servers
uses this LCAF Type to include public keys associated with their
child DDT Nodes for an XEID-Prefix Map-Referral Record.

Locator: RLOC of a DDT Node to which the DDT Cient is being

referred. This is a variable-length field; its length is
determ ned by the Loc-AFl setting.
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Signatures Section: Wen present this section contain one (or nore)
signature sections containing a signhature covering the whol e DDT
Map- Ref erral nessage and the rel ated i nformati on necessary for its
verification. See Section 5.5 for the details.

Fi el ds marked as "reserved" MJST be sent as 0 (zero) and MJUST be
i gnored on reception.

5.2. Action Codes

The possible values of the action field are defined hereafter, where
the nunmber in parenthesis indicated the decimal value of the 3-bit
ACT fil ed.

NCDE- REFERRAL (0): Indicates that the replying DDT Node has
del egated an XEID-Prefix that natches the requested XEID to one or
nore ot her DDT Nodes. The Map-Referral nessage contains a record
with additional information, nost significantly, the set of RLOCs
to which the XEI D Prefix has been del egated, which is used by a
DDT Client to "follow' the referral.

M- REFERRAL (1): Indicates that the replying DDT Node has del egated
an XEl D Prefix that matches the requested XEID to one or nore DDT
Map- Servers. |t contains the sanme additional information as a
NODE- REFERRAL, but is handled slightly differently by the
receiving DDT Cient (see Section 6.3.2).

M- ACK (2): Indicates that the replying DDT Map-Server received a
DDT Map- Request that matches an authoritative XEID Prefix for
which it has one or nore registered ETRs. This neans that the
request has been forwarded to one of those ETRs to provide a Map-
Reply to the querying I TR

MB- NOT- REG STERED (3): Indicates that the replying DDT Map- Server
recei ved a Map- Request for one of its configured XElID Prefixes
that has no ETRs regi stered.

DELEGATI ON- HOLE (4): Indicates that the requested XEI D matches a
non- del egat ed sub-prefix of the XEID space. This is a non-LISP
"hol e", which has not been del egated to any DDT Map-Server or ETR
See Section 6.1.2 for details. <!-- Also sent by a DDT Map- Server
with authoritative configuration covering the requested ElID but
for which no specific site ETRis configured. LI: Not coherent.
In this case an Ms-Not - REG STERED MUST be sent--.

NOT- AUTHORI TATI VE (5): Indicates that the replying DDT Node received
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5.

5.

5.

3.

4.

5.

a Map- Request for an XEID for which it is not authoritative. This
can occur if a cached referral has becone invalid due to a change
in the database hierarchy. However, if such a DDT Node has a
"hint" covering the requested EID, it MAY choose to return NODE-
REFERRAL or Ms- REFERRAL as appropriate. Wien returning action
code NOT- AUTHORI TATI VE, the DDT Node MJST provide the ElD Prefix
received in the request and the TTL MJST be set to O.

Ref erral Set

For "positive" action codes (NODE- REFERRAL, Ms- REFERRAL, Ms-ACK), a
DDT Node MUST include in the Map-Referral nmessage a list of RLOCs for
DDT Nodes that are authoritative for the XEl D Prefix being returned.
A DDT Client uses this information to contact one of those DDT Nodes
as it "follows" a referral.

"I nconpl ete" Fl ag

A DDT Node sets the "Inconplete" (1) flag in a Map-Referral nessage
if the Referral Set is inconplete; this is intended to prevent a DDT
Client fromcaching, in the DDT Map-Referral Cache, a referral with
inconplete information. A DDT node MJST set the "lInconplete"” flag in
the follow ng cases:

* |f returned action code is M5-ACK or Ms-NOT- REG STERED, but the
mat ching XEID-Prefix is not flagged as "conplete" in the
configurati on DDT Map-Server. The XEID Prefix configuration on
the DDT Map- Server SHOULD be narked as "conpl ete" when the
configuration of the XEID Prefix includes all DDT Map-Server peers
that are also authoritative for the same XEID-Prefix, or when a
DDT Map-Server is the only authoritative node for the XEl D Prefix

* |If the returned action code i s NOT- AUTHORI TATI VE.
Si gnature Section
SigCnt counts the nunber of signature sections that appear at the end

of the Record. The format of the signature section is described
Fi gure 2.
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Figure 2: Map-Referral Signature Section format.

Original Record TTL: The original Record TTL for this Record that is
covered by the signature.

Signature Expiration and Signature Inception: Specify the validity
period for the signature. The signature MJUST NOT be used for
aut hentication prior to the inception and MJST NOT be used for
authentication after the expiration. Each field specifies a date
and tine in the formof a 32-bit unsigned nunber of seconds
el apsed since 1 January 1970 00: 00: 00 UTC, ignoring |eap seconds,
in network byte order.

Key Tag: An identifier to specify which key is used for this
signature if nore than one valid key exists for the signing DDT
Node (see Section 8).

Sig Length: The length of the Signature field in bytes.

Sig-Algorithm The identifier of the cryptographic algorithmused
for the signature. Sig-Algorithmvalues defined in this
specification are listed in Table 1. |Inplementations conformng
to this specification MJST inpl enent at |east RSA-SHA256 for DDT
signing. Sig-Algorithmtype 1 (RSA-SHA1l) is deprecated and SHOULD
NOT be used.
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6.

6.

[ oo s e sl e e gl
| Sig-Algorithm]| Nane | Reference | Notes |
B e sl e, el sty
| 1 | RSA-SHA1 | [RFC8017] | DEPRECATED |
I i I I I +
| 2 | RSA-SHA256 | [RFC8017] | MANDATORY |
I I T I I I +

Table 1: Sig-Al gorithm Val ues

Reserved: MJST be set to 0 on transmt and MJUST be ignored on
receipt.

Signature: Contains the cryptographic signature that covers the
entire Map-Referral Record to which this signature bel ongs. For
the purpose of conputing the signature, the Record TTL
(Section 5.1) value is set to the value of Original Record TTL and
the Signature field is filled with zeros.

DDT Network El enents and Their Operation

As described above, LISP-DDT introduces a new network el enent, nanely
the DDT Node and extends the functionality of Map-Servers and Map-
Resol vers to send and recei ve DDT Map- Referral nessages. The
operation of each of these devices is described bel ow

1. DDT Node

When a DDT Node receives a DDT Map- Request, it conpares the requested
XElI D against its list of XEID Prefix delegations and its |ist of
authoritative XElI D Prefixes, and dependi ng on whether or not there is
a match, different actions are taken, as described in the foll ow ng.

1.1. XEID Match

If the requested XEID nmatches one of the DDT Node's del egated
prefixes, then a Map-Referral nessage is returned with the natching
nmore-speci fic XEID-Prefix and the set of RLOCs for the referral
target DDT Nodes, including associated security information (see
Section 7 for details on security). |If at |east one DDT Node of the
del egation is known to be a DDT Map-Server, then the Map- Referral
message SHOULD be sent with action code Ms-REFERRAL to indicate to
the receiver that LISP-SEC information (if saved in the pending
request) SHOULD be included in the next DDT Map- Request; otherw se,
the action code NODE- REFERRAL SHOULD be used.
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A DDT Node MAY al so be configured with "hints" for XElD Prefixes
anywhere in the database hierarchy and for which it can provide
referrals. This feature may be useful for reducing the nunber of
iterations needed to find an EID-to-RLOC Mapping, particularly for
private network deploynents. However, the incorrect use of hints may
create circul ar dependencies (or "referral |oops") between DDT Nodes.
A DDT dient MUST handl e such circular referrals as described in
Section 6.3.4. Furthernore, the use of hints in DDT depl oynents that
span multiple admnistrative domains (i.e., different authorities
manage DDT Nodes in the same DDT database) may not be a reliable
information. |Indeed, in this case, an operator nanagi ng a DDT Node
may not be aware of the fact that the node is being referred to by
hints. Locator addresses in hints may becone stale when referred DDT
Nodes are taken out of service or change their |ocator addresses.

6.1.2. XEID M ss

If the requested XEID did not match a configured del egati on but does
mat ch an authoritative XEI D Prefix, then the DDT Node MJUST return a
Negati ve Map-Referral that uses the |east-specific XEID Prefix that
does not match any XEID Prefix del egated by the DDT Node. The action
code is set to DELEGATI ON-HOLE, which indicates that the XEID is not
a LI SP destination.

If the requested XEID did not match either a configured del egati on,
an authoritative XEID-Prefix, or a hint, then a Negative Map-Referral
with action code NOT- AUTHORI TATI VE MJST be returned.

6.2. DDT Map- Server

When a DDT Map- Server receives a DDT Map- Request, its operation is
simlar to that of a DDT Node, with additional processing as foll ows:

* |f the requested XEID matches a registered XEl D-Prefix, then the
Map- Request is forwarded to one of the ETR RLOCs associated to the
XEID-Prefix (or the Map-Server sends a Map-Reply, if it is
providing a proxy Map-Reply service), and a Map-Referral with
action code Ms5-ACK MUST be returned to the sender of the DDT Map-
Request .
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* |f the requested XEID nmatches a configured XEI D Prefix for which
no ETR regi strati on has been received, then a Negative Map-
Referral with action code M5 NOT- REG STERED MUST be returned to
the sender of the DDT Map-Request. This Map-Reply contains the
| east-specific XEID-Prefix in the range for which this DDT Mp-
Server is authoritative and in which no registrations exist. In
order to avoid | ong periods of |lack of connectivity, the TTL val ue
of the Negative Map-Reply should be short. The RECOMVENDED val ue
is of 1 mnute.

6.3. DDT dient

A DDT Client queries one or nore DDT Nodes and uses an iterative
process of following returned referrals until it receives one with
action code M5-ACK (or an error indication). MsS-ACK indicates that

t he Map- Request has reached a Map-Server that will forward it to an
ETR that, in turn, will provide a Map-Reply to the |locator address in
t he Map- Request.

DDT dient functionality is usually perfornmed by DDT Map- Resol vers.
Just as woul d any ot her Map-Resol ver, a DDT Map- Resol ver accepts Map-
Requests fromits clients (typically ITRs) and ensures that those
Map- Requests are forwarded to the correct ETR, which generates Map-
Replies. However, a DDT Map- Resol ver inplenents DDT i ent
functionality to find the correct ETR to answer a Map- Request, which
in turns requires a DDT Map-Resolver to maintain additional state,
nanely a DDT Map-Referral Cache and a Pendi ng Requests List of XElDs
that are going through the iterative referral process.

6.3.1. Queuing and Sendi ng DDT Map- Requests

VWhen a DDT Cient receives a A DDT Map- Request to resolve an XEID, it
first performs a | ongest-prefix-match search for the XEID in its DDT
Map- Referral Cache. Note that in normal use, the statically
configured initial DDT Map-Referral Cache for a DDT dient should
include a "default" entry with RLOCs for either the root DDT Node or
one or nmore DDT Nodes that contain hints for the root DDT Node.

Wt hout such configuration, a DDT client would return a Negative Map-
Reply for Map-Requests for an EID outside the subset of the nmapping
dat abase known to it. There is no need to configure the same set of
root DDT nodes on all DDT Cients. Additional entries are added when
referrals are followed, as described below. |f the |ongest-prefix-
math for the XEID in the Map- Request does not return any result, or
if a negative entry is found, then a Negative Map-Reply MIST be
returned, and no further processing is performed by the DDT Cient.
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If a match is found, the DDT Client creates an entry in the Pending
Requests LIst for the XEID, storing the original request (in the case
of a DDT Map-Resolver, this will be the original Mp-Request m nus
the encapsul ati on header) along with other information needed to
track progress through the iterative referral process; the referral
associated to the request is also initialized to indicate that no
referral has yet been received.

The DDT Cient then creates a DDT Map- Request, which is an ECM Map-
Request with the "DDT-originated" flag set in the nmessage header, for
the XEID but without any authentication data that nay have been
included in the original request. It sends the DDT Map-RRequest to
one of the RLOCs in the selected DDT Map-Referral Cache entry.

I f DDT nmessage exchanges are authenticated as described in Section 7,
then the DDT dient MJUST al so be configured with public keys of DDT
Nodes pointed to by the "default" cache entry. 1In this case, the
"default" entry will typically be for the root DDT Node.

6.3.2. Receiving and Fol |l owi ng DDT Map-Referrals

After sending a DDT Map- Request, a DDT Cient expects to receive a
DDT Map- Referral response. |f none occurs within the tinmeout period,
the DDT Cdient retransnmts the request, sending it to the next RLCC
in the referral cache entry if one is available. |If all RLOCs have
been tried and the maxi num nunber of retransm ssions has occurred for
each, then the Pendi ng Request List entry is discarded. 1In this
case, the DDT Cdient returns no response to the sender of the

ori gi nal request.

When a DDT Cient receives a DDT Map-Referral, it processes the
message according to the action code it contains:

NODE- REFERRAL: The DDT Client checks for a possible referral |oop as
described in Section 6.3.4. |If no loop is found, the DDT dient
saves the returned XEID-Prefix in the DDT Map-Referral Cache. It
al so updates the XEID Prefix and saved RLOCs in the corresponding
Pendi ng Request List entry, and follows the referral by sending a
new DDT Map- Request to one of the DDT Node RLOCs listed in the
Referral Set. Security information saved with the original Mp-
Request SHOULD NOT be i ncl uded.

M5- REFERRAL: The DDT Cient processes an MS-REFERRAL in the sane
manner as a NODE- REFERRAL, except that LISP-SEC security
i nformati on saved with the original Mp-Request MJST be incl uded
in the new DDT Map- Request sent to a Map-Server (see Section 7 for
details on security).
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VG-

ACK:  An M5-ACK is returned by a DDT Map-Server to indicate that
it has one or nore registered ETRs that can answer the DDT Map-
Request for the XEID and the nmessage has been forwarded to one of
them (or, if the Map-Server is providing a proxy service for the
prefix, then a reply has been sent to the querying ITR). |If the
pendi ng request did not include saved LI SP-SEC i nformation (i.e.,
LI SP-SEC i s not used) or if that information was already included
in the previous DDT Map- Request (sent by the DDT Cient in
response to either an M5- REFERRAL or a previous MsS-ACK referral),
then the pending request for the XEID is conplete, processing of
the request stops, and all request state can be di scarded.

O herwi se, when LISP-SEC i nformation included in pending request,
but has not yet been sent to the authoritative DDT Map-Server, the
DDT dient MJST resend the DDT Map- Request with LI SP-SEC

i nformation included, and the Pendi ng Request List entry remains
until another Map-Referral with action code M5-ACK is received.
Unl ess the "Inconplete" flag is set, the XEID-Prefix and its
referrals is saved in the DDT Map-Referral Cache.

NOT- REG STERED: The DDT Map- Server queried could not process the
request because no ETRs registered the XEID- Prefix and returned a
Negative DDT Map-Referral. |[If the DDT Cient has not yet tried
all of the RLOCs saved with the Pendi ng Request List, then it
sends a Map- Request to the next RLOC in that list. |If all RLOCs
have been tried, then the destination XEID is not registered and

i s unreachable. The DDT Cient MJIST return the Negative Map-Reply
to the requester (or, in the case of a DDT Map-Resolver, to the
sender of the original Map-Request). A negative DDT Map- Referral
Cache entry is also created for the XEID Prefix, whose TTL MJST be
set to the value in the Map-Referral nessage, and the processing
of the request stops.

DELEGATI ON- HOLE:  The requested XEID-Prefix does not belong to the

El D space and the queried DDT Node returned a Negative DDT Map-
Referral. The DDT Client MJUST return a Negative Map-Referral to
the requester (or, in the case of a DDT Map-Resol ver, a Negative
Map- Reply to the sender of the original Mp-Request);

NOT- AUTHORI TATI VE:  The DDT Node queried is not authoritative for the
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requested XElI D-Prefix. This can occur, for instance, if a cached
referral has becone invalid due to a change in the database
hierarchy. If the DDT dient receiving this message used a cached
information, it MAY choose to del ete that cached information and
retry the original Map-Request, starting fromits "root" DDT Map-
Referral Cache entry. |If this action code is received in response
to a query that did not use cached referral information, then it

i ndi cates a dat abase synchroni zati on probl em or configuration
error. In this case the DDT dient SHOULD | og the event and the
pendi ng request MJST be silently discarded.

A DDT Client is not required to cache referrals, but doing so wll
decrease | atency and reduce | ookup del ays.

6.3.3. Handling Referral Errors

If a DDT dient detects unexpected behavior by a DDT node, it MAY
mar k that node as unusable in its DDT Map-Referral Cache and update
the pending request to try a different DDT Node, if nore than one is
listed. In any case, the DDT dient SHOULD | og the error and any
prefix contained in a DDT Map-Referral nessage that causes a referral
error (including a referral loop) is not saved in the DDT Map-

Ref erral Cache.

6.3.4. Referral Loop Detection

In response to a Map-Referral nmessage with action code NODE- REFERRAL
or M5-REFERRAL, a DDT Client is directed to query a new set of DDT
node RLOCs that are expected to have nore-specific XEl D Prefix
information for the requested XEID. To prevent a possible "iteration
| oop"” (following referrals back and forth anbng a set of DDT Nodes

wi t hout ever finding an answer), a DDT dient saves the |last received
referral XEID Prefix for each pending request and checks to see if a
new y recei ved NODE- REFERRAL or Ms- REFERRAL nmessage contains a nore-
specific referral XEID-Prefix; an exact or |ess-specific match of the
saved XEID-Prefix indicates a referral loop. |If a |loop is detected,
the DDT Map- Resol ver handl es the request as described in

Section 6. 3. 3.

7. Securing the Database and Message Exchanges
This section specifies the DDT security architecture that provides
data origin authentication, data integrity protection, and XEl D
Prefix del egati on.
Each DDT Node is configured with one or nore public/private key pairs

that are used to digitally sign Map-Referral Records for XElD
Prefix(es) for which the DDT Node is authoritative. |n other words,
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each public/private key pair is associated with the conbination of a
DDT Node and an XEID-Prefix for which it is authoritative. Every DDT
Node is also configured with the public keys of its child DDT Nodes.
By including the public keys of target child DDT Nodes in the Mp-
Ref erral Records and signing each Record with the DDT Node's private
key, a DDT Node can securely refer sub-prefixes its authoritative

XElI D-Prefixes for its child DDT nodes. A DDT Node configured to
provide hints rmust al so have the public keys of the DDT Nodes to
which its hints point. DDT Node keys can be encoded using LCAF Type
11 to associate the key to the RLOC of the referred DDT Node. If a
node has nore than one public key, it should sign its Records with at
| east one of these keys. The revocation nechanismis described in
Section 7.2.1.

Map- Resol vers are configured with one or nore DDT Nodes’ public keys,
referred to as "trust anchors". Trust anchors are used to
authenticate the DDT security infrastructure. Map-Resolvers can

di scover a DDT Node's public key by either (1) having it configured
as a trust anchor or (2) obtaining it fromthe node’'s parent as part
of a signed Map-Referral. Wen a public key is obtained froma
node’s parent, it is considered trusted if it is signed by a trust
anchor or if it is signed by a key that was previously trusted.
Typically, in a Map-Resol ver, the root DDT Node's public keys should
be configured as trust anchors. Once a Map-Resol ver authenticates a
public key, it locally caches the key along with the associ ated DDT
node RLOC and XElI D-Prefix for future use.

7.1. XEID-Prefix Del egation

In order to provide referrals to XEID sub-prefixes for its child DDT
Nodes, a parent DDT Node signs its DDT Map-Referrals. Every signed
Map- Ref erral MUST al so include the public keys associated with each
child DDT node. Such a signature indicates that the parent DDT Node
del egated the specified XEID-Prefix to a given child DDT Node. The
signature is also authenticating the public keys associated with the
child DDT Nodes, and authorizing themto be used by the child DDT

nodes, to provide origin authentication and integrity protection and
mappi ng i nformati on of the XEID-Prefix allocated to the DDT Node.

As a result, for a given XEID-Prefix, a Map-Resolver can form an
aut hentication chain froma configured trust anchor (typically the
root DDT Node) to the | eaf nodes (Map-Servers). Map-Resolvers

| everage this authentication chain to verify the Map-Referral
signatures while wal king the DDT tree until they reach a Map- Server
authoritative for the given XElD Prefix.
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7.2. DDT Node QOperation

Upon receiving a Map- Request, the DDT Node responds with a Map-
Referral as specified in Section 6. For every Record present in the
Map- Referral, the DDT Node al so includes the public keys associ ated
with the Record’s XEID Prefix and the RLOCs of the child DDT Nodes.
Each Record contained in the Map-Referral is signed using the DDT
Node' s private key.

7.2.1. DDT Public Key Revocation

The node that owns a public key can al so revoke that public key. For
instance, if a parent DDT Node advertises a public key for one of its
child DDT Nodes, the child DDT Node can at a later tine revoke that
key. Since DDT Nodes do not keep track of the Map-Resol vers that
query them revocation is done in a pull node, where the Map-Resol ver
is informed of the revocation of a key only when it queries the node
that owns that key. |If the parent DDT Node is configured to
advertise that key, the parent DDT Node nust al so be signaled to
renove the key fromthe Records it advertises for the child DDT Node;
this is necessary to avoid further distribution of the revoked key.

To securely revoke a key, the DDT Node creates a new Record for the
associ ated XEID-Prefix and | ocator, including the revoked key with
the Rbit set. (See Section 4.7 of [RFC8060] for details regarding
the Rbit.) The DDT Node nust also include a signature in the Record
that covers this Record; this is computed using the private key
corresponding to the key being revoked. Such a Record is terned a
"revocation record". By including this Record in its Map-Referrals,
the DDT Node informs querying Map- Resol vers about the revoked key. A
digital signature conmputed with a revoked key can only be used to

aut henticate the revocati on and MJUST NOT be used to validate any
data. To prevent a conprom sed key fromrevoking other valid keys, a
given key can only be used to sign a revocation for that specific
key; it MJST NOT be used to revoke other keys. This prevents the use
of a conprom sed key to revoke other valid keys as described in

[ RFC5011]. A revocation record MIST be advertised for a period of
time equal to or greater than the TTL val ue of the Record that
initially advertised the key, starting fromthe tinme that the

adverti senent of the key was stopped by renoval fromthe parent DDT
Node.
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7.3. Map-Server QOperation

Simlar to a DDT Node, a Map-Server is configured with one or nore
public/private key pairs that it nust use to sign Map-Referrals.
However, unli ke DDT Nodes, Map-Servers do not del egate prefixes and
as a result do not need to include keys in the Map-Referral s they
gener at e.

7.4. Map- Resol ver Operation

Upon receiving a Map-Referral, the Map-Resolver MJST first verify the
signature(s) by using either a trust anchor or a previously

aut henti cated public key associated with the DDT Node sending the
Map- Referral. If nultiple authenticated keys are associated with the
DDT Node sending this Map-Referral, the Key Tag field (Section 5.5)
of the signature can be used to select the correct public key for
verifying the signature. |f the key tag nmatches nore than one key
associ ated with that DDT Node, the Map-Resolver MJST try to verify
the signature with all matching keys. |[If a key is found, the Map-
Resol ver MJUST use it to verify the associated signature in the
Record. If (1) no matching key is found, or (2) such a key is found
but the signature is not valid, the Map-Referral Record is considered
corrupted and MUST be discarded. This nmay be due to expired keys.
The Map- Resolver MAY try other siblings of this node if there is an
alternate node that is authoritative for the same prefix. 1f not,
the Map- Resol ver CAN query the DDT Node's parent to retrieve a valid
key.

Once the signature is verified, the Map-Resolver has verified the
XElI D-Prefix delegation in the Map-Referral. This also nmeans that
public keys of the child DDT Nodes were authenticated; the Mp-
Resol ver MJUST add these keys to the authenticated keys associ at ed
with each child DDT Node and XEI D Prefix. These keys are considered
valid for the duration specified in the Record’ s TTL field.

8. Security Considerations

Thi s docunents extends the LISP control plane defined in [RFC9301];
as such security considerations in that docunent apply here as well.

Thi s docunent specifies how DDT security and LI SP-SEC [ RFC9303]
conpl enent one another to secure the DDT infrastructure, Mp-Referral
messages, and the Map- Request/ Map- Reply protocols.

LI SP- SEC can use the DDT public-key infrastructure to secure the
transport of LISP-SEC key material (the One-Tine Key) froma Map-
Resol ver to the correspondi ng Map-Server. For this reason, when
LI SP-SEC i s deployed in conjunction with a LI SP-DDT nappi ng dat abase,
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where the path between the Map-Resol ver and Map- Server needs to be
protected. Such protection can be achieved with the mechani sm
described in Section 7, which proposes a DDT security architecture
that provides data origin authentication, data integrity protection,
and XEl D-Prefix delegation within the DDT infrastructure. DDT
security as described in Section 7 MIUST be enabl ed by default.

9. Depl oynent Experience
TBD

10. | ANA Consi derations

10.1. LI SP DDT Map-Referral Packet Type
| ANA has nmade the an early tenporary allocation for nessage type 6,
"LI SP DDT Map-Referral", in the "LISP Packet Types" registry group.

I ANA is requested to nake the allocation permanent and nodify the
"LI SP Packet Types" as shown in Table 2.

. el e ool
| Code | Message | Reference |
B ety e ey el o
| 6 | LISP DDT Map-Referral | [This docunent] |
+------ I T R R I i IR +

Tabl e 2: LI SP DDT Map-Referral Message Type
Al | ocati on

10.2. LI SP DDT Action Codes
I ANA is asked to create a registry nanmed "LI SP DDT Action Codes"

under the "Locator/ID Separation Protocol (LISP) Paraneters” group.
Such registry should be popul ated as shown in Table 3:
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[ oo ool oo o)
| Code | DDT Action | Reference |
[ ety e ————————————— s —p—_—(—————r L
| O | NODE- REFERRAL | [This docunent] |
S - - +
| 1 | MS- REFERRAL | [This docunent] |
Fomemm - TR I +
| 2 | Ms-ACK | [This docurment] |
S S o o +
| 3 | MS-NOT- REQ STERED | [Thi s docunent] |
S - - +
| 4 | DELEGATION-HOLE | [This docunent] |
Fomemm - TR I +
| 5 | NOT- AUTHORI TATI VE | [This document] |
S S o o +
| 6-7 | Unallocated | [This docunent] |
S - - +

Tabl e 3: LISP DDT Action Codes All ocation

Val ues can be assigned by I ANA on the "I ETF Revi ew' basis according
to [ RFC8126] .
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Appendi x A, Pseudo-code and Deci sion Tree Di agrans
To illustrate the DDT al gorithns described in this docunment and to
aid in inplementation, each of the major DDT Map-Server and DDT Map-
Resol ver functions are described first using sinple "pseudo-code" and
then in the formof a decision tree.
A.1. Map-Resol ver Processing of Map-Request
A.1.1. Pseudo-code Sunmary
i f (Map-Request already in Pending Request List) {
repl ace ol d Map- Request with new
use new Map- Request nonce

} elseif ( no match in DDT Map-Referral Cache ) {
return Negative Map-Reply to requester

} else if ( match type DELEGATI ON- HOLE ) ({
return Negative Map-Reply to requester

} elseif ( match type M5-ACK ) {
forward DDT Map- Request to Map- Server

el se {
Add Map- Request to Pendi ng Request Li st
Forward DDT Map- Request w/ o security materi al

A.1.2. Decision Tree D agram
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oo +
/ Map-Request in \ Yes
| Request Pending +--> Replace old Map-Request with new
\ List? / use new Map- Request Nonce
Femmm o - T +
| No
Y
o m e e e oo - +
[/ Match in DDT \' No
| Map- Referral +--> Send Negative Map-Reply
\ Cache? / (unlikely event, as root or hint
R R + configured on every Map- Resol ver)
| Yes
Vv
T +
/ Match type \' Yes
| DELEGATI ON- HOLE? +--> Send Negative Map-Reply
\ /
S R +
| No
Y,
S +
/ Match type \' Yes
|  Ms-ACK? +--> Forward DDT Map- Request to
\ / Map- Ser ver
Fom e e - - Fomm e - o - +
| No
0

Add Map- Request to Pendi ng Request List
Forward DDT Map- Request without security naterial

A. 2. Map-Resol ver

Processi ng of Map-Referral Message

A.2.1. Pseudo-code Sunmary

if ( authentication signature validation failed ) {
silently drop

}

if ( no Pending Request List entry matched by Map- Referral
silently drop

}

if ( XEID-Prefix in Map-Referral

if ( gone through root ) {
silently drop

} else {

send Map- Request to root

Saucez & | annone
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}

switch (map_referral type) {

case NOT- AUTHCRI TATI VE:
if ( gone through root ) {
return Negative Map-Reply to requester
} else {
send Map- Request to root
}

case DELEGATI ON- HOLE:
Store in DDT Map-Referral Cache
send Negative Map-Reply to requester

case M5- REFERRAL:
if ( Map-Referral RLOC Set contains |ast used RLOC ) {
if ( gone through root ) {
return Negative Map-Reply to requester
} else {
send Map- Request to root

} else {
Store in DDT Map-Referral Cache
foll ow Map-Referral with LI SP-SEC security materi al

}

case NODE- REFERRAL:
if ( Map-Referral RLOCs Set contains |ast used RLOC ) {
if ( gone through root ) {
return Negative Map-Reply to requester
} else {
send Map- Request to root
}

} else {
Store in DDT Map-Referral Cache
foll ow Map- Referral wi thout LI SP-SEC security material

}

case Ms-ACK:
if ( Map-Referral has no LISP-SEC security material ) {
resend Map- Request with LI SP-SEC security materi al
if { 'inconplete } {
Store in DDT Map-Referral Cache
}
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case Ms-NOT- REG STERED:
if ( all Map-Server delegations not tried ) {
foll ow Map-Referral w thout LI SP-SEC security material
if ( 'inconplete ) {
Store in DDT Map-Referral Cache
}

} else {
send Negative Map-Reply to requester
if { 'inconplete } {
Store in DDT Map-Referral Cache
}

}

case DEFAULT:
Silently Drop

}
A.2.2. Decision Tree D agram
Fomm e oo - +
[ Aut hetication \ No
| signature +-> Silently Drop
\valid? /
Fomm o - +o-m o - +
| Yes
v
R +
/I I'n Pending \ No
| Request +-> Silently Drop
\ List? /
S +--- - - +
| Yes
%
R +

| XEID-Pfx | ess\ Yes
| specific than +-> Silently Drop
\ | ast used? /

Fom e e - - Fomm - - +
| No
v
R R R R R + Unkonwn
| What is the Map-Referral type? S IR +
Fomt e e m e e o Fommmm Fommmm O +oo oo +- + \%
/ | | | | \ Silently
| | | | M- ACK DEL-HOLE Drop
I I I I I \
| | NODE-REF MsS- REF | \Y
I I I

| Cache & Return
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% Negati ve Map- Reply

|
| /[ LISP-SEC \ Yes
| | material +-> Resend Request
| R + \ \ stripped? / with LI SP-SEC
| Yes/ Pfx equal\ \ AR Rk
*--+ |last used?] \ | No
| \ / \ +
MS- NOT- REG STERED| e |
+ | No I
/ % |
+ Cache & Fol |l ow | \
v Map- Ref err al v

/ Gone t hr ough\ Yes/ Pf x equal \ |
| root? | <------- + |l ast used?| |
\ / \ / |
---------- + +o- - - - -+ |
| No | Yes | No |
v v I I
Send Req Send Negative % |
to root Map- Repl y Cache & Fol | ow |
Map- Referral with/
LI SP- SEC /| +-> Do Not Cache

<——
+

[/ Oher M5\ Yes +------------- + /1 nconpl et e\
| not tried? +-->|Follow other M§|----> bit set? |
\ / R + \ /
R L T + No
| No e + N |

A. 3. DDT Node Processing of DDT Map- Request Message

A.3.1. Pseudo-code Sunmary
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if (1 amnot authoritative ) {
send Map- Ref erral NOT_AUTHORI TATI VE & set "Inconplete" bit

} else if ( delegation exists ) {
if ( del egated Map-Servers ) {
send Map- Referral MS_REFERRAL

} else {
send Map- Ref erral NODE_REFERRAL
}

} else {
if ( EIDin site ) {
if ( siteregistered ) {
forward Map- Request to ETR

if ( Map-Server peers configured ) {
send Map- Referral M5 _ACK

} else {
send Map-Referral M5 _ACK & set"lnconplete" bit
}

} else {
if ( Map-Server peers configured ) {
send Map- Referral MS_NOT_REG STERED

} else {
send Map- Referral M5 _NOT_REQ STERED & set"lnconpl ete" bit
}

}

} else {
send Map- Ref erral DELEGATI ON_HOLE

A.3.2. Decision Tree D agram
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. +
/[ Am | \' No
| authoritative? +-> Return NOT- AUTHORI TATI VE &
\ / I-bit =1
S RS +--mna +
| Yes
%
S + S +
| Del egation \ Yes / Delegations \ Yes
| exi sts? +--->| are +--> Return MS- REFERRAL
\ / \ Map- Servers? /
S R S R + S R S R +
| No | No
\Y +-> Ret urn NODE- REFERRAL
R +

/ EIDin Site \ No
| configuration? +-> Return DELEGATI ON- HOLE

\ /
S +--- - - +
| Yes
v
R + R +
/ Site \' No [ Map- Server \' Yes
| Regi stered? +--->| peers +--+
\ / \ configured? / %
+o----- +o---- + +o----- +o---- + Return MS-NOT- REG STERED
| Yes | No
% %
A + Ret urn M5- NOT- REG STERED &
| Forward | l-bit=1
| Map- Request |
| to ETR |
Fomm oo R, +
I
%
Fom e e o - +
[ Map- Server \' No
| peers +-> Return Ms5-ACK &
\ configured / l-bit=1
+o-m - - +----- +
| Yes
v

Ret urn Ms- ACK
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Appendi x B. Ceneric DDT Exanpl e

This section shows an exanple of DDT tree and several possible
scenari os of Map-Requests com ng to a Map-Resol ver and subsequent
iterative DDT referrals. 1In this exanple, RLOCs of DDT Nodes are
shown in the | Pv4 address space while the EIDs are in the | Pv6
addr ess space.

B.1. Reference DDT Tree Topol ogy

To show how referrals are followed to find the RLOCs for a nunber of
different requests, the DDT topology in Figure 3 is used.

Tt T ot +
| DDT-Root1l: 192.0.2.1] | DDT-Root2: 192.0. 2. 2]
| authoritative: ::/0 | Jauthoritative: ::/0
Fom e S R Fom e +
I \/ I
I a I
I [\ I
Vv Vv Vv Vv
o e e e e e e oo N +
| DDT-Nodel: 192.0.2.11 | | DDT-Node2: 192.0.2.12
| authoritative: | | authoritative: |
| 2001:db8::/32 | | 2001: db8:: /32
o m e e e oo - B I T, o m e e e oo - +
| \/ |
I I\ I
I [\ I
V V V V
o e e e e a e oo oo T +
| Map- Server1: 192.0.2.101 | | DDT-Node3: 192.0.2.201 |
| authoritative: | | authoritative: |
| 2001: db8: 0100: :/ 40 | ] 2001: db8: 0500: : /40 |
| Sitel: 2001:db8:0103::/48] +---+---------m----- +---+
| Site2: 2001: db8: 0104: :/ 48| | |
S + | |
Vv Vv
o e e e e e + o e e e e e +
| Map-Server2: 192.0.2.211 | | Map-Server3: 192.0.2.221 |
| authoritative: | | authoritative:
| 2001: db8: 0500: : /48 | | 2001: db8: 0501: :/48
| Site3: 2001: db8: 0500: 1: :/ 64| | Site5: 2001: db8: 0501: 8: :/ 64|
| Site4: 2001: db8: 0500: 2: : / 64| | Site6: 2001: db8: 0501: 9: : / 64|
o e e e e e + o e e e e e +

Figure 3: Reference DDT tree topol ogy.
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DDT Root nodes are configured with | P addresses 192.0.2.1 and
192.0.2.2. DDT Map-Resolvers are configured with default referral
cache entries for these addresses.

The DDT Root nodes del egate 2001:db8::/32 to two DDT nodes, DDT- Nodel
and DDT- Node2, having | P addresses 192.0.2.11 and 192.0.2.12
respectivel y.

DDT- Nodel and DDT- Node2 del egate 2001: db8: 0100::/40 to a Map-Server1l,
who has RLOC 192.0.2.101. Map-Serverl is configured to allow ETRs to
regi ster the sub-prefixes 2001: db8: 0103::/48 and 2001: db8: 0104: :/48.

DDT- Nodel and DDT- Node2 al so del egate 2001: db8: 0500::/40 to DDT- Node3
who uses the address 192.0.2.201. DDT-Node3 further del egates

2001: db8: 0500:: /48 to Map- Server?2, who has RLOC 192.0.2.211, and
2001: db8: 0501:: /48 to Map-Server3, who has RLOC 192.0. 2. 221.

Map- Server2 is configured to allow ETRs to register the sub-prefixes
2001: db8: 0500: 1:: /64 and 2001: db8: 0500: 2: : / 64.

Map- Server3 is configured to allow ETRs to register the sub-prefixes
2001: db8: 0501: 8:: /64 and 2001: db8: 0501: 9: : / 64.

B.2. Lookup EID registered at with Mp-Serverl

The first exanple shows a DDT Map- Resol ver followi ng a del egation
fromthe root to a DDT Node foll owmed by another del egation to a DDT
Map- Server. The exanpl e assunes that DDT Map-Referral Caches contain
only the default configuration.

| TRL sends an ECM Map- Request for 2001: db8:0103:1::1 to one of its
configured (DDT) Map-Resolvers. The DDT Map- Resol ver proceeds as
fol | ows:

1. Send a DDT Map- Request (for 2001:db8:0103:1::1) to one of the
root DDT Nodes (192.0.2.1 or 192.0.2.2).

2. Receive (and save in the DDT Map-Referral Cache) the Map-Referral
for EID-Prefix 2001:db8::/32, action code NODE- REFERRAL, RLCC set
(192.0.2.11, 192.0.2.12).

3. Send a DDT Map-Request to 192.0.2.11 or 192.0.2.12.

4. Receive (and save in the DDT Map-Referral Cache) the Map-Referral

for EID-Prefix 2001: db8: 0100:: /40, action code M5 REFERRAL, RLCC
set (192.0.2.101).

Saucez & | annone Expi res 4 Septenber 2025 [ Page 34]



Internet-Draft LI SP- DDT March 2025

5. Send a DDT Map- Request to 192.0.2.101; if the ITR origi nated ECM
Map- Request had a LI SP-SEC signature, it is included.

6. The DDT Map-Serverl (192.0.2.101) decapsul ates the DDT Map-
Request and forwards the Map-Request to the registered Sitel ETR
for 2001: db8: 0103::/48.

7. The DDT Map-Serverl (192.0.2.101) sends a DDT Map- Referral
message for EID-Prefix 2001: db8: 0103::/48, action code Ms-ACK, to
the DDT Map- Resol ver.

8. The DDT Map- Resol ver receives the Map-Referral nessage with
action code Ms5-ACK and renoves the request for 2001:db8:0103:1::1
fromthe Pendi ng Request List.

9. Sitel's ETR for 2001: db8:0103::/48 recei ves the Map-Request
forwarded by Map-Serverl and sends a Map-Reply to | TRL.

B.3. Lookup EID registered at with Mp-Server3

Thi s exanpl e shows a three-|evel delegation: root to first DDT node,
first DDT Node to second DDT Node, and second DDT Node to DDT Map-
Server. The exanple assunes that DDT Map- Referral Caches contain
only the default configuration.

| TR2 sends an ECM Map- Request for 2001: db8:0501:8:4::1 to one of its
configured DDT Map- Resol vers, which are different fromthose for
I TRL. The DDT Map- Resol ver proceeds as foll ows:

1. Send a DDT Map- Request (for 2001: db8:0501:8:4::1) to one of the
root DDT Nodes (192.0.2.1 or 192.0.2.2).

2. Recei ve (and save in the DDT Map-Referral Cache) the Map-
Referral for EID-Prefix 2001:db8::/32, action code NODE-
REFERRAL, RLOC set (192.0.2.11, 192.0.2.12).

3. Send a DDT Map- Request to 192.0.2.11 or 192.0.2.12.

4. Recei ve (and save in the DDT Map-Referral Cache) the DDT Map-
Referral for ElID Prefix 2001: db8: 0500::/40, action code NODE-
REFERRAL, RLOC set (192.0.2.201).

5. Send a DDT Map- Request to 192.0. 2. 201.

6. Receive (and save in the DDT Map-Referral Cache) the DDT Map-

Referral for EID-Prefix 2001: db8: 0501::/48, action code Ms-
REFERRAL, RLOC set (192.0.2.221).

Saucez & | annone Expi res 4 Septenber 2025 [ Page 35]



Internet-Draft LI SP- DDT March 2025

7. Send a DDT Map- Request to 192.0.2.221; if the ITR origi nated ECM
Map- Request had a LI SP-SEC signature, it is included.

8. Map- Server 3 (192.0.2.221) decapsul ates the DDT Map- Request and
forwards the Map-Request to a registered Site5 ETR for
2001: db8: 0501: 8: : / 64.

9. Map- Server3 (192.0.2.221) sends a DDT Map-Referral message for
El D- Prefix 2001: db8: 0501: 8:: /64, action code M5-ACK, to the DDT
Map- Resol ver.

10. The DDT Map- Resol ver receives a Map-Referral nessage with action
code Ms-ACK and renoves the request for 2001: db8:0501:8:4::1
fromthe Pendi ng Request List.

11. Siteb's ETR for 2001: db8: 0501:8::/64 recei ves the Map- Request
forwarded by Map-Server3 and sends a Map-Reply to | TR2.

B. 4. Lookups using cached DDT Map-Referrals to Map-Servers

Thi s exanpl e shows a | ookup for 2001: db8: 0104: 2:: 2, where the DDT
Map- Resol ver uses a saved DDT Map-Referral Cache entry to skip the
iterative referral process and go directly to a DDT Map- Server.

In this case, | TRl uses the sanme Map-Resolver used in the example in
Appendi x B.2. It sends an ECM Map- Request for 2001: db8:0104:2::2 to
that DDT Map- Resol ver. The DDT Map- Resol ver finds an MS- REFERRAL
cache entry for 2001: db8:0100::/40 with RLOC set 192.0.2.101 and
proceeds as foll ows:

1. Send directly a DDT Map- Request (for 2001:db8:0104:2::2) to
192.0.2.101; if the ITR-originated ECM Map- Request had a LI SP- SEC
signature, it is included.

2. Map-Serverl (192.0.2.101) decapsul ates the DDT Map- Request and
forwards the Map-RRequest to the registered Site2 ETR for
2001: db8: 0104: : / 48.

3. Map-Serverl (192.0.2.101) sends a DDT Map-Referral message for
El D- Prefix 2001: db8: 0104::/48, action code Ms-ACK, to the DDT
Map- Resol ver.

4. The DDT Map- Resol ver receives the DIT Map-Referral with action
code Ms-ACK and renoves the request for 2001: db8:0104:2::2 from
the Pendi ng Request List.

5. Site2’'s ETR for 2001: db8:0104::/48 receives the Map- Request from
Map- Server1l and sends a Map-Reply to | TRL.
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B.5. Lookup using cached DDT Map-Referrals to DDT Nodes

Thi s exanpl e shows how a DDT Map- Resol ver uses a DDT Map- Referral
Cache entry to start the referral process at a non-root, internediate
DDT node for the prefix 2001: db8: 0500:2:4::1, which is simlar to one
previously requested.

In this case, | TR2 uses the same Map- Resol ver used in the exanmple in
Appendi x B.3. It sends an ECM Map- Request for 2001: db8:0500: 2:4::1
to that DDT Map- Resol ver, which finds a NODE- REFERRAL cache entry for
2001: db8: 0500::/40 with RLOC set 192.0.2.201. It proceeds as

fol |l ows:

1. Send a DDT Map- Request (for 2001: db8: 0500:2:4::1) to 192.0. 2. 201.

2. Receive (and save in the referral cache) the Map-Referral for
El D- Prefix 2001: db8: 0500: : /48, action code MS-REFERRAL, RLOC set
(192.0. 2. 211).

3. Send a DDT Map-Request to 192.0.2.211; if the |ITR-originated
Encapsul at ed Map- Request had a LI SP-SEC signature, it is
i ncl uded.

4. Map-Server2 (192.0.2.211) decapsul ates the DDT Map- Request and
forwards the Map-Request to the registered Site4 ETR for
2001: db8: 0500: 2: : / 64.

5. Map-Server3 (192.0.2.211) sends a Map-Referral nessage for EI D
Prefix 2001: db8: 0500: 2::/64, action code M5-ACK, to the DDT Map-
Resol ver.

6. The DDT Map- Resol ver receives the Map-Referral (Ms-ACK) and
renoves the request for 2001: db8: 0500:2:4::1 fromthe Pending
Request List.

7. Sited4’s ETR for 2001: db8: 0500: 2: : /64 receives the Map-Request and
sends a Map-Reply to | TR2.

B. 6. Lookup of a non-existent EID

Thi s exanpl e shows the | ookup of 2001: db8: 0500:: 1/128, which uses the
cached Ms- REFERRAL for 2001: db8: 0500::/48 | earned because of previous
| ookups at the DDT Map-Server at 192.0.2.211. The DDT Map- Resol ver
proceeds as foll ows:

1. Send a DDT Map- Request for 2001:db8:0500::1 to 192.0.2.211; if

the | TR origi nated ECM Map- Request has a LI SP-SEC signature, it
i s included.
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2. Map-Server2 (192.0.2.211), which is authoritative for
2001: db8: 0500: : / 48, does not have a matching del egation for
2001: db8: 0500:: 1. It responds with a DDT Map-Referral message
for 2001: db8: 0500: : / 64, action code DELEGATI ON-HOLE, to the DDT
Map- Resol ver. The prefix 2001: db8: 0500::/64 is used because it
is the | east-specific prefix that does match the requested EID
but does not match one of the configured del egations
(2001: db8: 0500: 1: : / 64 and 2001: db8: 0500: 2: : / 64) .

3. The DDT Map- Resol ver receives the del egation, adds a Negative DDT
Map- Ref erral Cache entry for 2001: db8: 0500::/64, renoves the
request for 2001:db8:0500::1 fromthe Pending Request l|ist, and
returns a Negative Map-Reply to | TR2.
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