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Abst ract

Agentic Al governance protocols -- including intent declaration,
human escal ation, audit recording, and constitutional prohibition --
all require a normative definition of the governed resource that
agents operate on: the structured, stateful, policy-carrying entity
to which agent authority is bound and upon which governed transitions
execute. No existing | ETF specification defines this primtive.

Thi s docunent defines the Sovereign bject (SO : a causally ordered,
pol i cy-governed, typed, living docunment that evol ves through a
predefined finite state space under Governi ng Enforcenment Conponent
(CEC) authority. The SOis the unit of governance in the SOCS
protocol family: the thing agents operate on, the GEC governs, and
human princi pal s reason about.

Thi s docunent specifies the SOs five-layer structure (ldentity,
State, Event Stream Typed G aph, Attachnent Index), its Zone A/
Zone B boundary nodel, its five-phase lifecycle, its SO Type system
its Cedar policy context nodel, and the binding nodel by which a
Mandat e JWI' bi nds an agent to a specific SO instance. The Sovereign
hject is the architectural foundation referenced normatively by
[1-D. sato-soos-idp], [I-D. sato-soos-hem, [I|-D.sato-soos-gar],

[1-D. sato-soos-cap], and [|-D. sato-soos-njw].
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I nt roduction

The | ETF community has nmamde significant progress in specifying how Al
agents authenticate [I-D.ietf-w nse-arch], how they express intent
before acting [I-D. sato-soos-idp], how hunman oversight is enforced
[1-D. sato-soos-hem, and how agent actions are recorded for audit
[1-D. sato-soos-gar]. Each of these specifications refers, explicitly
or inplicitly, to a governed resource: the entity that the agent is
acting upon, that the authorization policy applies to, and that the
human princi pal is reasoning about.

None of them defines that resource.

The Intent Declaration Primtive [|-D.sato-soos-idp] requires an
agent to declare what governed object its action targets. The Human
Escal ati on Mechani sm[|-D. sato-soos-hem triggers escal ation events
bound to the state of a specific governed object instance. The
CGovernance Audit Record [I-D.sato-soos-gar] records transitions on
governed objects. The forthcom ng Mandate JW specification



[1-D. sato-soos-njw] binds agent authority to a specific governed
object instance. |n every case, the governed resource is assuned
but not specified.

This docunent fills that gap. The Sovereign Object (SO is the

unit of governance in the SOOS protocol family: a causally ordered,
pol i cy-governed, typed, living docunent that evol ves through a
predefined finite state space under GEC authority. It is the thing
agents operate on, the GEC governs, and human principals reason about.

The SO is not a database record. A database record is a passive
data container. The SO carries its own state machine, its own Cedar
policy context, its own tanper-evident event history, and its own
lifecycle -- including eventual cryptographic erasure. It is the
architectural resource that gives SOOS its coherence: the
abstraction | ayer bel ow which protocol -specific inplenmentation
details vary and above which governance, authorization, audit, and
human oversi ght operate uniformy

The SO is also the primtive that gives Mandate JWI binding its
specificity. An agent is not authorized to performactions of type
Xin the abstract. It is authorized to perform actions of type X on
SO instance Y, in lifecycle phase P, under human principal H  That
bi nding is what makes the authorization auditable, revocable, and
scoped.

The design of the Sovereign bject draws on the insight that governed
resources in agentic systens have properties that generic URI-
addressed APl endpoints do not: they have state nachines, they carry
policy context, they accunul ate causal event histories, and they have
l'ifecycles that include regul atory obligations upon term nation
(erasure under GDPR Article 17 [GDPR], APPI Article 19 [APPI], and
equi valent). This docunent specifies those properties normatively.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses the follow ng terns:

Soverei gn Object (SO:
A causal ly ordered, policy-governed, typed, living docunent that
evol ves through a predefined finite state space under GEC
authority. The unit of governance in the SOOS protocol famly.

SO | nst ance:
A specific instantiation of an SO Type with a globally unique
identifier, its own event stream and its own current |ifecycle
state. An SO Instance is the entity to which a Mandate JWI
bi nds agent authority.

SO Type:
A declaration that specifies the state machi ne, Zone A schens,
Cedar policy set, and perm ssible attachment types for a class of
Sovereign Objects. SO Types are registered in the SO Type
Regi stry.

SO Type Registry:
A registry of SO Type decl arati ons, anal ogous to the | ANA M ME
type registry, that enables interoperating inplenentations to
di scover and validate SO Type definitions.



Zone A
The Protocol Core zone of an SO  CGEC-governed. Schenma
determined by the SO Type state nmachine. Required nodes enforced
as invariants. Personal data MJUST NOT be stored in Zone A

Zone B:
The Attached Periphery zone of an SO  Agent-accessible, GEC
referenced, but not directly GEC-governed. Arbitrarily conplex
external content referenced by integrity-verified attachnent
records in the Attachnment | ndex.

SO Li fecycl e Phase:
One of five phases that every SO I nstance traverses: ACTI VE,
OPERATI ONALLY_COWVPLETE, ADM NI STRATI VELY_CLOSED, ARCH VED, and
CRYPTOGRAPHI CALLY_ERASED.

Event Stream
The append-only, causally ordered, tanper-evident |og of all
transitions executed against an SO Instance. The Event Stream
is the ground truth of the SO s history.

Typed G aph:
The current materialization of an SO I nstance’'s Event Stream as
a | abel ed property graph. Derived fromthe Event Stream in
case of conflict, the Event Streamis authoritative.

Attachment | ndex:
The set of integrity-verified references to Zone B content
associated with an SO I nst ance.

Governi ng Enforcenent Conponent (GEC):
As defined in [I-D. sato-soos-idp]: a runtine conponent that
enforces authorization policy, records agent actions to a tanper-
evi dent Event Log, and medi ates agent access to governed objects.

Mandat e JWI:
As defined in [I-D. sato-soos-mw]: a JSON Web Token that binds
an agent’s authorization to a specific SO I nstance.

Cedar :
A policy | anguage and eval uati on engi ne [ Cedar] used by the GEC
to eval uate authorization deci sions against SO Instance state and
agent intent.

Hurman Pri nci pal :
A natural person who holds authority over an SO I nstance, as
identified in the Mandate JWI human_principal _id field.

Narrowi ng Property:
The invariant by which a child Mandate JWI is always a strict
subset of its parent in all authorization dinensions.

3. Problem St at enent
3.1. The M ssing Governed Resource Prinmitive

SOCS governance protocols -- I1DP, HEM GAR, CAP, and MIWI -- are
built around the concept of a governed resource: a typed, stateful
entity that agents operate on under GEC authority. The governance
properties of the SOOS stack -- auditability, revocability, human
oversight, constitutional prohibition, and federated trust -- all
derive their coherence fromthe properties of this governed resource.

As of the subm ssion of this document, no | ETF specification defines



this resource normatively. The existing SOOS drafts use the term
"governed object" descriptively but without a formal definition
This creates three concrete probl ens:

(a) Binding ambiguity. The Mandate JW binds agent authority to a
governed object instance. Wthout a formal definition of what

a governed object is -- what properties it has, what state it
can be in, what lifecycle phases it traverses -- the binding has
no normative referent. |nplenentations cannot interoperate on

t he meani ng of the binding.

(b) Policy inprecision. Cedar policies evaluated by the GEC can
reference SO Instance state attributes. Wthout a normative
definition of what state attributes are avail able and how t hey
are derived fromthe SO s event history, policy authors cannot
wite portable policies and evaluators cannot eval uate them
consistently.

(c) Lifecycle opacity. Regulatory obligations on governed data --
including data nminimzation, erasure on request, and audit
retention -- apply to the governed resource and its event
history. Wthout a normative definition of the SOs I|ifecycle,
including its Cryptographi c Erasure phase, inplenmentations
cannot denonstrate conpliance with these obligations.

3.2. Wiy Existing Primtives Are Insufficient

Three existing primtive types might appear to serve the role of the
Sovereign Cbject. Each is insufficient for distinct reasons.

URI - addressed APl endpoints. Ceneric REST endpoints are passive:
they accept requests and return responses. They have no state
machi ne, no causal event history, no Cedar policy context, and no
lifecycle. An agent authorized to invoke an endpoint is not
authorized to performa specific state transition on a specific
stateful resource under human principal oversight. The

aut hori zati on semantics are categorically different.

Dat abase records. A database record is a passive data container

It may carry a status field that approxi mates state, but that field
is not enforced by a GEC, is not derived from a tanper-evident
event history, and does not carry Cedar policy context. The
record’ s "state" can be overwitten w thout triggering HEM

escal ation, w thout generating a GAR audit entry, and w t hout
verifying that the agent holds a valid Mandate JWI aut horizing the
transition.

vCon [I-D.ietf-vcon-vcon-container]. The vCon container records

the history of a conpleted conversation or interaction. It is
retrospective: it captures what happened after the fact. The
Sovereign Object is prospective: it carries the Cedar policy context,
lifecycle state, and nmandate tree that governs agent behavi or before
and during execution. The SO does not replace vCon; the two
primtives are conplementary. A vCon carrying |IDP, GAR, and HEM
records can be produced froman SO s Event Stream after a session
conpletes. The SO is the source of those records; vCon is a
portabl e container for them

3.3. Relationship to Thomas Howe's Agent Architecture Layering

Howe [ Howe- Layering] proposes an eight-layer architecture for
agentic Al systens covering transport, identity, credenti al

i ssuance, authorization, orchestration, tool invocation, audit, and
oversight. This layering correctly identifies the major functiona
concerns of agentic governance but does not identify the governed
resource as a distinct architectural primtive. In Howe's nodel,



the Mandate JW binds to an unspecified resource -- an inmplicit
target of authorization that his |layers do not define.

The Sovereign Object is that missing prinmitive. It sits belowthe
aut hori zati on and del egation layer as the structured, stateful,
policy-carrying resource that the Mandate JW refers to and that
Cedar policy governs access to. Wthout the SO authorization
binding is generic: an agent is authorized to perform actions of
type X. Wth the SO the binding is specific: an agent is

aut horized to performactions of type X on SO Instance Y, in
l'ifecycle phase P, under human principal H while the SOs state
machine is in state S. That specificity is what nakes the

aut hori zati on auditable and revocabl e.

4. The Soverei gn hject
4.1. Definition

A Sovereign hject (SO is a causally ordered, policy-governed,
typed, living docunent that evolves through a predefined finite state
space under Governing Enforcement Conponent authority.

"Causal |y ordered" neans that every state transition recorded in the
Event Streamis causally linked to its predecessor: no transition
can be inserted between two existing entries, and no transition

can reference a future state.

"Pol i cy-governed" neans that every state transition MJST be

eval uated by a Cedar policy set defined in the SO s Type declaration
bef ore execution. The GEC MJIST reject transitions that do not
satisfy the applicable Cedar policy.

"Typed" nmeans that every SO Instance MJST conformto a declared SO
Type that specifies its state nachine, Zone A schemm, and Cedar
policy set.

"Living" neans that the SO s current state is always derived from
its Event Stream The Typed Graph is a materialization of the Event
Stream at a given point in tinme, not an i ndependent data store. The
Event Streamis authoritative

"Finite state space"” nmeans that the set of states the SO can occupy
is declared in the SO Type and is finite. The GEC MJST reject any
transition that would move the SOto a state not declared inits
SO Type.

4.2. Five-Layer Structure

Every Sovereign Object Instance has five layers. Layers 1 through 3
are mandatory. Layers 4 and 5 are RECOMVENDED for production
i mpl ement ati ons.

4.2.1. Layer 1 -- ldentity Layer

The ldentity Layer provides the globally unique, imutable identifier
for an SO I nstance.

so_i d:
REQUI RED. A UUI D v7 [ RFC9562] identifier. UUD V7 is selected
for its time-ordered property, which enables efficient range
queries over SO Instances by creation tine. The so_id MJST NOT
change for the lifetinme of the SO Instance, including after
Crypt ographi ¢ Erasure.

so_type_id:



REQUI RED. The identifier of the SO Type this instance conforns
to. MJST reference a registered entry in the SO Type Regi stry.

created_at:
REQUI RED. 1 SO 8601 tinmestanmp of SO Instance creation.

human_pri nci pal _i d:
REQUI RED. The identifier of the human principal who hol ds
authority over this SO I nstance.

gec_i d:
REQUI RED. The identifier of the GEC currently associated with
this SO Instance. See Section 9. 1.

The ldentity Layer MUST be committed to the Event Stream as the
first entry when an SO Instance is created. The entry MJST be
GEC- si gned.

4.2.2. Layer 2 -- State Layer

The State Layer records the SO Instance’s current position inits
SO Type’'s state machine.

current _state:
REQUI RED. The current state of the SO Instance. MJST be a
state declared in the SO Type's state nachi ne.

current _phase:
REQUI RED. The current SO Lifecycle Phase. One of: ACTI VE,
OPERATI ONALLY_ COVPLETE, ADM NI STRATI VELY_CLOSED, ARCHI VED,
CRYPTOGRAPHI CALLY_ERASED. See Section 6.

state_entered_at:
REQUI RED. |1 SO 8601 tinestanp of the nbst recent state transition.

The State Layer is derived fromthe Event Stream The GEC MJST
mai ntain a current-state cache for performance, but MJST treat the
Event Stream as authoritative in any conflict.

4.2.3. Layer 3 -- Event Stream

The Event Streamis the append-only, causally ordered, tanper-
evident log of all transitions executed against an SO | nstance.
The Event Streamis the ground truth of the SO s history.

Every Event Stream entry MJST incl ude:

event id:
A UUDVY7 identifier for this entry, assigned by the GEC at
conmmi t ment .

event _type:
One of the event types defined in Section 13. 3.

prior_event id:
The event id of the preceding entry. MJST be null for the
SO CREATED entry. MJST NOT be null for all subsequent entries.
This field enforces causal ordering.

occurred_at:
I SO 8601 timestanp.

gec_si gnat ur e:
The GEC signature over this entry, covering event _id, event type,
prior_event _id, occurred_at, and all event-type-specific fields.
The signing key and | abel MJUST conformto the GEC s confornmance



4. 2.

4. 2.

4. 3.

4. 3.

| evel as defined in [I-D.sato-soos-idp] Section 9.

agent i d:
The identifier of the agent that triggered this event, if
applicable. NULL for GEC-initiated events.

mandat e_i d:
The Mandate JWI identifier authorizing this event, if applicable.
NULL for GEC-initiated events.

Event Streamentries MJST be witten to a SCITT transparency | og
[I-Dietf-scitt-architecture] at Level 3 confornmance. At Level 1
and Level 2 conformance, SCITT subm ssion i s RECOMVENDED.

4. Layer 4 -- Typed G aph

The Typed Graph is the current materialization of the Event Stream
as a |l abeled property graph. It provides efficient query access to
the SO Instance’s current state without requiring full Event Stream
repl ay.

The Typed Graph schema is defined by the SO Type. The CGEC MJST
update the Typed G aph atomically with each Event Stream conmitnent.
In any conflict between the Typed Graph and the Event Stream the
Event Streamis authoritative.

The Typed G aph MJUST expose the follow ng mni mum node set:
The SO Instance identity (Layer 1 fields).

- The current state and phase (Layer 2 fields).

- The set of currently bound Mandate JWs.

- The current Attachment |ndex (Layer 5).

5. Layer 5 -- Attachnent | ndex

The Attachment Index is the set of integrity-verified references to
Zone B content associated with an SO | nstance.

Every Attachment |Index entry MJST incl ude:

attachnent _i d:
A U DVY7 identifier.

attachnent _type:
A type declared in the SO Type's attachnment type list.

content _uri:
The URI of the Zone B content.

cont ent _hash:
A SHA- 256 [ RFC6234] hash of the Zone B content at attachment tine.
The GEC MUST verify content integrity on access.

attached_at:
I SO 8601 timestanp.

gec_si gnat ur e:
GEC signature over this Attachnent |Index entry.

Attachment and detachnent operations MJST generate ZONE_B_ATTACHED
and ZONE B DETACHED Event Streamentri es.

Zone A/ Zone B Boundary
1. Zone A -- Protocol Core

Zone A is the Protocol Core of an SO | nstance. It is the set of



4. 3.

data fields governed directly by the GEC and constrai ned by the SO
Type' s schena.

Properties of Zone A

- Schenma determ ned by the SO Type state machine.

- Required nodes enforced as invariants by the GEC

- Al wites nediated by the GEC

- Al transitions subject to Cedar policy eval uation.
- Al transitions recorded to the Event Stream

Zone A lInvariant (INV-ZA-1):
Personal data as defined under GDPR Article 4(1) [ GDPR], APPI
Article 2 [APPI], and equivalent jurisdictional definitions
MUST NOT be stored in Zone A. Zone A contains only identifiers,
state references, and policy-rel evant netadata. Personal data
is al ways Zone B content, referenced from Zone A via the
Attachment | ndex.

This invariant enables Zone A and the Event Streamto be retained
for audit purposes after a Cryptographic Erasure event (Section 6.3)
whil e Zone B content is irreversibly erased.

2. Zone B -- Attached Periphery

Zone B is the Attached Periphery of an SO Instance. It contains
external content referenced by the Attachment | ndex.

Properties of Zone B:

- Arbitrarily conplex external content.

- Not directly governed by the GEC

- Accessible to agents hol ding appropriate Zone B read capability
in their Mandate JW.

- Content integrity verified by the GEC on access via content _hash.

Zone B content includes, but is not linted to: docunments, inmages,
consent records, health declarations, identity verification results,
and any ot her personal data associated with the SO I nstance.

4.3.3. Zone Boundary Invariants

5.

5.

1.

I NV-ZA-1: Personal data MJST NOT be stored in Zone A

I NV-ZA-2: Zone A fields MIUST be defined in the SO Type schenn.
The GEC MUST reject wites to undefined Zone A fields.

INV-7ZB-1: Zone B content MJST be referenced from Zone A via a
signed Attachment |ndex entry.

I NV-ZB-2: The GEC MJST verify Zone B content integrity on every
access. Content failing integrity verification MUST NOT
be returned to the requesting agent.

SO Type System

SO Type Decl aration

An SO Type declaration is a JSON object with the follow ng fields:

{
"so_type_id": "<string: unique SO Type identifier>",

"so_type_nane": "<string: human-readabl e name>",
"so _type_version": "<string: semantic version>",
"state_machine": {

"states": ["<state_nane>", ...],

"initial _state": "<state_name>",



"transitions": [

{
"fronl: "<state_ nane>",
"to": "<state_nanme>",
"cedar_action": "<action_nane>",
"requires_hent: <bool ean>

}

]

one_a_schema": {
"<field_nanme>": {
"type": "<json_schena_type>",
"required": <bool ean>,
"personal data": fal se

}

}
},
"cedar _policy_set_uri": "<URl of Cedar policy set>",
"attachment _types": ["<attachment _type_name>", ...],
"registrant”: "<organization name>",
"registered_at": "<ISO 8601 tinestanp>"

}
The zone_a_schema MUST NOT define fields with personal _data: true.

The GEC MUST reject SO Type registration requests that include
personal data fields in the Zone A schema

The cedar _policy set _uri MJST resolve to a Cedar policy set that
defines pernmit and forbid rules for all cedar_action val ues
referenced in the state machine transitions.
5.2. SO Type Registry
The SO Type Registry is the authoritative catal og of registered SO
Types. It is analogous to the |ANA M ME type registry in function
| ANA Considerations are specified in Section 13.1
SO Type identifiers use a hierarchical nam ng convention
<regi strant - prefix>/<type-nane>/ <versi on>
Exanpl e: "at p/ booki ng-obj ect/ 1. 0"
SO Type identifiers MJIST be globally unique within the registry.
5.3. SO Type Discovery
A GEC MAY expose an SO Type Di scovery endpoint returning the set of
SO Types it supports, as a JSON array of SO Type decl arati ons.
The di scovery endpoint UR is inplenentation-defined.
6. SO Lifecycle

6.1. Five Lifecycle Phases

Every SO I nstance progresses through a sequence of |ifecycle phases.
Phase transitions are irreversible.

Phase 1 -- ACTI VE
Nor mal operation. All Cedar-governed state transitions permtted,
subject to the SO Type’'s state machi ne and Cedar policy set.

Phase 2 -- OPERATI ONALLY_COWPLETE
Term nal operational state reached. Agent-initiated state
transitions are prohibited. Administrative transitions for
billing, audit, and dispute resolution remain permtted subject



to Cedar policy and human principal authority.

Phase 3 -- ADM NI STRATI VELY_CLCSED:
Al'l state transitions prohibited except DI SPUTE_OPENED, i f
defined by the SO Type. Only human principals with explicit
di spute authority may initiate transitions.

Phase 4 -- ARCHI VED:
All wite operations prohibited. The SO Instance is read-only.
The Event Streamis retained. Zone B content retention is
governed by the data_residency policy and applicable | aw

Phase 5 -- CRYPTOGRAPHI CALLY_ERASED:
Zone B content has been irreversibly erased per Section 6.3.
Zone A data and the Event Streamare retained for audit. No
further phase transitions are possible.

6. 2. Phase Transition Rul es

Phase transitions MJUST be initiated by the GEC, not by agents
directly. Phase transitions MJST generate a PHASE TRANSI TI ONED
Event Streamentry recording the prior phase, the new phase, the
aut hori zi ng human principal (if applicable), and the GEC signature.

Phase transition rul es:

ACTI VE -> OPERATI ONALLY_COWPLETE:
When the SO Type’'s state nmachine reaches a declared terninal
state. The GEC MAY initiate this transition automatically.

OPERATI ONALLY_COVPLETE -> ADM NI STRATI VELY_CLOSED:
After the administrative tail period declared in the SO Type has
el apsed. MJST be authorized by a human principal with lifecycle
aut hority.

ADM NI STRATI VELY_CLOSED - > ARCHI VED:
After all dispute resolution wi ndows and applicable regul atory
retention requirenents have el apsed. MJST be authorized by a
human principal with [ifecycle authority.

ARCHI VED -> CRYPTOGRAPHI CALLY_ERASED:
At any time after ARCH VED phase, subject to regulatory retention
requi renents. MJST be authorized by a human principal with

erasure authority, or initiated automatically by the GEC when
data_residency.retention_days has el apsed.

6.3. Cryptographic Erasure

Cryptographic Erasure irreversibly erases Zone B content by
destroyi ng the encryption keys protecting it.

Crypt ographi ¢ Erasure MJST:

(a) Destroy all encryption keys protecting Zone B content for this
SO | nst ance.

(b) Generate an ERASURE | NI TI ATED Event Stream entry before begi nning
key destruction.

(c) Cenerate an ERASURE COWMPLETED Event Streamentry after key
destruction is confirned.

(d) Retain Zone A data and the conplete Event Streamintact.

(e) Update current_phase to CRYPTOGRAPHI CALLY_ ERASED.



7.

7.

Cryptographic Erasure satisfies the right to erasure under GDPR
Article 17 [GDPR] for Zone B content while preserving the Event
Stream as an audit record.

Cedar Policy Context

1. SO State as Cedar Attribute

The GEC MUST nmeke the followi ng SO Instance attributes avail able as
Cedar context attributes during policy eval uation:

S0.so_i d: The SO Instance identifier. Type: String.
S0.so_type_id: The SO Type identifier. Type: String.

so. current _state: Current state machine position. Type: String.
so. current _phase: Current lifecycle phase. Type: String.

so. human_principal _id: Human principal identifier. Type: String.
so.prior_denial _count: Count of GEC DENY responses targeting this
SO Instance in the current session.
Type: Long. Conposes with the
prior_denial _count attribute in
[1-D. sato-soos-idp] Section 4. 2.
so. mandat e_count: Nunber of active Mandate JW's bound to this SO
I nstance. Type: Long.

2. Zone Access Policy Mdel

Zone B read access and Zone B write access are separate Cedar action
types and MJUST be decl ared separately in the SO Type's Cedar policy
set. A Cedar policy permitting a state transition MJUST NOT
inplicitly permt Zone B access.

7.3. Policy Evaluation Order

8.

8.

1.

The GEC MJST eval uate Cedar policies in the foll owi ng order:

(1) CAP Tier 0 (constitutional) prohibitions [I-D.sato-soo0s-cap].
A Tier O prohibition results in imedi ate DENY.

(2) CAP Tier 1 (jurisdictional) prohibitions [I-D.sato-soos-cap].

(3) SO Type Cedar policy, with SO Instance state attributes per
Section 7.1 and IDP intent attributes per [I-D.sato-soos-idp]
Section 5. 4.

(4) Mandate JWI scope verification [I-D. sato-soos-njw].

A PERMT requires all four layers to pernmit the action. A DENY at

any layer results in inmedi ate DENY w t hout proceeding further.

Mandat e JWI' Bi ndi ng

Bi ndi ng Model

A Mandate JWI [I-D. sato-soos-njwt] binds agent authority to a
specific SO Instance with the followi ng properties:

I nstance specificity:
A Mandate JWI MUST reference the so_id of a specific SO Instance.
A Mandate JWI MJUST NOT aut horize actions against an SO Type in
general .

St at e awar eness:
The Mandate JWI MAY declare the set of SO states in which the
aut hori zed Cedar actions may be perforned. The GEC MJST reject
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Transiti on Requests referencing Cedar actions outside the state-
restricted set for the SO Instance’s current state.

Phase restriction:
The Mandate JWI MAY declare lifecycle phase restrictions. The
GEC MUST reject Transition Requests targeting an SO Instance in
a phase not permtted by the Mandate JWI.

Tenporal validity:
The Mandate JWI MUST carry a standard JWI exp claim The GEC
MUST reject expired Mandate JW's.

Human princi pal |inkage:
The Mandate JWI MUST carry the human_principal _id of the SO
I nstance’s human principal. The GEC MJST verify that this val ue
mat ches the human_principal _id in the SO Instance's ldentity Layer.

2. Narrowi ng Property at the SO Level

The Narrowi ng Property is a nornmative invariant: a child Mandate JWI
MUST be a strict subset of its parent in all authorization
di mensions. At the SO | evel:

(a) SO Instance scope: A child mandate MJST reference the same
so_id or a subset of SO Instances covered by its parent.

(b) Cedar action scope: A child mandate’s authorized action set
MJUST be a subset of its parent’s.

(c) State restrictions: A child mandate’s permtted SO states MJST
be a subset of its parent’s.

(d) Phase restrictions: A child mandate’s pernmitted |ifecycle phases
MJUST be a subset of its parent’s.

(e) Tenporal validity: A child mandate’s exp claim MUST NOT be
later than its parent’s.

The GEC MUST verify the Narrowi ng Property when a child Mandate JWI
is presented. A violation MIST result in a NARRON NG VI OLATI ON deny
code.

3. Binding Verification

On receiving a Transition Request, the GEC MJUST verify before Cedar
eval uati on:

(a) The Mandate JW signature MJST be vali d.

(b) The Mandate JWI MJUST not be expired.

(c) The so_id in the Mandate JWI MUST match the targeted SO | nstance.
(d) The human_principal _id MIJST match the SO I nstance Identity Layer.
(e) The Mandate JWI MUST not appear in the revocation registry.

(f) If a child nandate, the Narrowi ng Property MJST be verifi ed.

Bi nding verification failure MJUST result in a DENY response recorded
in the SO Instance’s Event Stream
GEC Associ ati on
1. CEC SO Associ ati on Mdel
Every SO I nstance MJUST be associated with exactly one GEC at any
given tinme, recorded as gec_id in the Identity Layer. The GECis

responsible for: evaluating all Transition Requests, maintaining the
Event Stream enforcing Cedar policy, executing HEM escal ation,
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generating GAR audit records, enforcing CAP prohibitions, and
managi ng Mandate JWI revocati on.

A CEC transition MJST generate a GEC TRANSI TI ONED Event Stream entry
signed by both the outgoing and inconmng GEC. During a GEC
transition, the SO I nstance MJST be placed in a non-transitionable
state until the new GEC confirns associati on.

Mul ti - GEC Coordi nati on

A single SO I nstance MUST NOT be governed by nore than one GEC
simul taneously. A trust domain MAY desi gnate shadow GECs for
resilience; shadow GECs MJST receive Event Streamentries in real
time but MJUST NOT accept Transition Requests except follow ng fornmal
failover. Milti-GEC coordination protocols are outside the scope of
this docunent.

Rel ati onship to Oher SOOS Drafts

I DP [I-D. sat o-soos-idp]:
The "governed object" in IDP is an SO Instance as defined in
this docunent. The IDP context_refs field may reference SO Event
Streamentries by event _id. The so.prior_denial_count Cedar
attribute (Section 7.1) conposes with the prior_denial _count
attribute defined in [I-D. sato-soos-idp] Section 4.2.

HEM [ | - D. sat 0- soos- heni :
HEM events are bound to SO I nstances. HEM ESCALATED and
HEM RESOLVED events MJUST be recorded in the SO Instance’s Event
Stream The HEM PENDI NG state prohibits all agent-initiated
Transiti on Requests agai nst the SO Instance until a human
princi pal provides a decision.

GAR [I-D. sat o-soos-gar]:
CGovernance Audit Records are generated from SO | nstance Event
Streamentries. The SO s Cryptographic Erasure event MJST be
recorded as a Type 1 GAR entry.

CAP [1-D. sat 0-soos-cap] :
CAP prohibitions are enforced at the SO | evel before Cedar
eval uati on per Section 7.3.

MIWE [|-D. sat o-soos-nmjw]:
The Mandate JWI bi nds agent authority to a specific SO I nstance
per Section 8  The Mandate JW's so id field is the normative
reference to the SO Instance ldentity Layer.

FAIP [1-D. sato-soos-faip]:
The Federated Agent Intelligence Protocol specifies cross-donain
federated anal ytics derived from SO | nstance Event Streans. The
data residency field in [I-D. sato-soos-idp] Section 4.1 controls
per-record FAIP tier eligibility.

Security Considerations

SO Instance identifiers (so_id) are UU D v7 values carrying timng
information. |nplenmentations that consider SO creation timng
sensitive MJUST treat so_id values as sensitive and avoi d exposi ng
them in unaut henticated contexts.

The Event Streamis the ground truth of an SO I nstance’'s history.

| mpl enent ati ons MJST protect Event Streamintegrity through GEC
signing of every entry. A tanpered Event Stream MJST be treated as
a critical security incident triggering HEM C ass 1 escal ati on.



Zone B content integrity depends on the security of the Zone B
storage system |Inplenentati ons MJUST ensure Zone B storage provides
integrity guarantees appropriate to the sensitivity of stored content.

The GEC- SO associ ati on nmodel (Section 9) creates a single point of
authority over an SO Instance. Inplenentations MJST protect GEC
signing keys at the conformance | evel declared by the GEC per
[1-D. sato-soos-idp] Section 9.

Mandat e JWI' bi ndi ng verification (Section 8.3) MJST precede Cedar
policy evaluation. A failed binding verification MJST generate an
Event Streamentry.

The Narrowi ng Property (Section 8.2) is a security invariant. Any
i npl ementation permitting a child mandate to exceed its parent’s
scope creates an authorization escal ation vulnerability.

12. Privacy Considerations

Zone A Invariant |NV-ZA-1 prohibits personal data in Zone A. This
is the primary privacy protection in the SO design: it ensures that
Zone A data and the Event Stream can be retained for audit after
Cryptographi c Erasure wi thout retaining personal data.

Zone B content MJST be encrypted at rest. Cryptographic Erasure

(Section 6.3) satisfies erasure obligations under GDPR Article 17
[GDPR] and APPI Article 19 [APPI] by destroying Zone B encryption
keys.

The human_principal _id field is a persistent identifier for a
natural person. Access MJST be controll ed by Cedar policy.

The Event Stream may contain agent identifiers and action records
that constitute personal data under applicable |aw. |npl enentations
MJUST apply appropriate access controls to Event Stream queries and
ensure retention periods conply with applicable data retention |aw.

13. | ANA Consi derations

13.1. SO Type Registry
Regi stry name: Sovereign Cbject Type Registry
Regi stration procedure: Specification Required.
Initial registrations: None. The first registration is expected
fromthe ATP Foundation foll owi ng RFC publication, registering
"at p/ booki ng-obj ect” as the reference inplenentati on SO Type.

13.2. SO Lifecycle Phase Registry

Regi stry name: Sovereign Object Lifecycle Phase Registry
Regi stration procedure: Standards Action

Initial registrations:

Phase Nane Descri ption

ACTI VE Nor mal operation phase.

OPERATI ONALLY_COVPLETE Term nal operational state reached
ADM NI STRATI VELY_CLOSED Adm ni strative cl osure phase

ARCHI VED Read-only retention phase.

CRYPTOGRAPHI CALLY_ERASED Zone B content erased.

13.3. SO Event Type Registry
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Regi stry name: Soverei gn Cbject Event Type Registry
Regi stration procedure: Specification Required.

Initial registrations:

Event Type Descri ption

SO _CREATED SO I nstance creat ed.

STATE_TRANSI TI ONED State machine transition executed.
ZONE_B_ATTACHED Zone B content attached.
ZONE_B_DETACHED Zone B content detached.
MANDATE_BOUND Mandat e JWI' bound to SO I nstance.
MANDATE REVOKED Mandat e JWI r evoked.

HEM ESCALATED HEM escal ati on triggered.

HEM RESOLVED HEM escal ati on resol ved.
PHASE_TRANSI TI ONED Li fecycl e phase transition.
ERASURE_| NI TI ATED Cryptographic erasure initiated.
ERASURE _COVPLETED Crypt ographi c erasure conpl et ed.
GEC _TRANSI TI ONED CEC associ ation transferred.
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Appendi x A, ATP Booki ng Ohject -- Reference |nplenentation

The ATP Booking hject is the reference inplenmentation of the
Sovereign Object primtive. It is the SO Type that the Activity
Travel Protocol [ATP] defines for governing travel transactions
across Al agents, operators, and travellers. It has been operational
as a reference inplenmentation at M/Auberge K K. (Chino, Nagano,
Japan) since early 2026.

A.1. SO Type Registration
so_type_id: "at p/ booki ng- obj ect/ 1. 0"
regi strant: ATP Foundation (activity-travel -protocol.orqg)
specification: https://activitytravel.pro/layer3/

A.2. State Machine

The ATP Booki ng Obj ect has el even canoni cal states:

State Descri ption

I NQUI RY Booki ng i ntent declared; no comm tnent.

FEASI BI LI TY_CHECK Async feasibility validation in progress.

AVAI TI NG_CONFI RVATI ON Feasibility passed; supplier confirmation
pendi ng.

CONFI RVED Al'l parties confirned; booking live.

PRE_ACTIVITY Pre-activity coll ection phase.

I N_JOURNEY Travel l er in experience; tracks sub-phases.

COVPLETED Journey finished; duty-of-care net.

CANCELLED Booki ng cancel | ed.

EXPI RED Booki ng | apsed wi thout confirnation.

BOOKI NG_SUSPENDED Cross-cutting disruption state; overlays
any other state.

DI SPUTED Di sput e opened post-conpl eti on.

The I N JOURNEY state carries eight sub-phases: PRE_DEPARTURE,
TRANSI T, ARRI VAL, ORI ENTATION, ACTIVITY, POST_ACTIVITY, RETURN,
POST_JQURNEY.

BOOKI NG_SUSPENDED i s a cross-cutting state nodifier that may overl ay
any non-termnal state. Wen active, all agent-initiated transitions



are prohibited until a human principal resolves the suspension.
A.3. Zone A/ Zone B Application

Zone A fields: so_id, so_type_id, current_state, booking_reference,
operator_id, supplier_id, activity_id, journey_date, policy_version.

Zone B attachnents: traveller identity docunents, health declarations,
consent records, insurance certificates, and all other personal data
associ ated with the booki ng.

Thi s separation enabl es the ATP Booki ng Object Event Streamto be
retained for audit after Cryptographic Erasure of traveller personal
data, satisfying GDPR Article 17 erasure obligations without
destroyi ng the governance audit record.

A 4. SO Lifecycle Mpping

The ATP Booki ng Cbject’s el even operational states exist entirely
within SO Lifecycle Phase 1 (ACTIVE). The SO Lifecycle Phase
transitions of Section 6 govern the Booking Cbject’s progression
fromactive operation through archival and eventual Cryptographic
Erasure of traveller personal data.

The two-axis nodel -- Booking Object state (operational) and SO

Li fecycl e Phase (governance) -- are orthogonal. A booking in

IN JOURNEY state is sinmultaneously in SO Phase 1 (ACTIVE). A
booking i n COMPLETED state transitions to SO Phase 2

( OPERATI ONALLY_COWPLETE) after billing and duty-of-care obligations
are sati sfied.
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