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Abst ract

Al agents operating in automated workflows require a structured

aut hori zation credential that binds agent authority not nerely to
an action type, but to a specific governed resource instance, a
specific human principal, a specific Cedar action scope, and a
specific mssion context. Existing workload credentials provide
identity but not governance binding. Existing QAuth tokens provide
scope but not resource-instance specificity, human principa

| i nkage, or nmandate issuance chain traceability.

Thi s docunent defines the Mandate JWI (MIWI): a W MSE wor kl oad
credential profile that grants an Al agent authority to performa
specified set of Cedar actions on a specific Sovereign Object

i nstance under the oversight of a named human principal. The MIW
carries governance clainms not present in general-purpose workl oad
credentials: a Cedar action scope, a Sovereign Object instance

bi nding, a human principal identifier, a nission reference, and a
mandate ceiling. The Narrow ng Property -- by which a child mandate
is always a strict subset of its parent in all authorization
dimensions -- is normatively defined. The MIW is the authorization
primtive referenced by [I-D.sato-soos-idp], [I|-D.sato-soos-hen,
[1-D. sato-soos-gar], [|-D.sato-soos-cap], and [I|-D. sat o-so0s-sov].
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I nt roduction

The | ETF community has nmade significant progress in specifying how
Al agents authenticate using workload credentials [I-D.ietf-w nse-
arch] and how they obtain authorization tokens for APl invocation
[I-D.ietf-oauth-v2-1]. These specifications answer the question:
is this agent permtted to performactions of type X?

The SOOS governance protocol family -- IDP [I-D. sato-soos-idp], HEM
[1-D. sato-soos-hem, GAR [I-D. sato-soos-gar], and CAP

[1-D. sato-soos-cap] -- requires a richer binding. An agent
governed by SOOS is not nerely permitted to performactions of

type X. It is authorized to performa specific Cedar action set on

a specific Sovereign bject instance [|-D. sato-soos-sov], under the
oversi ght of a naned human principal, within a declared nission
context, subject to a nandate ceiling that cannot be exceeded by any
child nandate in the del egati on chain.

No existing credential type carries this conbination of clains.

W MSE wor kl oad credentials provide identity. QAuth access tokens
provi de scope. Neither provides Soverei gn Object instance binding,
human princi pal |inkage, mnission reference, nandate ceiling, or

del egation chain traceability with the Narrowi ng Property enforced
as a normative invariant.



Thi s docunent defines the Mandate JWI (MIWI): a W MSE wor kl oad
credential profile [I-D.ietf-wi nse-arch] that extends the W NMSE
credential nodel with governance clainms specific to the SOOS
protocol family. The MIW is the authorization primtive that all
five SOOS governance drafts reference: IDP presents it at each
Transition Request; HEMrecords it at escalation; GAR includes it
in every Session Audit Record; CAP evaluates it before prohibition
enforcenment; and SOV binds it to a Soverei gn Object instance.

The MIWI is also a profile of the MQuinness Actor Profile

[1-D. ncgui nness-oauth-actor-profile]. The del egation_chain claim
defined in the Actor Profile is adopted w thout nodification and
carries the mandate issuance chain fromthe originating human
princi pal through each internedi ate del egation step to the current
agent. The MIWI extends this chain with SOOS-specific governance
clains: the Sovereign (bject binding, the Cedar action scope, the
m ssion reference, and the mandate ceili ng.

The mission ref claimin the MIWE conposes directly with M ssion
Bound Aut horization [I-D. ntcgui nness- oaut h-ni ssi on- bound-

aut horization]: a mission declared under that framework is

ref erenceable as the mission_ref in the MIWI, binding per-
transition |IDP declarations to the broader m ssion context under
whi ch the agent is operating.

The design principle of the MIWI is instance specificity: an agent
is not authorized to govern objects of type T in the abstract. It
is authorized to perform Cedar actions Al..An on Sovereign Object
instance Y, in lifecycle phases Pl1..Pm while the Sovereign Object’s
state machine is in states Sl..Sk, under human principal H  That
specificity -- inpossible to express with QAuth scopes or general

W MSE credentials -- is what nakes SOOS governance auditabl e,
revocabl e, and human-princi pal -traceable at the instance |evel.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Thi s docunent uses the follow ng terns:

Mandate JWI (MIW):
A W MSE wor kl oad credential profile defined in this docunment that
bi nds an Al agent’s authorization to a specific Soverei gn bject
i nstance under a named hunman princi pal .

Root Mandat e:
An MIW issued directly by a human principal or a GEC acting on
explicit human principal instruction. A Root Mandate has no
par ent nandat e.

Chi | d Mandat e:
An MIW issued by a GEC on behal f of an agent that itself holds
a valid MIWI (the parent nmandate). A Child Mandate MJST satisfy
the Narrowi ng Property with respect to its parent.

Narrowi ng Property:
The invariant by which a Child Mandate is always a strict subset
of its parent Mandate in every authorization dinmension: Sovereign
oj ect scope, Cedar action scope, permitted SO states, pernitted
I'ifecycle phases, tenporal validity, and nandate ceiling.



Mandat e Ceil i ng:
The nmaxi mum aut hori zation |l evel that any mandate in a del egation
chain may grant. Expressed as a conformance |evel integer (1, 2,
or 3) corresponding to the GEC conformance | evels defined in
[1-D. sato-soos-idp] Section 9

Del egati on Chai n:
The ordered sequence of nmandate issuance events fromthe Root
Mandate to the current MIWI, as recorded in the del egati on_chain
claim

Revocation Registry:
A CEC- mai ntai ned store of revoked mandate jti values and their
cascade revocation trees.

Soverei gn Object (SO:
As defined in [I-D. sato-soos-sov]: a causally ordered, policy-
governed, typed, living docunment that evolves through a predefined
finite state space under GEC authority.

Gover ni ng Enforcenent Component (GEC)
As defined in [I-D. sato-soos-idp]: a runtine conponent that
enforces authorization policy, records agent actions to a tanper-
evi dent Event Log, and medi ates agent access to governed objects.

Cedar:
A policy | anguage and eval uation engi ne [ Cedar] used by the GEC
to eval uate authorizati on deci sions.

Human Pri nci pal :
A natural person who holds authority over an SO I nstance and whose
identifier appears in the MIWIT human_principal _id claim

M ssi on Reference:
A UUD identifying a M ssionDeclaration as defined in
[1-D. ncgui nness- oaut h- m ssi on- bound- aut hori zati on] under which
the agent is operating.

3. Probl em Stat enent
3.1. The CGovernance Binding Gap

The SOOS governance protocol family requires that every agent action
be traceable to:

(a) A specific human principal who authorized the agent’s mandate.

(b) A specific Sovereign Object instance the agent is bound to.

(c) A specific Cedar action set the agent is permtted to execute.

(d) A specific nmission context under which the agent is operating.

(e) A mandate issuance chain fromthe authorizing human principa
through every internedi ate del egati on step.

(f) A mandate ceiling that no child nandate may exceed.

No existing credential standard provides all six properties in a
single verifiable token. This gap neans that the four |ive SOCS
drafts -- 1DP, HEM GAR, and CAP -- each reference a Mandate JWI
as the authorization prinitive without a normative specification
of what that JWI nust contain. This docunment fills that gap

3.2. Wiy Existing Credentials Are Insufficient
QAuth 2.1 access tokens [I-D.ietf-oauth-v2-1] provi de scope-based

aut hori zation. They do not provide Sovereign Object instance
bi ndi ng, human principal identification, nission reference, mandate



ceiling, or Narrowing Property enforcenment. An QAuth scope of
"booki ng: write" authorizes an agent to perform booking wite

operations in general; it does not authorize a specific agent to
perform Cedar action "atp: booking: confirm' on SO i nstance
"019547ab-..." under human principal "hp-001".

W MSE wor kl oad credentials [I-D.ietf-w nse-arch] provide workl oad
identity. They authenticate the agent as a specific workl oad but
do not carry the governance clains required by SOOS: SO bi ndi ng,
Cedar action scope, human principal |inkage, or mandate ceiling.
The MIWI is a WMSE profile -- it extends WMSE credentials with
t hese governance cl ains, not replaces them

The McQui nness Actor Profile [I-D. ncgui nness-oauth-actor-profile]
provi des del egation chain traceability. The MIW adopts the

del egation_chain claimdirectly and extends it with SO binding and
SOCS governance clains. The Actor Profile and the MIWT are

compl enentary, not conpeti ng.

3.3. Relationship to WNMSE

The MIWI is a WMSE workl oad credential profile. It extends the
W MSE credential nmodel [I-D.ietf-w nse-arch] by addi ng governance
clains specific to the SOOS protocol famly.

A W MSE-conform ng verifier that does not understand MIW-specific
clains MJUST treat those clains as unrecogni zed and MUST NOT fail
verification solely because of their presence, consistent with JW
processing rules [ RFC7519]. A GEC verifying an MIWI MJUST process
all SOOS governance claims as specified in Section 8.

The MIWI is intended as a candidate for submission to the WNMSE
wor ki ng group as an Al agent governance profile. The June 2026
W MSE i nterimdiscussion of draft-klrc-aiagent-auth identified

governance binding as a gap in existing Al agent authentication
proposals. The MIWF addresses that gap.

3.4. Relationship to M ssion Bound Aut horization

M ssi on Bound Aut horization [I-D. ncgui nness-oaut h-ni ssi on- bound-
aut hori zation] defines a framework for binding agent authorization
to a declared mssion context. The MIWN mission_ref claimcarries
a M ssionDeclaration UU D fromthat framework.

When mission ref is present in an MIWI, the IDP mssion_ ref field
[1-D. sato-soos-idp] Section 4.1 MIST match the MIWE ni ssion_r ef

at every Transition Request. This binding ensures that per-
transition intent declarations are traceable to the broader m ssion
context, enabling Cedar policies to distinguish between on-nission
and of f-m ssion agent acti ons.

The MIWI t hus serves as the token-level bridge between M ssion Bound
Aut hori zation (the nission declaration franmework) and |IDP (the per-
transition intent declaration).

3.5. Relationship to the Actor Profile

The McQui nness Actor Profile [I-D. ncguinness-oauth-actor-profile]
defines the delegation_chain claimfor recording the sequence of

principals in an authorization del egation. The MIW adopts this
claimw thout nodification.

In the MIWI, the del egation_chain records the mandate i ssuance
history fromthe Root Mandate’'s hunman principal through each

i ntermedi at e sub-agent del egation to the current nandate hol der.
Thi s chain enabl es the GEC, human principals, and Verified External
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Auditors to trace any agent action back to the originating human
authorization -- a requirenent for EU Al Act Article 12 conpliance
[ EUAI A] and for the accountability property that SOOS is designhed
to provide.

The Mandate JWI
MIWI as a W MSE Wor kl oad Credential Profile

The MIWI is a JSON Wb Token [ RFC7519] that conforns to the W MSE
wor kl oad credential nodel [I-D.ietf-w nmse-arch] and extends it with
SOCS governance clains. The MIWI MJUST be signed using the Ed25519
al gorithm [ RFC8037] .

The MIWI is presented by an agent to the GEC as part of every
Transition Request, alongside an IDP [I-D.sato-soos-idp]. The GEC
MUST verify the MIWI before evaluating Cedar policy. The
verification protocol is specified in Section 8.

MIWE C ai nB
1. Standard JWI Cl ai s

iss (lssuer):
REQUI RED. The identifier of the GEC or human principal that
i ssued this MIWI. For Root Mandates, this is the human
principal’s identifier. For Child Mandates, this is the
issuing GEC s identifier.

sub (Subject):
REQUI RED. The identifier of the agent holding this MW.
MUST be a WIMSE workl oad identifier [I-D.ietf-w nse-arch].

jti (JWr 1D):
REQUI RED. A UUI D v7 [ RFC9562] uniquely identifying this MW
instance. The jti is the mandate_id referenced by |IDP
[1-D. sato-soos-idp] Section 4.1 and GAR [I|-D. sat o-soos-gar].
UUID v7 is required for its tinme-ordered property, which enables

chronol ogi cal nandate issuance queries w thout additional indexing.

iat (lssued At):
REQUI RED. The tine at which this MIWI was i ssued.

exp (Expiration Tine):
REQUI RED. The tinme after which this MIWI MUST NOT be accept ed.
For Child Mandates, exp MJUST NOT be |ater than the parent
mandate’s exp claim This is a dinmension of the Narrow ng
Property (Section 5).

nbf (Not Before):
OPTI ONAL. The tine before which this MIWI MUST NOT be accept ed.

2. WMSE dains

The MIWI inherits the following WMSE clains as defined in
[I-D.ietf-wi nmse-arch]:

wid (Wrkload ldentifier):
REQUI RED. The W MSE workl oad identifier of the agent.

cnf (Confirmation):
REQUI RED. The proof - of - possessi on key confirmation claim
[ RFC7800]. The agent MJST denonstrate possession of the
correspondi ng private key when presenting the MIW.
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2.

3. SOO0S Governance C ai s

The followi ng clains are defined by this docunent and constitute
the SOOS governance extension to the WMSE credenti al nodel .

so_id:
REQUI RED. The UUI D v7 identifier of the Sovereign Object
instance this MIWE binds the agent to, as defined in
[1-D. sato-soos-sov] Section 4.2.1. The GEC MJUST verify that
the so id in the MIWI matches the SO Instance targeted by the
Transi ti on Request.

so_type_id:
REQUI RED. The SO Type identifier of the bound Soverei gn Object
instance. MJST nmatch the so type id in the SO Instance’s
Identity Layer [I-D. sato-so0s-sov].

human_pri nci pal _i d:
REQUI RED. The identifier of the human principal under whose
authority this MIWI was issued. For Root Mandates, this is
the identifier of the natural person who directly authorized
the agent. For Child Mandates, this MJST be the sane
human_princi pal _id as the parent mandate -- the human princi pal
of the root of the del egation chain does not change through
sub- agent issuance.

The GEC MUST verify that the human_principal _id in the MIWE
mat ches the human_principal _id in the SO Instance's ldentity
Layer [I|-D.sato-soo0s-sov] Section 4.2.1.

cedar _acti ons:
REQUI RED. A JSON array of Cedar action strings that this MIW
aut horizes the agent to request. The GEC MJUST reject Transition
Requests for Cedar actions not present in this array.

For Child Mandates, cedar_actions MJST be a subset of the parent
mandat e’ s cedar_actions. This is a dinension of the Narrow ng
Property (Section 5).

permitted states:
OPTI ONAL. A JSON array of SO state strings (as declared in the
SO Type's state machine) in which the authorized cedar_actions
may be performed. |f absent, the cedar_actions are permtted in
all states declared in the SO Type. For Child Mandates, if
present, this array MJUST be a subset of the parent nandate’'s
permitted states.

permtted_phases:
OPTI ONAL. A JSON array of SO lifecycle phase strings in which
the authorized cedar_actions may be perforned. |If absent, the
cedar _actions are permitted in all lifecycle phases. For Child
Mandates, if present, this array MJST be a subset of the parent
mandat e’ s permitted_phases.

mandat e_cei | i ng:
REQUI RED. An integer (1, 2, or 3) specifying the maxi mum GEC
conformance | evel at which this MIWT and any child nmandat es
derived fromit may be honored. The CGEC MJST reject MIWs
with a mandate_ceiling below its own conformance |evel. See
Section 9 for ceiling enforcenment rules.

par ent _nmandate_i d:
REQUI RED for Child Mandates; MJST be absent for Root Mandates.
The jti of the parent MIWT fromwhich this Child Mandate was
derived. Enables the GEC to retrieve and verify the parent
mandat e for Narrowi ng Property verification.



4. 3.

del egati on_chai n:

OPTI ONAL; REQUI RED when parent_mandate_id is present.

The

del egati on chain as defined by [I-D. ncgui nness-oaut h-actor -

profile].

the issuing principal,
and the issuance tinestanp.

Each entry in the chain records one issuance step
the receiving agent,
The chai n enabl es conpl ete

the issued jti,

traceability fromany Child Mandate back to the originating

human pri nci pal

wi t hout

i nt er medi at e nandat es.

m ssion_ref:
OPTI ONAL.

in [I-D. ncgui nness-oaut h-m ssi on- bound- aut hori zati on].
the IDP mssion_ref field [I-D. sato-soos-idp]

present,

requiring the verifier to retrieve

A UUD identifying a M ssionDecl aration as defined

When

Section 4.1 MJUST match this value at every Transition Request.

The GEC MUST reject Transition Requests where nission_ref
in the MIWIT but absent or

pr esent

zone_b_read:

OPTI ONAL. Bool ean.

to read Zone B content fromthe bound SO | nstance,

If true,

is
m snmat ched in the | DP.

this MIWE aut horizes the agent

subject to

Cedar policy evaluation [I-D.sato-soos-sov] Section 7.2.

Def aul t: fal se.

zone_b wite:

OPTI ONAL. Bool ean.

to attach Zone B content to the bound SO | nstance,
Cedar policy eval uation.

MIWI JSON Structure

The following is the normative JSON
Fi

If true,

mar ked REQUI RED MUST be present.

omtted.

tr
i ss":
"sub":
it
"iat":
"exp":
"nbf":

"wid":
"enf": {
} "fwk"s ...}

"so_id":
"so_type id":

"human_pri nci pal _i d":

"cedar_actions":
"permitted_states":
"permtted_phases":
"mandate_ceiling":
"parent _mandate_id":
"del egation_chain":
"mssion_ref":
"zone_b _read":
"zone_ b write":

}

The MIWI MUST be signed using Ed25519 [ RFC8037].

MUST i ncl ude:

string,
string,
string,
i nt eger,
i nt eger,
i nt eger,

string,

string,
string,
string,
[string],
[string],
[string],
i nt eger,
string,
[ object],
string,
bool ean,
bool ean

this MIWE aut horizes the agent

Def aul t:

subject to
fal se.

structure of an MIWI. Fields
el ds nmar ked OPTI ONAL NAY be

REQUI RED. |ssuer identifier.
REQUI RED. W MSE wor kl oad | D.
REQUI RED. UUI D v7. nandate_id.
REQUI RED. Nuneri cDat e.

REQUI RED. Nurreri cDat e.

OPTI ONAL. Nuneri cDat e.

REQUI RED. W MSE wor kl oad | D.
REQUI RED. PoP key confirnmation.

Ed25519 public key [ RFC8037].

REQUI RED. SO I nstance UUI D v7.
REQUI RED. SO Type identifier.
REQUI RED. Human princi pal |D.
REQUI RED. Aut hori zed acti ons.
OPTI ONAL. Permtted SO states.
OPTI ONAL. Permtted SO phases.
REQUI RED. 1, 2, or 3.

REQUI RED i f child mandat e.
REQUI RED i f child nandate.

OPTI ONAL. M ssi on UUI D.
OPTI ONAL. Default fal se.
OPTI ONAL. Default fal se.

The JOSE header



{
"al g": "EdJDSA",

"kid": "<key identifier of the issuer’s signing key>"

}

5. The Narrow ng Property
5.1. Definition

The Narrowi ng Property is a normative invariant of the MIWK

del egation nmodel. A Child Mandate MUST be a strict subset of its
parent Mandate in every authorization dinmension. A Child Mandate
MUST NOT grant any authority that its parent Mandate does not itself
hol d.

The Narrowi ng Property is what gives SOOS del egation its security
guarantee: no sub-agent in a del egation chain can exceed the
authority of the human principal at the root of that chain.

5.2. Narrow ng Di nensi ons
The Narrowi ng Property applies across six dinmensions:

(a) Sovereign Object scope. A Child Mandate's so_id MIST reference
the sane SO Instance as its parent. A Child Mandate MJUST NOT
reference an SO | nstance not covered by its parent.

(b) Cedar action scope. A Child Mandate's cedar_actions array MJST
be a subset of its parent’s cedar_actions array. The GEC MJST
reject a Child Mandate that contains any Cedar action not present
in the parent mandate’s cedar actions.

(c) Permitted SO states. If a Child Mandate decl ares
permitted_states, that array MJST be a subset of the parent’s
permitted_states. |If the parent nandate does not declare
permtted_states (inplying all states are permtted), the child
may declare any permitted_states subset.

(d) Permitted lifecycle phases. |If a Child Mandate decl ares
permitted_phases, that array MJST be a subset of the parent’s
permitted_phases. |If the parent does not declare
permtted_phases, the child nay decl are any subset.

(e) Tenporal validity. A Child Mandate's exp clai m MJST NOT be
later than its parent’s exp claim The CGEC MJST reject a Child
Mandat e whose exp exceeds the parent’s exp.

(f) Mandate ceiling. A Child Mandate' s mandate_ceiling MJST NOT
exceed its parent’s mandate ceiling. A Root Mandate establishes
the maximumceiling for the entire del egation tree.

5.3. CEC Verification of Narrow ng

The GEC MUST verify the Narrow ng Property whenever a Child Mandate
is presented. Verification requires retrieving or caching the
parent nandate identified by parent_nandate_id.

If the parent mandate has been revoked (Section 7), the GEC MJST
treat the Child Mandate as invalid regardl ess of the Child Mandate’s
own revocation status.

Narrowi ng Property violations MJST result in a NARRON NG VI OLATI ON
deny code in the GEC DENY response [|-D. sato-soos-idp] Section 6.
The viol ati on MUST be recorded in the SO I nstance Event Stream as
a MANDATE_NARROW NG VI OLATI ON entry.



The del egation_chain claim(Section 4.2.3) MY be used by the GEC
to verify the full chain without retrieving each internedi ate
mandat e i ndividually, provided the chain entries are signed by the
GEC that issued each step.

6. Mandate |ssuance
6.1. |Issuance Authority

Root Mandates MJST be issued by a human principal or by a GEC
acting on explicit, recorded human principal instruction. The
i ssuance event MJST generate a MANDATE BOUND entry in the SO

I nstance Event Stream [I|-D. sat 0o-soos-sov] Section 4.2.3.

A GEC MUST NOT issue a Root Mandate autonomously. Any MIWP t hat
does not carry a parent_mandate_id and was not issued pursuant to
recorded human principal instruction MIJST be treated as invalid.

6.2. Child Mandate |ssuance

A Child Mandate is issued by a GEC on behal f of an agent that
itself holds a valid, non-revoked MIWI (the parent mandate). The
i ssuing GEC MUST:

(a) Verify that the parent mandate is valid and non-revoked.

(b) Verify that the requested Child Mandate satisfies the Narrow ng
Property in all six dinmensions (Section 5.2).

(c) Set parent_nandate_id to the jti of the parent nandate.

(d) Extend the del egation_chain with a new entry recording this
i ssuance step.

(e) Set human_principal _id to the sane value as the parent nandate’'s
hurmman_pri nci pal _i d.

(f) Generate a MANDATE _BOUND Event Streamentry for the SO I nstance.

(g) Sign the Child Mandate with the GEC s Ed25519 si gni ng key.

The GEC MUST NOT issue a Child Mandate that violates the Narrow ng
Property. An issuance request that would violate Narrow ng MJST

be rejected with a NARRON NG VI OLATI ON response and MJST be recorded
in the Event Stream

6.3. Delegation Chain

The del egation_chain claimrecords the mandate i ssuance history as
defined by [I-D. ncgui nness-oaut h-actor-profile]. Each entry in
the chain MJUST contain:

i ssuer _id:
The identifier of the principal (human or GEC) that issued this
mandat e step.

recipient_id:
The W MSE wor kl oad identifier of the agent that received this
mandat e step.

mandate jti:
The jti of the MIWI issued at this step.

i ssued_at:
1 SO 8601 timestanp of issuance.

gec_si gnat ur e:
The Ed25519 signature of the issuing GEC over this chain entry.
For the Root Mandate step (issued by a human principal), this
field carries the human principal’s signing key signature if
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avail abl e, or is marked as human_i ssued.

The del egation_chain enables a verifier to reconstruct the conplete
aut hori zation |ineage without retrieving each internedi ate MW,
provi ded each chain entry’'s gec_signature is valid.

Mandat e Revocati on
Revocation Registry

The GEC MUST nmintain a Revocation Registry: a persistent store of
revoked mandate jti values and their associ ated cascade revocation
trees.

The Revocation Registry MJST be queryable by jti. A query response
MUST i ndi cat e:

(a) Whether the queried jti is directly revoked.

(b) Whether the queried jti is cascade-revoked (its parent or an
ancestor has been revoked).

(c) The revocation tinestanp.

(d) The jti of the directly revoked ancestor, if cascade-revoked.

The GEC MUST check the Revocation Registry before accepting any
MIWI at a Transition Request. A revoked or cascade-revoked MIW
MUST result in a MANDATE REVCKED deny code.

Cascade Revocation

Revoki ng a mandate automatically revokes all Child Mandates derived
fromit. This is the cascade revocation property.

When a mandate is revoked, the GEC MJST:

(a) Record the jti in the Revocation Registry as directly revoked.

(b) Traverse the nmandate issuance tree rooted at the revoked jti
and mark all descendant jtis as cascade-revoked.

(c) Cenerate a MANDATE REVOKED Event Streamentry for each revoked
mandate, recording the jti, the revocation reason, the revoking
principal, and the revocation timestanp.

(d) If any revoked mandate is currently bound to an active GEC
session, the GEC MUST i medi ately trigger HEM Cl ass 1 escal ati on
[1-D. sato-soos-hen] for that session

Cascade revocation MJST be propagated within the trust donmain in
whi ch the mandate was issued. Cross-donain cascade revocation
semantics are outside the scope of this docunent.

Revocation Event Log Entry

Every revocation event MJST generate a MANDATE REVOKED entry in the
SO Instance Event Streamw th the follow ng fields:

{

"event _type": " MANDATE_REVOKED',

"revoked jti": string, ; jti of the revoked nandate.

"revocation_type": string, ; "DI RECT" or " CASCADE"

"cascade_root _jti": string, ; jti of directly revoked ancestor
; 1 f REVOCATI ON_TYPE i s CASCADE

"revocation_reason": string, ; Human-readabl e reason

"revoking_principal": string, ; I D of revoking human princi pal

"revoked_at": string ; 1SO 8601 tinestanp.
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GEC Verification Protocol
1. Verification Steps

On receiving a Transition Request carrying an MIWI, the GEC MJST

performthe followi ng verification steps in order before proceeding
to Cedar policy evaluation. Failure at any step MJST result in an
i medi at e DENY response with the appropriate deny code (Section 8.2).
The DENY MJST be recorded in the SO I nstance Event Stream

Step 1 -- Signature verification.
Verify the MIWI"s Ed25519 signhature using the issuer’s public
key. The issuer’s public key MIST be retrieved fromthe GEC s
trusted key store or fromthe WMSE trust anchor for the issuing
wor k| oad.

Step 2 -- Tenporal validity.
Verify that the current tine is after nbf (if present) and
before exp. An expired MIWI MJUST be rejected.

Step 3 -- Revocation check.
Query the Revocation Registry for the MIWI"s jti. A directly
revoked or cascade-revoked MIWI MUST be rej ect ed.

Step 4 -- SO Instance binding.
Verify that the MIWI"s so_id matches the SO I nstance targeted
by the Transition Request. Verify that the MIWI"s so _type_id
mat ches the SO Instance’s so_type_id.

Step 5 -- Human principal |inkage.
Verify that the MIWI" s human_princi pal _id matches the
human_principal _id in the SO Instance's ldentity Layer
[1-D. sat o-soos-sov] Section 4.2.1.

Step 6 -- Mandate ceiling.
Verify that the MIWI"s mandate_ceiling is greater than or equal
to the GEC s conformance level. A mandate ceiling bel ow the
GEC s conformance | evel MJST be rejected.

Step 7 -- Narrowi ng Property (Child Mandates only).
If parent_nmandate_id is present, retrieve or verify the parent
mandat e and verify the Narrowi ng Property in all six dinensions
(Section 5.2).

Step 8 -- Cedar action scope.
Verify that the cedar_action in the Transition Request is present
in the MIW" s cedar _actions array.

Step 9 -- State and phase restrictions.
If permtted states is present, verify that the SO I nstance’s
current _state is in the permtted states array. |If

permitted phases is present, verify that the SO Instance’s
current _phase is in the pernmtted_phases array.

Step 10 -- Mssion reference (if present).
If the MIWET carries mission ref, verify that the IDP subnmitted
with this Transition Request also carries mssion_ref and that
t he val ues match.

Al ten steps MJST pass before the GEC proceeds to Cedar policy
eval uati on.

2. Verification Failure Deny Codes

The foll owi ng deny codes are defined for MIWE verification failures.
These codes are returned in the GEC DENY response as defined in



[1-D. sato-soos-idp] Section 6.

Deny Code | Step | Condition
___________________________ o
MIWI_SI GNATURE_I NVALI D | 1 | Ed25519 signature invalid.
MIWI_EXPI RED | 2 | Current time after exp.
MIWI_NOT_YET_VALID | 2 | Current time before nbf.

MANDATE REVOKED | 3 | jti directly or cascade revoked.
MIWI_SO M SMATCH | 4 | so_id msmatch.

MIWI_SO TYPE_M SMATCH | 4 | so type id m snatch.

MIWT_PRI NCI PAL_M SMATCH | 5 | hurman_principal _id m smatch.
MIWI_CEILING INSUFFICIENT | 6 | mandate_ceiling bel ow GEC | evel .
NARROW NG_VI CLATI ON | 7 | Narrowi ng Property viol ated.
MANDATE_SCOPE | 8 | cedar_action not in scope.
MIWI_STATE_RESTRI CTED | 9 | SO state not in pernitted states.
MIWI_PHASE RESTRI CTED | 9 | SO phase not in pernitted phases.
MIWI_M SSI ON_REF_M SMATCH | 10 | mssion_ref mismatch with | DP.

9. Mandate Ceiling

9.1. Ceiling Definition

The mandate_ceiling clai mspecifies the nmaxi mum GEC conf or mance

| evel at which this MIWT and any Child Mandate derived fromit
may be honored. The ceiling values correspond to the conformance

| evel s defined in [I-D. sato-soos-idp] Section 9:

Ceiling Value |

GEC Level |

| Level 1 |
| Level 2 |
| Level 3 |

Descri ption

Application Profile. GEC as SDK
Isolated Profile. GEC as sidecar.
Kernel Profile. RATS-attested TEE.

A mandate_ceiling of 2 means this MIWI and all Child Mandates
derived fromit MAY be honored by a Level 1 or Level 2 CGEC, but
MJUST NOT be honored by a Level 3 GEC. This ceiling prevents a
mandat e i ssued in a | ower-assurance context from being used to
aut horize actions in a higher-assurance enforcenent environnent.

The ATP Foundati on has cl osed decision TI-2 specifying that the
mandate ceiling for the ATP reference inplenmentation is Level 2.
No mandate issued in the ATP Booki ng Object governance context
may be honored by a Level 3 (hardware-attested) GEC wi t hout
explicit human principal re-authorization at Level 3.

9.2. CEC Ceiling Enforcenent

The GEC MUST enforce the mandate ceiling at Step 6 of the

verification protocol (Section 8.1).

A Level
A Level
A Level

3 GEC MUST reject any MIWT with mandate_ceiling < 3.
2 CEC MUST reject any MIWIT with mandate_ceiling < 2.
1 GEC accepts MIWIs with any mandate_ceiling val ue.

When a nmandate ceiling violation is detected, the GEC MJUST return
a MIWI_CEIl LI NG_| NSUFFI Cl ENT deny code and MJUST record the event
in the SO Instance Event Stream

10. Relationship to Oher SOOS Drafts

I DP [I-D. sat o-soos-idp]:
The I DP mandate id field carries the jti of the MIWI present ed
with each Transition Request, linking every intent declaration
to the specific nandate under which the agent is acting. The
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IDP mssion_ref field MUST match the MIWE ni ssion_ref when
present. The CGEC verifies this match at Step 10 of the
verification protocol (Section 8.1).

HEM [ | - D. sat 0- soos- heni :
HEM escal ati on events reference the nandate id of the MIWI
active at the time of escalation. Mndate revocation during
an active HEM PENDI NG state MJST trigger Class 1 escal ation
The human principal identified by human_principal _id in the
MIWI is the natural person responsible for HEM deci sion
authority over the SO Instance.

GAR [I-D. sat o-soos-gar]:
The Session Audit Record includes the mandate_id of every MIWI
presented during the governed session. The delegation_chain
in each MIWI provides the traceability record that GAR audit
consumers use to reconstruct the full authorization |ineage.

CAP [1-D. sat o- soos-cap] :
CAP Tier 0 and Tier 1 prohibition evaluation occurs before MIW
scope verification in the policy evaluation order defined in
[1-D. sato-soos-sov] Section 7.3. A CAP prohibition denies the
action regardl ess of the MIWI"s cedar _acti ons scope.

SOV [ I -D. sat 0- so0s-sov]:
The MIWI so_id claimbinds the nandate to a specific SO I nstance
as defined in [I-D. sato-soo0s-sov]. The Narrow ng Property
di mensions (Section 5.2) directly correspond to the binding nodel
specified in [I-D. sato-soos-sov] Section 8.

Security Considerations

The MIWI is the authorization primtive for the SOOS governance
stack. Its security properties depend on the security of the
Ed25519 signi ng keys used by issuing GECs and human pri nci pal s.

GEC signing keys MJST be protected at the conformance | eve
declared by the GEC [I-D. sato-soos-idp] Section 9. At Level 3,
keys MJST be bound to a RATS-attested execution environment. At
Level 2, keys MJST be held in an isolated process inaccessible to
agent code. At Level 1, key protection is application-managed;

SCI TT transparency | og subm ssion is RECOWENDED as a conpensating
control

The Narrowi ng Property (Section 5) is a security invariant. Any

i npl erentation that allows a Child Mandate to exceed the scope of
its parent creates an authorization escalation vulnerability. The
GEC MUST enforce Narrowi ng at issuance (Section 6.2) and at
verification (Section 8.1 Step 7). Enforcing at both points

provi des defense in depth.

Cascade revocation (Section 7.2) requires the GEC to nmaintain a

compl ete nandate issuance tree for each SO I nstance. |nplenentations
MJST ensure that the nandate issuance tree is consistent with the

SO I nstance Event Stream An inconsistency between the two is a
critical security finding and MUST trigger HEM C ass 1 escal ation

The nmandate_ceiling claim(Section 9) prevents mandate | aunderi ng:
an attenpt to use a mandate issued in a | ower-assurance context to
aut horize actions in a higher-assurance enforcenment environnent.

I mpl enent ati ons MUST enforce ceiling constraints at Step 6 before
proceeding to any further verification

The human_principal _id claimis a persistent identifier for a
natural person. It MJST be treated as sensitive and MJST be
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prot ect ed agai nst unauthorized di scl osure. Access to MIWI contents
cont ai ni ng human_principal _id MJUST be authorized by Cedar policy.

Privacy Considerations

The MIWI carries human_principal _id, a persistent identifier for
a natural person. Inplenentations MJUST NOT expose MIW contents
to agents or principals not authorized to receive them by Cedar

pol i cy.

The del egation_chain records the sequence of principals in a mandate
i ssuance chain. This chain may constitute personal data under GDPR
Article 4(1) [GDPR] and APPlI Article 2 [APPI]. Inplenentations

MUST apply appropriate access controls to del egation_chain contents.

MIWI jti values (mandate_ids) are UUI D v7 values that carry timng
information. Inplenmentations that consider mandate issuance timng
sensitive MIJST treat jti values as sensitive identifiers

The Revocation Registry (Section 7.1) nay reveal infornmation about
mandat e i ssuance and revocation patterns. Access to the Revocation
Regi stry MJUST be restricted to authorized GECs and audit principals.

| ANA Consi der ati ons
1. JW dainms Registry

Thi s docunent requests registration of the following JW clains in
the 1 ANA JSON Wb Token Clains registry [ RFC7519]:

ClaimNanme: so_id

Cl ai m Description: Sovereign Object instance identifier
Change Controller: |ESG

Ref erence: This docunent, Section 4.2.3.

Claim Nane: so_type id

Cl ai m Description: Sovereign Ohject Type identifier
Change Controller: |ESG

Ref erence: This docunent, Section 4.2.3.

Cl ai m Name: human_principal _id

Clai m Description: Human principal identifier for agent mandate.
Change Controller: |ESG

Ref erence: This docunent, Section 4.2.3.

Cl ai m Nanme: cedar _actions

Cl ai m Description: Authorized Cedar action set.
Change Controller: |ESG

Ref erence: This docunent, Section 4.2.3.

Claim Name: pernitted_states

ClaimDescription: Permtted Soverei gn bject states.
Change Controller: |ESG

Reference: This document, Section 4.2.3.

Clai m Nanme: pernitted phases

ClaimDescription: Permitted Sovereign Object |ifecycle phases.
Change Controller: |ESG

Ref erence: This docunent, Section 4.2.3.

Cl ai m Nane: nandate _ceiling

Cl ai m Descri ption: Mxi num GEC conformance | evel for mandate.
Change Controller: |ESG

Ref erence: This docunment, Section 4.2.3.



Cl ai m Nane: parent _rmandate_id

ClaimDescription: JW ID of parent nandate in del egation chain.
Change Controller: |ESG

Ref erence: This docunent, Section 4.2.3.

Cl ai m Narre: m ssion_ref

Cl ai m Description: M ssion Declaration UU D reference.
Change Controller: |ESG

Ref erence: This docunent, Section 4.2.3.

Cl ai m Nare: zone_b read

Cl ai m Description: Zone B read authorization flag.
Change Controller: |ESG

Ref erence: This docunent, Section 4.2.3.

Claim Name: zone_b _wite

ClaimDescription: Zone B wite authorization flag.
Change Controller: |ESG

Ref erence: This docunent, Section 4.2.3.

.2. MW Deny Code Registry

Thi s docunent requests IANA to create the followi ng registry:

Regi stry name: SOOS MIWK Verification Deny Code Registry
Regi stration procedure: Specification Required.

Initial registrations: As listed in Section 8. 2.
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Appendi x A. MW Exanpl es
A.1. Root Mandate Exanple

The following is an exanpl e Root Mandate issued by a human princi pal
to an OTA booki ng agent for a specific ATP Booki ng Object instance.

Header :
{
"al g": "EdJDSA",
"kid": "hp-001-ed25519-key-1"

}

Payl oad:

{
"iss": "hp- 001",
"sub": "wi mse: agent : ot a- booki ng- agent -v2",
it "019547ab- 1234- 7abc- 8def - 000000000001",
"iat": 1748131200,
"exp": 1748217600,

"wid": "wi mse: agent : ot a- booki ng- agent - v2",



"enf":r

"Twk": |
"kty": "OKP",
"crv": "Ed25519",
"X "11gYAYKXCr f VS_7TyWHOg7hcvPapi M rwi aaPcHURo"
}
} ]
"so_id": "019547ab- 1234- 7abc- 8def - 000000000099",
"so_type id": "at p/ booki ng- obj ect/ 1. 0",

"human_princi pal _id": "hp-001",

"cedar _actions":
"at p: booki ng: confirni,
"at p: booki ng: cancel ",
"at p: booki ng: suspend"

],
"permitted_states": ["CONFI RMED', "PRE_ACTIVITY", "IN_JOURNEY"],
"pernmitted phases": ["ACTI VE"],
"mandate_ceiling": 2,
"mssion_ref": "m ssi on- uui d-azusa-j our ney- 2026- 06- 15",
"zone_b read": true,
"zone_b wite": fal se

}
A. 2. Child Mandate Exanpl e

The following is a Child Mandate issued by the GEC to a sub-agent
(weat her nonitoring agent) derived fromthe Root Mandate in A 1.
The Narrowi ng Property is denonstrated: cedar_actions is a strict
subset and permtted states is further restricted.

Payl oad:
{
"iss": "gec- myauber ge- 001",
"sub": "wi mse: agent : weat her - noni t or - agent - v1",
it "019547ab- 1234- 7abc- 8def - 000000000002",
"iat": 1748131260,
"exp": 1748174400,
"wid": "wi mse: agent : weat her - noni t or - agent -v1",
"enf": { "jwk": { ... } },
"so_id": "019547ab- 1234- 7abc- 8def - 000000000099",
"so_type id": "at p/ booki ng- obj ect/ 1. 0",
"human_princi pal _id": "hp-001",
"cedar_actions": [ "at p: booki ng: suspend"],
"pernmitted_states": ["I'N_JOURNEY"],
"pernmitted _phases": ["ACTI VE"],
"mandate_ceiling": 2,
"parent _mandate_id": "019547ab-1234-7abc-8def-000000000001",
"del egation_chain": [
{
"issuer_id": "hp- 001",
"recipient_id": "w nse:agent: ot a-booki ng-agent-v2",
"mandate_jti": "019547ab- 1234- 7abc- 8def - 000000000001",
"issued_at": "2026- 05-24T12: 00: 002",
"gec_signature": "human_i ssued"
H
{
"issuer_id": "gec- myauber ge- 001",
"recipient_id": "w nse:agent:weather-nonitor-agent-v1l",
"mandate_jti": "019547ab- 1234- 7abc- 8def - 000000000002",
"issued_at": "2026- 05-24T12: 01: 00Z",
"gec_signature": "<Ed25519 si gnature>"



"mssion_ref": "m ssi on-uui d- azusa- j our ney- 2026- 06- 15",
"zone_b read": fal se,
"zone_b wite": fal se

}

In this Child Mandat e:

- cedar_actions is reduced to ["atp: booki ng: suspend”] only.
- permtted states is narrowed to ["I N _JOURNEY"] only.

- exp is earlier than the parent mandate’s exp.

- zone_b read is false (parent had true; child reduces it).
- human_principal _id is unchanged: "hp-001".

- The del egation_chain records both issuance steps.

The weat her nonitoring agent may only request BOOKI NG SUSPENDED
state transitions, only while the Booking Object is | N JOURNEY,
and cannot read Zone B (traveller personal data). This is the

Narrowi ng Property in production.
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