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Abst ract

When a consequential task requires nultiple Al agents -- one to
coordi nate, others to execute, each operating on different objects
in a shared workflow -- who is responsible for the outcone? Which
agent caused whi ch state change? Under whose authority? |If the
coordi nating agent’s authorization is revoked, does the authority
of every sub-agent it delegated to i mediately expire? If one
agent in a parallel workflow exceeds its scope, can that excess
propagate to others?

Today, no protocol ensures the answers to these questions are
knowabl e. Milti-agent Al systens can produce accountability bl ack
hol es: chains of del egati on where the authority at each hop is
uncl ear, where revocation does not cascade reliably, and where

the audit record cannot reconstruct whi ch agent caused which

out come under which authorization

Thi s docunent defines the Milti-Agent Del egati on (MAD) protocol

a normative specification ensuring that authority in nulti-agent
Al workflows is structured, verifiable, and reconstructable. MAD
specifies three mechani sms. The Narrowi ng Property (I NvV-4)
ensures that authority can only attenuate across a del egati on hop
-- a sub-agent can never acquire capabilities its orchestrator
does not itself hold. SO Instance Topol ogy Types provide five
formally defined patterns for how governed objects relate at
runtime. SO Cluster Coordination Primitives (L1-16) enable
paral |l el fan-out topologies in which multiple specialist agents
execute simultaneously, with aggregation rules that let the
orchestrator proceed as soon as a quorum of specialists conplete.

For human principals, MAD provides a single recoverable property:
the accountability chain is always reconstructable fromthe GEC
signed audit record alone. Cascade revocation nmeans one deci sion
stops the entire tree. For Al agents, MAD provides machi ne-speed
del egation authority and the parallel execution efficiency that
sequenti al singl e-agent approaches cannot achi eve.
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1. Introduction

A consequential workflow often requires nore than one Al agent.
A travel itinerary spanning eight suppliers -- flights, ground
transfers, accomodation, activity operators -- may require eight



speci al i st agents, each authorized to manage one supplier’s
state, coordinated by an orchestrating agent tracking overal
progress. A network managenent operation may require a

coordi nating agent that del egates segnment-specific routing
deci sions to specialist sub-agents, each operating within a
defined traffic domain. A |egal docunent workflow may fan out
to jurisdictional specialists that each produce a clause, then
aggregate into a finalized agreenent.

Wthout a del egati on governance protocol, these nulti-agent

wor kfl ows produce accountability black holes. Which agent caused
which state transition? Under whose authority? |If the
orchestrator’s mandate is revoked -- because a conpliance
threshold is breached, because a human principal w thdraws

aut hori zati on, because the m ssion governing the session enters

a terminal state -- does that revocation inmediately reach the
specialist agents it delegated to? |If a specialist agent
attenpts to act beyond its authorized scope, does the confused
deputy vulnerability allow that excess to propagate? Wthout
protocol -1 evel answers to these questions, nulti-agent Al systens
cannot be audited, safely revoked, or relied upon for
consequential depl oynment.

For Al agents, a governed del egation nodel is not only a safety
property -- it is an efficiency property. An orchestrator
operating under MAD can del egate to specialist sub-agents at
machi ne speed, w thout a human bottl eneck at each hop, because
the Narrowi ng Property pre-verifies that authority flows only
downward. Parallel fan-out topologies allow multiple specialists
to execute sinultaneously rather than sequentially. Quorum based
aggregation rules let the orchestrator proceed as soon as enough
specialists conplete, without waiting for the full set. The
cluster coordination primtives in this docunent are the mechani sm
by which nulti-agent workflows achi eve the conputationa

ef ficiency that single-agent sequential approaches cannot match.

MAD addresses these requirements through three conpl ementary
nmechani sns:

(1) The Narrowing Property (INV-4): a nandate issued to a
sub-agent MJST contain only a strict subset of the Cedar
actions available to the issuing agent. Authority can only
attenuate, never anplify, across a del egation hop.

(2) SO Instance Topol ogy Types: five formally defined patterns
descri bing how multiple Sovereign Object instances relate to
each other at runtine, enabling orchestrators and the GEC
to reason about nulti-agent workflows at the structura
| evel

(3) SO Cluster Coordination Primtives (L1-16): a GEC- | eve
service for declaring, managi ng, and querying coll ections
of related SO i nstances executing in coordination, wth
cluster-enriched Cedar eval uation and aggregation rules for
paral |l el fan-out patterns.

Thi s docunent specifies all three nmechanisnms as a unified

Mul ti-Agent Del egation protocol. It is intended as a conpanion
to draft-sato-soos-aep (Agent Execution Protocol), which defines
the per-agent execution |oop; draft-sato-soos-sov (Sovereign

oj ect), which defines the SO structure and |ifecycle;
draft-sato-soos-nmw (Mandate JWI), which defines the del egation
credential format; and draft-sato-soos-hem (Hunan Escal ati on
Mechani sn), whi ch defines how human oversight integrates into
mul ti-agent sessions. MAD is the coordination governance |ayer
across the four-draft stack: IDP [I-D.sato-soos-idp] provides



the per-transition audit artifact at each del egati on hop; HEM
[1-D. sato-soos-henml is the escal ati on nmechani sm when a hop
requires human judgrment; GAR [I-D.sato-soos-gar] is the pernanent
audit record for the full workflow, CAP [I|-D.sato-soos-cap] is
the prohibition floor applying to every agent at every del egation
| evel .

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in
this docunment are to be interpreted as described in BCP 14

[ RFC2119] [RFC8174] when, and only when, they appear in all
capitals.

Ter mi nol ogy

The following terns are used in this docunment. Terns defined in
draft-sato-soos-sov and draft-sato-soos-aep apply when used here.

Soverei gn Object (SO
The unit of governance in SOO0OS. A causally ordered,
policy-governed, living typed docunent that evolves through a
predefined finite state space under GEC-enforced authority.

Mandat e JWI
An Ed25519-signed JSON Wb Token granting a specific agent
authority to performspecific Cedar actions on a specific SO
instance, issued by a principal in the Party Registry.

Narrowi ng Property
The invariant that a child nandate’ s Cedar action set is always
a strict subset of the issuing agent’s own Cedar action set.
Defi ned normatively as | Nv-4.

Party Registry
The GEC-rmanaged registry of all principals (operators,
agents, humans) and their Ed25519 public keys, and nmandat e
i ssuance rel ationshi ps.

Orchestrator Agent
An agent that coordinates a multi-agent workflow, issuing
mandat es to specialist sub-agents and nanagi ng aggregate
progress across multiple SOs or SO C uster menbers.

Speci al i st Agent
An agent operating under a nandate issued by an orchestrator,
with authority narrowed to a specific SO instance and Cedar
action subset.

SO d uster
A CEC-managed col |l ection of related SO instances executing
in coordination. A cluster is a coordination and visibility
overlay; it does not itself hold Cedar-governed state.

Cluster Registry
A CEC-maintai ned in-menory index of all declared clusters
and their nmenber SCs, rebuilt fromthe Event Log on kernel
restart per | NV-14.

Aggregation Rule
A decl ared condition on SO Cl uster nenber states that, when
satisfied, causes the GEC to fire a
CLUSTER_AGGREGATI ON_CONDI TI ON_MET Proxi mtyEvent to the
orchestrator session.

Creation Principal dass
The class of principal authorised to create an SO i nstance:



HUMAN_DI RECT, AGENT_DELEGATED, or AGENT_AUTONOMOUS

Mandat e | ssuance Tree
The directed tree of mandate issuance rel ationshi ps naintai ned
in the Party Registry, used to conpute CASCADE TO DESCENDANTS
revocation scope.

GEC (Governance Execution Controller):
The runtine conponent that enforces MAD coordination primtives.
A CEC nmaintains the Cluster Registry, enforces INV-4 at nandate
i ssuance, executes Cedar policy at each transition, records al
events to the GEC-signed Event Log, and fires ProxinityEvents
to orchestrator sessions. Earlier versions used "kernel" for
this conmponent; GEC is the nornmative term across the SOOS stack

CGEE
Goal Execution Engine. An optional SOOS OS service that inverts
control, driving the agent execution |loop on behalf of an
orchestrator rather than the agent driving its own | oop

3. Milti-Agent Mandate Mbdel
3.1. The Narrow ng Property

INV-4 (Narrowi ng Property) is the foundational invariant of the
SOCS mul ti-agent del egation nodel .

INV-4: A Cedar action MJST only appear in a mandate if it is a
subset of the issuing agent’s own Cedar action set. The Narrow ng
Property MJUST be enforced at mandate issuance, not only at

eval uati on.

This invariant has three consequences:

(a) Authority can only attenuate across a del egation hop. A
speci al i st agent cannot acquire capabilities its orchestrator
does not itself hold. An orchestrator cannot grant what it
does not have.

(b) The confused deputy attack is structurally prevented at the
mandate layer. A malicious or conprom sed sub-agent that
attenpts to invoke actions beyond its mandate will be rejected
at Step 1 (Mandate Validation) of the kernel execution sequence
defined in draft-sato-soos-aep Section 4. 2.

(c) Revocation of an orchestrator mandate cascades to all
descendant mandates in the issuance tree (Section 3.5).

I mpl enent ati ons MJUST enforce INV-4 at mandate issuance tine in the
Party Registry, not solely at gec.transition() evaluation tine.

A mandate that violates INV-4 MJST be rejected by the Party

Regi stry before it is issued.

3. 2. Mandat e | ssuance Tree

The Party Registry MUST maintain a nandate issuance tree: a

directed tree of nandate issuance rel ationshi ps where each node is

a Mandate JW and each directed edge records that the parent nandate
was used to issue the child nandate.

The mandat e i ssuance tree MJST record, for each issued nandat e:

parent _nandate jti The jti of the mandate used to authorise
this issuance. NULL for mandates issued
directly by a human-held Party Registry
princi pal .



i ssui ng_principal The Party Registry ID of the issuing agent
or hunan.

cedar _action_set The Cedar actions granted. MJST satisfy
INV-4 with respect to the parent mandate’s
cedar _action_set.

i ssued_at | SO- 8601 tinmestanp of issuance.

so_uuid The SO UUID this nandate is bound to.
Per I NV-6 (draft-sato-soos-nmjw Section 4),
a mandate is SO instance-bound.

The nandate issuance tree is used to conpute the
CASCADE_TO _DESCENDANTS revocation scope defined in Section 3.5.

3.3. SO Type-Bound Creation Mandates

INV-6 binds a nandate JWI to a specific SOUUD. This creates a
boot st rappi ng dependency: creating an SO requires a nmandate, but the
SO UUI D does not exist until creation.

SOCS resolves this with SO Type-bound creation mandates. A
creation nandate is scoped to an SO Type identifier, not to an SO
instance UUD. It grants authority to call

gec. createSoverei gnObject() for SCs of the specified type.

SO Type-bound creati on nandates MJST record:

creati on_nandat e Bool ean flag indicating this mandate
aut hori ses SO creation, not transitions.

so_type The SO Type Registry identifier the mandate
is scoped to.

So_type_version The version constraint, if any.

The GEC MUST enforce that a creation mandate is only accepted at
the gec. createSoverei gnCbj ect() call, not at

gec.transition(). An SO instance-bound nmandate MJUST NOT be
accepted at gec. createSoverei gnCbject ().

3.4. Creation Principal C asses

Every SO instance is created by exactly one of three Creation
Princi pal d asses:

HUMAN_DI RECT
A human operator creates the SO instance directly via an
application. No parent mandate is required. The creating
princi pal MJST hold a human- backed Ed25519 Party Registry key.

AGENT_DELEGATED
An agent creates the SO instance under a mandate that explicitly
i ncludes SO creation authority for a given SO Type
(Section 3.3). The creating agent MJST present a valid SO Type-
bound creation nandate at gec. createSoverei gnCbject ().

AGENT_ AUTONOMOUS
An agent with standing Party Registry creation rights for a
specific SO Type creates the instance w thout a per-invocation
mandate. Standing rights are declared in the Party Registry
at agent registration tine by a human principal.

The creation_principal _class MIST be recorded in the



CREATE_SOVEREI GN_OBJECT GEC event (Section 7).

Cedar eval uates against the SO Type's creation policy before
creation occurs. The default result is PERMT. The SO Type

desi gner MAY declare DENY rules for: class restriction (e.g.,
AGENT_AUTONOMOUS prohibited for this type), rate control, operator
suspensi on, or cross-SO dependency conditions.

3.5. Cross-Mandate Revocati on Cascade

4.

4.

4.

When a mandate revocation is issued with revocati on_scope:
CASCADE_TO DESCENDANTS (as defined in draft-sato-soos-njw

Section 5.3), the GEC MIJST | ook up all mandate JWIs in the

Party Regi stry whose issuance chain includes any revoked jti as an
ancest or.

Al'l descendant jti values MIJST be added to the Revocation Registry
atomically with the parent revocation. The cascade MJST be
recorded in the single MANDATE_REVOCATI ON_| SSUED event -- not as
separ at e per-descendant events. One human deci sion; one kerne
action; conplete audit trail

This invariant ensures that revoking an orchestrator nandate
term nates all specialist sub-agent mandates sinultaneously,

wi t hout requiring the revoking human to enumerate the del egation
tree.

SO | nstance Topol ogy Types
1. Topology dassification

SOCS recogni ses five SO I nstance Topol ogy Types descri bi ng how
multiple SO instances relate to each other at runtine. These
topol ogi es are not nutually exclusive within a conplex application

a single workflow may exhi bit Linear Chain structure at the top

| evel while individual nodes contain Parallel Fan-Qut sub-topol ogies.

The topol ogy classification is architectural guidance for

SO Type designers and orchestrator inplenentors. The kerne
operates on individual SCs one transition at a tine regardl ess of
topol ogy. [INV-1 through INV-14 apply uniformy across al

t opol ogy types.
2. Topology 1l: Linear Chain (Sequential Pipeline)

A parent SO i nstance owns a defined sequence of child SO instances
that conplete in order. The parent state nachine gates the
creation of each subsequent child on the prior child reaching a
term nal state. ProximtyEvents (defined in draft-sato-soos-aep
Section 7.3.2) deliver conpletion signals fromchild to parent.

Exanpl e: A travel booki ng workfl ow conpri sing

FlightQut_SO -> Hotel SO -> Activity SO -> FlightReturn_SO.  The
parent Booki ngCbj ect _SO enters a "l egs pending" parallel state; each
leg SOs termnal state fires a ProximtyEvent to the parent.

Kernel requirenent: The parent SO stores child SO UU Ds as Zone A
cross-references. The ProximtyEvent carries the child' s

so_uuid and term nal state as payload. The parent state machine
uses these references to gate its own transitions.

This topology is fully supported by the current SOOS ker nel

4.3. Topology 2: Parallel Fan-Qut (Concurrent Siblings)

Multiple child SO instances run sinultaneously under a conmon



parent. The parent SO aggregates conpletion signals fromchildren
according to a declared aggregation rule: ALL_ COVPLETE,
ANY_COWPLETE, or QUORUM n).

The SO C uster Manager (Section 5) provides the coordi nation
primtives for this topology. The orchestrator declares a cluster
after creating the nenber SOs; the GEC eval uates the aggregation
rule at each PARALLEL FAN QUT nenber transition and fires
CLUSTER_AGGREGATI ON_CONDI TI ON_MET when the condition is satisfied.

Exanple: A supplier availability check dispatching sinultaneously
to five vendor SO instances, proceedi ng when ANY_COWVPLETE.

4.4. Topology 3: Directed Acyclic G aph (DAG

Multiple child SO instances execute in parallel. Not all succeed.
Term nated children (dead ends) are informational data points for
surviving paths. The DAG shape is defined at SO Type design timne.

Thi s topol ogy requires:

(a) Dynamic SO creation under AGENT_DELEGATED creation mandat es.

(b) SO duster nmenbership that can accomobdate term nal menbers
while the cluster remains active.

(c) Cross-SO Zone A data flow surviving children reference the
Zone A data produced by term nated siblings.

The CGEC does not enforce the DAG structure. The orchestrator
i s responsi bl e for declaring cluster nmenbership and managi ng
cross-SO references in Zone A

Example: A multi-path experimental workflow where several
hypot hesis SOs are created sinultaneously, results of termi nated
experinents feed surviving paths, and one path reaches the target.

4.5. Topol ogy 4: Dynam c and Emergent

Child SO instances energe at runtime based on execution outcones.
The topol ogy shape is itself an outcone of execution, not a
pre-defined structure. This is the nbst general case, of which
Topology 3 (DAG is a constrained special case.

Thi s topol ogy requires:

(a) Dynamic SO creation under AGENT_DELEGATED nmandat es at each
step where the orchestrator deternines a sub-task warrants
gover nance.

(b) L1-16 DYNAM C cl uster menbershi p (addd ust er Menber,
renoved ust er Menber) .

(c) Cedar evaluation at each dynamic creation step.

Exanpl e:  An investigation workfl ow where an orchestrator SO spawns
hypot hesi s SGs dynami cal | y; each hypot hesis spawns experinent SOs
on positive results; experinents spawn retry SOs on partial failure.
The topology is determ ned by data, not design.

4.6. Topology 5: Cyclic and Re-entrant

An SOreturns to a prior state that it has al ready occupi ed.
This is not a newchild SO-- it is the same instance re-entering
a state in its own state nachine.

This topology is handl ed by the STATE REVERSAL Transiti onDecl aration
mechani sm defined in draft-sato-soos-sov Section 5. The

SO Type designer declares which transitions are STATE REVERSALs

and which settled obligations they disturb. The authority to



execute a STATE REVERSAL is determ ned by the
settled obligations_disturbed field.

Example: A quality review process where a batch SO can cycle
bet ween PROCESSI NG and QUALI TY_REVIEW Sstates nmultiple times before
reachi ng APPROVED or REJECTED.

Thi s topol ogy does not require the SO Cluster Manager. It is
resolved entirely by the state nmachine and Transiti onDecl aration
mechani sm

4.7. Kernel Effects by Topol ogy

INV-1 through I NV-14 do not change for any topology. The kernel
operates on individual SOs one transition at a tinme regardl ess of
t he number of agents or SGs involved in the containing workfl ow.

What changes by topology is the orchestration | ayer above the
ker nel :

0 Cross-SO Zone A references are the |inking nmechanismfor all
topol ogy types. A parent SO stores child SO UUIDs in Zone A
this is how the topological relationship is represented in
the governed record.

o0 The SO O uster Manager (Section 5) provides the coordination
| ayer for Topol ogies 2, 3, and 4.

o0 ProximtyEvents (Topol ogy 1) and CLUSTER AGGREGATI ON_CONDI TI ON_MET
(Topologies 2, 3, 4) are the signals by which conpletion
propagates upward in the topol ogy.

0 Topology 5 requires no additional kernel mechani sm beyond
STATE_REVERSAL TransitionDecl arati ons.

5. SO duster Coordination

5.1. The SO Granularity Rule
Bef ore specifying cluster primtives, this section provides
normati ve gui dance on when a discrete SO instance is warranted, to
prevent the performance and governance costs of over-granular SO
creation in multi-agent workfl ows.

An SO instance is warranted when a thing requires at |east one of:

(1) CGoverned state: the thing has discrete lifecycle phases
requiring Cedar-enforced authority to transition.

(2) HEMeligibility: a human nust be able to halt and deci de at
this unit’s boundary.

(3) Mandate scoping: different agents or humans require different
authority over this thing i ndependently.

(4) Audit accountability: an independent governance history of
this specific unit is required.

Data that does not neet any of these criteria SHOULD be nodel |l ed
as Zone B attachments on an existing SO not as a separate SO
i nst ance.

Thi s gui dance is advisory, not normative. The SO Type desi gner
determines the appropriate granularity for their donain.

5.2. Cduster Declaration Protocol



A cluster is declared after its menber SOs are created. The
cluster is a coordination and visibility overlay on existing SO
instances; it does not itself hold Cedar-governed state.

Tim ng: Menber SOs MJST be created individually before cluster
decl aration. The GEC does not support batch SO creation.

Authority: Al three Creation Principal Casses (Section 3.4) nmay
declare clusters. Custer declaration is Cedar-eval uated agai nst
the Decl areC uster Cedar action (Section 8).

SO state inpact: Cluster declaration does not alter the state
of any menber SO The cluster is coordination overlay only.

Merge and split: Merging two clusters into one, and splitting one
cluster into two, are first-class operations. Both require Cedar
eval uati on agai nst MergeC uster and SplitC uster (Section 8).

VWhen clusters are nerged, the orchestrator mandate governing the
resulting cluster MJUST satisfy INV-4 with respect to all nandates
hel d by agents operating on any nmenber SO

Orchestrator declaration on nerge or split: The orchestrator MJST
explicitly declare the new cluster structure after a nerge or split.
The GEC does not infer cluster structure from agent behavi our.

Mandat e scope on nerge: |INV-4 (Narrowing Property) is enforced
at individual SOtransition tine, not at nmerge declaration tine.

New CEC events: CLUSTER DECLARED, CLUSTER MERCED,
CLUSTER_SPLIT (Section 7).

Conf or mance rul es:
CONF- MAD- 01: A cluster MJUST NOT be declared with zero nenbers.

CONF- MAD- 02: A CLUSTER _MERGED event MJST record both source
cluster IDs and the resulting cluster ID.

CONF- MAD- 03: A CLUSTER SPLIT event MJST record the source cluster
I D and both resulting cluster |Ds.

Cl uster Menbership Model

Each cluster is declared with a nmenbership nodel at creation tine.
The nenbership nodel is inmutable after declaration.

STATI C nenbership: Menbers are declared at cluster creation and
cannot change. addd usterMenber and renoveCd usterMenber are not
permtted on STATIC clusters.

DYNAM C nenbershi p: Menbers may be added and renoved via
addd ust er Menber and renoved uster Menber. These operations are
Cedar - eval uated (Section 8).

Terminal state handling: Wen a cluster nmenber SO reaches a
term nal state, the GEC fires a CLUSTER MEMBER REACHED TERM NAL
ProximtyEvent to all active sessions on the cluster. The
orchestrator MJST explicitly declare nmenber renoval via
renoved ust er Menber. The GEC does not automatically remove
term nal menbers. This preserves INV-5 (every transition has
exactly one Event Log entry) and nmakes term nal -state handling
self-correcting under orchestrator failure.

Conpl eted nenber retention: Terminal nenbers are retained in the
Cluster Registry with TERM NAL status until CLUSTER DI SSOLVED.



This allows the orchestrator to query the full cluster history
at any point in the workflow

New CEC events: CLUSTER MEMBER_ADDED, CLUSTER MEMBER REMOVED
(Section 7).

New Proxi m tyEvent: CLUSTER MEMBER REACHED TERM NAL (Section 7).
Conf or mance rul es:
CONF- MAD- 04:  addd ust er Menmber MJST be rejected on STATIC cl usters.

CONF- MAD- 05:  removed ust er Menmber MJST be rejected for menbers in
non- TERM NAL states on STATIC cl usters.

CONF- MAD- 06:  CLUSTER MEMBER _REACHED TERM NAL MUST be delivered to
all active sessions before any subsequent SENSE delivery on the
affected cluster.

CONF- MAD- 07:  The orchestrator MJST explicitly call
renoveC ust er Menber before dissolveCuster if any nenbers remain
i n non- TERM NAL st at es.

5.4. Custer Registry

The GEC MUST nmmintain a Custer Registry: an in-nenory index of
all declared clusters, their nenbers, current nmenber states, and
aggregation status.

INV-14 (Cluster Registry Reconstruction): The Custer Registry
MJST be rebuilt fromthe Event Log on GEC restart. It is a
performance projection of the Event Log, not a second source of
truth. The pattern is identical to the Revocation Registry defined
in draft-sato-soos-nw Section 5. 2.

The Cluster Registry MJST maintain, for each cluster:

cluster _id UUI D v4, CEC-assigned at declaration.
menber shi p_nodel STATI C or DYNAM C.
menber s[ | For each menmber SO so_uuid,

current _so_state (projection updated on
every nmenber STATE TRANSI TI ON),

i fecycl e phase, nenbership_status
(ACTI VE or TERM NAL) .

aggregation_rul e Decl ared aggregation condition, if any.

aggregation_fired Bool ean; TRUE after the aggregation
condi tion has been satisfied once.

orchestrator_session The session_id of the orchestrator agent.
Per f or mance contract:
0 getCusterStatus(): (1), target <lns.
0 Custer Registry update on nenber SO transition: Q(1).
0 |INV-14 Event Log replay: O(e) where e is the nunber of cluster-

rel ated events. Accepted, same class as Revocation Registry.

CONF- MAD- 08: The Cluster Registry MJST be rebuilt fromthe Event
Log on GEC restart before processing any cluster queries.

5.5. duster-Enriched Cedar Eval uation



The GEC MUST NOT eval uate Cedar at the cluster scope. Cedar
eval uates at the individual SO transition scope only. This
preserves the kernel contract (draft-sato-soos-aep Section 4.1):
every transition is atom c, Cedar-eval uated, and Event-Log-
conmitted at the individual SO Ievel.

However, individual SO transitions on cluster nmenbers SHOULD carry
cluster context to enable cluster-aware Cedar policies. The kernel
MUST inject a cluster_context attribute into the Cedar eval uation
context for every transition on a cluster nmenber SO The
cluster_context attribute is populated fromthe Custer Registry
(Q(1) | ookup) and carries:

cluster _id The cluster this SO bel ongs to.
cluster_size Total nenber count.

term nal _count Count of nenbers in TERM NAL state.
aggregati on_st at us PENDI NG or CONDI TI ON_MET.

is last_active Boolean; TRUE if this is the last non-

term nal menber.

Thi s enabl es Cedar policies such as:
"PERM T this action only if aggregation_status is CONDI TI ON_MET"
or "REQURE HEMif is_last_active is TRUE and action is ROLLBACK".

CONF- MAD- 09:  cluster_context MJST be popul ated fromthe C uster
Regi stry before Cedar eval uation on any cluster nenber transition.

5.6. SO Custer Manager (L1-16)

L1-16 is a normati ve SOOS OS service. |nplenentations conform ng
to this document MJST provide the SO C uster Manager with the
foll owi ng six functions:

decl areC ust er (nmenber _so_uui ds[], nenbershi p_nodel,
aggregation_rul e, orchestrator_session_id)
Decl ares a new cluster. Cedar eval uation: Declared uster.
Returns: cluster_id (UUI D v4, CEC assigned).
Fires: CLUSTER DECLARED GEC event.

get usterStatus(cluster_id)
Pure read. Returns the Cluster Registry entry for the cluster.
No Cedar evaluation. Q(1), no Event Log scan.
Returns: cluster_id, nenbership_nodel, nenbers[],
aggregation_status, aggregation fired.

addd ust er Menber (cluster _id, so_uuid)
Adds a nmenber to a DYNAM C cluster. Cedar: Addd uster Menber.
Fires: CLUSTER MEMBER ADDED GEC event.

renoveC ust er Menber (cluster _id, so_uuid)
Renoves a nenber froma cluster. Cedar: Renoved usterMenber.
MJST be rejected if so uuid is in non-TERM NAL state on a
STATI C cl ust er ( CONF- MAD- 05) .
Fires: CLUSTER MEMBER REMOVED GEC event.

mergeCl uster(cluster_id a, cluster_id_b)
Merges two clusters into one. Cedar: MergeC uster.
Fires: CLUSTER MERGED GEC event. Both source clusters are
di ssol ved; a new cluster_id is assigned.

splitCuster(cluster_id, nmenber_set_a[], menber_set _b[])
Splits one cluster into twd. Cedar: SplitCuster.
Fires: CLUSTER SPLIT GEC event. The source cluster is
di ssol ved; two new cluster_ids are assigned.

di ssol ved uster(cluster_id)



Di ssolves the cluster. Cedar: D ssolved uster.

MUST be rejected if any menbers are in non- TERM NAL state
( CONF- MAD- 10) .

Fires: CLUSTER DI SSOLVED GEC event.

CONF- MAD- 10:  di ssol ved uster MJST be REJECTED if any cluster
menber SO is in non-TERM NAL st ate.

5.7. Aggregation Rules
The orchestrator MAY decl are an aggregation rule at cluster
creation time. The aggregation rule defines a condition on
cluster nmenber states that, when satisfied, triggers the
CLUSTER_AGGREGATI ON_CONDI TI ON_MET Proxi mi tyEvent.

Supported aggregati on conditions:

ALL COVPLETE Al nenber SCs have reached terninal states.

ANY_COWVPLETE At | east one nenber SO has reached a tern nal
st ate.

QUORUM n) At | east n nenber SGCs have reached terninal

states, where n is declared at creation tine
and MJUST be between 1 and the total nenber count.

The GEC eval uates the aggregation rule at every PARALLEL FAN OUT
menmber SO transition using the Custer Registry projection (no
Event Log scan required).

When the aggregation condition is first satisfied and
aggregation_fired is FALSE:

(a) The kernel fires CLUSTER AGGREGATI ON_CONDI TI ON_MET as a
Proxi mtyEvent to the orchestrator session.

(b) The kernel sets aggregation_fired to TRUE in the C uster
Regi stry. The condition fires exactly once.

Session availability: |If no active orchestrator session exists
when the condition is satisfied, the ProximtyEvent is queued and
delivered at the start of the next orchestrator session. This
follows the existing Proxi mtyEvent delivery nodel.

Conf or mance rul es:

CONF- MAD- 11:  Aggregation rule evaluation MJST use the O uster
Regi stry projection, not an Event Log scan.

CONF- MAD- 12:  CLUSTER_AGGREGATI ON_CONDI TI ON_MET MUST be delivered
exactly once per cluster lifetinme. Subsequent nenber transitions
after aggregation fired is TRUE MJUST NOT re-fire the event.

CONF- MAD- 13:  QUORUM n) where n exceeds the nenber count MJST be
rejected at cluster declaration tine.

5.8. Visibility Extensions
Mul ti-agent visibility is a first-class concern. This section
specifies extensions to three existing OS service surfaces that
enabl e cluster-aware visibility.

5.8.1. Agent Visibility: L1-01 (Live Perm ssion Map)

L1-01 is extended to support cluster-scope perm ssion queries.
The new function getC usterPernittedActions(cluster_id) returns,



for each menber SO the set of Cedar-permtted actions under the
calling agent’s current mandate. This enables an orchestrator to
determ ne the avail able action space across all cluster nenbers
in a single call, using the Cluster Registry projection for menber
enuneration and individual Cedar evaluation per nenber.

Performance contract: (1) per nenber via C uster Registry;
Cedar evaluation is Q'm where mis the nenber count.

5.8.2. Agent Visibility: L1-09 (Transition G aph)

L1-09 is extended to support cluster-scope path planning. The new
function getC usterTransitionG aph(cluster_id) returns a
cluster-scope path plan with a precondition field
orchestrator_path_precondition: AGGREGATI ON_CONDI TI ON_MET.

This allows the orchestrator to declare its intended path
conditional on aggregate conpletion, enabling plan validation before
any individual menber transition is executed.

5.8.3. Human Visibility: HEMCont ext

6.

6.

The HEMCont ext schenma defined in draft-sato-soos-hem Section 7.8.3
is extended with a cluster_context field. Wen a HEMis invoked
on a cluster nmenmber SO, the HEMContext delivered to the deciding
human princi pal MJST i ncl ude:

cluster _id The cluster this SO bel ongs to.
cluster_sumary Menber list with current states.

aggr egati on_st at us PENDI NG or CONDI TI ON_MET.

is_triggering_so TRUE for the nmenmber SO that triggered HEM

Thi s enabl es the human revi ewer to understand the nulti-agent
wor kfl ow state at the tine of escalation, not only the individual
SO state.

CONF- MAD- 14:  cluster_context in HEMContext MJST be popul ated
fromthe Cluster Registry at HEM | NVOKED ti ne.

Orchestrator- Speci al i st Model
1. GCEE Ochestration Mde

The Goal Execution Engine (GEE) orchestration node, defined in
draft-sato-soos-aep Section 7.6, is the nornmative operating nodel
for orchestrator agents in SO0S. In GEE node, the GEE inverts
control: rather than the orchestrator agent driving its own AEP
| oop, the GEE calls the orchestrator’s reason() function as a
service within a GEC-driven | oop.

The orchestrator exposes a single reasoning interface:
reason( cont ext _package: Context Package) -> Reasoni ngQut put
The GEE is responsible for:

(a) Delivering normative Context Packages to the orchestrator.
(b) Constructing the IDP fromthe orchestrator’s Reasoni ngQut put.
(c) Calling gec.transition() and kernel cluster operations

on behal f of the orchestrator.
(d) Issuing sub-agent nmandates fromthe orchestrator’s mandate.

The orchestrator MJUST NOT call gec.transition() or cluster
operations directly in GEE npde (CONF- GEE-06 of
draft - sat o- soos- aep) .



6.2. Ochestrator Mandate Scope

An orchestrator agent operates under a nmandate issued by a human
principal. The orchestrator nmandate defines the Cedar action set
fromwhich all sub-agent nandates mnust be derived (INV-4).

The orchestrator nandate MJST be SO instance-bound (I NV-6) for
each SO the orchestrator will transition directly. For SGs the
orchestrator creates and then del egates to specialists, the
orchestrator holds a SO Type-bound creation mandate (Section 3. 3)
pl us the Cedar actions required to declare and manage the cluster.

For cl uster-spanning workfl ows, the orchestrator mandate MJUST
include all Cedar cluster managenent actions required for the

i nt ended topol ogy: Decl areC uster, Addd usterMenber (for DYNAM C
clusters), MergeCluster or SplitCuster (if topology evolution is
expected), and Dissol veCd uster.

6.3. Specialist Agent Mandate |ssuance

The orchestrator issues mandates to specialist agents. Each
speci al i st mandate MUST satisfy INV-4: the specialist’s Cedar
action set MJST be a strict subset of the orchestrator’s Cedar
action set on the sane SO

Each specialist mandate MJST be SO instance-bound (INV-6) to a
specific nenber SO UUID. An orchestrator MJST NOT issue a nandate
that grants a specialist authority over nultiple SO instances in a
single mandate. |If a specialist requires authority over multiple
SGs, the orchestrator MJIST issue separate mandates, one per SO,
each individually |INV-4-conpliant.

The nandate issuance tree (Section 3.2) records each issuance
rel ati onship, enabling full provenance reconstruction at audit tinmne.

6.4. Sub- Agent Failure Recovery

When a specialist agent fails, expires, or is revoked, the
orchestrator nust recover the cluster state. The primary recovery
signal is CLUSTER MEMBER REACHED TERM NAL Proxi m tyEvent.

The recovery protocol is:

(1) The orchestrator receives CLUSTER MEMBER REACHED TERM NAL
for the failed specialist’s nenber SO

(2) The orchestrator calls getClusterStatus() to determine the
full cluster state.

(3) Based on the cluster state and the nenber SO s ternminal state,

the orchestrator determ nes whether to:

(a) Continue -- the aggregation rule tolerates this failure
(e.g., QUORUMn) is still achievable).

(b) Invoke HEM -- the failure is outside the orchestrator’s
confident decision scope.

(c) Dissolve -- the workflow cannot continue; the orchestrator
initiates conpensating actions on all renaining nmenbers.

If the sub-agent’s mandate was revoked (not expired), the

CASCADE_TO_DESCENDANTS behavi our (Section 3.5) ensures all

further transitions under the revoked mandate are bl ocked.
7. Kernel Events

This section specifies the GEC events introduced by this
docunent. Al GEC events MJST be signed by the KI A keypair



(I'NV-9 of draft-sato-soos-kia).
7.1. CREATE_SOVERElI GN_OBJECT

CREATE_SOVEREI GN_OBJECT {

event _type: " CREATE_SOVEREI GN_OBJECT",
event _id: <UUl D>,

ti mest anp: <I SO 8601 ni cr osecond>,
so_uui d: <UUI D v4, GEC- assi gned>,
so_type: <type_registry_id>,
so_type_version: <senver >,

creation_principal _class: "HUVAN DI RECT" |
" AGENT_DELEGATED" |
" AGENT_AUTONOMOUS" ,

creation_nandate jti: <ti> | null,
initial_state: <st at e_nane>,

initial _zone_a data: { <typed_graph_nodes> },
cedar _creation_result: "PERM T" | "DENY",

gec_si gnat ur e: <Ed25519 over canoni cal JSON>

}

creation_nandate jti is null for HUMAN DI RECT and
AGENT_AUTONOMOUS creation. MJST be non-null for
AGENT_DELEGATED creati on.

7.2. CLUSTER _DECLARED

CLUSTER DECLARED {

event _type: " CLUSTER_DECLARED",

event id: <UUl D>,

ti mest anp: <l SO 8601 ni cr osecond>,

cluster _id: <UUI D v4, GEC- assi gned>,

menber shi p_nodel : "STATIC' | "DYNAM C',

menber _so_uui ds: [ <UUD> ... 1,

aggregation_rul e: "ALL_COWVPLETE" | "ANY_COVPLETE"
"QUORUM' | null,

aggr egati on_quorum n: <integer> | null,

orchestrator_session_id: <UU D>,

orchestrator_mandate jti: <jti>,

cedar _result: "PERM T",

gec_si gnat ure: <Ed25519 over canoni cal JSON\N>
}

7.3. CLUSTER_MEMBER_ADDED

CLUSTER MEMBER_ADDED {

event _type: " CLUSTER_MEMBER_ADDED' ,
event id: <UUl D>,

ti mest anp: <I SO 8601 ni cr osecond>,
cluster _id: <UUl D>,

so_uui d: <UUl D>,

requesting_agent _id: <party registry id>,
mandate_jti: <jtio>,

cedar _result: "PERM T",

gec_si gnat ur e: <Ed25519 over canoni cal JSON>

}
7.4. CLUSTER MEMBER REMOVED

CLUSTER_MEMBER_REMOVED {

event _type: " CLUSTER_MEMBER REMOVED',
event i d: <UUl D>,

ti mest anp: <I SO 8601 ni cr osecond>,
cluster _id: <UUI D>,

so_uui d: <UUI D>,

menber final _state: <state_ nane>,



requesting_agent _id:
mandate jti:
cedar _result:

CLUSTER_DI SSCLVED {
event _type:
event id:
ti mest anp:
cluster _id:
final _nenber_states:
requesting_agent id:
cedar _result:
gec_si gnat ur e:

}

<Ed25519 over canoni cal

<party_registry_id>,
<jti>,
"PERM T",

gec_si gnat ure: <Ed25519 over canoni cal JSON\N>
}
7.5. CLUSTER_MERGED
CLUSTER_MERGED ({
event _type: " CLUSTER_MERGED',
event _id: <UUI D>,
ti mest anp: <I SO 8601 ni cr osecond>,
source_cluster_id_a: <UUl D>,
source_cluster_id_b: <UUl D>,
resulting cluster_id: <UUI D v4, GEC- assi gned>,
menber shi p_nodel : "STATIC' | "DYNAM C',
requesting_agent _id: <party_registry_id>,
cedar _result: "PERM T",
gec_si gnat ur e: <Ed25519 over canoni cal JSON>
}
7.6. CLUSTER SPLIT
CLUSTER SPLIT {
event _type: "CLUSTER_SPLI T",
event id: <UUl D>,
ti mest anp: <I SO 8601 ni cr osecond>,
source_cluster _id: <UUl D>,
resulting_cluster_id_a: <UUl D v4, GEC-assigned>,
menber _uui ds_a: [ <LWUID> ... 1,
resulting_cluster_id_b: <UUl D v4, GEC- assigned>,
menber _uui ds_b: [ <LUID> ... 1,
requesting_agent id: <party registry_ id>,
cedar _result: "PERM T",
gec_si gnat ure: <Ed25519 over canoni cal JSON\N>
}
7.7. CLUSTER DI SSOLVED

" CLUSTER DI SSOLVED",

<UUl D>,

<I SO 8601 ni cr osecond>,
<UUl D>,

[ { so_uuid, final _state },
<party registry_ id>,

"PERM T",

JSON>

7.8. ProximtyEvent: CLUSTER_MEMBER _REACHED TERM NAL

This ProximtyEvent is fired when a cluster nenber SO reaches a
term nal state. It is delivered to the orchestrator session per
the Proxi mtyEvent delivery semantics of draft-sato-soos-aep
Section 7.3.2.

Proxim tyEvent {
condi tion_id:
condi tion_type:
current _val ue:

<cl uster _id>:<so_uui d>,
" CLUSTER_MEMBER REACHED TERM NAL",
<t erm nal _state_nane>,

t hreshol d_val ue: "TERM NAL",
proximty pct: 1.0,
cluster _id: <UUI D>,
so_uui d: <UUI D>,

remai ni ng_active_count: <integer>



7.9. ProximtyEvent: CLUSTER AGGREGATI ON_CONDI TI ON_MET

This ProximtyEvent is fired when the cluster’s declared
aggregation condition is first satisfied.

Proxi mtyEvent {

condition_id: <cl ust er i d>: AGGREGATI ON,

condi tion_type: "CLUSTER _AGGREGATI ON_CONDI TI ON_MET",
current _val ue: <sati sfied_count >,

t hreshol d_val ue: <requi red_count >,

proximty_pct: 1.0,

cluster _id: <UUl D>,

aggregation_rule: "ALL COWLETE" | "ANY_COVPLETE" | " QUORUM,
satisfied nmenbers: [ <so_uuid> ... ]

8. Cedar Actions

The foll owi ng Cedar actions are introduced by this docunent. All
actions MJST be registered in the SOOS Cedar namespace.

SQOCS: : Action: : Creat eSover ei gnhj ect
Required to call gec.createSoverei gnChject(). Cedar
eval uates agai nst the SO Type's creation policy.

SOCS: : Action: : Decl ared ust er
Required to call L1-16 declareC uster().

SQOCS: : Acti on: : Addd ust er Member
Required to call L1-16 addd usterMenber ().

SOCS: : Acti on: : Renobved ust er Menber
Required to call L1-16 renoveCd usterMenber ().

SOCS: : Action:: Merged uster
Required to call L1-16 nergeC uster().

SOCS: : Action:: Splitduster
Required to call L1-16 splitC uster().

SQOCS: : Acti on: : Di ssol ved ust er
Required to call L1-16 dissolveCuster().

9. Confornmance
A conform ng SOOS multi-agent inplementation MUST satisfy all of
the following requirenents. Itens marked REJECT cause the kernel
to reject the triggering operation.

CONF- MAD-01 A cluster MUST NOT be declared with zero nenbers.
( REJECT)

CONF- MAD- 02 A CLUSTER _MERGED event MJST record both source cluster
IDs and the resulting cluster ID. (REJECT)

CONF- MAD- 03 A CLUSTER SPLIT event MJST record the source cluster
ID and both resulting cluster IDs. (REJECT)

CONF- MAD- 04 addd ust er Menber MJST be REJECTED on STATIC
clusters.

CONF- MAD- 05 renpved ust er Menber MJUST be REJECTED for menbers in
non- TERM NAL states on STATIC cl usters.



CONF- MVAD- 06 CLUSTER_MEMBER REACHED TERM NAL MUST be delivered to
all active sessions on the cluster before any
subsequent SENSE delivery on the affected cluster.

CONF- MAD- 07 The orchestrator MJST explicitly call
renoveC ust er Menber before dissolveCuster if any
menbers remain in non-TERM NAL states. (REJECT if
non- TERM NAL menbers exi st)

CONF- MAD- 08 The C uster Registry MJST be rebuilt fromthe Event
Log on GEC restart before processing any cluster
queries. (REJECT cluster queries before rebuild
is compl ete)

CONF- MAD- 09 cl uster_context MJST be populated fromthe C uster
Regi stry before Cedar eval uation on any cluster nenber
transition.

CONF- MAD- 10  di ssol ved uster MJST be REJECTED i f any cluster
menber SO is in non-TERM NAL st ate.

CONF- MAD- 11  Aggregation rule evaluati on MIUST use the C uster
Regi stry projection, not an Event Log scan.

CONF- MAD- 12 CLUSTER_AGGREGATI ON_CONDI TI ON_MET MJST be del i vered
exactly once per cluster lifetine.

CONF- MAD- 13 QUORUM n) where n exceeds the decl ared nenber count
MJUST be REJECTED at cluster declaration tine.

CONF- MAD- 14 cl uster_context in HEMCont ext MUST be popul ated from
the Cluster Registry at HEM | NVOKED ti ne.

CONF- MAD- GEC-01: A conform ng GEC i npl enentati on MUST enforce the
Narrowi ng Property (INV-4) at mandate issuance tine in the Party
Regi stry. Enforcenent solely at gec.transition() evaluation tine
does not satisfy this requirenent.

CONF- MAD- GEC-02: A conform ng GEC i npl enmentation MUST rebuild the
Cluster Registry fromthe Event Log on GEC restart before
processing any cluster queries. A CGEC serving cluster queries

froman unverified in-menory state without rebuild verification
does not satisfy this requirenent.

Open | ssues

The foll owi ng open questions are recorded for resolution in
successor docunents.

.1. 0OQS-41: Cross-Principal SO Coordination

When two SGs from separate Party Registry principals (or separate

SOCS i nstances) represent the same real -world transaction -- for
exanpl e, an operator’s GuestStaySO and a traveler’s
Travel Booki ngSO -- no nornmative coordi nati on protocol exists for:

(a) Declaring the cross-principal relationship between the two SGCs.

(b) Propagating state change signals between principals wthout
viol ati ng each principal’s SO aut onony.

(c) Handling disputes where the two SGs record conflicting
versions of events for the sane real-world transaction.

(d) Coordinating Zone A data across principals wthout violating
Zone A data residency requirenents.

This is a genuine architectural gap. 0OQ S-41 is a prerequisite
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for cross-domai n ATP depl oynent and for any multi-operator SOOS
federation scenario. It constrains: Zone B cross-principal data
sharing, GDPR cross-nenber accountability, and kernel multi-tenancy.

0OQ S-41 is tracked as HHGH priority. It does not block vl single-
oper at or depl oyment s.

2. 0Q S-43: Nested Custers

Whet her a cluster of clusters (a cluster whose nenbers are

thensel ves cluster identifiers rather than SO instance identifiers)
is a supported construct is unresolved. Nested clusters would
support hierarchical multi-agent workflows with i ndependent sub-
wor kf | ow aggregation conditions. This is tracked as LOVNpriority
and does not bl ock v1.

3. 0OQ S-44: duster-Scope Cedar Eval uation

Whet her Cedar evaluation at the cluster scope (evaluating a Cedar
policy that directly references cluster-level state rather than

i ndividual SO state) is warranted in a successor docunent is
unresol ved. The cluster_context Cedar attribute (Section 5.5)
provides a pragnmatic interimmechanism OQ S-44 is a prerequisite
for OQ S-43. Tracked as LOWNpriority; does not block vl.

Security Considerations
1. Confused Deputy Attack at Del egati on Hops

The Narrowi ng Property (INV-4) structurally prevents authority
anplification at each del egation hop. However, inplenentors MJST
enforce INV-4 at nandate issuance tinme in the Party Registry, not
only at evaluation tinme. An inplenentation that issues non-I| NV-4-
conpliant nmandates and relies on Cedar eval uation alone to prevent
authority anplification is non-conform ng.

2. Custer Scope as an Attack Surface

Cluster declarations and nenbershi p changes are Cedar-eval uat ed.
However, the cluster _context Cedar attribute injected per-transition
(Section 5.5) creates a new input surface for Cedar policy

eval uation. |Inplenmentors MJST ensure that cluster_context is
popul at ed exclusively fromthe GEC maintained C uster Registry

and cannot be supplied or mani pul ated by agents. An agent that

can inject cluster_context values can potentially bypass Cedar
policies conditioned on cluster state.

3. Ghost Execution on Custer D ssolution

If an orchestrator nmandate expires or is revoked while cluster
menbers remain in non-TERM NAL states, the cluster may enter a
state where no active agent has authority to dissolve it. The
kernel MUST NOT autonatically dissolve clusters. Operator
intervention via a human-held Party Registry principal is required
to di ssol ve clusters abandoned by their orchestrator

I mpl enent ati ons SHOULD provi de an operat or-accessi bl e
kernel . forceDi ssol veC uster() function requiring human-princi pa
authority, for use in recovery scenarios. This function is out of
scope for vl and deferred to a successor docunent.

4. Cascade Revocation in Large Del egation Trees
In workflows with deep delegation trees (orchestrator issuing to

speci ali sts who issue to sub-specialists), a CASCADE TO DESCENDANTS
revocation may affect a |arge nunber of active sessions
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simul taneously. | nplenentati ons MUST handl e the atom c revocation
of large descendant sets without partial failure. The
MANDATE_REVOCATI ON_| SSUED event records the conplete set of revoked
jtis; the GEC MUST add all listed jtis to the Revocati on Registry
atomical ly.

| ANA Consi der ations

Thi s docunment has no | ANA actions at this time. A successor
docunment will define the SOOS Cedar action namespace registry.
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Appendi x B. Related Wirk

Thi s appendi x situates MAD within the I ETF nulti-agent |andscape.
The central observation is that the agentic Al standards stack
operates across three distinct |ayers, each addressed by different
wor ki ng groups and indivi dual subm ssions:

0 The credential/token layer: how authority is represented and
presented (SPICE, QAuth, W MSE)

o The conmuni cation/session |ayer: how agents exchange nessages
and manage sessions (ACP, A2A).

0 The governance-state |ayer: what the enforcenment environnent
guar ant ees happens to governed objects when an agent acts.

MAD operates exclusively at the governance-state layer. No current

| ETF working group charter clains this |ayer as primary scope. The
capability coverage matrix published in the | ETF WG Charter Analysis
(ACP / WMSE / QAuth / WebBot Auth / Al PREF / DAWN, v0.01, 2026)
confirns that policy enforcement is out-of-scope or partial for

all six active and proposed agentic Al working groups.

B.1. SPICE Actor Chain

draft - mw spi ce-act or-chai n-05 [ SPI CE- ACTOR- CHAI N] defines a
mechani sm for preserving the del egati on provenance of an agent
action: which principals authorised which hops, in what sequence,
wi th what disclosure profile (full chain, subset, or commtted).

MAD and SPI CE actor-chain solve adjacent but distinct problens.

SPI CE answers: who was in the del egation chain and can you prove it?
I NV-4 answers: what was each hop in the chain permitted to cause?
SPICE is attribution; INV-4 is constraint. Both are necessary for

a conplete nulti-agent security architecture.

A conform ng SOOS orchestrator SHOULD include the mandate JWI
fingerprint (SHA-256 of the mandate JWI) in the SPICE actor-chain
for each del egation hop. This makes the SOOS mandate issuance tree
(Section 3.2) directly traceable in cross-systemaudit contexts

wi thout requiring the verifying party to have access to the SOCS
Party Registry.

The del egation_chain JWI clai mused in draft-sato-soos-idp-03 and
draft-sato-soos-hem 01 follows the SPICE actor-chain profile and
should be read in conjunction with this appendi x.

B.2. QAuth Attenuating Agent Tokens

draft - niyi ki za- oaut h- att enuat i ng- agent -t okens- 00

[ CAUTH ATTENUATI NG defines a mechani smfor issuing attenuated
tokens to sub-agents without requiring an Authorization Server
round-trip at each del egati on hop. The attenuated token carries a
narrowed scope set derived fromthe parent token

Thi s mechani sm addresses the same authority-narrow ng requirenent



as INV-4 but at the QAuth scope |ayer rather than the Cedar action
| ayer. QAuth scopes are coarser than Cedar actions for the agentic
context: a scope such as "booking:wite" does not distinguish

bet ween confirm ng a booking and cancelling one, both of which a
Cedar policy can express as distinct actions with distinct
authority requirenents

The two mechani sns are conpl enentary. An agent system MAY use
QAuth attenuating tokens at the APl authentication |ayer while
usi ng SOCS mandate JWIs and I NV-4 at the governance-state |ayer
The attenuating token gates APl access; the mandate JW and Cedar
policy gate state transitions on Sovereign Cbjects.

B.3. QAuth Transaction Tokens

draft-ietf-oauth-transacti on-tokens-08 [ QAUTH TXN TOKENS]

(Tul shi bagwal e, Fl etcher, Kassel man) defines Transacti on Tokens
(Txn-Tokens): short-lived, signed JWs that propagate user
identity, workload identity, and authorisation context through the
call graph within a trusted donain.

Txn- Tokens address call graph identity propagation: ensuring that
every service in a multi-service call chain knows who initiated the
request and what authorisation context applies. MAD mandates
address what state transitions each agent in that call chain is
permtted to cause on governed objects.

A SOOS agent SHOULD enbed its mandate JWI fingerprint in the

request _context field of a Txn-Token when nmeking calls to externa
services. This gives the receiving service both the Txn-Token’s
identity chain and the Cedar action set the SOOS agent is operating
under, enabling the receiving systemto apply its own policy against
the SOCS authority context without inplenenting the full SOCS

ker nel .

draft-araut-oauth-transaction-tokens-for-agents-06 extends Txn-
Tokens specifically for agent-based workl oads using the act field
for agent identity. This extension is directly conpatible with
the SOOS mandate JWI as the act clai msource.

B.4. Agent Communication Protocol (ACP)

The Agent Conmuni cation Protocol (Proposed W5/ BoF at | ETF 126)
defines the communi cation and session |ayer for agent-to-agent and
agent-to-tool interaction: nessage formats, session managenent,
capability negotiation, and long-lived multi-nbdal sessions.

ACP has formally agreed to defer authentication to WMSE and

aut horisation to QAuth. MAD occupi es the governance-state | ayer
that ACP's authorisation deferral |eaves open. Wen an ACP nessage
arrives at an agent, MAD governs what state transitions the
receiving agent is permtted to cause on Sovereign Chjects as a
result of acting on that nessage.

The rel ationship is conpositional w thout overlap: ACP is the
channel ; MAD is the governance of what the channel causes in the
state of governed objects. ACP s per-operation user confirnmation
requirenent (primary scope in the ACP capability matrix) naps
directly to SOOS HEM O ass 1 ( HEM MANDATORY) trigger behavi our

B.5. A2A Protocol

The Agent-to-Agent Protocol (Google) defines agent-to-agent
coordi nation via Agent Cards, capability negotiation, and task
hand-of f. Agent Cards are self-asserted capability declarations
with no cryptographic verifier in the loop in the base



speci fication.

The SO Type Registry defined in draft-sato-soos-sov provides the
operat or-si de equi val ent of discoverable capabilities: SO Type
definitions are versioned, signed, and registry-governed. A
SO0S SO Type Registry entry SHOULD be exportable as an A2A-
compati bl e signed Agent Card, providing verifiable capability
advertisenent for the SOOS agent popul ation.

MAD s SO O uster Manager (Section 5.6) provides governance
primtives for the kind of nulti-agent coordination A2A's task
hand- of f nodel requires, with the addition of kernel-enforced
authority constraints and an append-only audit trail at each
coordi nati on step.

B.6. AuthzZEN 1.0

Aut hZEN 1.0 (Openl D Foundati on, January 2026) [AUTHZEN] defi nes
the Policy Enforcenent Point / Policy Decision Point (PEP/ PDP)
separation nodel: a standardi sed APl for external policy decisions
i ndependent of the agent process.

SOOS Cedar eval uation at the kernel |ayer is PEP/PDP separation
enforced at the physics of the OGS, not middl eware: Cedar executes
before XState on every transition (INV-3), and the evaluation is
ker nel -owned, not agent-owned. The Aut hZEN nodel is the correct
reference for how SOOS' s Cedar enforcenent |ayer relates to
external policy infrastructure.

An i nmpl enent ati on MAY expose the SOOS Cedar eval uation result via
an Aut hZEN-conpati bl e APl surface for consunption by external
systens that need to reason about SOCS-governed agent authority
wi t hout inplenenting the full SOOCS kernel.

B.7. SOOS Conpanion Drafts

Thi s docunment is one of nine SOCS | ETF i ndi vi dual subm ssi ons.
The full stack is:

draft-sato-soos-idp-03 Intent Declaration Prinmitive.
Per-transition agent reasoning record.
The IDP is the audit artifact that MAD s
mandat e and cl uster events acconpany.

draft-sato-soos-hem 01 Hurman Escal ati on Mechani sm
Integrates with MAD vi a HEMCont ext
cl uster_context extension (Section 5.8.3).

draft-sato-soos-gar-01 CGovernance Audit Record.
The SCITT-integrated audit |ayer for all
events defined in Section 7 of this
docunent .

draft - sat o- soos- cap-00 Constitutional Al Protocol.
Tier 0 and Tier 1 prohibitions enforced
before Cedar. Applies to all agents in
all topol ogies defined in Section 4.

draft - sat o- soos- sov-00 Soverei gn Obj ect .
Defines the SO lifecycle nodel, five-phase
structure, and Zone A/ B boundary that all
cluster nmenbers in Section 5 are instances
of .

draft-sato-soos-mw-00 Mandate JW.
Defines the credential format that | NV-4



(Section 3.1) and the mandate issuance
tree (Section 3.2) operate on.

draft - sat o- soos- aep-00 Agent Execution Protocol.
Defi nes the per-agent SENSE/ REASON PLAN
ACT/ OBSERVE | oop wit hin which MAD cl uster
operati ons occur.

draft - sat o- soos- ki a- 00 Kernel ldentity and Attestation.
Defi nes the keypair and signing authority
for all GEC events in Section 7.

draft-sat o-soos-pt-00 Progressive Trust.
Provi des per-agent behavi oural trust
scores used in HEMContext to inform human
deci si ons about nulti-agent workfl ow
escal ati ons.

draft-sato-soos-fai p-00 Federated Agent Intelligence Protocol.
Aggr egat es behavioural intelligence from
MAD cl uster execution records across
operators, providing ecosysteml evel
insight into nulti-agent workflow patterns.

B. 8. ICON Initiative: Control Pillar

The ICON initiative [I CONPS] defines Control as one of three
pillars for autononpbus agent governance in network nanagenent
contexts, alongside Qbservability and Intervention.

Rel ati onshi p: Direct conposition. MAD addresses the | CON Control
pillar in full. The two properties |ICON requires of a Control
mechani sm are precisely what MAD specifies: authority del egation
governance (I NV-4 ensures control cannot anplify across del egation
hops) and revocati on propagati on ( CASCADE _TO DESCENDANTS ensures

a single revocation decision reaches all agents in the del egation
tree inmmedi ately -- the stop-w th-one-decision requirement).

I n network managenent: when a network managenent orchestrator

del egates routing decisions to segnent specialists, MAD ensures
(a) each specialist is authorized only for its specific segnent;
(b) if the orchestrator’s authorization is revoked, all specialist
sub-agents imedi ately | ose authority to make further changes.

The SO Cluster Coordination Primtives (Section 5) address the
| CON operational topology: network managenent parallel fan-out
wor kfl ows with QUORUM or ALL_COWPLETE aggregation rules map
directly to Topology 2 (Parallel Fan-Qut) SO C usters.

The 1CON Intervention pillar is addressed by HEM the
observability pillar by PT. Together HEM + PT + MAD cover all
three 1 CON pillars.

Integration: | CON-conformng Control pillar inplenentations
SHOULD adopt MAD s Narrow ng Property and CASCADE_TO DESCENDANTS
as normative specifications for delegation authority governance
and cascade revocati on.

B.9. AUD T Wrking Goup

The AUDI T wor ki ng group [AUDI T-BOF] is devel opi ng interoperable
mechani sns for auditing Al agents across Internet protocols.

Rel ati onshi p: Conposition. MAD generates nulti-agent audit events
that AUDIT WG formats must accommodat e: CREATE _SOVEREI GN_OBJECT,
CLUSTER DECLARED, CLUSTER MEMBER ADDED, CLUSTER MEMBER REMOVED,



CLUSTER_MERGED, and CLUSTER DI SSOLVED are candi date AUDI T WG
interaction record entry types. The nandate issuance tree
(Section 3.2) is the delegation provenance record that AUDIT WG
Del i verabl e 2 nust support.

Integration: AUDIT WG audit data nodel s SHOULD include a nmulti -
agent workflow record type carrying cluster_id,
orchestrator_nmandate jti, nenber_so_uuids, and
aggregation_rule applied fromthe CLUSTER DECLARED event schena.

B. 10. DAWN Wor ki ng G oup

The DAWN proposed working group (Definitions for Al Workl oads on
the Network) is devel oping term nology and nanmed entity definitions
for Al workl oads operating on network infrastructure.

Rel ati onshi p: Conposition at the registry layer. The SO Type

Regi stry (draft-sato-soos-sov) is the operator-side inplenentation
of the DAWN naned entity concept: SO Types are versioned, signed,
regi stry-governed definitions of the state machi nes that govern

Al agent behavior. MAD extends the SO Type Registry to nulti-
agent workfl ows through SO Type-Bound Creation Mandates (Section
3.3): an orchestrator with a creation nandate can instantiate
cluster menmber SOs of that type, creating a distributed workfl ow
topol ogy derivable fromthe SO Type Registry definition al one.

I ntegration: DAWN naned entity definitions SHOULD reference SO
Type Registry entries as a concrete inplenentation. A SOOS SO
Type Registry entry SHOULD be exportable as a DAW\- conf or i ng
naned entity record.
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