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Abst ract
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normati ve nmechani smfor expressing why those actions are being taken
Access tokens declare what an agent is permtted to do; no existing
standard decl ares what the agent believes it is doing, on what
reasoni ng basis, and with what | evel of confidence, at the nonment of
action. This docunent defines the Intent Declaration Prinmtive
(IDP): a structured per-transition declaration submtted by an Al
agent to the governing OS kernel at each action step of an execution
|loop. The IDP is conmitted to a tanper-evident Event Log before the
action executes, enabling post-hoc review of agent reasoning, richer
aut hori zation policy evaluation, and enriched denial responses that
gui de agent behaviour. The IDP also provides the technical basis for
compliance with EU Al Act Article 12 |ogging requirements for high-
risk Al systems. This docunment adds the |IDP Commitnent Verification
mechani sm by which the kernel verifies at each state transition that
the agent’s actual action matches its declared intent.
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I nt roducti on

The I nternet Engi neering Task Force and rel ated standards bodi es have
made significant progress in specifying how Al agents authenticate
(WMSE [I-D.ietf-winmse-arch]) and how they obtain authorization
tokens for APl invocation (QAuth 2.1 [I-D.ietf-oauth-v2-1],

AAut h [I-D.rosenberg-oaut h-aauth]). These specifications answer the
question: is this agent permtted to performthis action?

No existing specification answers the conpani on question: why does
this agent believe it should performthis action at this nonment?

This distinction matters for three reasons. First, post-hoc review
of Al agent behaviour requires not only a record of what actions were
taken but a record of the reasoning that led to them Access token

i ssuance records do not provide this. Second, authorization policy
eval uati on can be nade significantly nore preci se when the agent’s
declared intent is available as a policy context attribute; a Cedar

[ Cedar] policy that evaluates both the action requested and the
reasoni ng basis for that action is a nore powerful governance too
than one that evaluates the action alone. Third, EU Al Act Article
12 requires that high-risk Al systens nmintain | ogs sufficient for
post - hoc human revi ew of system decisions [EUAIA]; per-transition
intent declaration is the technical specification that satisfies this
requi renent.

Thi s docunent defines the Intent Declaration Primtive (IDP): a
structured JSON object submitted by an Al agent to a governing
runti me kernel at each action step of an agent execution | oop, prior
to the execution of the action. The IDP is recorded in a tanper-
evi dent append-only Event Log before the action is executed. Wen
aut hori zation is denied, the kernel returns an Enriched DENY
Response that includes the denial reason, available alternative
actions, and the echo of the received IDP -- enabling the agent to
reason about what it may do next.

The IDP is a kernel primtive, not an application-layer |ogging



construct. It is submtted as part of the action invocation call
not after it. This is the property that gives the IDP its audit
integrity: the reasoning declaration precedes the action record,
maki ng ex-post fabrication of intent structurally inpossible within
a conforning inplenentation.

Thi s docunent al so specifies IDP Conmitnent Verification (Section
5.5): a kernel nechanismthat verifies, after every governed state
transition, that the agent’s actual action matches its declared |IDP
commitnent. Wen a mismatch is detected -- the agent decl ared one
intent and took a different action -- the kernel generates an

| DP_COVM TMENT_GAP audit finding and automatically triggers Human
Escal ati on Mechani sm Cl ass 2 (HEM AGENT_ESCALATED) .

Changes from draft-sato-soos-idp-00
0 Section 4.1: audit_accessible field added to | DP Core Record.

0 Section 5.5: IDP Conmtnent Verification added (new section).
Defines | DP Commitnent Verification Record schenm,
| DP_COVM TMENT_VERI FI ED and | DP_COWM TMENT_GAP Event Log entri es,
and | DP_COVW TMENT_GAP r esponse pr ot ocol

0 Section 11: 1ANA registry names corrected (renoved
i mpl ement ation-specific prefix).

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the follow ng terns:

Agent :
A software systemthat uses Al, including | arge | anguage nodel s,
to reason about and take actions in pursuit of goals. An agent
may be human-supervi sed, sem -autononous, or fully autononous.

Governi ng Ker nel
A runtinme conponent that enforces authorization policy, records
agent actions to a tanper-evident Event Log, and nedi ates agent
access to governed objects. [I1-D.sato-soos-henj specifies the
Hurman Escal ati on Mechani smthat the governing kernel inplenents
for human oversight of agent sessions.

Governed Object:
A typed, stateful entity that the kernel governs. An agent
operates on governed objects; the kernel enforces what transitions
are permtted.

Mandat e JWI:
A JSON Wb Token [RFC7519] that binds an agent’s authorization to
a specific governed object instance. The mandate JWI is the
aut hori zation credential presented al ongside an | DP

Event Log:
An append-only, causally ordered, tanper-evident |og of all
transitions executed agai nst governed objects. The Event Log is
the ground truth of system behavi our

Cedar :
A policy | anguage and eval uati on engi ne [ Cedar] used by the



governi ng kernel to evaluate authorization decisions. Cedar
eval uates bhefore any state transition executes.

HEM
Hurman Escal ati on Mechanism A kernel -enforced session state in
which no transitions may execute until a designated human
princi pal provides a decision. See [|-D.sato-soos-hen.

| DP:
Intent Declaration Prinmitive. The structured per-transition
reasoni ng decl aration defined in this docunent.

| DP_TH N
A reduced IDP profile for agents with linmted reasoning capability.
See Section 7.

| DP Conmitnent Verification Record
A kernel -generated record produced after every governed state
transition, recordi ng whether the agent’s actual action matched
its IDP commitnent. See Section 5.5.

| DP_COVWM TMENT_GAP:
A condition in which the kernel determ nes that the agent’s actua
state transition does not match the agent’s declared | DP
commitnent. A critical audit finding. See Section 5.5.

3. Probl em St at enment
3.1. The Intent Gap in Agentic Authorization

Current agentic authorization frameworks nbodel agent behaviour as a
set of pernmitted actions, expressed as QAuth scopes, Cedar action
sets, or simlar constructs. This nodel captures what an agent may
do. It does not capture, at the nmonent of action

* what goal the agent believes the action serves,

* what reasoning led the agent to select this action over
al ternatives,
how confident the agent is that this action is appropriate, or

* whet her the agent believes human judgnent shoul d be sought before
pr oceedi ng.

The absence of per-transition intent records creates four concrete
probl ens:

(a) Audit inconpleteness. Post-hoc review of Al agent behavi our
requires reconstruction of agent reasoning fromaction records
alone. This is insufficient for high-stakes environments where
under st andi ng why an action was taken is as inportant as know ng
what action was taken

(b) Policy inprecision. Authorization policy evaluated solely
agai nst action type and agent identity cannot distinguish between
an agent acting on a direct human instruction and an agent acting
on an autononous inference. These may warrant different
aut hori zation treatment.

(c) Opaque denials. Wen an agent’s action is denied, the agent
receives no structured i nfornmation about what alternative actions
are avail abl e or what reasoning adjustnments mght lead to a
permtted action. This forces agents into uninfornmed retry
| oops.

(d) Regul atory non-conpliance. EU Al Act Article 12 requires |ogs
sufficient for human review of Al system decisions for high-risk



3.

systens. Access token issuance records do not satisfy this
requi renent.

2. Relationship to EU Al Act Article 12

EU Al Act Article 12 requires that high-risk Al systens maintain
automatic | ogging sufficient to enabl e post-depl oyment nonitoring,
human revi ew of decisions, and identification of risks. The |ogs
must cover, at mninmum the operation of the systemw th reference
to the relevant tinme period, the objects processed, and the data
used.

The I1DP, committed to the Event Log before each action, provides

the per-decision record that Article 12 contenplates. An Event Log
containing IDP entries for every agent transition produces a conplete
record of: what action was taken (the transition), by whom (the
mandat e JWI), agai nst what (the governed object), and why (the IDP
decl ared_goal and reasoni ng_basis). This docunent is informative
with respect to regulatory conpliance and does not constitute |ega
advi ce.

3.3. Relationship to WIllianms |Intent Bound Authorization

WIllianms Intent Bound Authorization (IBA) [WIIlians-1BA] defines a
human- si gned aut hori zati on envel ope i ssued before an agent session
begins. The IBA envel ope travels fromhunman to agent; it constrains
what the agent may do in the session

The IDP is directionally distinct: it travels fromagent to governing
kernel, at each individual action step within the session. |BA
expresses what the authorizing human intends the agent to do. |DP
expresses what the agent declares it is doing and why.

The two primitives conpose w thout conflict. An |IBA-constrained
agent session produces IDP entries at each transition; the I1DP
records the agent’s reasoning within the |BA-defined scope. Neither
primtive replaces the other

3.4. Relationship to Mssion Bound Authorization

4.

4.

1.

McGui nness M ssi on Bound Aut horization [I-D. ncgui nness- oaut h-mi ssi on-
bound- aut hori zati on] addresses how aut hori zati on tokens can be scoped
to a declared mission, ensuring that token authority is contingent on
m ssion validity. The IDP is directionally conplenentary:

m ssi on-bound aut hori zation constrains what the agent is permtted to
do within a mssion; the IDP records what the agent declares it is
doi ng and why at each individual transition within that nission. The
two primtives compose without conflict. A systeminplementing

m ssi on-bound aut hori zation produces IDP entries at each transition;
the IDP's mission ref field (Section 4.1) |links per-transition
declarations to the governing M ssionDecl aration eval uated by the

m ssi on-bound aut hori zation framework. Neither primtive replaces

t he ot her.

The Intent Declaration Primtive
I|DP Structure

The I1DP is a JSON object with the follow ng structure:

{

"idp_id": string, ; REQUI RED. UUI D v4
"session_id": string, ; REQUI RED. Agent session identifier.
"so_id": string, ; REQUI RED. Coverned object UU D.

"mandat e_i d": string, ; REQUI RED. Mandate JWI jti claim



4.

2.

"mssion_ref": string, ; OPTIONAL. M ssionDecl arati on UU D.
Links this per-transition declaration
to the governing M ssionDecl arati on.
MUST match the mission_ref in the
mandate JWI if that field is present.

"st ep_sequence": i nt eger, REQUI RED. ACT step nunber, 1-based
"requested_action": string, ; REQUI RED. Cedar action string.
"decl ared_goal ": { ;. REQUI RED.

"goal _id": string, ; REQUIRED. UUI D v4

"description": string ; REQUI RED. Human-readabl e. Max 500 chars
},
"reasoni ng_basis": { ; REQUI RED.

"type": string, ; REQUI RED. See Section 4.3

"description": string ; REQUI RED. Human-readabl e. Max 1000 chars
},
"confidence | evel ": nunber, ; REQURED. Float, 0.0 to 1.0 inclusive
"hem ur gency": string, ; REQUI RED. See Section 4.4
"context_refs": [string], ; OPTIONAL. UU Ds of relevant prior events.
"audit_accessible": boolean, ; OPTIONAL. Default: true. Wen fal se,

; IDP is not accessible to Audit
; Principals via kernel query interfaces.
"met adata": obj ect, ; OPTIONAL. | npl ement ati on-defined
"timestanmp": string ; REQUI RED. | SO 8601 UTC
}
Field Definitions
i dp_i d:

A UUI D v4 [RFC4122] assigned by the agent. Uniquely identifies
this IDP within the Event Log. MJST be unique across all 1DPs for
the lifetime of a governed object instance.

session_id:
The identifier of the agent session within which this action is
taken. MUST match the session_id established at session creation

so_id:
The UUI D v4 of the governed object being operated on. MJST natch
the UUI D bound to the nmandate_id.

mandat e_i d:
The jti claimof the mandate JWI presented with this IDP. Links
the intent declaration to the authorization credential under which
the action is requested.

m ssion_ref:
OPTIONAL. The UUI D of the M ssionDecl aration governing the
session in which this IDP is submtted. Wen present, this field
links the per-transition intent declaration to the overarching
m ssion under which the agent is operating. |f the mandate JWI
carries a mission_ref claim the IDP mission_ref MJST match that
claim Absent if the session does not operate under a declared
M ssi onDecl arati on

st ep_sequence:
A positive integer indicating the ordinal position of this ACT
step within the current session. Starts at 1. MJST be
monotonically increasing within a session. The kernel SHOULD
reject an IDP with a step_sequence equal to or less than the | ast
committed step_sequence for this session

requested_acti on:
The Cedar action string identifying the action the agent requests.
MJUST be the sanme Cedar action string submitted to the kernel for
policy eval uation



4. 3.

decl ar ed_goal
A structured declaration of the goal the agent believes this
action serves

goal _i d:
A UU D v4 assigned by the agent. MAY be shared across
multiple IDPs within a session if those |IDPs are understood
to serve the sane goal

description:
A human-readabl e description of the goal. MJST NOT contain
personal ly identifiable information. Maxi mum 500 characters.

reasoni ng_basi s:
A structured declaration of the reasoning that led the agent to
request this action

type:
One of the reasoning basis types defined in Section 4. 3.

descri ption:
A human-r eadabl e description of the specific reasoning.
MUST NOT contain personally identifiable information. Maximum
1000 characters.

confidence_| evel
A floating-point nunber in [0.0, 1.0] expressing the agent’s
sel f-assessed confidence that this action is appropriate. 1.0
i ndicates full confidence; 0.0 indicates no confidence. This
value is self-reported by the agent and is not independently
verified by the kernel. Inplementers SHOULD treat this value as
a declaration, not a guarantee.

hem ur gency:
A decl aration of the agent’s assessment of whether human
j udgrment shoul d be sought. See Section 4.4.

context refs:
An OPTIONAL array of Event Log entry UU Ds that the agent
considers relevant to its reasoning. Allows tracing of how
prior events informed the current action

audi t _accessi bl e:
OPTI ONAL. Bool ean. Default: true. Wen true, this |IDP record
is accessible to Audit Principals via kernel query interfaces
(kernel . query_event _log()) and is included in Session Audit
Records and Audit Packages. When false, the IDP is accessible
only to the governing kernel’s internal audit functions and to
Verified External Auditors; it is not returned in response to
Audit Principal queries. Operators who require restricted IDP
access for confidentiality reasons MAY set this field to fal se;
such restrictions MIST be docunented in the Session Audit Record.

met adat a:
An OPTI ONAL i npl ement ati on-defi ned JSON object. The kerne
MUST record this field in the Event Log without interpretation
Domai n-specific | DP extensions SHOULD use this field.

ti mest anp:
The tinme at which the agent generated the IDP, in | SO 8601
format with UTC timezone. The kernel MJST record both this
timestanp and the kernel receipt timestanp in the Event Log
entry.

Reasoni ng Basi s Types



The reasoni ng_basis.type field MIST be one of the follow ng val ues:

RULE_BASED:
The agent is executing a predeterm ned rule or procedure. The
action was selected by applying a defined decision rule to the
current state, not by open-ended inference. Exanple: "Booking
confirmation is required when paynent is received; paynment has
been received."

| NFERENCE
The agent inferred that this action is appropriate based on
cont extual reasoning. The action was not explicitly prescribed
by a rule; the agent applied judgnent to conclude it is correct.
Exanpl e: "Based on the stated guest preferences and current
availability, this room assi gnnent appears optinmal."

I NSTRUCTI ON
The agent is executing an explicit instruction froma human
principal or froma higher-authority agent in the del egation
chain. Were the nandate JWI carries a delegation _chain claim
[1-D. ncgui nness-oauth-actor-profile], the source of the
instruction is traceable through the full actor chain. The
reasoni ng_basi s. description MIST identify the source of the
instruction by mandate_id or session_id.

UNCERTAI NTY_REDUCTI ON
The agent is taking this action to reduce uncertainty, not to
directly advance the declared goal. Used when an agent perforns
a read or query action to gather information before determning
the appropriate forward action

M SSI ON_STAGE:
The agent is executing an action whose primary purpose is to
advance the governing M ssionDeclaration fromone stage to the
next. This type is used when the m ssion stage transition, not
the domain goal itself, is the proximte reason for the action
The mission_ref field MIUST be present when this type is used.

| mpl enent ati ons MAY define additional type values. Such val ues
MJUST be registered in the | DP Reasoning Basis Types registry
(see Section 11) or prefixed with a URI identifying the defining
organi zation. Unrecogni zed type val ues MJIST be recorded in the
Event Log and MJST NOT cause the kernel to reject the IDP

4.4. HEM Urgency Val ues

The hemurgency field is a declaration by the agent of its assessnent
of whether human judgment shoul d be sought before this action
executes. The kernel uses this value as one input to HEMtrigger

det erm nati on.

NONE
The agent assesses that no human judgnent is needed for this
action. The kernel proceeds with normal Cedar eval uation

RECOMVENDED:
The agent assesses that human judgrment woul d be beneficial but
does not consider it required. The kernel SHOULD record this
val ue but is not required to initiate HEM Kernel inplenmentations
MAY use this value to trigger HEM based on | ocal policy.

REQUI RED:
The agent declares that it requires human judgnment before this
action executes. The kernel MJST initiate HEM PENDI NG for this
session upon receipt of an IDP with hem urgency: REQU RED
regardl ess of Cedar policy evaluation outcone. This corresponds



to the HEM AGENT_ESCALATED trigger class defined in
[1-D. sat o-soos-hen.

Note: A hem urgency value of REQUI RED fromthe agent does not
override kernel Cedar evaluation. Cedar evaluation still executes.
However, even a Cedar PERM T result MJST NOT cause the action to
execute; the session enters HEM PENDI NG and the action awaits
human deci si on.

4.5. |1DP Profiles
Thi s docunent defines two |IDP profiles:

| DP_STANDARD:
Al REQUI RED fields present. confidence |evel is agent-assessed.
reasoni ng_basis.type is one of the defined values. This is the
normative profile for agents with sufficient reasoning capability
to sel f-assess.

| DP_THI N:
A reduced profile for agents with limted reasoning capability.
See Section 7.

The kernel MUST accept both profiles. The kernel MJIST record the
profile type in the | DP Event Log entry.

5. Subm ssi on Protocol
5.1. When the IDP Is Submtted

The 1 DP MUST be subnmitted by the agent as part of the sane kernel
call that requests the state transition. The |IDP MJUST NOT be
submitted after the action has execut ed.

In a conform ng agentic execution |oop, the sequence is:

(SENSE) Kernel delivers context to agent.

(REASON) Agent reasons about next action.

(PLAN) Agent consults Transition Gaph APl for available actions.

(ACT) Agent subnits kernel.transition(mandate_jw, cedar_action,

idp) -- the IDP is part of this call.

5. (OBSERVE) Agent receives result: success, enriched DENY, or
SESSI ON_HEM _PENDI NG

6. (LOOP) Agent processes result before next ACT.

PwbpE

The | DP MJUST be present in the kernel.transition() call. A
kernel .transition() call without an I DP MJST be rejected by a
conform ng kernel inplementation.

5.2. Kernel Receipt and Validation
Upon receiving a kernel.transition() call, the kernel MJST:

(a) Validate that an IDP is present. |If absent, return
REJECT with error code | DP_M SSI NG

(b) Validate that the IDP fields conformto this specification.
If mal formed, return REJECT with error code | DP_MALFORVMED.

(c) Validate that the idp_id is unique for this governed object.
If a duplicate idp_id is detected, return REJECT with error
code | DP_DUPLI CATE.

(d) Validate that the IDP so_id matches the governed object UU D
bound to the mandate_jwt. |f msmatched, return REJECT with



error code | DP_SO M SVATCH.

(e) Validate that the IDP mandate_id matches the jti claimof the
presented nandate jw. |If mismatched, return REJECT with
error code | DP_MANDATE M SMATCH.

(f) Vvalidate that step_sequence is strictly greater than the | ast
committed step_sequence for this session.

(g) If mssion_ref is present, validate that it matches the
m ssion_ref claimin the mandate_jw (if that claimis present).
If msmatched, return Enriched DENY with deny_code
| DP_M SSI ON_REF_M SMATCH and a structured m smatch_detail bl ock
containing the expected and submtted m ssion_ref values. The
kernel MUST |og | DP_M SSI ON REF M SVMATCH REJECTED i n the Event
Log. |If mission_ref mismatches exceed a configurable threshold
within a session, the kernel SHOULD autonatically trigger
HEM AGENT_ESCALATED (C ass 2).

Kernel validation of the |IDP precedes Cedar evaluation. A valid
IDP is required for Cedar evaluation to proceed.

5.3. Event Log Commitnent

A conform ng kernel inplementation MJST conmit an | DP_SUBM TTED event
to the Event Log upon successful validation of the | DP, BEFORE Cedar
eval uati on executes.

The | DP_SUBM TTED event MJST contai n:

The full | DP object as submtted.

The kernel receipt tinmestanp (distinct fromthe agent tinestanp).
The nmandate_ i d.

The session_id.

The audit_accessi ble value (defaults to true if absent).

The kernel signature over the event.

E R

The |1 DP_SUBM TTED event is comitted regardl ess of the subsequent
Cedar evaluation outcone. |f Cedar evaluation results in DENY, the
| DP_SUBM TTED event renains in the Event Log as a pernmanent record
of the agent’s declared intent.

The Event Log ordering guarantee is:

| DP_SUBM TTED < Cedar eval uati on < STATE_TRANSI TI ONED
(or CEDAR_DENY RECORDED)

No STATE_TRANSI TI ONED event may appear in the Event Log w thout a
preceding | DP_SUBM TTED event for the same step_sequence.

Fol | owi ng every STATE TRANSI TI ONED event, the kernel MJST generate
an | DP_COW TMENT_VERI FI ED or | DP_COVW TMENT_GAP event as specified
in Section 5.5.

5.4. IDP in Cedar Policy Evaluation

The kernel MUST nmake the following IDP fields avail abl e as Cedar
context attributes during policy evaluation:

* jidp.reasoning_basis.type -- string
* i dp. confidence_l evel -- deci mal
* | dp. hem ur gency -- string
* idp.goal id -- string
* i dp. m ssion_ref -- string (null if absent)

Cedar policies MAY use these attributes in condition expressions.



Exampl e poli ci es:

/1 Require I NSTRUCTI ON basis for high-value transitions

permt(principal, action == Action::"ProcessPaynent", resource)
when {
cont ext.idp.reasoni ng_basis.type == "I NSTRUCTI ON'
3
/1 Require confidence >= 0.8 for autononobus state closure
permt(principal, action == Action::"d oseBooking", resource)
when {
context.idp.confidence_|l evel >= decimal ("0.8")
3
/1 Require mission_ref for M SSI ON STAGE transitions
permt(principal, action == Action::"AdvanceM ssi onSt age", resource)
when {
context.idp.reasoni ng_basis.type == "M SSI ON_STAGE" &&
context.idp.mssion_ref !'= nul
s

Cedar policies that reference IDP attributes but receive an IDP_TH N
submi ssion (Section 7) where the relevant attribute is absent MJST
treat the absent attribute as if it had a value that causes the
condition to evaluate to false, resulting in DENY. This ensures
that thin-profile agents cannot satisfy policies witten for
standard-profil e agents by om ssion

.5. |IDP Commitnment Verification

After every successful governed state transition (STATE_TRANSI TI ONED
Event Log entry), the kernel MJST generate an | DP Conmi t nent
Verification Record and commit it to the Event Log. The purpose of
Commi tment Verification is to detect | DP_COVM TMENT_GAP condi ti ons:
cases where the agent’s actual state transition does not match the
action declared in its preceding |DP

Thi s nmechani sm enforces the non-suppressibility property: the kerne
cannot conceal the fact that an agent’s actual behavi our diverged
fromits declared intent.

.5. 1. | DP Comm tnent Verification Record Schemn

The 1 DP Conmitnent Verification Record MJUST contain the follow ng
fields:

i dp_i d:
The idp_id of the IDP subnmitted for this transition. Links the
verification record to the specific intent declaration

state transition_id:
The Event Log identifier of the STATE TRANSI TI ONED entry bei ng
verified against.

verified_ at:
1 SO 8601 UTC tinestanp of verification. Generated by the kernel

mat ch_resul t:
One of:

MATCHED: The Cedar action string in the IDP's requested_action
field matches the action that was executed in the state
transition. The agent acted in accordance with its declaration

| DP_COW TMENT_GAP: The Cedar action string in the IDP s
requested_action field does not match the action that was



executed. This is a critical audit finding.

ker nel _si gnature:
Ed25519 signature over the canonical serialization of all fields
except kernel _signature.

5.5.2. Event Log Entries

| DP_COVM TMENT_VERI FI ED:
Conmitted when natch_result is MATCHED. Contains the full |DP
Commi tment Verification Record.

| DP_COVM TMENT_GAP:
Conmitted when match_result is | DP_COVW TMENT _GAP. Contains the
full IDP Conmitnent Verification Record. This entry MJST be
treated as a critical audit finding. The kernel MUST inmedi ately:

(a) Cenerate a CRITICAL Audit Alert
(alert_trigger: |DP_COW TMENT_GAP) .

(b) Fire HEM AGENT_ESCALATED (Cd ass 2 per [I-D.sato-soo0s-heni
Section 5.2) for the active session. The HEM Escal ati on Request
MUST include the I DP Conmitment Verification Record in the
idp_summary, with match_result: | DP_COVW TMENT_GAP clearly
surfaced to the resolving principal.

The kernel MJUST NOT all ow the agent session to continue after an
| DP_COVM TMENT_GAP wi t hout HEM resol ution. The session enters
HEM PENDI NG i nredi at el y.

5.5.3. Commitnment Verification Scope
The kernel conpares the requested _action field of the |IDP against
the Cedar action string of the executed transition. The conparison
is string-exact. A mismatch on any character MJST be recorded as
| DP_COVM TMENT_GAP.
| DP_COVM TMENT_GAP does not di stingui sh bet ween:

0 An agent that declared one action and executed a different one
due to an inplenmentation error.

0 An agent that was coerced or conpronised after |DP subm ssion.

0 An agent that exploited a race condition between | DP subni ssion
and transition execution.

Al three produce the sane audit finding. The distinctionis a
matter for human principal investigation followi ng HEM resol uti on.

5.5.4. Relationship to GAR

The I DP Commitnent Verification Record and its Event Log entries are
specified in this docunent. Their inclusion in Session Audit Records
and Audit Packages is governed by [I|-D.sato-soos-gar]. The

| DP_COVM TMENT_GAP Audit Alert trigger is registered in the GAR

Audit Alert Triggers registry.

6. Enriched DENY Response
6.1. Structure
When Cedar evaluation results in DENY, a conform ng kernel

i mpl ementati on MUST return an Enriched DENY Response rather than
a bare authorization failure. The Enriched DENY Response is a JSON
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obj ect :

2.

{
"result": " DENY" , ; REQUI RED
"deny_code": string, ; REQUI RED. See Section 6. 2.
"deny_reason": string, ; REQUI RED. Human-r eadabl e
"idp_received": obj ect, ; REQUI RED. Echo of submtted |DP
"avail able_actions": [string], ; REQU RED. Cedar actions currently
; permitted for this agent and SO
"suggest ed_pat hs": [object], ; OPTIONAL. See Section 6. 2.
"hem avai | abl e": bool ean, ; REQUI RED.
"m smatch_detail ": obj ect , ; CONDI TI ONAL. Present when deny_code
; 1's | DP_M SSI ON_REF_M SVATCH
"timestanmp”: string ; REQUI RED. | SO 8601 UTC
}
Field Definitions
deny_code

A machi ne-readabl e denial code. The follow ng codes are defi ned:

PCOLI CY_DENY Cedar policy denied the action

MANDATE_SCOPE Action is outside the mandate’s Cedar
scope.

SO _STATE | NVALI D Action is not valid in the current SO
state.

HEM _PENDI NG Session is in HEM PENDI NG no
transitions permtted until HEMis
resol ved.

MANDATE REVOKED Mandat e JWI has been revoked.

CROSS_PRI NCl PAL_UNRESOLVED Cross-princi pal coordi nation required.

M SSI ON_| NVALI D The governing M ssionDeclaration is in

a termnal phase (SUSPENDED, FAILED, or
ABANDONED). No transitions are pernitted
until the nission state is resol ved.

| DP_M SSI ON_REF_ M SVMATCH | DP m ssion ref does not match the
active session MssionDeclaration. See
m smat ch_detai | .

deny_reason:

A human-r eadabl e expl anati on of why the action was deni ed.
SHOULD be specific enough to guide the agent’s next reasoning
step. MJST NOT expose internal policy structure that would
enabl e policy circunvention

i dp_received

The conpl ete | DP object as received and validated by the kernel
Allows the agent to verify that its declaration was received
accurately.

avai |l abl e_acti ons:

An array of Cedar action strings that the agent’s current nandate
permits in the current SO state. MAY be enpty if no actions are
currently available. This is the primry mechani sm by which the
kernel guides agents away from prohi bited actions toward permtted
ones.

suggest ed_pat hs:

An OPTI ONAL array of path objects, each representing a sequence
of actions that would | ead the agent to a state where the denied
action becones avail able. Each path object contains:

"path_id": string, ; UUID.
"steps": [string], ; Ordered Cedar action strings.
"requires_el evation": bool ean



}

hem avai | abl e:
A bool ean indicating whether the agent may trigger HEM by
resubmtting with hemurgency: REQURED. False if the session
is already in HEM PENDI NG or if HEMis not configured for this
SO Type.

m smat ch_detai | :
CONDI TI ONAL.  Present when deny _code is | DP_M SSI ON REF M SMATCH.

Cont ai ns:

{ o . o
"expected_mission_ref": string, ; mission_ref frommandate JW.
"subnmtted mssion ref": string ; mssion_ref from| DP.

}

Enabl es the submitting agent to di agnose and correct the m smatch
wi t hout anbi guity.

HEM Routi ng from DENY

A Cedar DENY result with deny_code POLI CY_DENY does not autonatically
trigger HEM However, the agent MAY respond to a DENY by
resubmtting the same action with hemurgency: REQJU RED. |f

hem available is true in the Enri ched DENY Response, the kernel

MUST accept the resubnission and enter HEM PENDI NG routing the

deci sion to a designated human princi pal.

This provides a normative escal ation path for situations where the
agent’ s Cedar-aut horized scope does not include the needed action
but the agent has grounds to believe that human judgnment may permt
it.

IDP Thin Profile

Sone agents -- particularly narrow executors operating on sinple
tasks -- may have linmited capability to produce full | DP_STANDARD
declarations. The IDP_TH N profile accommbdates these agents while
mai ntai ning the core audit property of the |DP.

An | DP_THI N subm ssi on MJST cont ai n:

i dp_i d ( REQUI RED)

session_id (REQUI RED)

so_id ( REQUI RED)

mandat e_i d ( REQUI RED)

st ep_sequence ( REQUI RED)

request ed_acti on ( REQUI RED)

profile: "IDP_TH N' (REQUI RED;, absent in | DP_STANDARD)
ti mestanp ( REQUI RED)

Lo T R T

An | DP_THI N subm ssion MJST onit:

decl ared_goal (OPTIONAL in IDP_THI N, kernel synthesizes stub)
reasoni ng _basis (OPTIONAL in IDP_THI N; kernel records "UNSPECI Fl ED")
confidence_l evel (OPTIONAL in IDP_THI N, kernel records 0.5 default)
hem urgency (OPTIONAL in IDP_TH N, kernel defaults to "NONE")

m ssion_ref (OPTIONAL in IDP_THIN; kernel records null)

E O

The audit_accessible field is OPTIONAL in IDP_TH' N, kernel defaults
to true if absent.

The kernel MJST record the IDP_THI N profile in the | DP_SUBM TTED
event. The kernel SHOULD synt hesi ze stub values for absent fields



to maintain Event Log schema consi stency.

A conform ng SO Type MAY declare that | DP_THI N subm ssions are

not accepted for transitions of a given type. 1In this case, a
kernel receiving an | DP_THI N submnission for a prohibited transition
MUST return REJECT with error code | DP_TH N_NOT_ ACCEPTED.

| DP_THI N submi ssions are subject to IDP Conmitnent Verification
(Section 5.5). The requested action field is present in IDP_TH N
and is the basis for the commitnment conparison.

Note: This specification identifies thin profile kernel conpensation
as an area for future work. Mechanisns by which the kernel may

synt hesi ze richer I DP content from contextual signals for thin-
profil e agents are outside the scope of this docunent.

8. Security Considerations
8.1. |IDP as Declaration, Not Proof

The I DP records the agent’'s declared intent; it does not verify it.
A conprom sed or adversarial agent may subnmit an |IDP that does not
accurately represent its actual reasoning. The security value of
the IDP lies not in proof of intent but in the permanent, pre-action
record that creates accountability: an agent that acts contrary to
its declared intent produces an auditabl e inconsistency between the
I DP record and the observed action sequence. The |IDP Commi t nent
Verification nechanism (Section 5.5) detects this inconsistency

aut omati cal ly.

8.2. Tanper Evidence

The | DP_SUBM TTED Event Log entry MJUST be kernel -signed before
Cedar eval uati on executes. This prevents retroactive nodification
of the intent record. |Inplementations MJST use an asymretric
signing key held by the kernel attestation conponent and MJST NOT
permt agents to wite directly to the Event Log.

8. 3. I nference from Deni al s

The Enriched DENY Response reveal s information about pernitted
actions and authorization policy structure. Inplenmentations MJST
ensure that avail abl e _actions and suggested _paths do not revea
policy conditions that would enabl e adversarial agents to reverse-
engi neer policy bypass strategies. The deny reason field MJST be
i nformative wi thout being exploitable.

8.4. Replay Prevention

The idp_id uniqueness requirenment (Section 5.2(c)) prevents replay
of previously committed | DP objects. |Inplenentations MJST maintain
an in-nenory index of committed idp_ids for the lifetinme of each
governed object, rebuilt fromthe Event Log on kernel restart.

8.5. Delegation Chain Integrity

The IDP's nandate_id field links the intent declaration to the

aut hori zation credential. In nulti-hop delegation chains, the
mandate_id identifies the specific delegation under which the action
is requested. This enables audit tracing of intent across

del egati on trees.

In systens inplenenting the actor chai n nodel
[1-D. ncgui nness-oaut h-actor-profile], the mandate JW carries a
del egation_chain claimidentifying each principal in the issuance
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chain. The IDPs mandate_id field, which references the jti of the
presented nmandate JWI, therefore provides a conplete traceability
link fromthe per-transition intent declaration to the ful

del egation chain. Audit tools reconstructing agent reasoni ng SHOULD
traverse the del egation_chain of the referenced nandate JWI to
identify all principals in the chain of authority.

6. Thin Profile Risk

| DP_THI N submi ssi ons provide reduced accountability because the
reasoning record is mnimal. High-value or high-risk transitions
SHOULD require | DP_STANDARD submi ssions. SO Type designers SHOULD
use the 1 DP_THI N_NOT_ACCEPTED nechani sm (Section 7) for transitions
where reasoni ng accountability is critical

7. Commitnent Verification Integrity

The 1 DP Commitnent Verification Record (Section 5.5) is kernel -
generated and kernel -signed. Agents MJST NOT be able to influence
the match result field. |Inplenmentations MJST ensure that the
conpari son between requested _action and the executed transition
action string occurs entirely within the kernel, with no agent-
accessible interface to the conparison logic or its result.

Privacy Consi derations

The |1 DP contains agent-generated text in the decl ared_goal
description and reasoni ng_basis. description fields. These fields
MUST NOT contain personally identifiable information. The kerne
SHOULD val i date that these fields do not contain obvious Pl markers
(emai | addresses, phone nunbers, nanes), but CANNOT guarantee the
absence of PIl through syntactic validation al one.

I mpl enenters MUST ensure that Event Log access controls prevent
unaut hori zed parties fromreading |IDP records. The audit_accessible
field (Section 4.1) provides a nmechanismfor restricting Audit
Principal access to individual IDP records. |DP records are
governance data, not publicly accessible telenetry.

| DP records associated with governed objects that are subject to
data protection erasure requests present a tension with the Event
Log’ s append-only property. This tension is addressed through the
Zone A personal data prohibition and cryptographic erasure provisions
specified in the governing kernel inplenentation

EU Al Act Applicability
This section is informative.

EU Al Act Article 12 requires that high-risk Al systems naintain
automati c | ogging sufficient for post-depl oynment nonitoring and human
review of Al decisions. The IDP, conmitted to a kernel-signed

Event Log before each agent action, provides the per-decision record
that Article 12 contenpl ates.

EU Al Act Article 14 requires human oversi ght measures enabling
intervention in the operation of high-risk Al systens. The HEM
escal ation path triggered by hemurgency: REQU RED, and the HEM
routing from Cedar DENY responses (Section 6.3), provide the
normative intervention nechanismthat Article 14 requires. The HEM
protocol is fully specified in [I|-D.sato-soos-hen.

The I DP Commitnent Verification nechanism (Section 5.5) contributes
to Article 14(4)(c) conpliance: automatic detection of anonal ous



situations (conmtnment gaps between declared intent and act ual
action) with mandatory human escal ati on.

Thi s docunent does not constitute |egal advice and nakes no
representation that conform ng inplenentations satisfy any regul atory
requi renent.

I ANA Consi derations

Thi s docunent requests the creation of the following | ANA registry:

Regi stry Name:
| DP Reasoni ng Basis Types

Regi strati on Procedure:
Speci fication Required [ RFC8126]

Initial Val ues:

RULE_BASED Action sel ected by applying a defined

rule to the current state

| NFERENCE Action inferred from contextual reasoning
I NSTRUCTI ON Action executing an explicit instruction

froma human principal or higher-authority
UNCERTAI NTY_ Action taken to reduce uncertainty before
REDUCTI ON sel ecting a goal -advanci ng acti on

M SSI ON_STAGE Action advanci ng the governi ng
M ssi onDecl aration to the next stage;

m ssion_ref MJST be present

I I
| |
I I
| |
| agent |
I I
| |
I I
I I
I I

Table 1: Initial | DP Reasoning Basis Types Registry Val ues

Thi s docunent al so requests the creation of the followi ng | ANA
registry:

Regi stry Name:
| DP Deny Codes

Regi strati on Procedure:
Speci fication Required [ RFC8126]

Initial Val ues:

POLI CY_DENY

MANDATE_SCOPE

SO _STATE_I NVALI D

HEM_PENDI NG
MANDATE_REVCKED

CROSS_PRI NCI PAL_UNRESQOLVED
M SSI ON_I NVALI D

| Cedar policy denied the action |
| Qutside nmandate Cedar scope |
| I'nvalid in current SO state |
| Session in HEM PENDI NG st ate |
| Mandate JWI revoked |
| Cross-principal pending |
| M ssionDeclaration in termnal |
| phase; no transitions permtted,|
| DP_M SSI ON_REF_M SMATCH | I'DP mssion_ref m smatch; |
| see mi smatch_detail |
I I
I I
I I
I I

| DP_M SSI NG | DP absent from call

| DP_MALFORMED I DP failed schema validation
| DP_DUPLI CATE Duplicate idp_id detected

| DP_SO M SMATCH IDP so_id / mandate m snatch
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| | DP_MANDATE_M SVATCH | IDP mandate_id / JW msmatch |
| 1 DP_TH N_NOT_ACCEPTED | IDP_THI N not accepted here |
o m e e e e e e e e eea oo o m e e e e e e e e eea oo +
Table 2: Initial |1DP Deny Codes Registry Val ues
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