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Abst ract

Thi s docunent specifies the Governance Audit Record (GAR), the audit
architecture for agentic Al systens. GAR defines five audit types,
the Session Audit Record (SAR), the Audit Alert system auditor
princi pal categories, and the Audit Package for external regulatory
i nspection. GAR provides verifiable evidence that Al agent sessions
were governed in accordance with the Intent Declaration Primitive
[1-D. sato-soos-idp] and the Human Escal ati on Mechani sm

[1-D. sato-soos-henm. GAR answers the governance question: can any
of this be proven to a regul ator?
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I ntroduction
Agentic Al systens require governance across four questions:

o What did the agent intend before acting?
[1-D. sato-soos-idp] -- The Intent Declaration Primtive (IDP)
for Agentic Al Systens

o \Who governed the agent’'s decisions?
[1-D. sato-soos-hem -- The Human Escal ati on Mechani sm (HEM
for Agentic Al Systens

0 Were those decisions within the | aw?
[1-D. sato-soos-cap] -- The Constitutional Al Protocol (CAP)
for Agentic Al Systens

o Can any of this be proven to a regul ator?
Thi s docunent -- The CGovernance Audit Record (GAR) for Agentic
Al Systens

GAR is the evidentiary layer of this protocol famly. |DP, HEM and
CAP gener ate governance events; GAR specifies how those events are
col l ected, synthesized, signed, and nmade avail able for audit.

The architectural property GAR enforces is non-suppressibility: the
Governi ng Enforcenent Conponent (GEC) MUST generate audit artifacts
automatically, MJST sign them and MJUST NOT all ow any agent,
application, or principal to suppress, nodify, or delete them This
property -- the GEC cannot suppress bad news fromits principals --
is the foundation of accountable Al governance.



GAR defines five audit types ranging fromcontinuous CEC sel f-audit
(Type 1) to on-denmand external regulatory inspection (Type 5). The
Session Audit Record (SAR) is the primary audit artifact: a conplete,
GEC-signed record of every governance event in a session, generated
automatically at session close.

The SAR is a candidate SCITT Signed Statenent
[I-Dietf-scitt-architecture]. Section 10 specifies the SCITT
integration: how SARs are subnmitted to a SCITT transparency | og and
how Audit Packages are subnmitted via SCRAPI. At Level 3 GEC
conformance, SCI TT subni ssion i s REQUI RED.

This specification is a conpanion to [I-D. sato-soos-idp],

[1-D. sato-soos-hem, [I|-D.sato-soos-cap], [I|-D.sato-soos-sov], and
[1-D. sato-soos-njw]. Readers should be famliar with those
docunents before reading this docunent.

Changes from draft-sat o-soos-gar - 00:

o Throughout: "governing kernel" and "kernel" renamed to "Governing
Enf orcenent Conponent (GEC)" and "GEC'. The JSON field name
kernel _signature is preserved across all artifact types for wire-
format compatibility with -00 inplementations. The label field
wi thin kernel _signature MJST indicate the GEC conformance | evel
(L1, L2, or L3) per [I|-D.sato-soos-idp] Section 9.

0 Section 1. SCITT integration paragraph added. Reference to
[1-D. sato-soos-sov] and [I|-D.sato-soos-njwt] added.

0 Section 2: GEC definition added. GCEC signed definition added.
Soverei gn Object definition added.

0 Section 3: Architecture diagramupdated to refl ect GEC renane.
0 Section 5.4: "Kernel Self-Auditor" renamed to "GEC Sel f-Auditor".

0 Section 6.2: so_id field added to SAR schema. nmandate_id field
clarified to reference [I-D.sato-soos-njwt] jti claim

0 Section 6.1: CGEC signing key reference updated for conformance
| evel nodel .

0 Section 10: SCITT Integration added (new section). Specifies SAR
as SCITT Signed Statenment, SCRAPI Audit Package subni ssion, and
per - conf ormance-| evel requirenments.

0 Section 11 (was 10): EU Al Act section renunbered.

0 Section 13 (was 12): References updated. |DP updated to -03.
HEM updated to -01. CAP pronoted frominfornative to nornative.
SOV- 00, MIWI-00, and SCITT architecture draft added.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

The following terns are defined in this docunent or inherited from
conpani on speci fications:

Audit Principal:



A registered principal with read-only access to governance audit
artifacts. Distinct froma HEM Principal. Receives Audit Alerts
and reviews Session Audit Records.

Gover ni ng Enforcenent Component (CEC):

As defined in [I-D.sato-soos-idp]: a runtine conponent that
enforces authorization policy, records agent actions to a tanper-
evi dent Event Log, and nedi ates agent access to governed objects.
The GEC may be inplemented as an application-layer library

(Level 1), an isolated process or sidecar (Level 2), or an
attested hardware execution environment (Level 3). See

[1-D. sato-soos-idp] Section 9 for conformance | evel definitions.

GEC- si gned:
A record signed by the Governing Enforcenment Conponent using the
signing key appropriate to its conformance level. The JSON field

nane kernel _signature is preserved for wire-format conpatibility.
The | abel field within kernel _signature MJST indicate the GEC s
conformance | evel (L1, L2, or L3).

CGovernance Audit Record (GAR):
The audit architecture specified in this docunent, conprising five
audit types, the SAR the Audit Alert system and the Audit
Package.

GEC Sel f-Audi tor:
An architectural property of the GEC, not a human role. The GEC
eval uates its own Event Log after every comm tnent and generates
KERNEL_AUDI T_ANOVALY entries when inconsistenci es are detected.

| DP Commi t nent Gap:
A condition detected by the GEC when an agent’s actual state
transition does not match the agent’s declared | DP commtnent.
Classified as a critical audit finding.

| DP Commitnent Verification Record:
A CEC-generated record produced after every governed state
transition, recording whether the agent’s action matched its |IDP
conmi t nent .

Rati onal e Store:
A CEC- managed object store, separate fromthe Event Log, holding
Policy Rational e Declaration (PRD) objects and Decision Rationale
Records (DRR) indexed by their respective identifiers.

Session Audit Record (SAR):
A CEC-generated, GEC-signed summary of all governance events in a
session, produced automatically at session close.

Soverei gn Object (SO :
As defined in [I-D. sato-soos-sov]: a causally ordered, policy-
governed, typed, living docunment that evol ves through a predefined
finite state space under GEC authority.

Verified External Auditor:
A regul ator, accounting firm or other external party granted
time-limted, scope-limted read access to GEC audit artifacts by
the operator. Produces an Audit Package.

Architecture Overview

The GAR architecture conprises five audit types operating at
different tinmescales and with different principals:
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The GEC is the sole source of audit truth. No agent, application,
HEM Principal, or Audit Principal can generate, nodify, or suppress
GEC audit artifacts.

4. Audit Types
4.1. Type 1 -- CEC Sel f-Audit

The GEC MUST evaluate its own Event Log after every Event Log
conmmitnent. |f the GEC detects an inconsistency -- a state
transition without a corresponding |IDP subm ssion, a HEM resol ution
wi thout a recorded trigger, a mandate referenced by an | DP that does
not exist in the nmandate store -- the GEC MJST generate a
KERNEL_AUDI T_ANOVALY Event Log entry.

KERNEL AUDI T_ANOMALY entries are inmutable once witten. The GEC
MUST NOT suppress KERNEL AUDI T_ANOVALY entries. A

KERNEL_AUDI T_ANOMALY entry MJST i medi ately trigger a Type 3 Audit
Alert at CRITICAL severity (Section 7.3).

The GEC MUST al so generate an | DP Conmitnent Verification Record
after every governed state transition (Section 8.1). An

| DP_COVMM TMENT_GAP result MJST be treated as a critical audit finding
equi val ent to KERNEL_AUDI T_ANOVALY for alert severity purposes.

4.2. Type 2 -- Session-C ose Audit

The GEC MUST generate a Session Audit Record (SAR) automatically at
the cl ose of every governed session. SAR generation is not
requestabl e by any external party -- it fires unconditionally on
session close. The SAR specification is in Section 6.

4.3. Type 3 -- Event-Triggered Alert
The GEC MUST generate an Audit Alert when a nornative trigger

condition is detected. Audit Alerts are delivered to all registered
Audit Principals for the governed session. The normative trigger



list is in Section 7.3.
4.4. Type 4 -- Schedul ed Audit

Audit Principals MAY initiate cross-session pattern audits covering
a specified tine range or SO Type popul ation. The GEC MJST expose
a GEC Query Interface for this purpose [|I-D.sato-soos-idp]. Type 4
audits produce cross-session pattern reports and MJST be recorded as
SCHEDULED_AUDI T_I NI TI ATED and SCHEDULED AUDI T_COMPLETED Event Log
entries.

The GEC SHOULD initiate a Type 4 audit automatically when a PRD
review date i s exceeded, covering all sessions governed by the
overdue policy.

4.5. Type 5 -- On-Denand External Audit

Operators MAY grant Verified External Auditors tinme-linited, scope-
limted read access to GEC audit artifacts. Access grants MJST be
recorded as EXTERNAL_AUDI T_ACCESS GRANTED Event Log entries. Access
revocati on MJST be recorded as EXTERNAL AUDI T_ACCESS REVCKED. Audit
Packages produced by Verified External Auditors are specified in
Section 9. At Level 3 conformance, Audit Packages SHOULD be
submitted to a SCITT transparency | og via SCRAPI (Section 10.2).

5. Auditor Principal Categories

GAR defines four distinct auditor categories. These are not
i nt er changeabl e.

5.1. HEM Principa

A HEM Principal is registered in a designation chain and resol ves
HEM escal ations. A HEM Principal is NOT an auditor. HEM Principals
do not receive Audit Alerts and do not have access to the Rationale
Store or Event Log beyond what is included in the HEM Escal ati on
Request .

5.2. Audit Principa

An Audit Principal is a registered principal with principal_type:
AUDIT. Audit Principals receive Audit Alerts, review Session Audit
Records, and nmay initiate Type 4 schedul ed audits.

An Audit Principal MJST NOT appear in a HEM designation chain. The
GEC MUST reject SO Type configurations that place an Audit Principa
in a designation chain.

Audit Principals have read-only access to:

o0 The Event Log (via GEC Query Interface [|-D. sato-soos-idp])
0 The Rationale Store

0 Session Audit Records

o IDP Commtrent Verification Records

Audit Principals MJST NOT be able to nodify any GEC artifact.

5.3. Verified External Auditor
A Verified External Auditor is a regulator, accounting firm or
other external party granted tenporary read access by the operator
Access is tinme-limted and scope-limted. The operator declares the
access scope (session range, SO Type filter, time wi ndow) and expiry
at grant tine.

A Verified External Auditor produces an Audit Package (Section 9)



covering the declared scope. The Audit Package is GEC- signed as of
the production tinmestanp.

5.4. GEC Sel f-Auditor

The GEC Self-Auditor is an architectural property, not a human role.
It refers to the Type 1 continuous self-audit function executed by
the GEC after every Event Log conmitnent. |t cannot be disabl ed,
configured, or bypassed.

6. Session Audit Record
6.1. SAR Generation

The GEC MUST generate a SAR autonmatically at the close of every
governed session regardl ess of close reason (nornal conpl etion,
TERM NATE deci si on, mandate expiry, session tinmeout, or error).

SAR generation MJUST be atomc with session close. The GEC MUST NOT
return a session close confirmation to any external party before the
SAR is committed to the audit store.

The GEC MUST sign every SAR using Ed25519 with the GEC s signing
key. The signing key MIST be consistent with the GEC s conformance
| evel : at Level 1, an application-managed key; at Level 2, a key
hel d by the isolated GEC process; at Level 3, a key bound to a
RATS-attest ed execution environnment [I|-D.sato-soos-idp] Section 9.
The GEC signing key is published via the operator’s JVWKS endpoi nt.

6.2. SAR Schema

A SAR MUST contain the following fields. Al fields are REQU RED
unl ess stated otherw se.

sar_id:
GEC-generated UU D v7 [ RFC9562]. Unique identifier for this SAR

session_id:
The session identifier. Links the SARto all Event Log entries
for this session.

so_id:
The Soverei gn Object instance identifier [I-D. sato-so00s-sov]
Section 4.2.1. Links the SARto the specific SO I nstance
governed during this session.

mandat e_i d:
The governing nmandate identifier. The jti claimof the Mandate
JWI [I-D.sato-soos-njw] in force at session open.

m ssion_ref:
The M ssionDeclaration reference. Null if no m ssion was decl ared
for this session.

open_ti nmest anp:
| SO 8601 UTC tinestanp of session open.

cl ose_ti mest anp:
| SO 8601 UTC tinestanp of session close.

cl ose_reason:
Control | ed vocabul ary. One of: NORVAL_COVPLETI ON |
TERM NATE_DECI SI ON | MANDATE_EXPI RY | SESSI ON TI MEQUT | ERRCR |
CAP_SUSPENSI ON.



i dp_subm ssi ons:
Array of IDP summary records. Each entry contains:

i dp_id: IDP identifier.

goal _sunmmary: Human- r eadabl e goal description.

cedar _out cone: PERM T | DENY | HEM ROUTED.

hem tri ggered: Bool ean.

hem deci si on: Decision type if HEM was triggered, null
ot herwi se.

hem event s:
Array of HEM event summary records. Each entry contains:

hem i d: HEM event identifier.

trigger_cl ass: Cl asses 1-5.

trigger_source: AGENT_DETECTED | TRAVELER REQUEST |
SYSTEM EVENT.

policy rational e id: PRD identifier, null if absent.

deci si on_t ype: Fi nal deci sion type.

decision_rationale class: DRRrationale class, null if absent.

resolution_time_seconds: Integer. WVall tine fromtrigger to

resol ution.

state transitions:
Array of state transition records. Each entry contains:

fromstate: Prior Sovereign Object state.
to_state: Resul ti ng Soverei gn Cbject state.
action: Cedar action string.

ti mest anp: | SO 8601 UTC.

cap_vi ol ati ons:
Array of CAP violation records. Each entry contains:

violation_id: CAP Viol ation Record identifier.

tier: o] 1| 2

prohibition_id: Prohibition identifier.

action: Action attenpted.

out cone: REFUSED | SESSI ON_SUSPENDED | HEM FI RED.

audi t _summary:
Sunmary counts bl ock. Contai ns:

total transitions: I nt eger.

hem event s_count: I nt eger.

terni nate_count: I nt eger.

aut o_approve_count : I nt eger.

policy_rational e_gaps: Integer. HEM events with no PRD.
deci sion_rationale _gaps: |Integer. HEM events where DRR was

required but absent.
cap_viol ation_count: I nt eger.

jurisdictional _conflicts: Integer.

ker nel _si gnat ure:
Ed25519 signature over the canonical serialization of all SAR
fields except kernel _signature itself. The label field within
this signature MUST indicate the GEC s confornmance |evel (L1,
L2, or L3). The field name kernel _signature is preserved for
wire-format conpatibility.

The idp_subm ssions, hemevents, state transitions, and
cap_violations arrays carry reference fields and key summary data
only. Full detail for each record is available in the Event Log and
Rationale Store. The SAR is a governance sumrary and index, not a
duplicate of the Event Log.

.3.  SAR Signing
The GEC MUST sign the SAR using Ed25519 prior to conmitting it to

the audit store. The canonical serialization for signing is the JSON
serialization of all fields except kernel signature, with keys in



| exi cographi c order and no whitespace.

Audit Principals and Verified External Auditors MJST verify the
kernel _signature before relying on SAR content.

6.4. SAR Retention

Qperators SHOULD retain Session Audit Records for a mninmumof 12
mont hs from session close_tinestanp. Operators subject to EU Al Act
Article 12 obligations MJST retain SARs for the period required by
applicable law. The GEC SHOULD warn Audit Principals when a SAR
approaches its configured retention expiry.

At Level 3 conformance, SARs MUST additionally be subnmitted to a
SCI TT transparency | og per Section 10. SC TT submni ssion provides
i ndependent tanper-evi dence that conplenents the GEC s internal
non- suppressi bility guarantee.

7. Audit Alert System

7.1. Aert Ceneration

The GEC MUST generate an Audit Al ert when any normative trigger
condition listed in Section 7.3 is detected. Alert generation is

synchronous with the triggering event -- the GEC MJUST generate the
alert before returning any response to the triggering agent or
princi pal .

7.2. Aert Schema
An Audit Alert MJUST contain the followi ng fields:

alert _id:
GEC- generated UU D v7.

alert_severity:
CRITICAL | HCH | MEDIUM | LOW

alert _trigger:
Identifier of the normative trigger condition. See Section 7.3.

session_id:
The session in which the trigger occurred.

so_id:
The Soverei gn Object instance identifier for the session in which
the trigger occurred [I-D. sat o-so0s-sov].

hem i d:
The HEM event identifier, if the trigger is HEMrelated. Null
ot herw se.

cap_vi ol ation_id:
The CAP Viol ation Record identifier, if the trigger is CAP-
related. Null otherw se.

detail:
Hurman- r eadabl e description of the trigger condition. REQU RED.

ti mest anp:
| SO 8601 UTC tinestanp of alert generation.

kernel _si gnature:
Ed25519 signature over canonical serialization of all fields
except kernel _signature.



del i vered_to:
Array of Audit Principal identifiers to whomthe alert was
del i vered.

7.3. Normative Trigger List
The follow ng trigger conditions MJST generate an Audit Alert.

Trigger identifiers are registered in the GAR Audit Alert Triggers
registry (Section 13.1).

o m m ot e e e e e e e e e e e e e e e e e e e e mmamomo o m e e e - +
| Trigger | Severity |
oo e e e e e e e e e e e oo oo M +
KERNEL_AUDI T_ANOVALY CRI Tl CAL
| DP_COVM TMENT_GAP CRI Tl CAL
TERM NATE_DECI SI ON H GH
AUTO_APPROVE_DI SPCSI Tl ON H GH
HEM_CHAI N_EXHAUSTED H GH

I I
I I
I I
| |
M SSI ON_REVOKE_CASCADE | HGH |
I I
I I
I I
I I
I I

MANDATE_NARROW NG VI OLATI ON H GH
HEM TERM NATE_RATI ONALE_REQUI RED MEDI UM
THREE_OR_MORE_HEM EVENTS_| N_SESSI ON MEDI UM
PRD_REVI EW DATE_EXCEEDED MEDI UM
POLI CY_RATI ONALE_GAPS | N_SAR LOwW

oo o e e e mmeeo—eeao - e e - +

Table 1: Normative Audit Alert Triggers

MANDATE NARROW NG VI OLATION is added in this revision. It is
triggered when the GEC detects that a presented Child Mandate
violates the Narrowi ng Property as defined in [I-D. sat 0o-soo0s-nj wt]
Section 5. This is a H CGH severity finding because it indicates
an attenpted authorization escal ation.

7.4. Aert Delivery

Audit Alerts MJST be delivered to all registered Audit Principals
for the governed session. Delivery MJST be recorded as an

AUDI T_ALERT_FI RED Event Log entry, followed by AUD T_ALERT_DELI VERED
on successful delivery.

I mpl enent ati ons SHOULD use the Shared Signals Franmework (SSF)
[ RFC8936] for cross-system Audit Alert delivery.

Audit Principals SHOULD acknow edge Audit Alerts. Acknow edgenent
MUST be recorded as AUDI T_ALERT_ACKNOW.EDGED.

8. Event Log Requirenents

The Event Log is the append-only, CEC naintained record of all
governance events in a session. This section specifies the GAR
specific Event Log entries that MJST be support ed.

8.1. |IDP Audit Events

| DP_SUBM TTED:
Recorded when an IDP is submitted to the GEC. Entry type
specified in [I-D. sato-soos-idp].

| DP_COWW TMENT_VERI FI ED:
Recorded after every governed state transition. The GEC MUST
generate an I DP Commitnent Verification Record and commt this
event. Fields: idp_id, state transition_id, verified_at,
mat ch_result (MATCHED | | DP_COWM TMENT_GAP), kernel _signature.



| DP_COVM TMENT_GAP:
Recorded when match result is | DP_COVW TMENT_GAP. This is a
critical audit finding. The CGEC MJUST i nmedi ately:
(a) generate a CRITICAL Audit Alert (alert_trigger:
| DP_COVW TMENT_GAP), and
(b) fire HEM AGENT_ESCALATED (C ass 2) for the active session.
The GEC MUST NOT allow a session to continue after an
| DP_COVM TMENT_GAP wi t hout HEM resol uti on.

8.2. HEM Audit Events
The foll owi ng HEM Event Log entries gain new fields under GAR

HEM_TRI GGERED:
Existing entry type. GAR adds: policy_rationale_id (REQU RED,
null if PRD absent -- absence recorded in audit_sumary.
policy_rational e_gaps).

HEM _DECI SI ON_RECEI VED:
Existing entry type. GAR adds: decision_rationale_class
(REQUI RED when DRR is mandatory for the decision type; OPTI ONAL
ot herwi se) .

The foll owi ng new HEM Event Log entries are specified in
[1-D. sato-soos-hem and recorded in the GAR Event Log:

HEM DECI SI ON_NOT_PERM TTED_FOR_TRI GGER_CLASS
HEM TERM NATE_RATI ONALE_REQUI RED
HEM_HUMAN_DECI SI ON_CONSTI TUTI ONAL_VI OLATI ON
HEM_CHAI N_CONSTI TUTI ONAL_EXHAUSTED
KERNEL_AUDI T_ANOVALY

8.3. GAR Audit Events
The following Event Log entry types are introduced by this docunent:

SAR_GENERATED:
Recorded when a SARis committed to the audit store. Fields:
sar_id, session_id, so_id, close reason, kernel _signature.

SAR _SCI TT_SUBM TTED:
Recorded when a SAR is subnmitted to a SCITT transparency | og.
Fields: sar _id, scitt_entry id, transparency_log uri,
submitted_at, kernel _signature. See Section 10.1.

AUDI T_ALERT_FI RED:
Recorded when an Audit Alert is generated. Fields: alert_id,
alert _trigger, alert_severity, session_id, so_id.

AUDI T_ALERT_DELI VERED:
Recorded when an Audit Alert is successfully delivered to an
Audit Principal. Fields: alert_id, principal _id, delivered_at.

AUDI T_ALERT_ACKNOW.EDGED:
Recorded when an Audit Principal acknow edges an Audit Alert.
Fields: alert_id, principal _id, acknow edged_at.

SCHEDULED_AUDI T_I NI Tl ATED:
Recorded when a Type 4 schedul ed audit begins. Fields:
audit_id, initiated_by, scope_description, initiated_at.

SCHEDULED_AUDI T_COVPLETED:
Recorded when a Type 4 schedul ed audit conpletes. Fields:
audit _id, conpleted_at, findings_count.
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EXTERNAL_AUDI T_ACCESS_GRANTED:
Recorded when a Verified External Auditor is granted access.
Fields: auditor_id, granted by, scope, expiry, granted_at.

AUDI T_PACKAGE_PRODUCED:
Recorded when a Verified External Auditor produces an Audit
Package. Fields: package id, auditor_id, scope, produced_at,
package_hash.

EXTERNAL_AUDI T_ACCESS REVOKED:
Recorded when Verified External Auditor access expires or is
revoked. Fields: auditor _id, revoked at, revocation_reason

PRD_REVI EW DATE_EXCEEDED:
Recorded by the GEC s continuous self-audit when a PRD
review date is exceeded. Fields: prd.id, policy_id,
review date, detected_at. This entry MJST trigger a MEDI UM
Audit Alert (alert_trigger: PRD REVI EW DATE EXCEEDED) .

CAP Audit Events

The following CAP Event Log entries are specified in
[1-D. sato-soos-cap] and recorded in the GAR Event Log:

CAP_VI OLATI ON_DETECTED:
Al-initiated action refused by the Constitutional Evaluation
Engine. Fields: violation_id, tier, prohibition_id, action,
out cone, timestanp, kernel _signature.

CAP_HUMAN_VI OLATI ON_DETECTED:
Human princi pal decision refused by the Constitutional Evaluation
Engine. Fields: violation_id, tier, prohibition_id, decision,
out cone, tinestanp, kernel signature.

CAP_TI ER1_CONFLI CT_DETECTED:
Jurisdictional conflict detected at Tier 1. Fields: conflict _id,
conflicting_jurisdictions, resolution_nethod, hemid, tinestanp.

APPROVE_W TH_LEGAL_BASI S_RECORDED:
Princi pal submtted APPROVE_W TH LEGAL_BASI S deci sion. Fiel ds:
hem.id, principal _id, legal _basis (authority_ type, authority_ ref,
jurisdiction, expiry, docunent_hash), timestanp.

SESSI ON_CAP_SUSPENDED:
Sessi on suspended due to CAP violation. Fields: session_id,
violation_id, suspended_at.

Audit Package
Package Conposition

An Audit Package is produced by a Verified External Auditor and
covers a declared scope (session range, SO Type filter, or tine
wi ndow). The Audit Package is a GEC-signed conpilation of:

o Al SARs within scope

0o Al Event Log entries within scope

o Al PRDrecords fromthe Rationale Store for policies governing
sessions within scope

o Al DRRrecords fromthe Rationale Store for decisions within
scope

0 Al Audit Alert records within scope

o Al CAP Violation Records within scope

Package Schema
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An Audit Package MJST contain the follow ng fields:

package i d:
GEC- generated UU D v7.

audi tor _id:
Verified External Auditor identifier.

scope:
Decl aration of what the package covers. Fields: session_range,
so_type_filter (optional), time_w ndow.

sar _records:
Array of all SARs within scope.

event | og_records:
Array of all Event Log entries within scope.

prd_records:
Array of all PRD objects fromthe Rationale Store for policies
governi ng sessions w thin scope.

drr_records:
Array of all DRR objects fromthe Rationale Store for decisions
wi t hi n scope.

audit_al ert_records:
Array of all Audit Alert records w thin scope.

cap_vi ol ati on_records:
Array of all CAP Violation Records within scope.

chai n_of cust ody:
Bl ock cont ai ni ng:

package_hash: SHA- 256 hash of all package content fields.
kernel _signature: Ed25519 signature over package hash.

pr oduced_by: Verified External Auditor identifier.
produced_at: | SO 8601 UTC ti nestanp.

Access Contr ol

The GEC MUST verify that the requesting party holds a valid,
unexpired Verified External Auditor access grant before producing an
Audit Package. The access grant MJST be scoped to include the
request ed sessions.

Audit Package production MJST be recorded as AUDI T_PACKAGE_ PRODUCED
in the Event Log.

SCI TT Integration
1. SAR as SCITT Signed Statenent

The Session Audit Record (SAR) is a SCITT Signed Statenment as

defined in [I-D.ietf-scitt-architecture]. It carries all properties
required of a SCITT Signed Statenent: it is produced by an identified
I ssuer (the CEC), signed with a key bound to that Issuer’s attested
execution environnent, and carries a payload that a Relying Party can
eval uat e agai nst a known governance policy.

The SAR SCITT Signed Statenent payload is the canonical JSON
serialization of the SAR as defined in Section 6.2. The COSE
[ RFC9052] protected header MJST i ncl ude:



al g: EdDSA (Ed25519)

kid: Key identifier of the GEC s signing key
content _type: application/soos. gar.sar+json
i ssuer: CGEC identifier

O o0Oo0oo

Upon successful SCITT subm ssion, the GEC MJST record a
SAR SCI TT_SUBM TTED Event Log entry (Section 8.3) containing the
SCI TT transparency log entry identifier and the transparency |og URI .

.2. Audit Package SCRAPI Subni ssion

The Audit Package (Section 9) maps directly onto the SCRAPI POST
/entries endpoint [I-D.ietf-scitt-architecture]. A Verified
External Auditor MAY submt an Audit Package to a SCITT transparency
|l og via SCRAPI. Once registered, the append-only guarantee of the
SCI TT transparency | og ensures that the Audit Package cannot be
altered or renoved i ndependently of what the operator or GEC does.

The SCRAPI subm ssion provides the external tanper-evidence property
that conplenents GAR s internal non-suppressibility guarantee

SCRAPI Audit Package submi ssion MJST be recorded as
AUDI T_PACKAGE PRODUCED in the Event Log with a scitt_entry_ id field
i f subm ssion is perforned.

.3. Conformance Level Requirenents

SCI TT submi ssion requirenents vary by GEC conformance | evel, as
defined in [I-D. sato-soos-idp] Section 9

Level 1 (Application Profile):
SCI TT SAR subm ssion is RECOWENDED. Non-suppressibility is
probabilistic; SCITT submission is the prinmary conpensating
control. Operators SHOULD configure automati c SAR submission to
a SCITT transparency | og.

Level 2 (lsolated Profile):
SCI TT SAR subm ssion is RECOWENDED. The isolated GEC process
provi des architectural non-suppressibility; SCITT provides
i ndependent external evidence.

Level 3 (Kernel Profile):
SCI TT SAR submi ssion is REQU RED. Every SAR MJST be submitted
to a SCITT transparency |og before the GEC returns a session
close confirmation. The SAR SCI TT_SUBM TTED Event Log entry MJUST
precede or be atonic wth SAR CGENERATED.

EU Al Act Applicability
.1. Article 12 Mapping

EU Al Act Article 12 requires high-risk Al systens to automatically
generate | ogs enabling post-market nonitoring and audit. The
followi ng table maps Article 12 provisions to GAR nechani sns. This
mapping is normative: the Event Log fields and SAR structure
specified in this docunent satisfy Article 12(3) traceability

requi renents for depl oynents governed by [I|-D. sato-soos-hen.
Operators may reference this section directly in conformance
docunent at i on.

| 12(1) Automatic | ogging | Event Log: append-only, | 8
| capability | GEC-generated, cannot be |



12.

| | suppressed |

o e e e e e e e e e T +o-m - -
| 12(2) Loggi ng period | SAR close tinmestanp + operator | 6.4

| commensurate with purpose | retention configuration; |

| | SHOULD mi ni mum 12 nont hs |

o e e e e e e e e m e e o m e e e e e e e e e Fom e e - -
| 12(3) Traceability of Al | hem.id chain across Event Log | 8

| system operation | entries -- full causal history

| | reconstructible fromany event |
e o oo Foommo-
| 12(3) Human oversight audit | principal _type + principal_id | 8.2

| record | + decision_type + DRR on every |

| | HEM DECI SI ON_RECEI VED entry

o e e e e e e e e e T +o-m - -
| 12(3) Policy audit record | PRD + prd_id on every | 8.2

| | HEM TRI GGERED entry |

o m oo Fo oo ommmo -

Table 2: EU Al Act Article 12 Mapping

Security Considerations

The GAR audit architecture relies on the following security
properties:

GEC signing key integrity:
Al SAR Audit Alert, IDP Commitnent Verification Record, and
Audit Package chai n-of - cust ody signatures depend on the integrity
of the GEC s Ed25519 signing key. At Level 3, the key MIST be
bound to a RATS-attested execution environment. At Level 2, the
key MUST be held in the isolated GEC process, inaccessible to
agent code. At Level 1, key protection is application-mnaged;
HSM control s are RECOWENDED. Key conprom se MJST be treated as
a critical security incident requiring i mrediate rotation and re-
signing of all affected audit artifacts.

Event Log append-only property:
The Event Log MUST be inplenented as an append-only data
structure. No API MJST all ow del etion or nodification of
existing entries. Audit Principals and Verified Externa
Audi t ors MJST have read-only access.

Non- suppressibility:
The GEC MUST NOT expose any interface that allows an agent,
application, HEM Principal, or Audit Principal to suppress SAR
generation, Audit Alert firing, or IDP Commitnent Verification
I mpl enent ati ons MJUST be revi ewed for any code path that could
conditionally skip these operations.

Audit Principal separation
Audit Principals MIST be registered separately from HEM
Principals. The same party SHOULD NOT hold both roles for the
same SO Type. Separation prevents a principal from suppressing
audit findings about their own HEM deci si ons.

Verified External Auditor access:
GEC interfaces for Verified External Auditor access MJST enforce
scope limtations at the query layer. Access grants MJST expire
automatically. The GEC MIST reject queries outside the declared
scope.

PRD revi ew _dat e enforcenent:
Qperators MJST ensure that PRD revi ew date val ues refl ect genuine
governance review cycles. Stale PRDs with extended revi ew dates
underm ne the living governance record property that PRD is



desi gned to provide.

SCI TT submission integrity:
At Level 3, SAR subnission to a SCITT transparency log is
REQUI RED. | npl enentations MJST verify that the SCI TT transparency
log returns a valid receipt before recording SAR SCI TT_SUBM TTED.
A failed SCITT submi ssion at Level 3 MJST be treated as a critical
audit finding and MJUST trigger a CRITICAL Audit Alert.

I ANA Consi derations
.1. GAR Audit Alert Triggers Registry

Thi s docunent establishes the "Governance Audit Record Audit Alert
Triggers" registry.

Regi stration procedure: Specification Required.

Initial val ues:

o m m e e e e e e e e e e e e e e e eee— oo on Fom e oo Fom e oo +
| Trigger Identifier | Severity | Reference |
o m e e e e e e e e e e e e e e e e e e e e e e e e e o N N +
| KERNEL_AUDI T_ANOVALY | CRITICAL | Sec. 7.3 |
| | DP_COWM TMENT_GAP | CRITICAL | Sec. 7.3 |
| TERM NATE_DECI SI ON | H GH | Sec. 7.3 |
| AUTO APPROVE_ DI SPCSI TI ON | H GH | Sec. 7.3 |
| HEM CHAI N_EXHAUSTED | HCG&H | Sec. 7.3 |
| M SSI ON_REVOKE_CASCADE | H GH | Sec. 7.3 |
| MANDATE_NARROW NG_VI OLATI ON | H GH | Sec. 7.3 |
| HEM_TERM NATE_RATI ONALE_REQUI RED | MEDI UM | Sec. 7.3 |
| THREE_OR _MORE_HEM EVENTS | N_SESSI ON | MEDI UM | Sec. 7.3 |
| PRD_REVI EW DATE_EXCEEDED | MEDI UM | Sec. 7.3 |
| PCLI CY_RATI ONALE GAPS | N_SAR | LOW | Sec. 7.3 |
o m e e e e e e e e e e e e e e e e e e e e e e e e e o N N +
Table 3: Initial GAR Audit Alert Triggers Registry Val ues

.2. GAR Auditor Principal Types Registry
Thi s docunent establishes the "Governance Audit Record Auditor
Principal Types" registry.

Regi stration procedure: Standards Action.

Initial val ues:

o e e e e e o e m e e e e e e e e e e e e e e me e +
| Type | Description |
e e e e e e e eaea oo n e +
| HEM_PRI NCI PAL | Resol ves HEM escal ati ons. |
| | NOT an auditor. |
Tt o m e e e e e e e e e e e e e emamao - +
| AUDI T_PRI NCI PAL | Receives Audit Alerts, reviews SARs, |

| | initiates Type 4 schedul ed audits. |
| | Read-only CGEC access. |

| VERI FI ED_EXTERNAL_AUDI TOR | Regul ator or accounting firm |
| | Time-limted, scope-limted GEC |
| | access. Produces Audit Packages. |

| GEC SELF_AUDI TOR | Architectural property of the GEC |
| | Not a human role. |



Table 4: Initial GAR Auditor Principal Types Registry Val ues
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