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Abst ract

Al agents governed by the SOOS protocol famly generate a

conti nuous stream of cryptographically signed, non-suppressible
behavi oral evidence: intent declarations, Cedar eval uation outcomes,
escal ati on deci sions, goal conpletion records, and trust scores.
Wthin a single operator’s trust domain, this evidence informs
Progressive Trust scoring [|-D.sato-soos-pt]. Across operators,

it is discarded. Each operator’s agents learn fromtheir own
history only. The aggregate behavioral intelligence available from
m | 1ions of governed agent sessions -- which reasoning patterns
succeed in which contexts, which escal ation judgnents prove correct,
whi ch confidence calibrations hold across diverse task types --
remains invisible to every participant.

Thi s docunent defines the Federated Agent Intelligence Protoco
(FAIP): the Tier 3 analytics |layer of the SOOS protocol famly,
speci fyi ng how aggregate behavioral intelligence is derived from
governed agent Event Streans across participating operators, nade
avai l abl e to agents and human principals, and protected through
privacy-preserving aggregation, data residency controls, and
k-anonym ty enforcenent.

FAI P does not share individual session records. It does not expose
any operator’s proprietary data. It produces aggregate behaviora
signal -- enpirical, tamper-evident, distributed -- that no single

partici pant can generate fromtheir own data alone. FAIP is the
first protocol specification for federated behavioral intelligence
derived exclusively from cryptographically governed agent activity
records.

Thi s docunent establishes the FAIP architecture, its relationship
to the three-tier analytics nodel defined in [I-D.sato-soos-idp],
its privacy and data residency framework, and the scope of
subsequent FAI P specifications. Full protocol specification of
FAI P query interfaces, federation topol ogy, and aggregation
algorithms is deferred to successor docunents.
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I nt roducti on

Consi der what happens after a governed Al agent conpletes a session.
The GEC wites AEP_SESSI ON CLOSED. The GAR generates a Session
Audit Record. The agent’s Progressive Trust score is updated. The

(o]

perator has a richer behavioral record for that agent.

Then the next operator’s agent starts a simlar session, in a

simlar context, facing a simlar decision. It has no access to
what the first agent learned. It will make the sane m stakes,
encounter the same Cedar DENY patterns, and devel op the sane

escal ation calibration -- fromscratch, through its own sessions,
within its own operator donain.

This is the federated intelligence gap. Each operator’s governed



agents inprove within their own domain. The aggregate behaviora
know edge generated across all governed agents -- which reasoning
patterns succeed in which SO Type contexts, which confidence
calibration approaches prove accurate across diverse task types,
whi ch escal ation thresholds correlate with correct human principa
outconmes -- is never pooled. It cannot be, under any existing
protocol, w thout exposing individual session records that contain
proprietary business |ogic, personal data, and comrercially
sensitive operational infornation.

FAIP closes this gap. It is the Tier 3 analytics |layer of the
SOCS protocol family: a protocol for deriving aggregate behavi ora
intelligence fromgoverned agent Event Streanms across participating
operators, w thout exposing any individual session record, any
operator’s proprietary data, or any personal data subject to

regul atory protection

The key insight that rmakes FAIP possible is what the SOOS Event
Streamis not. It is not a business record. It is not a
conversation log. It is not a copy of the data the agent operated
on. The Event Streamis a governed behavioral record: which Cedar
actions were attenpted, which were pernitted, which were denied,
how confident the agent declared itself, what escal ati on judgments
it made, and whether it achieved its goal. This behavioral record
is separable fromthe underlying business data by design -- Zone A
I nvariant INV-ZA-1 [I|-D. sato-soo0s-sov] Section 4.3.1 prohibits
personal data in Zone A precisely so that the governance record can
be retained and anal yzed i ndependently of the personal data it
governs.

FAI P aggregates the behavioral record, not the business data.

An operator participating in FAIP contributes: which Cedar actions
their agents attenpted in which SO Type states, at what confidence
| evel s, with what outcones. They do not contribute: what the
Soverei gn Object contained, who the traveller was, what the booking
was for, or what business decisions were nade.

The result is a new category of institutional know edge. Not
proprietary to any participant. Not owned by any platform
Empirical, in the sense that it derives from actual governed
behavi or rather than synthetic benchmarks or vendor clains.
Tamper-evident, in the sense that every contributing record is
GEC-si gned and non-suppressible. And formally governed, in the
sense that access to FAIP intelligence is controlled by the sane
Cedar policy framework that governs the agents whose behavi or
produced it.

Thi s docunent establishes the FAIP architecture at the -00 | evel
the three-tier nodel it conpletes, what it produces, what it
explicitly does not do, its privacy architecture, and its
federation nodel. Full query interface specification, aggregation
al gorithmrequirenents, and federation topol ogy protocols are
deferred to successor docunments. The purpose of this -00 is to
define the problem claimthe architectural space, and establish
the normative boundaries w thin which successor specifications
must operate.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here



Thi s docunent uses the follow ng terns:

Federated Agent Intelligence Protocol (FAIP)
The Tier 3 analytics layer of the SOOS protocol famly, defined
in this docunent. Specifies how aggregate behavioral intelligence
is derived from governed agent Event Streams across participating
operators, privacy-preserved, and nmade available to agents and
human pri nci pal s.

FAI P Node:
A participating operator’s FAI P endpoint: a conmponent that
contributes anonyni zed behavi oral aggregates to the FAIP
federation and receives federated intelligence in return

FAl P Federati on:
The network of FAIP Nodes operating under a shared trust anchor
and comon protocol version. A FAIP Federation has a defined
menber shi p, governance nodel, and data residency policy.

Aggr egat e Behavioral Library (ABL):
The corpus of federated behavioral intelligence produced by FAIP
anonym zed, k-anonym zed, and differentially private aggregates
derived from governed agent Event Streans across FAI P Federation
memnbers.

Reasoni ng Pattern:
A structured summary of an agent’s reasoni ng approach for a
class of Cedar action in a class of SO Type state, derived from
| DP reasoni ng_basis fields, confidence val ues, and Cedar
eval uati on outcomes. Reasoning Patterns in the ABL are
anonym zed and aggregated; they do not identify any individua
agent, operator, or session.

Behavi oral Benchnark:
An aggregate performance nmetric for a specific SO Type and Cedar
action class, derived from PT D nension scores across FAI P
Federation menbers. Provides context for interpreting a single
operator’s PT scores relative to the federation

FAIP Tier Eligibility:
The property of an IDP record that pernits its behaviora
signals to be included in FAI P aggregation. Controlled by the
tier3_eligible field in the | DP data_residency sub-object
[1-D. sato-soos-idp] Section 4. 2.

K- Anonymi ty:
A privacy property under which any record rel eased by FAIP is
i ndi stinguishable fromat |east k-1 other records al ong every
quasi -identifying attribute. K is a FAI P Federation governance
paraneter; mninumval ue: 50.

Dat a Resi dency Policy:
The set of jurisdictional and contractual constraints governing
where FAI P behavi oral signals may be stored, processed, and
accessed. Derived fromthe data_residency field in |IDP
[1-D. sato-soos-idp] Section 4. 2.

Gover ni ng Enforcenent Component (GEC)
As defined in [I-D. sato-soos-idp]: a runtine conponent that
enforces authorization policy, records agent actions to a tanper-
evi dent Event Stream and nedi ates agent access to Sovereign
oj ect instances.

Progressive Trust Score:
As defined in [I-D.sato-soos-pt]: a multi-dimensional behaviora
trust netric for an agent, conputed fromits GEC signhed Event



Streamwi thin a single operator’s domain (Tier 2).

Soverei gn Object (SO :
As defined in [I-D. sato-soos-sov]: a causally ordered, policy-
governed, typed, living docunent that evol ves through a predefined
finite state space under GEC authority.

The Three-Tier Analytics Mde

The | DP specification [I-D.sato-soos-idp] Section 3.5 defines a
three-tier analytics architecture for SOOS behavioral intelligence.
FAIP is the normative specification of Tier 3. This section
describes all three tiers to establish FAIP's position in the
conpl et e nodel

.1. Tier 1 -- Session-Local Intelligence

Tier 1 analytics operate within a single AEP Session
[1-D. sato-soos-aep], on data that does not |eave the session trust
boundary. No cross-session or cross-operator data flow occurs.

Exanpl es of Tier 1 analytics:

- The GEC consults the current session’s IDP history to detect
systemati c overconfidence patterns (high declared confidence
foll owed by repeated Cedar DENY for the sane action class).

- The RETRY_CONTI NUATI ON reasoni ng basis type [I|-D.sato-soos-idp]
Section 4.3 uses the current session’s DENY history to inform
the agent’s next ACT step

- The Transition Graph query [I|-D.sato-soos-aep] Section 7.1
conputes viable paths fromthe current SO state using session-
| ocal Cedar residual evaluation

- The prior_denial _count Cedar context attribute tracks DENY
patterns within the current session to informpolicy eval uation

Tier 1 analytics require no data residency controls and no privacy
mechani sms beyond the nornmal GEC access controls. Al Tier 1

anal ytics are specified fully in [I-D.sato-soos-aep] and

[1-D. sato-soos-idp].

.2. Tier 2 -- Operator-Donmain Intelligence

Tier 2 analytics operate across sessions within a single operator’s
trust dommin. Data crosses session boundaries but does not |eave
the operator’s GEC infrastructure.

The primary Tier 2 analytics specification is Progressive Trust
[1-D. sato-soos-pt]: PT Dinension scores are conputed across an
agent’s full session history within the operator’s domain, subject
to data_residency constraints declared per |IDP record.

Exanpl es of Tier 2 analytics beyond PT:

- Cross-session Cedar DENY pattern analysis: which Cedar action
cl asses consistently produce DENY outconmes for specific SO Type
states, enabling Cedar policy refinenment.

- Goal conpletion analysis by SO Type and Cedar action path:
whi ch transition sequences produce the hi ghest goal conpletion
rates, infornmng Transition G aph optim zation

- HEM out cone anal ysis: which HEM trigger conditions produce which



human princi pal decision patterns, informng escal ation threshold
cal i bration.

Tier 2 analytics are subject to k-anonynity enforcenent and
data_residency constraints at the tier2_eligible field |evel

The Analytics Principal role [I-D.sato-soos-pt] Section 10.3 is
the Tier 2 access control nmechanism Al Tier 2 analytics
specifications are in [|-D. sato-soos-pt] and [|-D. sat o-soos-idp].

3.3. Tier 3 -- Federated Intelligence (FAIP)

Tier 3 analytics operate across operators. Behavioral signals
frommultiple operators’ FAI P Nodes are conbi ned, privacy-preserved,
and nade avail able as the Aggregate Behavioral Library.

Tier 3is FAIP s scope. The defining property of Tier 3 analytics
is that no individual operator’s session records are exposed. FAIP
aggr egat es behavioral patterns, not sessions. The unit of
contribution is an anonym zed behavi oral signal, not a record.

FAIP Tier 3 analytics require:

(a) Explicit FAIP Tier Eligibility per 1DP record (tier3_eligible:
true in data_residency).

(b) K-anonymity enforcenent at mnimum k=50 across all rel eased
aggr egat es.

(c) Participation in a FAIP Federation under a shared trust anchor
and governance nodel

(d) Data residency policy conpliance: behavioral signals from
jurisdictions with data export restrictions MJUST NOT cross
those boundaries even in anonym zed form unless the rel evant
regul atory authority has determ ned that anonym zed behaviora
aggregates are not subject to the restriction

3.4. Tier Boundary Enforcenent

The tier boundaries are normative and MJUST be enforced by
participati ng GECs.

A Tier 2 Analytics Principal MJST NOT receive individual session
records fromother operators’ domains. A FAIP Node MJST NOT
transmt unaggregated session records to the federation. A FAIP
query response MJST NOT be traceable to any individual session,
agent, or operator.

These boundaries are enforced through:

(a) The data residency field in IDP, which records per-session
tier eligibility at the time of session creation.

(b) K-anonynmity enforcenent at the FAI P Node before any aggregate
is released to the federation

(c) The FAIP Federation trust anchor, which certifies that
participating FAI P Nodes conformto the tier boundary
requirenents of this specification

4. What FAI P Produces
4.1. The Aggregate Behavioral Library

The Aggregate Behavioral Library (ABL) is the corpus of federated



4.

4. 3.

behavioral intelligence produced by FAIP. It is the concrete output
that operators and their agents consune.

The ABL is not a database of session records. It is a library of

behavi oral aggregates: statistical summaries, pattern frequencies,
benchmark distributions, and anomaly signals derived fromthe

col l ective governed behavioral record of FAI P Federation menbers.

The ABL has three content categories:

Reasoni ng Pattern Library:
Aggregat ed summari es of | DP reasoning patterns that correlate
with Cedar PERM T outconmes across the federation, organized by
SO Type and Cedar action class. An agent consulting the
Reasoni ng Pattern Library before an ACT step can draw on the
col l ective experience of agents across the federation that have
attenpted sinilar actions in simlar SO Type states.

Behavi oral Benchmarks:
Aggregate PT Dinension distributions across the federation for
specific SO Type and action class conbinations. An operator can
conpare their agents’ PT scores against the federation benchmark
to understand whether their agents are perform ng above or bel ow
the collective norm

System ¢ Signal Layer:
Anonal y patterns detected across the federation: Cedar action
classes with unusually high DENY rates across nultiple operators
si mul taneously (potentially indicating a policy msconfiguration
or energi ng edge case), HEMtrigger conditions wth unusua
out conme distributions, and SO Type state conbi nations that
consi stently produce goal conpletion failure.

Use Case 1 -- Cross-(Qperator Reasoning Pattern Library

An agent preparing an ACT step on a BOOKI NG SUSPENDED transition

in an ATP Booki ng Object [I-D.sato-soos-sov] Appendi x A has access,
through FAIP, to the aggregate reasoning patterns that have produced
PERM T out cones for that Cedar action class across all federation
menbers who have contributed tier3 eligible records for that action

The agent does not |earn any individual operator’s session content.
It learns: across the federation, IDPs that cited Zone B weat her
sensor attachnments as prinmary reasoning basis, with confidence in
the range [0.75, 0.85], produced PERM T outcones at a rate of 0.83
i n BOOKI NG_SUSPENDED transitions. |1DPs that cited only Zone A
state data, with confidence > 0.90, produced PERM T outcomes at a
rate of 0.61 -- suggesting that overconfidence w thout Zone B
corroboration is a consistent failure pattern in this action class.

This is the cross-operator equival ent of RETRY_CONTI NUATI ON: the
agent learns fromthe collective denied attenpts of agents across
the federation, not just its own session history.

The Reasoning Pattern Library does not prescribe what an agent nust
declare. The IDP is the agent’s own reasoni ng decl aration; Cedar
eval uates authority. The Library is a voluntary reference that

i nforms REASON and PLAN steps [|-D. sato-soos-aep] w thout

constrai ning them

Use Case 2 -- Federated PT Score Contextualization

A human principal reviewi ng a PT Reconmendation for their agent
currently sees the agent’s scores in isolation. A SAS score of
0.78 is high or lowrelative to what? Relative to a theoretica
maxi mun? Rel ative to the operator’s other agents?



FAI P Behavi oral Benchnarks answer this question with enpirica
federation data. The PT Recommendation can state: this agent’s
SAS score of 0.78 is at the 71st percentile of all agents in the

FAI P Federation operating on the same SO Type. |Its JS score of
0.91 is at the 94th percentile. Its ES score of 0.67 is at the
43rd percentile -- below the federation nedian for this SO Type,

which warrants attention before any authority el evation

Thi s contextualization does not change the PT scoring nodel. It
adds a reference frame that nmakes the scores actionable for human
principals who | ack the federation-wi de context to interpret them
in isolation.

4.4. Use Case 3 -- Systenmic Risk Detection

I ndi vi dual operators cannot observe system c patterns. An operator
whose agents are consistently failing to achieve goal conpletion on
a specific SO Type transition sequence nmay attribute this to their
own agents or their own Cedar policy configuration. They cannot
know whet her the sanme pattern is occurring across the federation

FAIP's Systemc Signal Layer aggregates these patterns. \Wen a
Cedar action class shows anomal ous DENY rates across multiple
operators sinultaneously -- rates that exceed the federation
baseline by nore than a configurable threshold -- the FAIP
Federation generates a Systemi c Signal alert.

System c Sighals are not attributed to any operator. They identify
the pattern (Cedar action class, SO Type state, approxi mate onset
time) without identifying which operators are affected. An operator
receiving a System c Signal knows that the pattern is not unique to
their depl oynent, can calibrate their response accordingly, and

can contribute their anonymnized resolution data to the federation
once the issue is addressed.

The Systemic Signal Layer is the protocol-1evel equival ent of
coordi nated vul nerability disclosure for behavioral Al governance
failures: a nechanismfor the federation to identify and surface
systemic issues without requiring any operator to expose their
operational details.

4.5. Use Case 4 -- SO Type Behavi oral Benchmar ks

When a new SO Type is registered -- a new domain, a new industry,
a new cl ass of governed process -- operators deploying agents for
that SO Type have no behavi oral baseline. PT scores for new SO
Types start at the baseline (0.5 for all dinensions) and nust
accunul ate from zero.

FAI P Behavi oral Benchmarks for SO Types all ow operators to observe
how agents in the federation are perforning on simlar SO Types
fromthe nonent of deployment. An operator deploying agents for

a new SO Type in the healthcare domain can reference the federation
benchmark for the nearest conparable SO Type to calibrate initia
Cedar policy, mandate ceiling, and agent class assignnents.

This use case is particularly valuable for SO Types that share
structural properties -- sinilar state machine topology, sinilar
Cedar action nanespaces -- even when they operate in different
domai ns. The behavi oral patterns that produce reliable governance
outcones for complex multi-state SO Types transfer across donmi ns
in ways that individual operator experience cannot reveal

5. What FAI P Does Not Do



To be unanbi guous about FAIP' s scope, this section states what
FAIP explicitly does not do. These are not limitations to be
resolved in future versions. They are design boundaries that
MUST be preserved in all FAIP successor specifications.

FAI P does not share session records. No individual AEP Session
record, Session Audit Record, or Event Streamentry is transnmitted
to the FAIP Federation. Only anonym zed behavi oral aggregates
cross operator boundaries.

FAI P does not share personal data. Zone A Invariant |NV-ZA-1
[1-D. sato-soos-sov] prohibits personal data in Zone A. Zone B
content is never included in FAIP contributions. The behaviora
signals FAI P aggregates -- Cedar action outcones, confidence
val ues, PT Dinension signals -- contain no personal data by
constructi on.

FAI P does not share proprietary business |logic. The Cedar policy
sets, SO Type definitions, and operational configurations of
participating operators are not exposed to the federation. Only
t he behavi oral outcones of Cedar evaluation -- PERM T or DENY,
with the Cedar action class and SO Type state as context -- are
contri but ed.

FAI P does not share agent identity. No agent id, agent_ provider_id,
or any identifier that could be linked to a specific agent or
operator appears in any FAIP contribution. Agents are represented
by anonymi zed behavioral profiles aggregated to the federation

m ni mum k-anonym ty threshol d.

FAI P does not train foundation nodels. FAIP behavioral intelligence
is available to agents through the FAIP query interface during PLAN
steps and to human principals through the ProgressiveTrust Summary
context. It is not a training dataset. It does not nodify the

wei ghts of any foundation nodel. The inprovenent pathway FAIP

enabl es is operational -- better governed behavior through access

to collective behavioral intelligence -- not architectural

FAI P does not create a central repository. The FAIP Federation
is a distributed network of FAIP Nodes. No single node holds the
complete ABL. The federation topology (specified in successor
docunents) is designed to distribute both the data and the
governance such that no single participant -- including the FAIP
Federation trust anchor -- can access the conplete corpus of
contributing records.

6. The Privacy Architecture
6.1. Data Residency as the Primary Contro

The data_residency field in the IDP [I-D.sato-soos-idp] Section 4.2
is the per-record control that deternm nes whether a session’s
behavi oral signals may be contributed to FAIP.

The relevant field is tier3 eligible: a boolean that MIST be

decl ared at session creation tinme and MJUST NOT be changed
retroactively. An IDP record with tier3 eligible: false MJST NOT
contribute behavioral signals to any Tier 3 aggregation

Data residency jurisdiction constraints apply even when tier3_
eligible is true. A behavioral signal froma session whose
data_residency.jurisdiction is "JP' (Japan) MJST NOT be processed
in, or released to query responses served from jurisdictions

wi th whi ch Japan has inconpatible data transfer restrictions,



unl ess the rel evant regul atory determ nati on has been nade that
anonym zed behavi oral aggregates are outside the scope of those
restrictions.

6.2. K-Anonynity Enforcenent

Every aggregate rel eased by a FAIP Node to the federation MJST
satisfy k-anonymty at mninmumk=50. This neans that any rel eased
aggregate is derived fromat |east 50 distinct contributing session
records, each with distinct agent identities.

The k=50 minimumis a floor. FAIP Federation governance may set
hi gher k val ues for specific Cedar action classes or SO Type
categories that carry higher re-identification risk

K-anonymity is enforced at the FAIP Node before any aggregate is
transmtted. A FAIP Node that cannot satisfy k-anonynity for a
requested aggregate MJST NOT rel ease that aggregate. It MJST
return a K ANONYM TY_THRESHOLD NOT_MET response, which is itself
informative: it indicates that the federation has insufficient
data for that specific conbination of SO Type, Cedar action class,
and state, which is itself a useful signal to operators

6.3. Differential Privacy Considerations

K-anonymity is a necessary but not sufficient privacy protection
for all FAIP use cases. For System c Signal detection and
Behavi oral Benchmark rel ease, differential privacy nmechani sns
SHOULD be applied in addition to k-anonymty.

The specific differential privacy algorithmand epsilon paraneter
for each FAIP output type are specified in successor docunents.
Thi s docunent establishes only the normative requirenent: FAIP
successor specifications MJST include differential privacy analysis
for all System c Signal and Behavi oral Benchmark out puts.

6.4. The Non-Suppressibility CGuarantee

FAI P behavioral intelligence derives its epistem c value fromthe
non-suppressibility of its source records. An |IDP that declares
tier3_eligible: true is contributing to FAIP froma GEC- si gned,
append-only Event Streamentry. That entry cannot be nodified
after commtment. The agent cannot revise its contribution to
make its behavi or appear better than it was.

This is what distinguishes FAIP from conventional federated

| earni ng or benchmark aggregati on systens, where participants can
choose which records to contribute and may have incentives to
contribute selectively. 1In FAIP, the GEC determ nes what is
contributed based on the tier3 eligible flag set at session
creation. The agent and the operator have no mechanismto

sel ectively suppress unfavorable records after the fact.

The non-suppressibility guarantee is inherited from Event Stream
invariant INV-1 [I-D. sato-soos-sov] Section 4.2.3: Event Stream
entries are append-only and MJST NOT be nodified or renpoved after
commi t ment .

7. FAIP Federation Mdel

7.1. Participation

Participation in a FAIP Federation is voluntary. An operator
partici pates by:



(a) Deploying a FAIP Node as part of their GEC infrastructure.

(b) Accepting the FAI P Federation governance terms, including the
data residency policy, k-anonynmity enforcenent requirenents,
and audit obligations.

(c) Signing a FAIP Participation Agreenent that records the
operator’s identity, their FAIP Node endpoint, their
contributing SO Type set, and their data residency constraints.

(d) Submitting to periodic FAI P Node conformance audits conducted
by the FAIP Federation trust anchor.

Qperators may participate as contributors (providing behaviora
signals to the federation), consuners (querying the ABL), or both.
Participation ternms for contributor-only and consuner-only
menbership are defined in FAI P Federation governance docunents.

7.2. FAIP Node

A FAIP Node is a participating operator’s FAIP endpoint. It is
responsi ble for:

(a) Extracting tier3_eligible behavioral signals fromthe
operator’s GEC Event Streans.

(b) Anonym zing and aggregating those signals to satisfy
k-anonym ty before transni ssion

(c) Enforcing data residency constraints on outbound signals.
(d) Receiving ABL query responses fromthe federation

(e) Making ABL intelligence available to the operator’s agents
(during PLAN steps via the GEC Query Interface) and hunan
principals (via ProgressiveTrust Summary context).

(f) Maintaining a FAIP Node Audit Log: a tanper-evident record
of all contributions made to and queries received fromthe
federation, available to the FAI P Federation trust anchor
for conformance auditing.

A FAI P Node MJST be operated by, or under the direct control of,
a participating operator. The FAIP Federation trust anchor MJST
NOT have direct access to any operator’s CGEC Event Stream

7.3. Federation Topol ogy

The FAI P Federation topology -- the network architecture through
whi ch FAI P Nodes exchange contributions and query the ABL -- is
not specified in this -00 docunent. The topol ogy specification
i n successor docunents MJST satisfy the follow ng normative
requi renents established here:

(a) No single node may hold the compl ete Aggregate Behaviora
Li brary. The ABL MUST be distributed across the federation

(b) The FAIP Federation trust anchor MJST NOT have access to any
i ndi vi dual FAI P Node's unaggregated contribution data. The
trust anchor’s role is governance and conformance auditing,
not data aggregation

(c) The topology MIST be resilient to the departure of any single
FAI P Node, including the trust anchor, without |oss of the ABL.

(d) The topol ogy MIST support jurisdictionally-bounded sub-



federations: groups of FAIP Nodes that exchange intelligence
only within a defined jurisdictional boundary, while stil
participating in the broader federation for intelligence that
is not jurisdiction-constrained.

.4. Trust Anchor
The FAI P Federation trust anchor is the entity responsible for
(a) Maintaining the FAIP Participation Agreenent registry.

(b) Certifying FAIP Node conformance to this specification and
its successors.

(c) Governing the federation's k-anonymty paraneters, data
resi dency policies, and participation terns.

(d) Revoki ng FAI P Node participation for conformance viol ations.

The trust anchor is not a data processor. It does not hold,
access, or process any FAIP behavioral signal data. |Its authority
i s governance, not data custody.

The ATP Foundation (activity-travel-protocol.org) serves as the
trust anchor for the initial FAIP Federation covering ATP Booking
oj ect SO Types. The trust anchor role for broader SO Type
categories is a governance question to be resolved in the FAIP
Federati on governance specification

FAI P and the | DP Data Residency Field

The |1 DP data_residency sub-object [I-D.sato-soos-idp] Section 4.2
is the technical nechanism by which per-session FAIP eligibility
is declared and enforced. This section clarifies the relationshinp.

The relevant fields are:

tier3 eligible (boolean):
MUST be set at session creation tinme. |If true, this session’s
behavi oral signals (Cedar action outcones, confidence val ues,
PT Dinension signals) are eligible for FAIP Tier 3 aggregation
MJUST NOT be changed retroactively. Default: false.

jurisdiction (string):
The jurisdictional data residency constraint for this record.
Controls which FAIP Nodes and sub-federati ons may process
this session’s signals. Expressed as an | SO 3166-1 al pha-2
country code or a defined regional grouping (e.g., "EU EEA").

retention_days (integer):
The maxi mumretention period for this session’s records.
FAI P contributions derived fromthis session MJUST be w t hdrawn
fromthe ABL when the contributing record s retention period
expires. The nechanismfor retroactive w thdrawal from
aggregated data is specified in successor docunents.

The data residency field is set by the operator at session
creation. It cannot be set by the agent. An agent MJST NOT
be able to elevate its own tier3_eligible status.

Rel ati onship to Progressive Trust

FAI P and Progressive Trust [|-D.sato-soos-pt] are conpl enmentary
speci fications at adjacent tiers.
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PT operates within a single operator’s domain (Tier 2). It
conput es behavioral trust scores fromthe operator’s own GEC Event
Streanms. PT scores are used to route agent task assignnents,

i nform HEM deci si ons, generate authority evol ution reconmendati ons,
and support post-incident forensics -- all within the operator’s
trust domain.

FAI P operates across operators (Tier 3). It aggregates the

behavi oral signals that feed PT D nension scores across the
federation to produce the Behavioral Benchmarks that contextualize
any single operator’s PT scores.

The rel ationship creates a two-level trust intelligence system

Qperator level (PT): This agent’s SAS score is 0.78.

Federation level (FAIP): An SAS score of 0.78 is at the 71st
percentile for agents on this SO Type
across the federation.

Neither level is conplete without the other. PT scores wthout
federation context are difficult for human principals to interpret.
FAI P benchmarks wi t hout operator-1level PT scores have no individua
referent.

FAI P al so extends the PT trust decay nodel to the federation

|l evel. An SO Type that has not received tier3 eligible
contributions in a rolling 90-day wi ndow has a stal e Behaviora
Benchmark. Stal e benchmarks MJST be flagged as such in all

FAI P query responses. The decay principle that governs PT Di mension
scores at the operator level -- trust nust be maintained through
conti nued denonstration, not banked indefinitely -- applies equally
to the federation's aggregate intelligence.

Rel ati onship to Oher SOOS Drafts

IDP [I-D. sat o-soos-idp]:
The I DP data_residency field (Section 4.2) is the per-record
FAIP eligibility control. The three-tier analytics nodel
(Section 3.5) is the architectural franmework FAIP conpl etes.
The RETRY_CONTI NUATI ON reasoni ng basis type is the Tier 1
mechani smthat FAIP extends to Tier 3 via the Reasoning Pattern
Li brary: agents learn fromthe collective denied attenpts of
federation agents, not just their own session history.

PT [I-D. sato-soos-pt]:
PT is the Tier 2 specification. FAIP is the Tier 3 specification.
FAI P Behavi oral Benchmarks provide the federation context that
makes PT scores interpretable. The PT Dinension signal events
(SAS, JS, ES, PS, AS) are the primary FAIP contribution unit.

AEP [|-D. sat 0- soos- aep]:
The PLAN step GEC Query Interface [I|-D. sato-soos-aep] Section 7
i s the nechani smthrough which agents access FAIP intelligence
during session execution. The Reasoning Pattern Library is
accessed during PLAN, inform ng the agent’s ACT step without
constraining it.

SOV [ I -D. sat 0- so0s-sov]:
Zone A lInvariant INV-ZA-1 -- personal data MJST NOT be stored
in Zone A -- is the architectural property that makes FAIP
possi bl e. Because Zone A contains only identifiers, state
ref erences, and policy-relevant netadata, the Event Stream
entries that FAIP aggregates contain no personal data by
construction. FAIP is built on this invariant.
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GAR [I-D. sat o-soos-gar]:
FAI P Node Audit Logs are subject to GAR audit principles:
append-only, CEC signed, non-suppressible. A Verified Externa
Auditor may review a FAI P Node's contribution history to verify
that tier3_eligible sessions were correctly contributed and that
k-anonym ty threshol ds were enforced before transm ssion

MIWT [|-D. sat o-soos-nmjw]:
Access to FAIP query interfaces is governed by Cedar policy and
requires a valid Mandate JWI with the appropriate Cedar action
scope for FAIP queries. The FAI P Cedar action nanmespace is
defined in successor docunents.

Scope of This Docunent and Future Work

This -00 docunment establishes the FAIP architecture, clains the
Tier 3 analytics space in the SOOS protocol famly, and defines
the normati ve boundaries within which all FAIP successor

speci fications nust operate.

The following are explicitly deferred to successor docunents:

FAI P Query Interface Specification:
The normative APl through which agents (at PLAN step) and
Anal ytics Principals query the Aggregate Behavioral Library.
Request and response schemas, authentication, rate linmiting,
and cachi ng senantics

Aggregation Al gorithm Requirenents:
The normative requirenents for how FAI P Nodes aggregate
behavi oral signals before federation contribution. Differentia
privacy al gorithm sel ection, epsilon paranmeter ranges, and
sensitivity analysis for each output type.

Feder ati on Topol ogy Protocol
The network protocol through which FAI P Nodes exchange
contributions and respond to queries. Node discovery,
contribution routing, ABL consistency nodel, and sub-federation
boundary enforcenent.

FAI P Governance Specification
The governance nodel for the FAIP Federation: trust anchor
responsibilities, participation agreenent tenplate, confornmance
audit procedures, and federation nmenbership |ifecycle.

Retroactive Wthdrawal Protocol
The nmechani smfor w thdrawing FAIP contributions when a
contributing session’s retention_days expires or when an
operator withdraws fromthe federation

FAI P Cedar Action Namespace:
The Cedar action nanespace for FAIP query access control,
enabl ing Cedar policies to govern which agents and principal s
may access which categories of ABL intelligence.

This docunment’s primary contribution is architectural: it defines
what FAIP is, what it produces, what it explicitly does not do,
and the privacy framework within which it nust operate. These
boundaries are normative and MJST be preserved in all successor
speci fications.

Security Considerations
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FAI P Federation integrity. The value of the Aggregate Behaviora
Li brary depends on the integrity of its contributing records. A

FAI P Node that contributes fabricated behavioral signals -- falsely
clainmng high PT D nension signals that were not generated by actua
governed sessions -- degrades the ABL for all federation nenbers.

FAI P Federation conformance audits MJST verify contributing FAIP
Nodes’ Audit Logs against their GEC Event Streans. Fabricated
contributions constitute a conformance violation and MJST result in
FAI P Node revocation

K-anonymity ganing. An operator who controls many FAI P Nodes
could potentially synthesize k-anonymty-satisfying contributions
that are not genuinely diverse. The FAIP Federation trust anchor
MUST enforce diversity requirenments on contributions: signals from
a single operator MJUST NOT constitute nore than 1/k of any

rel eased aggregate. This prevents any single operator from

dom nating the ABL for specific SO Type and Cedar action class
combi nati ons.

Query correlation attacks. A sequence of FAIP queries with
progressively narrowed paraneters could allow a querying party to
infer information about specific operators or sessions bel ow the
k-anonymty threshold. FAIP query interface specifications
(successor docunents) MJIST include rate limting, query diversity
requirenents, and correlation attack detection

Trust anchor conprom se. The FAIP Federation trust anchor has
governance authority over the federation. A conpronised trust
anchor cannot access session data (the topol ogy design requirenent
in Section 7.3 prevents this) but could falsely certify

non- conf orm ng FAI P Nodes or revoke legitimate participants.

FAI P governance specifications MJST include trust anchor key
rotation procedures and governance oversi ght nmechani sns.

Non- suppressibility as a security property. The non-
suppressibility of FAIP contributions (Section 6.4) is not only a
privacy and integrity property -- it is also a security property.
An operator cannot suppress unfavorabl e behavioral signals after a
security incident to avoid revealing that their agents were
behavi ng anomal ously before the incident. The Systemi c Signa

Layer can detect pre-incident anomaly patterns even if the affected
operator would prefer not to disclose them

Privacy Consi derations

FAIP is designed fromfirst principles as a privacy-preserving
protocol. The privacy architecture (Section 6) is not a constraint
added to a data-sharing protocol; it is the defining property that
makes FAIP possible in a world where behavioral data is sensitive
and cross-border data flows are increasingly restricted.

The key privacy properties are:

No personal data in contributions. Zone A lInvariant |NV-ZA-1
ensures that the behavioral signals FAIP aggregates contain no
personal data. This is an architectural guarantee, not a
contractual conmitnent.

Operator consent via tier3 eligible. No session’s behaviora
signals are contributed to FAIP without the operator explicitly
setting tier3 eligible: true at session creation. Operators who
do not wish to participate in FAIP sinply do not set this flag.
Default is fal se.

Data residency jurisdiction enforcement. Behavioral signals
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respect the jurisdiction constraints declared in their source |IDP
records. Cross-hborder signal flows are blocked at the FAI P Node
| evel before transm ssion

K-anonymity as mni mum guarantee. The k=50 m ni num ensures t hat
no rel eased aggregate is traceable to fewer than 50 distinct
contributing sessions. Conbined with the operator diversity
requirenent (no single operator constitutes nore than 1/k of any
aggregate), this provides re-identification resistance at both the
sessi on and operator |evel

Right to withdraw. An operator may withdraw fromthe FAIP
Federation. The retroactive withdrawal protocol (deferred to
successor docunents) specifies how previously contributed signals
are renoved fromthe ABL over the federation's propagation period.
The non-suppressibility requirenment applies to the Event Stream
not to the ABL; withdrawal is a legitinmate federati on governance
operation, not a violation of non-suppressibility.

I ANA Consi derations
1. FAIP Event Type Registry
Regi stry name: SOOS Federated Agent Intelligence Protocol Event
Type Registry
Regi stration procedure: Specification Required.

Initial registrations: None. Initial event types are specified
in FAI P successor docunents.

2. FAIP Node Status Registry
Regi stry name: SOOS Federated Agent Intelligence Protocol Node
Status Registry

Regi stration procedure: Specification Required.

Initial registrations: None. Initial status values are specified
in the FAIP Federation Governance specification

3. FAIP Cedar Action Nanespace
Thi s docunent requests that |ANA reserve the Cedar action nanmespace
prefix "faip:" for FAIP query access control actions. Specific
action definitions are specified in FAI P successor docunents.
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Appendi x A.  The Institutional Anal ogy
FAIP is not the first attenpt to derive aggregate signal from
di stributed individual records while protecting individual privacy.
Understanding its historical anal ogues clarifies both what it

achi eves and why it is genuinely novel.

Nati onal census systens aggregate individual denographic records



into popul ation statistics. The individual record is protected,
the aggregate is public. FAIP does the sane for governed agent
behavi oral records. The difference: census data is self-reported
and coll ected periodically. FAIP data is cryptographically

si gned, non-suppressible, and continuously generated.

Fi nanci al market data systems aggregate individual transaction
records into price signals, volune data, and nmarket statistics.

I ndi vidual trades are protected; market signals are public. FAIP
does the sane for governed agent behavioral transactions. The
difference: market data is often del ayed, can be selectively
reported, and is subject to manipulation. FAIP contributions

are non-suppressi bl e by design

Medi cal research registries aggregate patient outcone data into
clinical intelligence. Individual patient records are protected
by consent and anonym zation; aggregate clinical signals are
publ i shed. FAIP does the sane for governed agent outcone records.
The difference: nmedical registries rely on consent at the patient
level and institutional trust at the researcher level. FAP
relies on the GEC s non-suppressi bl e Event Stream and protocol -

| evel k-anonynity enforcenent.

What is genuinely novel about FAIP is the conbination: behaviora
evi dence that is cryptographically signed and non-suppressible at
the individual record | evel, aggregated under formal privacy
guarantees at the federation level, and governed by the sane Cedar
policy framework that governs the agents whose behavi or produced it.
No census, no financial data system and no nedical registry has
all three properties simultaneously.

FAIP is the first protocol specification for this conbination
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