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Abst ract

Thi s docunent specifies the Constitutional Al Protocol (CAP), a
kernel -enforced prohibition architecture for agentic Al systens.
CAP defines a three-tier prohibition nodel: Tier O absolute

prohi bitions derived fromnear-universal treaty consensus, Tier 1
jurisdiction-specific prohibitions declared by operators and
verified by auditors, and Tier 2 voluntary operator ethica

standards. CAP eval uates every action request twice -- once on the
Al agent’s action before Cedar policy evaluation, and once on the
human princi pal’ s deci sion before kernel execution -- ensuring that

nei ther agents nor human principals can authorize absolutely

prohi bited actions. This docunent al so specifies Jurisdictional
Conflict Resolution (JCR), the nechanism by which the kernel
surfaces irreconcilable jurisdictional conflicts to human principals
via the Human Escal ati on Mechani sm [ -D. sat 0- soos- henj.
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This Internet-Draft is submtted in full confornmance with the
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on November 17, 2026.
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I nt roduction

Agentic Al systens operate under authorization franeworks that
determ ne what agents are permtted to do. These franeworks -- Cedar
pol i cy eval uation, nmandate JWI scope, human escal ati on decisions --
are powerful and flexible. Their flexibility is also their
limtation: they can be configured to authorize actions that are
harnful , unlawful, or both.

The Human Escal ati on Mechani sm [ -D. sat 0-soos-hen] stops the Al
and waits for a human principal to decide. HEMis a necessary

governance layer. It is not sufficient on its own, because HEM has
no mechani smto eval uate whet her a human principal’s decision is
itself lawful. A human principal can issue an APPROVE deci si on on

a mar ket nani pul ation action. HEM executes it. The human- Al
system has committed a crine.

The Constitutional Al Protocol (CAP) closes this gap. CAP defines
a Constitutional Layer that sits above all principal authority and
eval uates action requests twi ce:

0 Wen the Al agent requests an action -- before Cedar policy
evaluation. An action that violates a Tier 0 absolute
prohibition is refused unconditionally. Cedar is not consulted.
HEM does not fire. No principal can override the refusal.



0 Wien a human principal submts a decision -- before the kernel
executes the decision. An APPROVE or APPROVE W TH CONSTRAI NTS
deci sion on a prohibited action is refused. The principal’s
decision slot is not consunmed; they may subnit a revised

deci si on.
CAP's primary value is not prohibition -- it is transparency and
traceability of |egal authorization. Most deployed agentic Al
actions are lawful. CAP nmakes |lawful actions legally traceable:

every authorized action carries a policy rationale; every disputed
action carries the principal’s legal basis citation. CAP makes

unl awful action attenpts visible in the audit record before harm
occurs. Every government clains its actions are lawful. CAP says:
prove it. Cite the authority. It goes in the |og.

Thi s docunent specifies:

o The Constitutional Evaluation Engine (CEE) -- the kernel
conponent that evaluates action requests against the three-tier
prohi biti on nodel .

o Tier 0 -- Universal Core Prohibitions -- six absolute categories
derived from near-universal treaty consensus, kernel-resident,
i mut abl e wi t hout a new RFC.

o Tier 1 -- Jurisdictional Prohibition Layer -- operator-declared,
jurisdiction-specific prohibitions verified by Audit Principals.

o Tier 2 -- Operator Ethical Layer -- voluntary operator standards
exceeding |l ocal law, publicly disclosed.

0 Jurisdictional Conflict Resolution (JCR) -- the nechani sm by
whi ch irreconcilable jurisdictional conflicts are surfaced to
hurman principals via HEM C ass 5 (HEM JURI SDI CTI ONAL_CONFLI CT) .

This specification is a conmpanion to [I|-D.sato-soos-idp] and
[1-D. sato-soos-hen]. Readers should be fanmiliar with both docunents
before reading this docunent.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

The following terns are defined in this docunent or inherited from
[1-D. sato-soos-idp] and [I|-D. sat o-soos- heni:

Constitutional Eval uation Engine (CEE):
The kernel comnponent that eval uates action requests and hunman
princi pal decisions against the three-tier CAP prohibition nodel.
The CEE is invoked twi ce per governed action: before Cedar
eval uati on and before kernel execution of a human deci si on.

Constitutional Layer:
The enforcenent boundary above all principal authority. No
agent, operator, or human principal can override a Tier O
Constitutional Layer refusal.

CAP Vi ol ati on:
An action request or human princi pal decision that the CEE
determnes violates a Tier 0, Tier 1, or Tier 2 prohibition.



APPROVE_W TH_LEGAL_BASI S:
A HEM deci sion sub-type reserved for Tier 1 violations where a
principal asserts a jurisdictional |egal basis. Operational only
when a CAP specification is the governing authority. Defined in
Section 8. 3.

Jurisdictional Conflict:
A condition in which two or nore declared jurisdictions have
irreconcilable Tier 1 prohibition positions for a given action,
and the SO Type conflict resolution nmethod is "HEM'.

HEM_JURI SDI CTI ONAL_CONFLI CT:
HEM Cl ass 5 trigger. Fires when the kernel detects a
Jurisdictional Conflict that cannot be algorithmcally resol ved.
Specified in [I-D. sato-soos-hen] Section 5.5.

Verified External Auditor:
Defined in [I-D. sato-soos-gar].
time-limted,

An external party with
scope-limted read access to kernel audit artifacts.

Action Pattern:
A structured description of the class of kernel actions a
prohibition covers. Action patterns are expressed using the same
vocabul ary as Cedar policy action sets, enabling the CEE to match
i ncom ng action requests agai nst prohibition records without
natural |anguage interpretation.

3. Architecture Overvi ew
3.1. The Doubl e-Eval uation Property

CAP introduces a Constitutional
action tw ce.

Layer that eval uates every governed
The eval uati on sequence for any Al-initiated action

is:
Al agent requests action
I
v
o m oo +
| CONSTI TUTI ONAL LAYER | <- Tier 0: unconditional refusal
| CEE eval uation | <- Tier 1: jurisdiction check
| (before Cedar) | <- Tier 2: operator ethics check
oo +
| \
v PERM T v DENY
Cedar policy eval uation CONSTI TUTI ONAL_ VI OLATI ON
| (Event Log entry, CRITICAL
Y% Audit Alert, action refused)
HEM if required
I
v
Human pri nci pal deci sion
|
%
oo +
| CONSTI TUTI ONAL LAYER | <- Sane three-tier evaluation
| CEE eval uation | <- Applied to the human deci sion
| (bef ore execution) |
o e e e e e +
| \
v PERM T v DENY
Ker nel executes deci sion HEM HUMAN DECI SI ON_CONSTI TUTI ONAL _

VI OLATI ON
(deci sion slot NOT consumned)



The doubl e-eval uati on property ensures that:

0 An Al agent cannot request an absolutely prohibited action even
if its Cedar policy would permt it.

0 A human principal cannot authorize an absolutely prohibited
action even with an APPROVE deci si on.

o0 The Constitutional Layer is evaluated by the kernel, not by the
Al agent or any application |ayer.

3.2. Relationship to HEM

CAP and HEM are conpl enentary. HEM governs agent sessions and
routes decisions to human principals. CAP governs what those
deci si ons may aut hori ze.

0o HEM CAP_VICOLATION is a CAP event, not a HEMtrigger class.
Tier 0 violations are refused before HEM state machinery is
engaged. The kernel records CONSTI TUTI ONAL_VI OLATION in the
Event Log and fires a CRITICAL Audit Alert. The session does not
ent er HEM_PENDI NG

o HEM JURI SDI CTI ONAL_CONFLICT (Cass 5) is a HEMtrigger that CAP
fires when a Tier 1 conflict cannot be algorithmcally resolved
and the SO Type has declared conflict _resolution: "HEM'. The
kernel routes the conflict to a human principal for resolution

0 APPROVE WTH LEGAL_BASIS is a HEM deci si on sub-type that CAP
introduces for Tier 1 violations. It is reserved in this
specificati on and becones operational only when CAP is published
as a normative authority.

3.3. Relationship to Cedar Policy Eval uation
Cedar policy evaluation is the kernel’s authorization |ayer for
nornmal governed actions. CAP is above Cedar. The eval uation order
is: CAP (Constitutional Layer) -> Cedar -> HEM (if Cedar routes) ->
Hurmman deci sion -> CAP (Constitutional Layer again).
A CAP Tier O DENY does not invoke Cedar. A Cedar PERM T does not

exenpt an action from CAP eval uati on. These are independent
enforcenment | ayers.

4. Constitutional Evaluation Engi ne (CEE)
4.1. CEE Pl acement in the Kerne
The CEE is a kernel -resident conponent. It MJST be invoked
0 On every kernel.transition() call, before Cedar eval uation
0 On every HEM deci sion subm ssion via the Decision Subm ssion
Protocol (Section 7.6 of [I|-D.sato-soos-hen]), before the kerne
processes the deci sion.
The CEE MUST NOT be invoked by agents, applications, or principals
directly. There is no external CEE query interface. The CEE
eval uation is synchronous and atomc with the triggering call.

4.2. CEE Eval uation Protoco

On receiving an action request or human deci sion for eval uation,
t he CEE MJST:



(1) Evaluate against all |oaded Tier 0 prohibition records.
If any Tier O record natches the action pattern:
DENY unconditionally. Record CAP_VI OLATI ON DETECTED (Al) or
CAP_HUVAN_VI OLATI ON_DETECTED (human deci sion) in the Event Log.
Ret urn CONSTI TUTI ONAL_VI OLATION to the kernel. Do not proceed
to Tier 1 or Tier 2 evaluation.

(2) If no Tier O match, evaluate against all loaded Tier 1
prohi bition records for the declared jurisdiction(s).
If any Tier 1 record natches:
Check conflict_resolution configuration.
If conflict_resolution: "MOST_PROTECTI VE' or
" PRI MARY_JURI SDI CTI ON': apply resolution and return DENY or
PERM T accordingly.
If conflict _resolution: "HEM: fire HEM JURI SDI CTI ONAL_CONFLI CT
(dass 5).

(3) If no Tier 1 match or Tier 1 PERM T, eval uate against all
| oaded Tier 2 prohibition records.
If any Tier 2 record matches: return DENY with
violation_type: TIER 2.
Tier 2 denials MAY be overridden by operator configuration
at the SO Type level. Tier 2 denials MJST be | ogged.

(4) If no match at any tier: return PERMT.
Proceed to Cedar evaluation (for Al actions) or kernel
execution (for human deci sions).

4.3. CEE Qutputs
The CEE returns one of the following to the kernel:

PERM T:
No prohibition matched. Proceed to next evaluation |ayer.

CONSTI TUTI ONAL_VI OLATI ON:
Tier O match. Action unconditionally refused. Kernel MJST
record CAP_VI CLATI ON_DETECTED or CAP_HUMAN_ VI CLATI ON_DETECTED.
Kernel MJST generate CRITICAL Audit Alert.

JURI SDI CTI ONAL__CONFLI CT:
Tier 1 conflict with conflict_resolution: "HEM. Kernel MJST
fire HEM_ JURI SDI CTlI ONAL_CONFLI CT (O ass 5).

TI ER_1_DENY:
Tier 1 match, resolution is deterninistic (MOST_PROTECTI VE or
PRI MARY_JURI SDI CTI ON).  Acti on deni ed.

TI ER_2_DENY:
Tier 2 match. Action denied unless operator override applies.

SESSI ON_SUSPEND:
Reserved for repeated Tier O violations within a session. See
Section 8.5.
5. Tier 0 -- Universal Core Prohibitions
5.1. Tier 0 Properties

Tier O prohibitions are:

0o Kernel-resident: |oaded at kernel initialization, not at session
open or SO Type registration.



5. 2.

5.3.

o Unconditional: no Cedar policy, nmandate configuration, operator
decl aration, or human principal decision can override a Tier 0
ref usal .

0 Inmutable without a new RFC. the Tier 0 registry has a
regi stration procedure of "RFC Only" (Section 13.1). No
operator, regulator, or standards body other than the |IETF can
nmodi fy the Tier 0 set.

0 G obally scoped: Tier O prohibitions apply regardl ess of the
decl ared jurisdiction configuration of the SO Type.

o Treaty-anchored: each Tier O category is derived froma
treaty or UN Security Council resolution with near-universa
state ratification. Categories for which genuine universa
consensus does not exist are NOT in Tier O.

Tier O Prohibition O asses
The initial Tier O prohibition classes are:

GENCCI DE_FACI LI TATI ON
Actions that facilitate genocide as defined in the Convention on
the Prevention and Puni shment of the Crine of Genocide (1948),
ratified by 153 states. |Includes actions that contribute to
killing, causing serious bodily or nental harm or inposing
conditions of life calculated to bring about physical destruction
of a national, ethnical, racial, or religious group

CSAM
Actions that produce, distribute, or facilitate access to child
sexual abuse material, as prohibited by the UN Convention on the
Rights of the Child (1989), ratified by 196 states, and its
Optional Protocol on the Sale of Children

HUMAN_TRAFFI CKI NG
Actions that recruit, transport, transfer, harbor, or receive
persons through force, fraud, or coercion for exploitation, as
defined in the UN Protocol to Prevent, Suppress and Puni sh
Trafficking in Persons (2000), ratified by 178 states.

WVD_ASSI STANCE
Actions that assist in the devel opnent, production, stockpiling,
or transfer of chemi cal weapons (CWC, 193 states), biologica
weapons (BWC, 183 states), or nucl ear weapons (NPT, 191 states).

TORTURE_FACI LI TATI ON
Actions that facilitate torture or cruel, inhuman, or degrading
treatment as defined in the UN Convention Against Torture (1984),
ratified by 173 states.

TERRORI ST_FI NANCI NG
Actions that provide funds, financial services, or material
support to terrorist organizations, as required by UN Security
Council| Resolution 1373 (2001), binding on all 193 UN nenber
states.

Tier O Prohibition Schema
Each Tier O prohibition record MIST contain the follow ng fields:

prohi bition_id:
Uni que identifier for this prohibition record.

prohi biti on_cl ass:
One of the Tier O prohibition classes registered in the CAP



5.

6.

6.

6.

4.

1.

2.

Prohibition Classes Tier O registry (Section 13.1).

treaty basis:
Citation of the treaty or UNSC resol ution anchoring this
prohi bition. REQU RED.

action_pattern:
Structured description of the class of actions this prohibition
covers. Expressed using Cedar action vocabulary to enable
determ ni sti c CEE mat chi ng.

jurisdiction:
MUST be "AOBAL" for all Tier O records.

ef fective_date:
| SO 8601 date fromwhich this prohibition record is in force.

modi fi abl e_by:
MJUST be "RFC _ONLY" for all Tier O records.

Tier O Modification

Tier O prohibition classes MUST NOT be nodified, extended, or
renoved except by publication of a new RFC that updates this

docunent. The registration procedure for the CAP Prohibition
Classes Tier 0 registry is RFC Only (Section 13.1).

I mpl enent ati ons MJUST NOT expose any configuration interface that
allows Tier 0 records to be nodified, disabled, or overridden at
depl oynent ti me.

Tier 1 -- Jurisdictional Prohibition Layer
Tier 1 Properties
Tier 1 prohibitions are:

0 Operator-declared: the operator declares applicable
jurisdiction(s) and the I egal prohibitions in force under each.

0 Auditor-verified: Audit Principals MIST review and verify Tier 1
prohibition records before they take effect. Unverified Tier 1
records MJST NOT be enforced.

o Jurisdiction-scoped: Tier 1 prohibitions apply only within the
declared jurisdiction(s) of the SO Type.

o Mitable with review Tier 1 records carry a revi ew date.
The kernel SHOULD warn Audit Principals when review date is
exceeded. Expired Tier 1 records remain in force until updated
or explicitly retired; expiry generates a PRD_REVI EW DATE_EXCEEDED
Audit Alert.

0 Signed: Tier 1 records MJIST be signed by both the declaring
operator (declared by) and a Verified Audit Principal
(verified_ by).

Tier 1 Prohibition C asses

The initial Tier 1 prohibition classes are:

FI NANCI AL_CRI MVE:

Mar ket mani pul ation, insider trading, noney |aundering, and

rel ated financial offenses under applicable securities and
banki ng | aw.



DATA_PROTECTI ON
Processi ng of personal data in violation of applicable data
protection |law (including GDPR, CCPA, APPI, and equival ents).

CRI TI CAL_| NFRASTRUCTURE
Actions targeting or disrupting critical infrastructure systens
as defined under applicable national security |aw.

SECURI TI ES_LAW
Actions prohibited under applicable securities regulation
beyond financial crine (e.g., unauthorized investnent advice,
unl i censed securities dealing).

PRI VACY_VI OLATI ON
Surveill ance, tracking, or profiling activities prohibited under
appl i cabl e privacy | aw.

FRAUD:
Deceptive practices prohibited under applicabl e consuner
protection or crimnal fraud | aw

COVPETI Tl ON_LAW
Cartel coordination, abuse of dom nant position, or other
conduct prohibited under applicable conmpetition |aw.

HUMAN_RI GHTS
Actions prohibited under applicable human rights law within
the declared jurisdiction, including forced | abor, unlawfu
di scrim nation, and denial of due process.

.3. Tier 1 Prohibition Schema
Each Tier 1 prohibition record MJST contain the follow ng fields:

prohi bition_id:
Uni que identifier for this prohibition record.

prohi bition_cl ass:
One of the Tier 1 prohibition classes registered in the CAP
Prohibition Casses Tier 1 registry (Section 13.2).

jurisdiction:
| SO 3166-1 al pha-2 country code for the jurisdiction in which
this prohibition applies. REQU RED.

authority_ref:
Legal citation for the authority behind this prohibition
(statute, regulation, case law citation). REQU RED

action_pattern:
Structured description of the class of actions this prohibition
covers.

effective_date:
| SO 8601 date fromwhich this prohibition is in force

revi ew_dat e:
| SO 8601 date by which this prohibition record nust be revi ewed.
REQUI RED.

decl ar ed_by:
Identifier of the operator declaring this prohibition

verified_by:
Ildentifier of the Audit Principal who verified this prohibition



record. REQUI RED before enforcenent. Null until verified

si gnat ure:

6. 4.

Ed25519 signature fromverified_by over the canonica
serialization of all fields except signature.

Jurisdiction Configuration

Each SO Type MUST declare a Jurisdiction Configuration at
registration tine. The Jurisdiction Configuration specifies:

primary_jurisdiction:

| SO 3166-1 al pha-2. The primary legal jurisdiction governing
this SO Type. REQUI RED.

secondary_jurisdictions:

Array of 1SO 3166-1 al pha-2 codes. Additional jurisdictions
whose Tier 1 prohibitions apply to this SO Type. MAY be enpty.

conflict _resol ution:

Control | ed vocabul ary. Specifies how the kernel resolves
conflicts between prohibitions fromdifferent jurisdictions.
One of:

MOST_PROTECT!I VE:
The nost restrictive prohibition across all declared
jurisdictions applies. |If any jurisdiction prohibits an
action, it is denied.

PRI MARY_JURI SDI CTI ON:
The primary_jurisdiction’s prohibition position governs.
Secondary jurisdiction prohibitions are informative only.

HEM
The kernel cannot resolve jurisdictional conflicts
algorithmcally. Wen a conflict is detected, the kerne
fires HEM JURI SDI CTI ONAL_CONFLICT (Cl ass 5) and routes the
conflict to a human principal for resolution

conflict_escal ation:

Speci fi es kernel behavior when HEM JURI SDI CTlI ONAL_CONFLI CT

cannot be resolved (chain exhausted). One of:

HEM chai n exhaustion disposition per [I|-D.sato-soos-hen] Section 9.4.
SUSPEND: kernel suspends the session pendi ng operator

i ntervention.

| egal _counsel _ref:

Ref erence to the | egal counsel who reviewed the Jurisdiction
Confi gurati on. RECOVMENDED

decl ared_at:

| SO 8601 UTC tinestanp of declaration

decl ar ed_by:

6. 5.

Identifier of the operator.

Tier 1 Verification

An Audit Principal MJST review every Tier 1 prohibition record
before it takes effect. The review MJST verify that:

(0]
(0]
(0]

The prohibition class is appropriate for the cited authority ref.
The action_pattern correctly scopes the prohibition

The review date is reasonable given the stability of the cited
aut hority.

The jurisdiction matches the declared SO Type configuration
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7.1.

7.2.

7. 3.

On successful review, the Audit Principal MJST sign the record
(verified by field) using their registered key. The kernel MJST
NOT enforce any Tier 1 record with a null or unverifiable
verified_by field.

Tier 2 -- Qperator Ethical Layer
Tier 2 Properties

Tier 2 prohibitions are:

o0 Voluntary: operators declare Tier 2 prohibitions exceeding the
requi renents of applicable | aw.

o0 Publicly disclosable: operators SHOULD publish their Tier 2
prohibition set in a transparency report or equival ent public
di scl osure.

0 Overridable by operator: unlike Tier 0 and Tier 1, the operator
MAY configure SO Types to override specific Tier 2 prohibitions
at the SO Type level. Such overrides MJST be decl ared and
audi t ed.

0 Subject toreview Tier 2 records carry a review date.
Tier 2 Prohibition Schema
Each Tier 2 prohibition record MIST contain the follow ng fields:

prohi bition_id:
Uni que identifier.

prohi bition_cl ass:
Free text or reference to an operator-defined taxonony.
Not registered in an | ANA registry.

rational e_text:
Human-r eadabl e expl anation of why this standard exceeds |oca
I aw requirements. REQUI RED.

action_pattern:
Structured description of covered actions.

ef fective_date:
| SO 8601 date.

revi ew date:
| SO 8601 date. REQUI RED.

decl ar ed_by:
Qperator identifier.

publicly_discl osed:
Boolean. True if this prohibition has been publicly disclosed
in a transparency report or equivalent.

Tier 2 Disclosure

Operators who declare Tier 2 prohibitions SHOULD publish themin a
publicly accessible transparency report. The transparency report
SHOULD be referenced in the SO Type registration

Verified External Auditors MAY request Tier 2 prohibition records
as part of an Audit Package as defined in [|-D.sato-soos-gar].



8.

8.

8.

8.

CAP Vi ol ati on Handling
1. Al-Initiated Violations

VWhen the CEE returns CONSTI TUTI ONAL_VI OLATION on an Al-initiated
action request, the kernel MJST:

(1) Refuse the action unconditionally. MJST NOT proceed to Cedar
eval uati on. MJST NOT enter HEM PENDI NG

(2) CGenerate a CAP_VI OLATI ON_DETECTED Event Log entry (Section 10).

(3) CGenerate a CRITICAL Audit Alert (alert _trigger:
CAP_VI CLATI ON_DETECTED) via [I-D. sato-soos-gar].

(4) Return a structured error to the agent or application surface
that invoked kernel.transition(). The error MJST incl ude
violation_type: Al _INTIATED and prohibition_class. The error
MUST NOT include the full action_pattern of the nmatched
prohibition (to prevent pattern probing).

The kernel MUST NOT reveal which specific Tier 0 record matched
beyond the prohibition_class. Action pattern details are avail able
only to Verified External Auditors via the Audit Package.

2. Human-Directed Viol ations

VWhen the CEE returns CONSTI TUTI ONAL_VI OLATI ON on a human pri nci pal
deci si on submi ssion, the kernel MJST:

(1) Refuse execution of the decision. MJST NOT apply the decision
to the governed session.

(2) NOT consume the principal’s decision slot. The principal
remai ns active in the designation chain and MJST be permtted
to submt a revised decision.

(3) CGenerate a CAP_HUMAN VI OLATI ON _DETECTED Event Log entry
(Section 10).

(4) Cenerate a CRITICAL Audit Alert (alert_trigger:
CAP_HUVAN VI OLATI ON_DETECTED) via [I|-D. sato-soos-gar].

(5) Return HEM HUMAN DECI SI ON_CONSTI TUTI ONAL_VI OLATION to the
submitting principal with prohibition_class indicated.

The preservation of the principal’s decision slot (step 2) is
critical: it assunes the principal acted in error or under coercion,
not necessarily with intent. The principal has the opportunity to
submit a decision that the Constitutional Layer will PERMT.

3. APPROVE_W TH _LEGAL_BASI S

APPROVE W TH LEGAL _BASIS is a HEM deci si on sub-type introduced by
this specification for Tier 1 violations where a principal asserts
a jurisdictional legal basis for an action that woul d ot herw se be
prohi bi t ed.

APPROVE W TH LEGAL_BASI S carries the followi ng | egal _basis bl ock:

| egal basis: {
authority_type: "COURT_ORDER' | "STATUTORY" |
"REGULATORY" | "TREATY",
authority_ref: string, // Legal citation. REQUI RED.



jurisdiction: string, // 1SO 3166-1 al pha-2. REQU RED.
expiry: string, // 1SO 8601. REQUI RED.
docunent _hash: string | null // Hash of |egal docunent.

}
When a principal submits APPROVE W TH LEGAL _BASI S, the CEE MJST:

(1) Verify that the action matches a Tier 1 prohibition (not Tier 0).
APPROVE W TH LEGAL_BASI S MJUST NOT be accepted for Tier 0O
vi ol ati ons under any circunstances. The kernel MJST return
HEM_HUVMAN_DECI SI ON_CONSTI TUTI ONAL_VI OLATION if a Tier 0 match
is present regardl ess of the |egal basis content.

(2) Record APPROVE_ W TH_LEGAL_BASI S RECORDED in the Event Log with
the full |egal basis block

(3) Proceed to kernel execution if no Tier O match is present.

CAP's purpose is not to prevent |lawful actions -- it is to nake
| awful actions legally traceable. APPROVE W TH LEGAL_BASI S
provides the traceability nmechanism the authority citation goes
in the Event Log and the Audit Package. It is available for
regul atory inspection at any tine.

APPROVE W TH LEGAL_BASI S is RESERVED in this specification

I npl enent ati ons MUST NOT accept APPROVE W TH LEGAL BASI S deci si ons
until a governing CAP authority is published. The kernel MJST
return HEM DECI SI ON_TYPE_NOT_YET_OPERATI ONAL i f an

APPROVE_W TH_LEGAL_BASI S decision is subnitted prior to that

publi cati on.

8.4. CAP Violation Record Schema

The kernel MJST generate a CAP Violation Record for every CEE
CONSTI TUTI ONAL_VI OLATI ON out put. The CAP Viol ati on Record MJUST
cont ai n:

violation_id:
Ker nel - gener at ed UUI D.

session_id:
The session in which the violation was detect ed.

hem i d:
The HEM event identifier, if the violation occurred during a
HEM PENDI NG state. Null otherw se.

tier:
0, 1, or 2.

prohi bition_id:
The prohibition record that matched.

vi ol ati on_type:
Al _I NI TI ATED | HUMAN_DI RECTED.

action_attenpted:
The Cedar action string of the attenpted action. Stored in the
CAP Violation Record for auditors; MJST NOT be returned to the
agent or application surface.

cont ext _hash:
SHA- 256 hash of the full action context at the tine of
detection. Enables auditors to reconstruct the context w thout
the kernel exposing it in the error response.



out cone:
REFUSED | SESSI ON_SUSPENDED | HEM FI RED

ti mest anp:
| SO 8601 UTC.

ker nel _si gnat ure:
Ed25519 signature over canonical serialization of all fields
except kernel _signature.

8.5. Session Suspension

The kernel MAY suspend a session when a threshold of CAP violations
is detected within that session. The threshold is SO Type
configurable. The default threshold is three Tier 0 violations
within a single session.

On sessi on suspensi on:
(1) The kernel records SESSI ON CAP_SUSPENDED i n the Event Log.
(2) The kernel returns SESSI ON _SUSPENDED to the CEE.

(3) No further kernel.transition() calls are accepted for this
session until an operator with appropriate authority rel eases
t he suspensi on.

(4) A CRITICAL Audit Alert is generated (alert _trigger:
CAP_VI COLATI ON_DETECTED, outcone: SESSI ON_SUSPENDED) .

Suspension is the kernel’s defense agai nst systematic probing of
the Constitutional Layer by a conpromi sed or adversarial agent.

9. Jurisdictional Conflict Resolution
9.1. Conflict Detection
A Jurisdictional Conflict exists when:

0 The SO Type has declared two or nmore jurisdictions inits
Jurisdiction Configuration.

0 The CEE determines that one jurisdiction’s Tier 1 prohibition
records prohibit an action that another jurisdiction's Tier 1
prohibition records permt or do not address.

o0 The conflict _resolution nethod is "HEM.

The kernel MUST detect Jurisdictional Conflicts at CEE eval uation
time, not at SO Type registration tine. Conflicts are action-
specific: a Jurisdiction Configuration nmay produce no conflicts for
nmost actions and a conflict for a specific class of action.

9.2. Conflict Resolution Mthods

The three conflict resolution nethods declared in the Jurisdiction
Configuration determ ne how the kernel responds to a detected
conflict:

MOST_PROTECT!I VE:
The kernel applies the nost restrictive prohibition across all
declared jurisdictions. |If any jurisdiction prohibits the
action, the CEE returns TIER_ 1_DENY. No HEM event fires. This
is the safest default for nulti-jurisdiction deploynents.



PRI MARY_JURI SDI CTI ON:
The primary_jurisdiction’s Tier 1 prohibition position governs.
Secondary jurisdiction conflicts are recorded in the Event Log
as CAP_TI ER1L_CONFLI CT_DETECTED but do not bl ock execution
Legal counsel SHOULD review the authority ref for the primary
jurisdiction before this method is sel ected.

HEM
The kernel cannot resolve the conflict algorithmcally. The
kernel fires HEM JURI SDI CTlI ONAL_CONFLI CT (C ass 5) and routes
the conflict to the designation chain for human resol ution
The HEM Escal ati on Request carries a jurisdictional _conflict_
summary field with the conflicting jurisdictions, their
respective Tier 1 prohibition classes, and the action that
triggered the conflict.

9.3. HEM_JURI SDI CTI ONAL_CONFLI CT

HEM JURI SDI CTI ONAL_CONFLICT is HEM C ass 5 as specified in

[1-D. sato-soos-hem Section 5.5. This section specifies the CAP-side
content that the kernel MJST include in the HEM Escal ati on Request
when Class 5 fires.

The jurisdictional _conflict_sunmary field in the HEM Escal ati on
Request MJST cont ai n:

conflict_id:
Kernel -generated UUID for this conflict instance.

action:
The Cedar action string that triggered the conflict.

conflicting jurisdictions:
Array of objects, one per conflicting jurisdiction, each
cont ai ni ng:

jurisdiction: | SO 3166-1 al pha-2
prohibition_id: The Tier 1 prohibition record that applies.
posi tion: PROH BI TS | PERM TS | NOT_ADDRESSED.

resol uti on_opti ons:
Non-normati ve array of resolution approaches the principal MY
consider. The kernel MJST NOT pre-select or recomrend a
resol ution.

Deci sion type constraints for Class 5 apply as specified in

[1-D. sat o-soos-henj: APPROVE and APPROVE_W TH_CONSTRAI NTS are

prohi bited. APPROVE_ W TH LEGAL_BASI S (reserved), RED RECT (cleanup
only), TERM NATE, and DEFER are pernitted

9.4. Jurisdictional Conflict Record Schema

The kernel MJST generate a Jurisdictional Conflict Record for every
detected Jurisdictional Conflict. The record MJST contain:

conflict_id:
Ker nel - gener at ed UUI D.

session_id:
The session in which the conflict was detected.

action:
The Cedar action string.

conflicting jurisdictions:
Array of objects: { jurisdiction, prohibition_id, outcone }.
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resol uti on_net hod:
The conflict _resolution nethod declared for this SO Type.

hem i d:
The HEM event identifier if conflict_resolution is "HEM.
Nul | ot herw se.

ti mest anp:
| SO 8601 UTC.

Event Log Requirenents

CAP introduces the follow ng Event Log entry types. Al entries
are appended to the kernel Event Log specified in
[1-D. sat o-soos-henj Section 10.

CAP_VI CLATI ON_DETECTED:
Cenerated when the CEE returns CONSTI TUTI ONAL_VI OLATI ON on an
Al-initiated action. Fields: violation_ id, session_id, hemid,
tier, prohibition_id, action_attenpted, context_ hash, outconeg,
ti mestanp, kernel _signature.

CAP_HUMAN_VI OLATI ON_DETECTED:
Cenerated when the CEE returns CONSTI TUTI ONAL_VI OLATI ON on a
human princi pal decision. Fields: same as CAP_VI OLATI ON_DETECTED
pl us principal _id and decision_type.

CAP_TI ER1_CONFLI CT_DETECTED:
Generated when a Tier 1 jurisdictional conflict is detected,
regardl ess of resolution nethod. Fields: conflict_id,
session_id, action, conflicting jurisdictions, resolution_nethod,
hem.id, tinestanp.

APPROVE_W TH_LEGAL_BASI S RECORDED:
Generated when a principal submits a valid APPROVE W TH LEGAL_BASI S
decision. Fields: hem.id, principal _id, |egal_basis
(authority type, authority ref, jurisdiction, expiry,
docunent hash), tinestanp.

SESSI ON_CAP_SUSPENDED:
Generated when the kernel suspends a session under Section 8.5.
Fields: session_id, violation_id, violation_count,
t hreshol d_appl i ed, suspended_at.

EU Al Act Applicability
1. Article 5 Mapping

EU Al Act Article 5 prohibits certain Al practices absolutely.
The following table maps Article 5 provisions to CAP nechani sns.
This mapping is normative: the CEE evaluation and CAP Viol ation
Record specified in this docunent satisfy Article 5 requirenents
for depl oynments governed by [I|-D.sato-soos-hen] when the rel evant
Tier 1 prohibitions

are declared for EU-jurisdiction SO Types. Tier 0 universal
prohibitions apply globally regardl ess of jurisdiction
configuration. Operators may reference this section directly in
EU Al Act Article 5 confornmance docunentati on.

| 5(1)(a) -- Sublininal | Tier 1: FINANCI AL_CRI ME / | 6.2
| mani pul ati on causi ng harm | FRAUD prohibition class for |



| | EU jurisdiction; CEE TIER 1 _ | |
| | DENY; no principal override | |
| | without APPROVE_W TH LEGAL_ | |
I I I I

BASI S
o m e e e e e e aaa oo o m e e e e e e e e e e aa oo S
| 5(1)(b) -- Exploitation of | Tier 1: HUVAN_RI GHTS | 6.2
| vulnerabilities of specific | prohibition class for EU |
| groups | jurisdiction; CEE TIER 1_DENY |
o m e e e e e e e aaao o o m e e e e e e e e eea oo Femmm o -
5(1)(c) -- Social scoring by | Tier 1: DATA PROTECTI ON / | 6.2

public authorities | PRI VACY_VI OLATION for EU |
| jurisdiction; operators SHOULD

| also declare Tier 2 prohibition
I

for private depl oynents |

O . S

| 5(1)(d) -- Real-tine renote | Tier 1: DATA PROTECTI ON / | 6.2

| biometric identification in | PRI VACY_VI OLATION for EU |

| publicly accessible spaces | jurisdiction with authority_

| | ref citing Art. 5(1)(d) |

o mm e e e e e e a— oo oo T +o-m - -
General -- No human override | HEM HUMAN_DECI SI ON | 8.2

| CONSTI TUTI ONAL_VI OLATI ON - - |
| principal APPROVE cannot |
| execute Tier 0 or verified |
| Tier 1 actions |

of prohibited practices

General -- Audit trail of | CAP_VI OLATI ON_DETECTED and | 10

prohibited practice attenpts | CAP_HUMAN VI OLATI ON DETECTED | |
| Event Log entries; CRITICAL | |
| Audit Alert; Audit Package | |
| available to regulators | |

Table 1. EU Al Act Article 5 Mpping

Note: Article 5 prohibited practices that derive from near-universa
treaty consensus may be reclassified to Tier O in future revisions
of this specification. The current Tier 1 classification for EU
specific Article 5 itens reflects the principle that Tier 0 is
reserved for genuine gl obal consensus. The enforcenent consequence
is equivalent for EU-jurisdiction SO Types: CEE denies the action
and no principal can override without a |l egal basis citation

Security Considerations

CEE kernel integrity:
The Constitutional Evaluation Engine is a kernel-resident

component. Its prohibition records and eval uation | ogic MIJST be
protected agai nst nodification by any agent, application, or
principal. Inplenentations MJUST treat CEE records with the sane

integrity protection as mandate JW's and Event Log entries.
Any nodification to Tier O records outside of a kerne
initialization sequence |oaded froma verified source MIST be
treated as a critical security incident.

Action pattern probing:
The CEE MUST NOT return the matched action_pattern in error
responses. Returning full action pattern details enables
adversarial agents to probe the boundary of prohibited action
classes and find closely adjacent actions. The error response
MUST contain only the prohibition_class.

Tier 1 verification integrity:
Unverified Tier 1 records MJUST NOT be enforced. The kernel
MUST check the verified_by signature before |oading any Tier 1
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record. An operator who deploys unverified Tier 1 records
creates a fal se assurance of prohibition coverage.

Sessi on suspension threshol d:
The default session suspension threshold of three Tier 0
viol ations (Section 8.5) SHOULD be configurabl e downward but
not upward beyond the default. A higher threshold enables
systematic probing. Operators who configure a higher threshold
MUST docunent the justification and subject it to Audit Principa
revi ew.

Legal basis citation integrity:
The APPROVE W TH LEGAL _BASI S | egal _basis bl ock is an operator
assertion, not a verified legal finding. |[|nplenentations MJST
record all APPROVE W TH LEGAL BASI S decisions in the Audit
Package regardl ess of the apparent validity of the |egal basis.
Regul ators reviewing the Audit Package can assess |egal basis
validity independently.

Doubl e- eval uation atomicity:
The two CEE eval uations -- before Cedar and before execution --
MUST be atomic with their respective triggering calls. An
i npl eent ation that eval uates CAP asynchronously or conditionally
does not satisfy the Constitutional Layer guarantee.

I ANA Consi derations
1. CAP Prohibition Classes Tier 0 Registry
Thi s docunent establishes the "Constitutional Al Protoco
Prohi bition Cl asses Tier 0" registry. The registry is maintained
at: https://ww.iana. org/assi gnnments/ cap-prohibition-classes-tier0
Regi stration procedure: RFC Only. Tier 0 classes may only be added,
nmodi fi ed, or renoved by publication of an RFC that updates this

docunent .

Initial val ues:

GENCCI DE_FACI LI TATI ON
CSAM

UN Genoci de Convention 1948 (153 states)
UN CRC 1989 + Optional Protocol |
(196 states) |
HUMAN_TRAFFI CKI NG UN Trafficking Protocol 2000 |
(178 states) |
WVD_ASS| STANCE |
TORTURE_FACI LI TATI ON |
I

TERRORI ST_FI NANCI NG

CWC (193), BWC (183), NPT (191 states)
UN CAT 1984 (173 states)
UNSC Resol ution 1373 (2001)

Table 2: Initial CAP Tier 0 Prohibition C asses

2. CAP Prohibition Classes Tier 1 Registry

Thi s document establishes the "Constitutional Al Protoco

Prohi bition Classes Tier 1" registry. The registry is maintained
at: https://ww.iana. org/assi gnments/cap-prohibition-classes-tierl

Regi stration procedure: Specification Required.

Initial val ues:



| Prohibition O ass | Description |
FI NANCI AL_CRI VE Mar ket mani pul ati on, noney | aundering,
and rel ated financial offenses

Personal data processing violations
Actions targeting critical infrastructure
SECURI TI ES_LAW Unlicensed securities activities

PRI VACY_VI OLATI ON Prohi bited surveillance and profiling

| |

DATA PROTECTI ON | |
I I

| |

I I

FRAUD | Deceptive practices under consumer or |
I I

I I

I I

| |

I I

CRI TI CAL_I NFRASTRUCTURE

crimnal |aw

Cartel coordination and abuse of

dom nant position

Vi ol ati ons of applicable human rights
| aw

COVPETI TI ON_LAW

HUMAN_RI GHTS

Table 3: Initial CAP Tier 1 Prohibition C asses
.3. CAP Conflict Resolution Methods Registry

Thi s docunent establishes the "Constitutional Al Protocol Conflict
Resol uti on Methods" registry. The registry is maintained at:
https://ww. i ana. or g/ assi gnment s/ cap-conflict-resol ution-net hods

Regi stration procedure: Standards Action.

Initial val ues:

| | Most restrictive prohibition across all |
| | declared jurisdictions applies |
| PRI MARY_JURI SDICTION | Primary jurisdiction prohibition position |
| | governs; secondary conflicts |ogged only |
| | Kernel fires HEM JURI SDI CTlI ONAL_CONFLI CT |
| | (Cass 5) for human resol ution |

Table 4: Initial CAP Conflict Resolution Methods
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