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Abst ract

Thi s docunment provides an overview of 3GPP work on Artificial
Intelligence/ Machine Learning (Al/M) services. Application areas
and correspondi ng proposed nodifications to the architecture are
identified. Security and privacy issues of these new applications
need to be identified out of which | ETF work coul d energe.
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1. Introduction
Artificial Intelligence (Al) has historically been defined as the
science and engineering to build intelligent nachines capabl e of
carrying out tasks as humans do. |Inspired fromthe way hunman brain
wor ks, machine learning (M) is defined as the field of study that
gi ves conputers the ability to learn without being explicitly
programmed. Since it is believed that the main conputationa
el ements in a human brain are 86 billion neurons, the nore popular M
approaches are using “neural network” as the nodel. Neural networks

(NN) take their inspiration fromthe notion that a neuron’ s

comput ation involves a weighted sum of the input values. A

comput ational neural network contains the neurons in the input |ayer
whi ch recei ve sone val ues and propagate themto the neurons in the
mddl e | ayer of the network, which is also called a “hidden |ayer”
The wei ghted suns fromone or nore hidden layers are ultimately
propagated to the output |ayer, which presents the final outputs of
t he networ k.

Neural networks having nore than three layers, i.e., nore than one
hi dden | ayer are call ed deep neural networks (DNN). In contrast to
the conventional shallow structured NN architectures, DNNs, al so
referred to as deep | earning, made anmazi ng breakt hroughs since 2010s
in many essential application areas because they can achi eve human-

| evel accuracy or even exceed human accuracy. Deep |earning

techni ques use supervi sed and/or unsupervi sed strategies to
automatically learn hierarchical representations in deep
architectures for classification. Wth a | arge nunber of hidden
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| ayers, the superior performance of DNNs cones fromits ability to
extract high-level features fromraw sensory data after using
statistical learning over a |large anbunt of data to obtain an
effective representation of an input space. |In recent years, thanks
to the big data obtained fromthe real world, the rapidly increased
comput ation capacity and continuousl y-evol ved al gorithns, DNNs have
become the nost popular M. nodels for many Al applications.

The performance of DNNs is gained at the cost of high conputationa
conplexity. Hence nore efficient conpute engines are often used,

e.g. graphics processing units (GPU) and network processing units
(NPU). Conpared to the inference which only involves the feedforward
process, the training often requires nore conputati on and storage
resources because it involves also the back propagation process.

Many DNN nodel s have been devel oped over the past two decades. Each
of these nodels has a different “network architecture” in ternms of
nunber of layers, |ayer types, |layer shapes (i.e., filter size,
number of channels and filters), and connections between | ayers.
Three popul ar structures of DNNs: multilayer perceptron (MPs),
convol ution neural networks (CNNs), and recurrent neural networks
(RNNs). Multilayer perceptron (M.P) nodel is the nost basic DNN
which is conposed of a series of fully connected layers. In a fully
connected layer, all outputs are connected to all inputs. Hence MP
requires a significant anmount of storage and conputati on.

A convol ution neural network (CNN) is conposed of nultiple

convol utional |ayers. Applying various convolutional filters, CNN
nodel s can capture the high-level representation of the input data,
making it popular for inage classification and speech recognition

t asks.

Recurrent neural network (RNN) nodels are another type of DNNs, which
use sequential data feeding. The input of RNN consists of the
current input and the previous sanples. RNN nobdels have been wi dely
used in the natural |anguage processing task on nobile devices, e.qg.,
| anguage nodel i ng, nmachine translation, question answering, word
enbeddi ng, and docunent classification. RNN nodels and their
derivative Large Language Mddel (LLM are out of scope.

Wiile Al/M has very nmany applications, in this docunent, we are
interested in it Al/M based services in nobile networks

[ MaTeMaFi WKo21]. One is the network optimnzation conprises of the
time-series forecasting, predictive maintenance, Quality of

Experi ence (QoE) nodeling and the other is speech recognition, inmage
recognition, video processing all of themcharacterized as network
anal ytics. Wen network analytics is used in the nobile network, the
end device is the base station. For the speech/ inage recognition
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and vi deo processing (mainly used in the vertical markets such as
aut ononous cars, smart factories) the end device is the UE
[ TR22.874] .

Al/ M. has other applications as well in inmproving radi o access
network (RAN). DNN nodels can be used for the New Radio (NR) air
interface. Use cases are channel state information (CSl) feedback
enhancenent, beam managenent, and positioni ng accuracy enhancements
[Lin23] and [Lin24].

Thi s docunent ainms to present issues of Artificial Intelligence
Machi ne Learning (Al M.) based services in nobile networks that may
require further protocol work, nostly on the security and privacy
aspects. It is expected that the next generation 6G air interface
will enmerge fromAI/M applications to the NR air interface, and
network operation will benefit fromthe network anal ytics
enhancenments of fered by Al/ M.

2. Training and Federated Learning

Training is a process in which an AI/M nodel learns to performits
given tasks, nore specifically, by optimzing the value of the
weights in the DNNN. A DNNis trained by inputting a training set,
which are often correctly-labelled training sanples. Taking inmage
classification for instance, the training set includes correctly-
classified images. The training process is repeated iteratively to
continuously reduce the overall loss. Until the loss is below a
predefined threshold, the DNN with high precision is obtained. After
a DNNis trained, it can performits task by conmputing the output of
the network using the weights deternined during the training process,
which is referred to as inference. |In the nodel inference process,
the inputs fromthe real world are passed through the DNN. Then the
prediction for the task is output. For instance, the inputs can be
pi xel s of an imge, sanpled anplitudes of an audio wave or the
nunerical representation of the state of sone system or gane.
Correspondi ngly, the outputs of the network can be a probability that
an i mage contains a particul ar object.

Wth continuously inproving capability of cameras and sensors on
nmobi | e devi ces, valuable training data, which are essential for Al/M
nmodel training, are increasingly generated on the devices. For nany
Al /M. tasks, the fragnented data coll ected by nobile devices are
essential for training a global nodel. In the traditiona

approaches, the training data gathered by nobile devices are
centralized to the cloud datacenter for a centralized training.
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In Distributed Learni ng node, each computing node trains its own DNN
model locally with |ocal data, which preserves private information
locally. To obtain the global DNN nodel by sharing | ocal training

i mprovenent, nodes in the network will conmunicate with each other to
exchange the | ocal nodel updates. In this nbde, the gl obal DNN nodel
can be trained without the intervention of the cloud datacenter

In 3GPP Federated Learning (FL) nmode, the cloud server trains a

gl obal nodel by aggregating | ocal nodels partially-trained by each
end devices. The nost agreeabl e Federated Learning algorithmso far
is based on the iterative nodel averagi ng whereby w thin each
training iteration, a UE performs the training based on the nodel
downl oaded fromthe Al server using the local training data. Then
the UE reports the interimtraining results (e.g., gradients for the
DNN) to the cloud server via the uplink (UL) channels. The server
aggregates the gradients fromthe UEs, and updates the gl obal nodel.
Next, the updated gl obal nodel is distributed to the UEs via the Data
Li nk (DL) channels. Then the UEs can performthe training for the
next iteration.

Sunmari zi ng, we can say that distributed | earning is about having

centralized data but distributing the nodel training to different

nodes, while Federated Learning (FL) is about having decentralized
data and training and in effect having a central nodel [Srini21]

3. Architecture

A new framework for protocols called Service based architecture (SBA)
conprises Network Functions (NFs) that expose services through
RESTf ul Application Progranming Interface (APIs) has been defined.
There are providers and consuners (publishers and subscribers) which
are new functions in the system[1sNo20]. SBA provides built in
security using Public Key Infrastructure (PKlI) managed certificates
in the nobile core network

For Al/M., 3GPP core, aka nobile core network, has a new server
function: The Network Data Anal ytics Function (NWDAF) provides

anal ytics to Mbile Core Network Functions (NFs) and Operations and
Management (QAM). An NWAF may contain the Anal ytics | ogica
function (AnLF): A logical function in NWAF, which perforns

i nference, derives analytics informati on and Model Training | ogica
function (MILF) which trains Machine Learning (M) nodel s and exposes
new training services. The Application Al/M operation logic is
controlled by an Application Function (AF). Any AF request to the
mobi | e network (which consists of the Mbile Core Network, access
network and UE) in the context of the Mbile Core Network assistance
to Application Al/M operation should be authorized by the Mbile
Core Network [TR23.700-80].
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Figure 1. NWDAF and rel ated conponents

NWDAF relies on various sources of data input including data fromthe
mobil e core NFs, AFs, e.g., Network Repository Function (NRF),

Uni fied Data Management (UDM), etc., and OAM data, including
performance neasurenents (PMs), Key Performance Indicators (KPIs),
configurati on managenent data and alarns. An NWDAF nmay provide in
turn anal ytics output results to the nobile core NF, AFs, and OAM
Optionally, Data Collection Coordination Function (DCCF) and

Messagi ng Franmewor k Adaptor Function (MFAF) may be involved to
distribute and collect repeated data towards or from various data
sources. Note that AF contains a Network Exposure Function (NEF) if
it is an untrusted AF, i.e. external to the operator’s network. NEF
may assist the Al/M application server in scheduling avail able UE(S)
to participate in the Al/M operation, e.g., Federated Learning
Figure 1 [TS23.288]. Also, Mbile Core Network may assist the

sel ection of UEs to serve as FL clients, by providing a |ist of
target nmenber UE(s), then subscribing to NWDAF via the NEF to be
notified about the subset list of UE(s) (i.e., list of candidate
UE(s)) that fulfill certain filtering criteria (not shown in the
figure) [TR23.700-82].

In Next Generation Radio Access Network (NG RAN), Al/M. support
requires inputs from nei ghbori ng NG RAN nodes and UEs. No speci al
new node is added to the architecture for training and inference.

Al /M. nodel training can be located in the OAM and nodel inference in
the NG RAN node or UE. It is also possible that both nodel training
and inference are located in the NG RAN node [ TS38. 300].
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3.1. Al/M for Vertical Markets

Vertical markets cover autonotive such as cars, drones and |oT based
smart factories are the major consuners of 3GPP-provided data

anal ytics services [TS22.261]. They play inportant role on the
Exposure of data anal ytics services fromdifferent network domains to
the verticals in a unified manner. They define, at an overarching

| ayer, val ue-add application data anal ytics services which cover
stats/predictions for the end-to-end application service.

In order to allow the vertical narket industries running applications
over the nobile network a service enabler architecture which
specifies the procedures, information flows and APl s

call ed Application Data Anal ytics Enabl enent Servi ce Enabl er
Architecture Layer (SEAL) for Verticals is defined [TS23.436]. SEAL
applications can be hosted on the Edge of the nobile network for UE
use at the Edge.

Exanpl e use case is the Vertical user |everaging the Application

| ayer Anal ytics capabilities for predicting end to end performance
and selecting the optinmal Vertical Application Layer (VAL) server
[ TS23.436]. VAL uses the SEAL |ayer to realize its services

[ TR23. 700- 82] expands upon the data anal ytics as a useful tool to
optinize the service offering by predicting events related to the
network or UE conditions. These services however can al so assist the
3rd party AI/M application service provider for the Al/M node
distribution, transfer, training for various applications (e.g.,

vi deo/ speech recognition, robot control, autonotive). This takes us
to the concept of the application enabl enent [ayer can play role on
the exposure of Al/M services fromdifferent 3GPP donmains to the
Application Service Providers (ASP) in a unified manner.

4. AI/M in Radi o Access Network

Al/M. for New Radio (NR) Air Interface has these use cases: Channe
State Information (CSlI) feedback enhancerment which invol ves overhead
reduction, inproved accuracy, prediction; beam managenent, and

posi tioni ng accuracy enhancenents [TR38. 843].

For CSI, time domain CSI prediction enploying one sided (usually at
the UE) nodel training done by the vendor and inference done at the
UE. This technique avoids CSI conpression using two-sided Al/M
model s where Deep Neural Network nodels are used by UE to encode, to
compress CSI feedback information and a correspondi ng CSI decoder is
used at the gNB to reconstruct the CSI fromthe received feedback
dat a.
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Al/M is also used in beam nmanagenment to support downlink beam
form ng with one sided (UE or gNB) nodel s and positioning accuracy
enhancenments with direct UE side Al/M positioning or UE-assisted or
gNB- assi st ed LM~ based positi oning.

Protocol nmechanismis called data collection. It is for the purpose
of Al/M npdel training, data analytics and inference by the network
nodes, nmanagenment entity or UE. Xn Application Protocol over Xn
interface defines a set of Data Coll ecti on nessages used by an NG RAN
node 1 to request from another NG RAN node 2 the reporting of
information to support AI/M in NG RAN [ TR38.423]. UE data
collection is done by gNB requested by OAM and reported to the Access
and Mobility managenment Function (AM).

Radi o Access Network Al/M. operations are based on Data Coll ection
protocol procedures which are used in nodel training and nodel

i nference operations. Data Collection set of |ink | ayer nmessages are
part of Xn Application Protocol defined in [ TR38.423]. Stream
Control Transm ssion Protocol (SCTP) is used to securely transport
data coll ection messages in the Radi o Access Network [ RFC9260].

4.1. AI/M in Open Radi o Access Network

Open Radi 0 Access Network (Open RAN) is a new approach to building
RANs [WakaSB24]. Open RAN is about disaggregated RAN functionality
built using open interface specifications between el ements desi gned
to support equipnent interoperability frommultiple vendors. In Open
RAN, a base station is split into several functional conponents,
including central unit (CU), distributed unit (DU), and a renpte unit
(RU). Open RAN introduces advanced automation into the RAN system by
means of an abstracted entity to nmanage the radi o networks, i.e. RAN
Intelligent Controller (R C).

RIC will contain specialized Al hardware needed to inplenent the
execution of the nodels for CSI feedback enhancenent, beam nmanagenent
and positioning accuracy enhancenments di scussed above.

5. Security and Privacy

Al / M. based aservices in nobile networks rai se many security and
privacy issues. |[TR23.700-80] and [ TR23.700-82] identify a nunber of
key issues and [ TR33.898] presents a study on one of the key issues
which will be detailed here.

[ TR23. 700- 80] studies the exposure of different types of assistance
informati on such as traffic rate, packet delay, packet |oss rate,
networ k condition changes, candidate federated | earning (FL) nenbers,
geographi cal distribution information, etc., to AF for Al / M
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operations. Some of assistance information could be user privacy
sensitive, such as candi date FL nenbers, geographical distribution,
i.e. location information. There is a need to study how to protect
such privacy-rel ated assistance information. 1In addition, Mdbile
Core Network needs to determ ne which assistance information is
required by AF to conplete AlI/M operation and to avoid exposing
information that is unnecessary for Al/M. operations.

Because of the use of Restful APl which depend on the use of HITP
protocol, QAuth 2.0 [ RFC6749] protocol seens to be the natural choice
here for authorization.

One sol ution can be devel oped reusing existing nechani smfor

aut hori zati on of Mbile Core Network assistance informtion exposure
to AF. The solution is based on reusing the QAuth 2.0-based

aut hori zati on nmechanism QAuth 2.0 [RFC6749] protocol extends
traditional client-server authentication by providing a third-party
client with a token. Since such token resenbles a different set of
credentials conpared to those of the resource owner, the device needs
not be allowed to use the resource owner’s credentials to access
protected resources.

UE privacy profile/local policies stored in a database can al so be
enpl oyed to authorize UE-rel ated Mobile Core Network assistance

i nformati on exposure. UE privacy profile/local policies nmay al so
contain protection policies that indicate how Mbile Core Network
assi stance informati on should be protected (e.g., using security
techni ques |ike encryption, integrity protection, etc.). NWAF via
Net wor k Exposure Function (NEF) sends the UE-rel ated Mobile Core
Net wor k assi stance information to AF when the |ocal policies/UE
privacy profile allows authorizing the AF to access the information
(see Figure 1). According to the |ocal policies/UE privacy profiles,
NVWDAF may need to protect the Mbile Core Network assistance
information with security mechani sns.

A conmmon Application Programrming Interface (APlI) Framework for the
Mobi | e Core Network and

nort hbound APlIs (called CAPIF) is defined to securely expose
capabilities and events to 3rd party Application Functions, i.e.
external (AF) via Network Exposure Function (NEF). The interface
bet ween the NEF and the Application Function needs integrity
protection, replay protection, confidentiality protection for
communi cati on between the NEF and Application Function, and mutual
aut henti cati on between the NEF and Application Function and protect
internal Mbile Core network information. The NEF al so enabl e secure
provision of information in the 3GPP network by authenticated and
aut hori zed AFs.
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Security should be provided to support the protection of user privacy
sensitive assistance information being exposed to AF. TLS 1.3

[ RFC8446] is used to provide integrity protection, replay protection
and confidentiality protection for the interface between the NEF and
the AF [TS33.501].

As for Radi o Access Network Al/M services use cases |like CSI, beam
managemnent, position accuracy enhancenment, UE uses NR-Uu interface to
communi cate with NG RAN node using RRC protocol to send L3 cell/beam
measur enents, |location, sensor and timng information. Radio
Resource Control (RRC) nessages conmuni cated over the air interface
causes security issues because they are not protected. Transport

| ayer protocol SCTP is used only when two NG RAN nodes are connected
over Xn. In this case SCTP should be run bel ow DILS 1.3 [RFC9147] to
provi de conmuni cati ons privacy, prevent eavesdroppi ng and detect
tanpering or nessage forgery [dtlssctp].

Any | ocation/positioning information sent directly from UE to NG RAN
node causes privacy concern w thout user consent. Location
informati on may be sent in RRC I DLE/ I NACTI VE state and al so in
CONNECTED state after the connection is established [ TR38.843].
Location information received by NG RAN node is sent to Location
Managenent Function (LMF) in the nobile core network.

6. Wrk Points

Security and privacy of Al/M based services and applications in
mobi | e networks need further work. [TR33.898] provides solutions to
only one of many possible key issues. Each key issue has been in
depth investigated in [ TR23. 700- 80] and [ TR23. 700-82] from whi ch new
sol utions can be devel oped.

We |ist below only sone of the key issues identified:

* Enhance the nobile core network to expose information to the UE to
facilitate the operation of
Al/M applications (e.g., Mdel Training, Splitting and inference
f eedback etc.)

* Expose UE-related information to an AF ensuring that privacy and
security requirenents are net.

* Additional parameters to be provisioned to the nmobile core network

by an external party for the assistance to the operation of Al/M
appl i cations.
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* \Whet her and how the existing nobile core network data transfer/
traffic routing nechani sns are re-used or enhanced to support the
transm ssion of the Application AlI/M traffic(s) between A/M
endpoints (i.e., UE and AF)

* |Information to be provided by the nobile core network to the AF
can help the AF to select and nanage the group of UEs which wll
be part of FL operation

* Enhance the architecture and related functions to support
application | ayer Al/M services

* Support Federated Learning at application enabl ement |ayers

* Enhance the architecture and related functions to support
managenent and/ or configuration for split Al/M operation, and in-
time transfer of Al/M nodels. The managenent and configuration
aspects including discovery of required nodes for split Al/M
operation and support of different nodels of Al/M operation
splitting in which the AI/M operation/nodel is split, e.g. for
performng inference, into nmultiple parts according to the current
task and environment.

* Support transfer |earning at application enabl enent |ayers
The last key issue will be elaborated in the next section bel ow.
7. Transfer Learning Use Case

Transfer Learning (TL) is the training of a machine |earning (M)
techni que where a nodel pre-trained on one task is fine-tuned for a
new but related task. Transfer |earning assunmes a baseline nodel is
al ready available in a repository in the nmobil e network provided by
the source domain can be fine-tuned to quickly performthe same or
simlar tasks in the target donain with | esser anpbunt of training
dat a.

TL support involves many entities in the mobile network. M. nodels
need to be stored in the repository entities. Wen storing, some
informati on el enents need to be added to the nodel, such as identity
of the nodel consuner that is initiating the request, i.e. nodel
consuner id. For transfer |earning, Base Mdel ID could be added.
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10.

11.

12.

12.

Transfer Learning solution should aimto provide support for Transfer
Learning (TL) by discovering and selecting the base nodels to be used
for simlar tasks as pre-trained nodels. It involves first

di scovering repositories of pre-trained nodels in a given service
area and then sendi ng request nessages to the repositories and

col l ecting responses.

Security and privacy issues in all the nmessaging need to be
i nvesti gat ed.

Future Wrk

A use case docunent is needed. We have listed the identified use
cases and el aborated one of them above in this document. New set of
use cases on Rul e Based Automati on, Autononpbus Networks, Automated
Testing, Energy Efficiency and so on could be added to the existing
use cases. Al or sone of these usage areas of Al/M can further be
el aborated in a use case docunent. These use cases should nake it
clear why the security and privacy protocols are needed.

A problem statenment on Al/M based services in nobile networks
docunent is needed. Such a docunent should identify the problens
that possibly need a new protocol to be devel oped or need to identify
extensions to an existing protocol. One possibility in that
direction could be refining the work points identified above and
formulating themin terms of existing or to be defined in the future
security and privacy protocols.

A docunent describing security threat nodel on which Al/M security
and privacy enhancenents can be devel oped [ RFC6819].

Security Considerations
Security considerations of AI/M services is TBD
| ANA Consi derations

There are no | ANA consi derations for this docunent.
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