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Abstract

Thi s docunent introduces FLAIR (Franmework for Language-Agnostic

I nternedi ate Representation), a novel approach to discover
cryptographic el enents in source code. By detecting encryption
components present in code, FLAIR addresses critical challenges |ike
i dentifying deprecated and m sconfigured inpl enentations across

di verse progranm ng | anguages. Unlike |anguage-specific tools, FLAIR
enpl oys semantic graphs to represent instances of encryption
detected, enabling identification of cryptographic al gorithm usage,
associ ated paraneters (keys, nonces, salts), and flag conpliance
status with established encryption standards. The semantic graph
approach nakes representing cryptographic algorithms and rel ated

el ements i ndependent of the underlying progranm ng | anguage.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 29 October 2026
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1. Problem Statenment

Modern enterprise and cloud infrastructure increasingly relies on
encrypted communi cation to protect sensitive data in transit. Wth
the increasing integration of encrypted comruni cati on across
enterprise and cloud infrastructure, a grow ng number of network
out ages and perfornmance degradations are now traced to undetected
cryptographic vulnerabilities in code [refl]. Organizations face
growi ng security risks from

1. Deprecated cryptographic algorithnms that no | onger neet security
st andar ds

2. Msconfigured cryptographic inplenentations causing network
out ages
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3. Inconpatible cryptographic inplenmentations across heterogeneous
syst ens

4. Lack of visibility into cryptographic usage across enterprise
codebases that inmpacts mgration efforts to newer encryption
standards, |ike Post-Quantum Cryptography (PQC)

5. Achi eving conprehensive coverage w t hout devel opi ng | anguage-
specific sol utions

However, the proliferation of diverse progranm ng | anguages,
cryptographic libraries, and inplenentation patterns in source code
creates significant inmpedinent in building a holistic visibility too
capabl e of detecting and anal yzi ng cryptographi c usage across diverse
networ k applications. Consequentially, organizations may struggle to
identify and renedi ate cryptographic vulnerabilities before they |ead
to service disruptions.

2. Alternate Approaches to Cryptographic D scovery in Code

Current open-source cryptographic detection solutions fall into two
categories with distinct Iimtations: (1) general -purpose static
anal yzers (e.g., Bandit, Snyk, CodeQ., Joern, etc.), and (2)

| anguage-specific tools (e.g., CryptoCGuard, Cogni Crypt, Cryptolation
etc.).

2.1. Ceneral -Purpose Static Anal yzers

Tool s such as Bandit, Snyk, CodeQ., and Joern/CPG [ref2] are exanples
of general purpose static analyzers. They are typically used to
detect vulnerabilities in code, such as security bugs, vul nerable
libraries, and policy violations before the code is deployed. Static
code anal yzers have w de | anguage coverage - there is a tool for
nearly all major progranm ng | anguages today. Cryptographic

di scovery is possible using these tools. They can break down code
into graphs that can follow rules to detect specific cryptographic
usage. However, such detections can have a high fal se-positive rate
and will need several rules across different |anguages to achieve
traceability of cryptographic materials (e.g., keys, nonces, salts,

di gests).
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2.2. Language- Specific Tools

Tool s such as CryptoGuard, Cogni Crypt, and Cryptol ati on are exanpl es
of | anguage-specific tools. These open-source tools provide
precision within supported | anguages. |In nmany cases, they go beyond
pattern-matching to provide semantic understandi ng of cryptographic
usage usi ng machi ne | earning nodels. However, they are designed to
work extremely well for a single progranmm ng | anguage. Enterprises
whi ch have pol ygl ot codebases suffer fromlimted visibility during
crypt ographi c di scovery. Even though they receive high precision
results fromthese tools, they would have to maintain nultiple

tool chains to cover their entire codebase. This |eads to significant
devel opment and mai nt enance over head.

3. Definitions

Senmantic graphs:
Graphs that represent the senmantic nmeani ng of code el enents and
their relationships, enabling deeper understandi ng of program
structure and behavi or.

Code property graphs:
Graphs that represent code el enents and their properties,
including control flow, data flow, and inter-elenent
rel ati onshi ps.

Crypt ogr aphi c el enents:
Conponents involved in cryptographi c operations, such as
al gorithms, keys, nonces, salts, and nessage digests.

Language- agnosti c:
An approach that is independent of any specific progranmm ng
| anguage, allow ng for broad applicability across diverse
codebases

Pol ygl ot codebases:
Codebases that contain source code witten in multiple programnm ng
| anguages.

Deprecat ed cryptographic al gorithns:
Cryptographic algorithns that are no | onger considered secure or
recomended for use, such as MD5 and SHAIL.

M sconfi gured cryptographi c inplenentations:

Cryptographic inplenentati ons that do not adhere to best practices
or security standards, leading to vulnerabilities.

Kayas, et al. Expi res 29 COctober 2026 [ Page 4]



I nternet-Draft FLAI R Cryptography D scovery April 2026

NI ST
National Institute of Standards and Technol ogy, a U S. federa
agency that devel ops and pronotes neasurenent standards, including
crypt ogr aphi ¢ standards.

Post - Quant um Crypt ography (PQC):
Cryptographic algorithms designed to be secure agai nst attacks
from quant um conmputers, such as lattice-based or hash-based
al gorithms which have been standardi zed by N ST.

Alias anal ysis:
A technique used in programanalysis to determne if two
expressions in a programmay refer to the same nmenory | ocation

4. Proposed Sol ution: FLAI R Franmework

This draft proposes a new framework for cryptographic discovery that
conbi nes the best of both existing approaches - |anguage-specific
tools with the coverage of general purpose static analyzers. There
is acritical need for a | anguage-agnosti c approach which can (1)
identify the usage of cryptographic libraries, (2) determne

crypt ographi c paraneters supporting their usage (keys, nonces,
salts), and (3) specify which cryptographic algorithns are being

i nvoked. This draft proposes a novel semantic approach that detects
cryptographic libraries, how the invoked al gorithnms nmethods in these
l'ibraries get accessed throughout the code, and the associ ated
cryptographi c paranmeters. This | anguage-agnostic approach overcones
the limtations of existing solutions by producing a unified JSON
representation across diverse | anguages (Python, Java, JavaScript,
etc.) to support cross-language rul e devel opnent.

4.1. Design Principles

FLAIR is the first cryptographic detection tool achieving |anguage

i ndependence through semantic graphs. This approach nmakes

crypt ographi ¢ di scovery i ndependent of function nonmenclature and
vari abl e nanmi ng conventions. The detection of relationships between
l'ibraries, keys, and function calls remains unaffected by variable
renam ng or library substitution. Semantic graphs have denonstrated
ef fectiveness in biological sciences [ref3]. This approach reduces
fal se positives conpared to pattern-matching sol utions

Additionally, FLAIR can detect keys propagated across nultiple
function calls throughout an entire codebase.

FLAI R al so detects and stores cryptography-rel evant information only.

By limting crypto-rel evant nodes and edges, FLAIR renmins
| i ghtwei ght even on | arge codebases whil e achieving efficiency.
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4. 2.

Techni cal Conponents and Architecture

FLAI R consi sts of two nmain conmponents:

1.

Feature Extraction and Nornalization: This conponent processes
source code fromnultiple programr ng | anguages to extract

crypt ography-rel evant information and normalize it into a unified
intermedi ate representation (IR).

Crypto Semantic Graph (CSG Construction and Backtracking: This
conponent constructs a Crypto Semantic Graph (CSG fromthe
normalized IR enabling multi-hop backtracking to identify

rel ati onshi ps between cryptographic elenments and their usage in
code.

The followi ng diagramillustrates the overall FLAIR technical flow
and conponents.
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Figure 1: FLAIR process flow di agram

5. Technical Details
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5.1. Step 1. Feature Extraction and Normalization

The first step utilizes a general purpose parser (like Tree-sitter or
ANTLR) to parse the various cryptographic libraries and code
constructs. The | anguage-specific conponents are then generalized to
their core algorithns and their specifications (like "ECDSA", "RSA",
with paraneters |ike key sizes, e.g., "256"). The resultant JSON
fromthe parser is then converted into a FLAIR IR (I nternedi ate
Representation) graph JSON. This resultant IR now contains only
mappi ngs between detected libraries and their usage in code. The
graph structure utilizes nodes and edges - Nodes, to represent
cryptographic information with contextual netadata; and Edges, to
represent rel ationships between information and its code usage.

Four sub-processes execute sequentially in this step

1. Library Detection: Identifies cryptographic libraries through
i nport statements and source references (e.g., OpenSSL). FLAR
uses partial parsers (e.g. Tree-sitter or ANTLR grammars) for
each | anguage. The adapter wal ks the AST to find calls, inports,
and literal constructions. Only crypto-relevant code is
anal yzed.

2. Nornalized Crypto APl Call Detections: Detects APl calls to
cryptographi c functions, normalizing themto prinitive
representations (e.g., CryptoJdS. AES. encrypt() becones
AES. encrypt). A central table maps specific APl patterns or
strings to nornalized nanes. E.g. all patterns nmatching
crypt ography. *. ec. ECDSA nornal i ze to ECDSA; an arg " SHA- 384"
normalizes to SHA384. This unifies library calls (OpenSSL vs
Crypt0oJS vs WbCrypto) under common primtives.

3. Cryptographic Entity Creation ldentification: Detects generation
of key pairs, nonces, nessage digests, and related cryptographic
materi al s.

4. Normalize Detected Ciphers: Establishes unified nam ng
i ndependent of |anguage (e.g., all cryptography.*.ec. ECDSA
combi nations and patterns map to ECDSA).

Det ected ciphers, APl calls, and entity information are stored in
JSON format for downstream processing. Abstract crypto-rel ated
constructs into three node types: (1) CALL represents crypto AP

i nvocation (AES.new() , MessageDi gest. getlnstance("SHAL")), (2) ENT
represents data entities (keys, IVs, nonces, constants), and (3) SYM
represents synbolic identifiers (variables, paraneters, aliases).
Thi s reduces | anguage-specific syntax into a uniformcrypto-specific
IR JSON
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5.2. Step 2: Crypto Semantic Graph (CSG and Backtracking

Now t hat we have three types of nodes, the next step is to add
contextual information to these nodes. This happens in Step 2. In
this step, the JSON graph is transforned into a Crypto Semanti c G aph
(CSG. ACSGis a semantic graph which stores rich entity

i nformati on in nodes while edges represent relationshi ps between
nodes.

The CSG construction process is as foll ows:

1. Node type specification (CALL, ENT, SYM w th specific netadata
is represented in the IR

2. Edge creation: Shows connections between el enments (e.g., API
function calling specific library). Wthin a single function
("intra-procedural"), a def-use analysis on the IR graph is done
to track where variables are defined and where they are used in
function calls. Across functions ("inter-procedural"), we apply
alias analysis to foll ow dependenci es beyond function boundari es.
We nmai ntai n mappi ngs of variable aliases so that rel ated
operations remai n connected even if variable names change. For
exanple, if a key is generated (key = genKey()) and | ater passed
to another call (signer.init(key)), these operations can be
Ii nked regardl ess of renam ng.

3. Miltihop backtracking to determne relationship directionality
and trace cryptographic elenent origins: Wen a relationship can
be established between the functions, an edge is added to the
CSG. O herw se, the edge can be tenporarily marked as unresol ved
and can be optionally retried with deeper alias refinenent.

Edges can be constructed to capture the follow ng semantic fl ows:
(1) flows_to: data dependency (key passed to AES call), (2)
produces: function output (AES.new — cipher object), (3)

alias _of: variable alias tracking (key = masterKey), (4) taints:
external /untrusted source flows (IV fromuser input). This fornms
a CSG of cryptographic interactions, not just isolated APl calls
to libraries.

Mul ti hop backtracking traverses the Crypto Semantic G aph (CSG
backwards from a cryptographic sink (e.g., AES.encrypt, ECDSA. sign)
to reconstruct the full provenance of all security-critica

parameters (keys, nonces, salts, libraries, and related cryptographic
materials). Each hop corresponds to a senantical ly neani ngful
dependency edge in the CSG
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def backtrace_entities(graph, start_call, target_rol es=("key","iv", "nonce", "salt"
)):
Q = deque([start_call])
visited = set() # check if node is already visited
lineage = {"key": [], "iv": [], "nonce": [], "salt": []}
while Q
node = Q popl eft()
if node in visited:
conti nue
vi si t ed. add( node)
for (src, dst, type) in graph.in_edges(node):
if type == "flows_to": # foll ow dependenci es (salt, key,
i v, nonce)
ent = src

if ent.role in target_roles:
| i neage[ ent.rol e].append(ent)
for (p, e, t2) in graph.in_edges(ent):
if t2 == "produced_by": # find who created this el ement

Q append(p)
return |ineage

This finds all possible key/1V ancestors within a bounded hop count.
It can detect, for exanple, that an IV entity with a constant origin
cones froma hard-coded literal. In practice we lint depth (e.g.

| ess than 50 hops) and stop at function/class boundari es.

5.3. Exanple Use Case Qutput

Consi der a devel oper using cryptographic libraries to encrypt AP
traffic to web servers. The application nmust inport cryptographic
libraries, invoke algorithmspecific functions, and generate required
keys. In the semantic graph JSON out put, FLAIR detects the called

al gorithms. A post-processing step assenbles file graphs into a
repo-level CSG Findings are emtted in JSON or SARIF format: each
includes file, line, prinmtive, hash, O D, confidence, tags (e.g
STATIC_IV), and the key/1V lineage summary. Exanple finding:

{
"file": "src/crypto/sign.py"
"line": 42,
"primtive": "ECDSA",
"hash": " SHA256",
"risk _tags": [],
"l'ineage": {
"key": [{"origin":"gen_keypair","curve":"secp256rl1"}],
v 1]
}
"expl anation": "ECDSA(SHA256) with EC P-256 key; |ineage consistent."
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The graph reveals source file, utilized algorithnms, and associ at ed
key pairs. If the function used SHAl instead of SHA256, FLAIR woul d
detect this deprecated algorithmviolation. The |anguage-

i ndependence of this approach neans cryptographic discovery is

unaf fected by function nonenclature or library switching, providing
superior robustness to traditional pattern-matching approaches. The
out put can be stored in a database for further analysis or reporting.
The output can al so be extended to flag conpliance violations based
on organi zational policies (e.g., deprecated algorithns, weak key
sizes, etc.).

Organi zations inplenmenting FLAIR should will have to wite custom
rules for their cryptographic policies. Additional operationa
consi derations incl ude:

* Establishnment of cryptographic standards and algorithmlifecycle
policies

* Integration of FLAIR output with existing security scanning and
policy enforcenment pipelines

* Training for security and devel opnent teans on interpreting
semanti c graph outputs

* Periodic updates to detection rules for emerging cryptographic
algorithms and threats

6. Security Considerations

The framework does not itself process sensitive cryptographic
material; it analyzes code patterns and dependencies. Users should
ensure appropriate access controls on source code repositories and
generated reports containing cryptographi c dependency information

7. Concl usion

FLAI R represents a significant advancenment in cryptographic el enent
di scovery by providing | anguage-agnostic, semantic graph-based

anal ysis that overcomes limtations of existing general-purpose and

| anguage-specific tools. By enabling conprehensive identification of
crypt ographi ¢ usage across pol yglot enterprise environnments, FLAIR
facilitates conpliance with cryptographi c standards, detection of
policy violations, and proactive mgration to quantum safe

crypt ogr aphy.
The framework’s targeted approach to graph optim zati on ensures

scal ability across | arge codebases while maintaining the precision
necessary for accurate security analysis and policy enforcenent.
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