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Abst ract

Thi s docunent investigates benchmarki ng net hodol ogi es for Kubernetes
Cont ai ner Network Interfaces (CNI's) in Edge-to-C oud environments.

It defines performance, scalability, and observability netrics
relevant to CNI's, and aligns with the goals of the | ETF Benchmarki ng
Met hodol ogy Working Group (BMAG). The docunent surveys current
practices, introduces a repeatable benchrmarking frameworks (e.g.,
CODEF), and proposes a path toward standardi zed, vendor-neutral
benchmar ki ng procedures for evaluating CNIs in mcroservice-oriented,
distributed infrastructures.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026.
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1. Introduction

Thi s docunent presents an initial exploration of benchmarking

met hodol ogi es for Kubernetes Contai ner Network Interfaces (CNIS) in
Edge-to-Cl oud environnents. It evaluates the perfornmance
characteristics of combpn Kubernetes networking plugins such as

Mul tus, Calico, Cilium and Flannel within the scope of container
orchestration platfornms. The draft ains to align with the principles
of the | ETF Benchmar ki ng Met hodol ogy Worki ng Group (BMAG) by
proposing a framework for repeatabl e, conparable, and vendor-neutra
benchmarking of CNIs. Enphasis is placed on perfornmance aspects
rel evant to Software Defined Networking (SDN) architectures and

di stributed depl oynents. The goal is to informthe devel opnent of
formal benchmarking procedures tailored to CNIs in heterogeneous
infrastructure scenari os.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

3. Problem Statenent and Alignnment with BMAG Goal s

BMAG proposes and debat es net hodol ogi es and netrics to eval uate
performance characteristics of networking devices and systens in a
repeat abl e, vendor-neutral, and interoperable manner. Wile nmultiple
Kubernetes CNI solutions exist and are critical to Kubernetes
net wor ki ng and as such, to inprove the alignnent for tel co-cloud
net wor ki ng solutions, there is currently no standardi zed net hodol ogy
for benchmarking their perfornmance, resource utilization, or behavior
under varying operational conditions. The absence of such standards
| eads to non-reproducible, vendor-specific results that are difficult
to conpare or rely on for deploynent decisions in edge-cloud
contexts. This docunent aligns with BMAG goal s by proposing
benchmar ki ng consi derations for Kubernetes Contai ner Network
Interface (CNI') plugins that adhere to the follow ng principles:

* Repeatability and Reproducibility: The draft enphasizes
determnistic test environnments by | everagi ng cl ean-sl ate
contai ner orchestration through automation frameworks such as the
experinental open-source Cognitive Decentralised Edge C oud
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(CODECO) [ codeco_d10] Experinmentation Framework (CODEF) [codef].
Test cases are repeatabl e across depl oynents, and variability in
underlying infrastructure (e.g., bare netal vs. virtualized
environments) is explicitly docunented to preserve

reproduci bility, followi ng BMAG best practices [RFC2544][ RFC7312].

* Vendor-Neutral Evaluation: The proposed approach includes a
diverse set of CNls frommnultiple vendors and open-source
communities, avoiding platformspecific optimzations. CNs are
eval uat ed under the sane environnmental and workload conditions to
provide fair conparisons, consistent with BMWMG s comritnent to
vendor - agnosti c test procedures.

* Metrics-Based Assessnment: The docunent adopts cl assica
benchmar ki ng metrics including | atency, throughput, jitter, and
resource consunption (CPU, nenory), extending themw th CNI -
rel evant attributes such as pod network initialization tine and
observability overhead. These metrics are aligned with
performance eval uation goals outlined in [ RFC1242] [ RFC2285], and
more recent benchmarking efforts for virtualized environnments
[ RFC8172]

* Applicability to Emerging Architectures: the targeted environnent
i ncl udes Edge-to-C oud depl oynents, which represent nodern
distributed systens architectures. Wile BMAG has historically
focused solely on network appliances, this work extends those
principles into the networking aspects of containerized and
sof tware-defined infrastructures, continuing the evolution of
benchmar ki ng nmet hods to address dynam c, nicroservice-based
pl at f or ns.

* Traffic and Control Plane Separation: Follow ng BMAG precedent
(e.g., [RFC6808]), the nethodol ogy distingui shes between control -
pl ane operations (e.g., pod deploynment and CNI setup | atency) and
dat a- pl ane behavi or (e.g., packet forwardi ng perfornance),
al | owi ng conmprehensi ve benchmarki ng of CNI's across operationa
di nensi ons.

* Scalability and Stress Testing: The met hodol ogy i ncor porates
stress and scal ability scenarios, consistent with goals in
[ RFC8239], to uncover perfornmance degradati on points and assess
operational resilience of CNls under heavy |oad and fault
condi tions.

This alignment ensures that future extensions of this docunent toward
a formal benchmarking specification can be scoped within the BMAG
charter and contribute to standardi zed practices for container

net work eval uati on
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3.1. Scope of Metrics

The core benchmarking netrics in this docunment such as |atency,
throughput, jitter, packet loss, and pod lifecycle tine are aligned
with BMAG practices. Additional netrics such as resource usage,
energy efficiency, and operational ease are included to reflect real-
wor |l d operator concerns but are considered informational and outside
the core BMAG scope.

4. Benchnmar ki ng Term nol ogy

Thi s section defines core benchmarking terms used throughout the
docunent, aligned with [RFC1242], [RFC2544], [RFC2285], and with
[1-D.ietf-bmvg-containerized-infral]. These terns formthe basis for
consi stent neasurenent and reporting across Contai ner Network
Interface (CNI) benchmarking efforts. Each netric definition

i ncludes the unit of measurenent and applicability to either data-
pl ane or control-plane evaluation. Definitions specific to
Kubernetes CNIs (e.g., pod lifecycle nmetrics) extend standard BMAG
term nology to reflect control -plane behaviors in containerized
environments. Such nmetrics MJST be validated for consistency with
energi ng benchmarki ng RFCs for cloud-native systens. A list of data
pl ane netrics is as foll ows:

Latency (mlliseconds, ns):
The tine interval between the sending of the first bit of a packet
fromthe source and the reception of the last bit at the
destination [ RFC1242].

Round Trip Time (RTT), ns:
The tine taken for a packet to traverse fromsource to destination
and back again, typically used in TCP_RR and UDP_RR testing
[ RFC2544] .

Thr oughput (bps):
The average rate of successful data delivery over a comrunication
channel , neasured in bits per second (bps), as defined in
[ RFC2544] .

Packet loss rate (%:
The percentage of packets lost during transnmission, typically due
to congestion, buffer overflows, or link errors [ RFC1242].

Jitter (ns):

The variation in interarrival tine between successive packets
[ RFC5481] .
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Fl ow setup rate (flows per second):
The rate at which new fl ows or pod-level connections are
successfully instantiated by the CNI. [RFC8172].

A list of control plane netrics is as follows:

Pod Initialization Time (seconds, S):
The el apsed tine between the subm ssion of a pod specification and
the point at which the pod is fully network-ready (CNI ADD
conpl et ed) .

Pod Del etion Tine (s):
The tinme required for a pod to be gracefully termnated and its
net wor ki ng stack (CNI DEL) torn down.

CNl plugin deploynent tinme (s):
The duration required to fully install or upgrade a CNI plugin
across all nodes, including DaenonSet rollout.

CPU utilization:
The percentage of avail abl e processing capacity consuned by the
CNI plugi n under specified workload conditions [ RFC8172].

Menory utilization (MB):
The anount of system nmenory used by the CNl plugin during test
execution. [RFC8172].

CPU utilization:
The percentage of avail abl e processing capacity consuned by the
CNI plugi n under specified workload conditions [ RFC8172].

Fl ow setup rate (fl ows per second):
The rate at which new fl ows or pod-level connections are
successfully instantiated by the CNI. [RFC8172].

Policy enforcenent delay (mns):
The tine taken for a newWy applied network policy to take effect
across rel evant pods and nodes.

Tel enetry over head:

The resource inpact (CPU, nenory, |latency) introduced by telenetry
or flowtracking features such as G |ium Hubble or Calico |ogs.
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5.

Cont ai ner Network I nterfaces in Kubernetes

The CNI is a set of specifications and libraries that defines how
container runtinmes should configure network interfaces for containers
and nanage their connectivity. CN's are essential conponents in
Kubernetes to inplenment the Kubernetes network nodel

[ K8s-netwnodel ], providing a standardi zed and contai ner runtine
agnostic way to configure network interfaces within containers and
networks. In practice, they function as the intermediary |ayer that
connects the Kubernetes control plane to a Kubernetes cluster/nulti-
cluster underlying network infrastructure. From a networking
perspective, since a pod or container |acks network connectivity when
first created, Kubernetes relies on a CNI plugin to:

* attach a virtual network interface (e.g., a veth) inside the
contai ner’ s nanmespace,

* link that interface to the host’s networking stack,
* assign an | P address,
* set up network policies for isolation and

* install the appropriate routing information according to the
cluster’s | PAM strategy.

CNI s enabl e seanl ess conmuni cati on between m cro-services (Kubernetes
pods) in the cluster using pod |IP addresses w thout NAT, with
external networks and the outside world and can be categorized into
four main categories based on their functional role and depl oynent
scope:

* Standard Third-Party Plugins or Normal Non-Accel eration Networking
Model s [ietf-bmag-07]: This category includes container networking
solutions that rely on a single CNI plugin as the default network
provider. These CNIs are typically installed via Kubernetes
mani fests (e.g., YAML files) and do not rely on externa
accel eration hardware. They inplenment pod-to-pod and pod-to-
service networking within the Kubernetes cluster using standard
Li nux networking features, including iptables, nftables, eBPF, and
tunnel i ng nmechani sns.

* Antrea [antrea]: Built on Open vSwitch (OVS), Antrea provides a
feature-rich datapath with support for OpenFl ow rul es and
Kuber net es-native policies. An optional eBPF datapath is al so
availabl e to inprove performance and enhance observability.
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* Calico [calico]: Uses iptables or nftables as the default datapath
and optionally supports an eBPF node that can repl ace kube- proxy.
It offers flexible policy enforcenent, supports tunneling via
VXLAN, |IP-in-1P, WreGQuard, and enphasi zes scalability and
per f or mance.

* Cillium[ciliunm: Inplenments a pure eBPF/ XDP datapath that
bypasses iptables entirely. It provides built-in L3-L7
observability (via the Hubbl e observability engine), native
Kuber net es Net wor kPol i cy enforcenent, identity-based security, and
encryption support.

*  Flannel [flannel]: A lightweight plugin that establishes an
overlay network using VXLAN or host-gw nodes. Flannel is often
used with Calico in a hybrid setup (e.g., Canal) where Fl anne
provi des basic connectivity and Calico handl es policy enforcenent.

*  Kube- OVN [ kube-ovn]: A cloud-native SDN built atop Open Virtua
Network (OVN). Kube-OVN supports L2/L3 |ogical networking, |Pv6/
dual - stack, QoS policies, and Kubernetes CRDs for tenant isolation
and | P managenent .

* Kube-Router [kube-router]: Integrates with the Linux kernel to
provide routing via BGP, service proxying via |IPVS, and network
policy enforcement using iptables. It prioritizes sinplicity and
m ni mal resource overhead.

*  \Wave Net [weavenet]: Inplenents a peer-to-peer nmesh overlay with
aut omati ¢ node di scovery and encrypted comruni cati ons. Desi gnhed
for multi-cloud and edge scenarios, \Wave Net was archived in June
2024 but remains referenced in historical deploynents.

These design choi ces SHOULD be considered in CNl performance
benchmar ki ng across varied workl oads and depl oynent scenarios, while
they SHOULD be eval uated within the context of the full containerized
infrastructure to reflect real -world behavi or

6. CN Benchmar ki ng Key Aspects

Wi | e several perfornmance-benchmarking suites are already avail able
fromCN providers [ciliumbench], the open-source conmunity

[ TNSM21-cni], and also in the | ETF BMAG [i etf-bmwg-07], a

conmpr ehensi ve CNI eval uati on SHOULD i ncorporate rel evant performance
metrics, scalability aspects and identify bottlenecks. This section
provi des a view on rel evant aspects to ensure reliable and replicable
performance eval uation, considering aspects that are relevant froma
tel co-cl oud perspective.
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6.1. Core Performance Metrics for CNI Benchmarki ng

Consi dering the architecture of mcroservice-based applications,

m croservices may interact with each other and external services
Havi ng containerized applications and orchestration platforns |ike
Kubernetes, there is a continuous need to address communi cation and
net wor ki ng as Kubernetes doesn’t handl e networking itself. Moreover,
communi cati on between containers is extrenmely inportant to neet QS
requirenents of applications. To evaluate the performance of CN's
there are several netrics that should be taken into account including
net wor k t hroughput, end-to-end | atency, pod setup and del etion tines,
CPU and Menory utilization, etc. This section defines the core
benchmarki ng metrics used to assess the perfornmance of Container
Network Interface (CNI) plugins in Kubernetes environments. The
metrics conformto the standard benchmarking framework set forth in

[ RFC2544], [RFCl1242], [RFC8172], and are extended where necessary to
i ncl ude contai ner-specific control -plane consi derati ons.

Measurements MJUST be conducted under controlled conditions as
described in Section 8, and SHOULD i nclude both steady-state and
dynani ¢ wor kl oads.

6.1.1. Data Plane Perfornmance Metrics

Benchmarki ng Quality of Service (QS) for CNI plugins typically
focuses on traditional perfornmance nmetrics such as one-way | atency,
round-trip del ay, packet loss, jitter, and achievable data rates
under varied network conditions. These netrics are fundanental to
assessing the efficiency and responsiveness of a CNl in both intra-
cluster and inter-cluster conmunication scenarios. To ensure

conpr ehensi ve eval uation, the benchnmarki ng net hodol ogy SHOULD i ncl ude
tests using multiple transport protocols, primarily TCP and UDP

This is essential, as CNI plugins may exhibit significantly different
performance profil es depending on the protocol type due to variations
in connection setup, flow control, and packet processing overhead.

For TCP, two key test nodes are RECOVMENDED:

*  TCP_RR (Request/Response): Measures the rate at which application-
| ayer request/response pairs can be exchanged over a persistent
TCP connection. This reflects transaction |atency under
connection reuse scenari os.

*  TCP_CRR (Connect/ Request/ Response): Assesses the rate at which new
TCP connections can be established, used for a request/response
exchange, and torn down. This test exposes connection setup
overhead and potential scalability bottl enecks.
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For UDP, the benchmark SHOULD include UDP_RR testing, which captures
round-trip time (RTT), latency variation (jitter), and packet |oss
characteristics under |ightweight, connectionless exchanges. 1In all
tests, the benchmarking suite MJST include a representative range of
payl oad sizes, including at |east 64 bytes, 512 bytes, and 1500
bytes. |f supported by the underlying network and CNl plugin, junbo
franes (e.g., MIU > 1500 bytes) SHOULD al so be tested to expose
potential fragmentation penalties and their inmpact on |atency,
jitter, and throughput. These netrics evaluate the efficiency of
packet forwardi ng and transport under varying traffic patterns, and
are REQUI RED:

* (One-Way Latency (nms) SHOULD be neasured using tinmestanped probes
[ RFC1242] .

* RTT (ms) SHOULD be neasured via TCP_RR, TCP_CRR, and UDP_RR test
nodes. [ RFC2544].

*  Throughput (Mops or Cbps) SHOULD be assessed via the highest
sustai ned rate of succesful packet delivery for the CNI wi thout
packet | oss [ RFC2544].

* Packet loss rate (%9 SHOULD be considered for reliability and
congestion tolerance of the CNI [RFC2544].

* Jitter MAY be relevant to assess variability. Hghjitter may
i ndi cate queuing inefficiencies or variable path | atency
[ RFC5481] .

* Packet size variability SHALL be evaluated using a representative
set of frane sizes (64B, 512B, 1500B). |If junbo franmes (>1500B)
are supported, testing MJST include these cases to expose
fragment ati on overheads [ RFC2544].

* Concurrent flow handling SHOULD be neasured using concurrent
connections and sustai ned request/response patterns for both TCP
and UDP [ RFC2285].

6.1.2. Control Plane Perfornmance Metrics

These netrics eval uate the responsiveness of the CNI plugin and

Kuber net es conponents during pod and network |ifecycle operations and

are REQUI RED:

* Pod initialization tinme (s) SHOULD be measured from kubel et
interaction to conpletion of CNI ADD operation [ RFC8172].
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6

1.

* Pod deletion tinme (s) SHOULD be measured to understand issues with
tear down [ RFC8172].

* CN plugin deploynment tine (s) SHOULD be assessed, to understand
the duration required for each CNI plugin to be fully depl oyed
across the whole network (cluster nodes).

3. System Resource Performance Metrics

These netrics are essential in resource-constrai ned environnents
(e.g., edge deploynments) where efficiency inpacts scalability and are
RECOMVENDED:

* CPU GPU utilization SHOULD be reported per node and per CN
process [ RFC8172].

* Menory utilization (MB/ GB) neasurenents MJST consi der average and
peak menory used by the CNI [ RFC8172].

* CN's SHOULD be eval uated under varying |load conditions (idle, |ow
traffic, high traffic)

The CPU and nenory footprint of a Container Network Interface (CN)
pl ugi n has substantial inplications for workl oad density and system
scalability, especially in resource-constrained or heterogeneous
environments. | n nodern Edge-to-C oud depl oynents often conprising
di verse processor architectures (e.g., ARM64, AMD64) and variable
menory constraints resource efficiency is critical to naxim zing node
utilization and sustaining perfornmance. The architectural design of
a CNl directly affects its resource profile. OCN's with extensive
feature sets and conpl ex data-pl ane capabilities such as policy
enforcenment, encryption, overlay encapsulation (e.g., VXLAN, [P-in-
I P), or eBPF/ XDP acceleration tend to exhibit higher CPU and menory
consunption. For exanple, CNIs that performuser-space packet
processing typically incur higher overhead, as each packet traverses
the kernel -user boundary nmultiple times, resulting in increased CPU
cycl es and nenory copies [RFC8172]. |In contrast, in-kernel eBPF-
based processing can reduce such overhead by executing directly in
the Linux kernel [RFC9315]. In cloud-native deploynments, CNs that
manage external interfaces (e.g., Elastic Network Interfaces (ENs)
in public cloud environnents) nmay al so i ntroduce persistent nenory
usage due to APl caching, state tracking, and netadata nmanagenent

[ aws-vpc-cni-docs]. These variabilities are further anplified under
dynanmi ¢ workloads. It is frequently observed that a CNIl optim zed
for high-throughput TCP bulk traffic may perform suboptimally under
UDP- heavy traffic, high pod churn, or policy-intensive workl oads.
These behavi oral differences necessitate a systematic and nulti -

di mensi onal benchnmar ki ng approach. Accordingly, a robust
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benchmar ki ng met hodol ogy SHOULD assess each CNI under at |east three
operating states: idle, lowtraffic (and | ow |l oad), high traffic (and
hi gh load). Such profiling enables the identification of baseline
resource usage, saturation thresholds, and degradation points
("performance peaks"). Measurenments SHOULD be taken at both the node
| evel (e.g., using Pronetheus [pronetheus-docs]) and at the container
or pod level (e.g., using cAdvisor [cadvisor-docs]). These practices
are consistent with recommendati ons for virtualized and cl oud-native
benchmar ki ng environnents as described in [ RFC8172].

6.2. Extended Performance Metrics (Optional)

Wil e outside the core BMAG scope, these netrics reflect real-world
operator needs and may be included for extended analysis, in
particul ar for edge-cl oud heterogeneous and resource constrai ned
scenarios. As such, the followi ng netrics are RECOVMENDED:

* Policy enforcenent delay (ms)
* Telemetry overhead.

* Power and energy consunption (J per bit).Were applicable, node-
or pod-I|evel energy usage MAY be reported using tools such as
Kepler . Results SHOULD include error margins due to estimation
vari ance, or energy nodel s.

VWil e not core to BMAG benchmar ki ng, and currently non-nomarti ve,
energy nmetrics MAY be collected where relevant. Tools such as Kepl er
MAY be used, but results SHOULD be acconpani ed by a disclai mer about
accuracy limtations in virtualized environnents, and al so on issues
related with the applied energy nodels. A related discussion on
energy metrics and energy-sensitivity can be found in | ETF GREEN
[draft-ea-ds], and in the IRTF NMRG [I-D.irtf-nnrg-energy-aware], as
well as in | RTF SUSTAI N

6.3. Extended Quality of Experience for DevOps and Devel opers
(Optional)

Quality of Experience (QE) benchmarking for Container Network
Interface (CNI) plugins extends beyond conventional network

performance netrics such as latency and throughput. It focuses on
assessing operational usability, deploynent efficiency, and
portability, i.e., factors that directly affect the user experience

of platform adm nistrators, DevOps engi neers, and devel opers. For
instance, tine to deploy or configure the CNI, ease of

troubl eshooting, and inpact of the CNI on application performance are
exanpl es of QOE parameters. Key QoE indicators OPTI ONAL MAY i ncl ude:
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* Deploynment tine, the time required to install or upgrade a CN
pl ugi n using declarative tooling (e.g., Helmcharts, YAM.
mani f ests) .

* Configuration sinplicity, the extent to which configuration is
aut onat ed, validated, and integrated with Kubernetes-native
wor kf | ows.

* Troubl eshooting tooling, the presence of purpose-built CLI
utilities that sinplify diagnostics, expose internal CNl state,
and reduce reliance on | owlevel log inspection or nmanual kubectl
conmands.

For exanple, CN -specific command-line interfaces such as cillium and
calicoctl provide capabilities such as one-command installation,

real -tinme policy and connectivity status, and autonated di agnostics.
The cillium status --verbose command provi des | PAM al | ocati ons, agent
heal th, and datapath nmetrics, while the calicoctl node diags
generates conpl ete di agnostic bundles for analysis. CN integration
with Kubernetes distribution CLIs (e.g., k3s, McroK8s) further

i mproves QOE by streamining lifecycle operations. For instance,

M cr oK8s | everages snap-based add-ons that can enable or disable CNI's
via a single command, reducing conplexity and configuration
drift. Al though these attributes are not part of the core benchmarking
metrics defined by BMAG their inclusion is RECOWENDED to reflect
practical DevOps concerns and enhance the applicability of CN
benchmarki ng results in production environments.

6.4. Interoperability and Scalability

To ensure conprehensive benchmar ki ng coverage, scalability and
stress-testing phases SHOULD be incorporated into the eval uation

met hodol ogy. These phases are essential to identify the performance
ceilings of a given CNI plugin and to assess its behavi or under
saturation conditions, including whether key observability features
remai n functional. Such assessnents are consistent w th gui dance
outlined in [ RFC8239] and extend benchmarki ng scope beyond noni na
operation to failure and recovery nodes. Stress tests SHOULD

simul ate hi gh-1oad scenarios by concurrently scaling multiple

Kuber net es conponents. This includes initiating rapid pod-creation
bursts, deploying multiple concurrent services and network poli cies,
and triggering controlled resource exhaustion events (e.g., CPU
throttling, menory pressure, disk I/O contention). Furthernore,
networ k i ssues such as increased |atency, jitter, or packet |oss
SHOULD be introduced using tools like [tc-neten] to assess the CNI'’'s
robust ness under adverse network conditions. The use of
orchestration tools such as Kube-Burner [kube-burner] and chaos

engi neering frameworks (e.g., Chaos Mesh or Litmus) is RECOMVENDED to
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coordi nate scal abl e and repeatabl e test scenarios. Network
performance netrics during stress tests MAY be collected with traffic
generators such as iperf3, netperf, or k6 [iperf3] [k6]. Benchmark
results SHOULD i ncl ude degradation thresholds, error rates, recovery
| atency, and netrics export consistency under stress to support the
eval uation of CNl resilience and operational observability.

6.5. (Qbservability and Bottl eneck Detection

observability is critical in identifying performance bottl enecks that
may arise due to CNI behavi or under stress conditions. Benchmarking
SHOULD assess the ability of CNls to expose nmetrics such as packet
drops, queue lengths, or flow counts through standard telenetry
interfaces (e.g., Prometheus, OpenTelenetry). Effective bottleneck
detection tools and visibility into the data path are essential for
root cause analysis. CN's that provide native observability tooling
(e.g., CliumHubble) SHOULD be benchmarked for the overhead and
fidelity of these features

7. Best Practice Operational Exanple: CODEF

CODEF is an open-source, nodul ar benchmarki ng environnment that
supports the eval uati on of containerized workl oads in edge-to-cloud
infrastructures. CODEF adopts a microservice-based architecture to
stream i ne experinentation through abstraction, automation, and
reproduci bility. CODEF is logically divided into four functiona

| ayers, each inplenmented as an i ndependent containerized

m croservice: Infrastructure Manager, Resource Manager, Experi nent
Controller, and Results’ Processor, as represented in Figure 1. This
modul ar design ensures extensibility and facilitates integration with
di verse technol ogi es across the experinentation pipeline.
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| Deploy VMs+0S +--------------- + A LR +
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|---->| Resource MgrA |<-->| Master | SW/ App
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|---->| Resource MgrC |<-->| WorkerX |
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| Fom - + | Metrics |
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| Cont ai ner
| Qutput Results +------------------- + R +
R > | Results Processor |<-->| Processing, |
e LR + | Stats, LaTeX|

Figure 1. CODEF and its conponents.

* The Infrastructure Manager |ayer provisions cluster resources
across het erogeneous environments, including bare-netal nodes,
hyper vi sor-based virtual machines (e.g., Virtual Box, XCP-ng), and
public or academ c cloud testbeds (e.g., AW5 d oudLab, EdgeNet).
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* The Resource Manager depl oys software components on each node
usi ng paraneterized Ansible playbooks. A dedicated instance of
t he Resource Manager operates per node to guarantee consistent,
aut omat ed software setup.

* The Experiment Controller coordinates workl oad execution, nanages
experinental iterations, collects nmeasurenment data, and invokes
benchmar ks.

* The Results’ Processor perforns statistical analysis and post-
processing to generate structured outputs, including visualization
and reporting artifacts.

CODEF supports full automation of the experinmentation |lifecycle, from
cluster instantiation to netric analysis. Each cluster is

provi sioned fromcl ean operating systeminages to ensure consi stency,
repeatability, and environnmental isolation across benchmark runs.
Thi s approach elimnates state | eakage between tests and enhances
conmparability. The framework al so provides | owl evel
paraneterizati on options for various networking and security
configurations. These include tunneling and encapsul ati on nechani sns
(e.g., VXLAN, Ceneve, IP-in-1P), encryption protocols (e.g., |Psec,
WreGuard), and Linux kernel -based datapath accel eration features
(e.g., eBPF and XDP). Such flexibility supports the enul ation of
producti on-grade depl oynents across a wi de range of container network
interfaces (CNIs) and infrastructure types.

7.1. CODEF Benchmarki ng and CNI Support

CODEF addresses the need for repeatable, infrastructure-agnostic
benchmar ki ng across the edge-to-cloud conti nuum |t supports a broad
spectrum of third-party CNI's plugins, including Antrea, Cali co,
Clium Flannel, Wave Net, Kube-Router, Kube-OVN, and Miltus, as
wel | as energing solutions such as L2S-M[L2S-M. These CNI's can be
depl oyed and benchnar ked across nultiple Kubernetes distributions,

i ncludi ng upstream Kubernetes (vanilla), |ightweight variants such as
K3s, KOs, and M croK8s, and production-grade clusters. Each CN

pl ugi n enmpl oys distinct architectural strategies at the network

| ayer, such as underlay versus overlay nodels, use of encapsul ation
protocols (e.g., VXLAN, Geneve), encryption nmechanisns (e.g.
WreGuard, |Psec), and programmabl e datapaths (e.g., eBPF/ XDP).
Additionally, the degree of support for network policy enforcenent,
observability, and integration with Kubernetes-native APIs varies
significantly across inplenmentations. These differences introduce
variability in performance, scalability, and resource utilization
dependi ng on workl oad and depl oynent characteristics. CODEF enables
the consistent application of benchmarki ng procedures across this

het erogeneity by offering a unified, declarative nethodol ogy. It
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abstracts infrastructure-specific details and enforces environmental
consi stency through repeatabl e provisioning, workl oad orchestrati on,
and result normalization. Accordingly, any benchmarki ng nmet hodol ogy
targeting CNIs in diverse Kubernetes environments SHOULD account for
these dinmensions: CNl architecture, Kubernetes distribution,
infrastructure type, and test scenario configuration to ensure
meani ngf ul , conparabl e, and reproducible results.

7.2. Environment Configuration Aspects

In addition to the functional differences anong CNI plugin

i mpl ement ati ons, benchmar ki ng net hodol ogi es SHOULD account for the
architectural and physical characteristics of the depl oynent
environment. Key variables include the type of infrastructure such
as virtualized environnents (e.g., VMor hypervisor-based) versus
bare-met al depl oynents and the test topol ogy, including intra-node
(sanme host) versus inter-node (across hosts) comruni cation

Benchmar ks SHOULD al so di stingui sh between distributions designed for
gener al - purpose Kubernetes (e.g., vanilla K8s) and those optim zed
for constrained edge deploynments (e.g., McroK8s, K3s). Hardware

het erogeneity introduces further variability. Performance results
can be significantly influenced by CPU architecture (e.g., x86_64 vs.
ARM), nunber of cores and threads, nmenory speed and hierarchy, cache
| ayout, NUMA topol ogy, and network interface characteristics (e.g.,
NI C nodel, offload capabilities, and firnmnare version). LowIeve
system configuration options, including MU size, tunneling node
(e.g., VXLAN, IP-in-1P), and kernel datapath tuning (e.g., eBPF or
XDP paraneters), MAY al so affect observed performance. Enpirica
results fromexperinments conducted with CODEF under a variety of
scenarios including intra- and inter-cluster configurations, hardware
with diverse specifications, and a range of Kubernetes distributions
demonstrat ed nmeasurabl e performance di fferences across CNl pl ugins.
Not abl y, significant disparities were observed not only between
different CNI inplenentations, but also within the sane CNI when

depl oyed on different Kubernetes distributions or system
architectures. Contrary to expectation, deploying |ightweight CN

pl ugi ns on edge-optim zed distributions does not always result in

i mproved efficiency. In some cases, plugins reduce their resource
footprint by sacrificing performance (e.g., selecting a sinpler
encapsul ati on nechani sn), while others achi eve better throughput when
paired with nore capabl e general - purpose distributions at the expense
of increased overhead. These trade-offs SHOULD be explicitly
captured in benchmarki ng outcones. Inportantly, the optimal CN and
distribution pairing is often workl oad-dependent. A configuration
that appears suboptimal in ternms of raw resource usage MAY out perform
a lightweight alternative for certain traffic patterns, application
behavi ors, or network policies. As such, benchmarki ng net hodol ogi es
i ntended for heterogeneous edge-cloud scenarios, in particular nobile
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scenarios and | oT scenarios, where enbedded devices are a nain part
of the overall networking infrastructure, SHOULD incorporate these
di mensi ons and eval uate plugi n behavi or across representative
wor kl oads and system condi ti ons.

7.3. Measurenent Tools

CODEF relies on Ansible playbooks to provision a suite of software
tool s supporting both workl oad generati on and measur enent.
Benchmar ki ng configurations may include |ightweight and conprehensive
traffic generators such as [iperf3], [netperf], and [sockperf], as
well as the [k8s-bench-suite]. These tools enable detailed

measur enents of network bandwi dth, packet throughput, |atency, and
fragment ati on behavi or across TCP and UDP protocols, with varying
message sizes. Resource usage netrics such as CPU | oad, nenory
consunption, and disk utilization are collected at both node and
container granularity. OCbservability stacks based on Pronetheus and
Grafana are integrated for real-time netric capture, historical trend
visualization, and alerting capabilities. These facilities support
traceability of system behavior during experinents and assist in

i dentifying anomal ous performance characteristics. For scalability
and resilience benchmarki ng, CODEF integrates | oad and stress testing
tool s such as the CNCF [ kube-burner] and chaos engi neering platforns
(e.g., Chaos Mesh or Litmus). These tools sinmulate dynanic
wor kl oads, rapid pod scaling, and fault injection to evaluate system
performance under adverse or bursty conditions. Such orchestrated
testing scenarios are essential to reveal bottlenecks, performance
degradation points, and recovery | atency under operational stress.
Power consunption profiling is optionally supported through enpirica
estimati on nodel s or tel enetry-based neasurenent frameworks such as
[kepler]. However, their accuracy SHOULD be evaluated critically, as
results may vary depending on the availability and quality of

har dwar e-1 evel counters (e.g., Intel RAPL) and the characteristics of
the execution platform particularly in virtualized or non-Intel

envi ronments.

8. Kubernetes CNI Benchmarki ng Tel co-C oud Met hodol ogy

This section defines a set of best practice guidelines for
benchmar ki ng Kubernetes CNI plugins in telco-cloud and edge-cl | oud
environments. The approach is aligned with | ETF BMAG, enphasi zi ng
reproduci bility, transparency, conparability. The benchmarking
recomrendati ons presented herein aimto be applicable across a w de
range of depl oynent scenarios, Kubernetes distributions, and CN

i mpl ementations. Wile selected operational workfl ows and
experiences from CODEF are considered to illustrate practica

i npl ementation of these best practices, the nmethodology itself is
designed to renmain tool-agnostic and aligned with standardized
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8.

8.

8.

benchmar ki ng gui dance. The practices focus on controlled environnent
setup, test repeatability, performance nmetric collection,
observability, and result reporting. Attention is given to relevant
characteristics for telco and edge environnments, including resource
constraints, deploynent diversity, and protocol behavi or under
stress. The goal is to provide a consistent and extensible
benchmar ki ng net hodol ogy for CNIs operating in dynam c, distributed,
and nicroservice-oriented infrastructure environnents.

1. Controlled Test Environments
Benchmar ki ng SHOULD be conducted in isolated testbeds with no
extraneous traffic or workloads. The follow ng practices help reduce

environment al noi se and i ncrease determ ni sm

* Use bare-netal or dedicated VMs for benchmarking to avoid cross-
tenant interference.

* Ensure consistent CPU pinning and di sabl e power-saving features or
CPU frequency scaling to stabilize perfornmance measurenents.

* Synchroni ze cl ocks across test nodes using NTP or PTP for accurate
| atency and jitter neasurenent.

2. Standardi zed Test Configurations

Benchmar ki ng SHOULD adhere to pre-defined configurations to enable
conparability across CNls and platforns, aligning with

[ RFC2544] [ RFC6815]. The followi ng el enents MJUST be docunent ed:

* Kubernetes version and distribution

* OCN plugin version and configuration parameters.

* Kernel version and systemtunables (e.g., MU size, sysctl
options).

* CPU nodel, nmenory size, and network interface type
3. Test Repeatability and Statistical Significance

Each experinment SHOULD be repeated a minimumof five tines. For
| at ency and throughput netrics, results MJST be reported using:

* M ninmum average (nmedian), nmaxinmm

* at least 90th, and 95th percentil e val ues.

Sani zadeh, et al. Expi res 8 January 2026 [ Page 19]



I nternet-Draft CNI Tel co- Cl oud Benchnar ki ng July 2025

Furthernore, adequate warmup tinmes when starting test runs, and
cool -down periods between test runs SHOULD be included to prevent
thermal bias or residual resource contention. \Where possible,
aut omati on frameworks (e.g., CODEF, Ansible) SHOULD be used to ensure
that each experinent is |aunched froma clean state.

8.4. Traffic Generators, Traffic Mddels and Load Profiles
Traffic generators MJUST support nultiple transport protocols (e.g.,
TCP, UDP) and varyi ng packet sizes as well as interrarrival packet
rates. Benchmarking tools such as iperf3, netperf, and sockperf are
RECOMMENDED. For realistic CNl eval uation

* TCP_RR TCP_CRR, and UDP_RR SHOULD be used to neasure | atency,
jitter, and throughput.

* Miltiple flows and concurrent connections SHOULD be tested to
simul ate microservice interactions.

Benchmar ks SHOULD include traffic profiles reflecting real-world
nm croservi ce conmuni cations, such as:

* Short-lived TCP connections (request/response.

* Persistent streaning (large payl oads, high throughput).

* Burst UDP traffic for |atency and packet |oss anal ysis.
8.5. Woirkload Sinulation, Emulation, and Stress Testing

To eval uate performance under real -world | oads, benchmarki ng MUST
i ncl ude scenarios with:

* Small, average, high pod churn rates (creation/deletion).

* Concurrent service access and policy enforcenent.

* Synthetic network and node failure

Tool s such as kube-burner, chaos-nesh, and tc-netem are RECOMVENDED
to orchestrate these scenarios, aligning with stress test guidance in
[ RFC8239] .

8.6. (bservability and Resource Instrunentation

CNl s SHOULD expose internal netrics (e.g., policy hits, flow counts
packet drops). Benchmarks MJST capture:
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8.

10.

11.

11.

Sa

* CPU and nenory usage per CN pod/process via for instance
Pr onet heus.

* NIC statistics.

* Network path visibility (e.g., using G liumHubble or Calico flow
| ogs)

Experi mental and open-source exanples on how such netrics can be
captured at a node and network | evel can be checked in the CODECO
proj ect [codeco_d10] and respective code [codeco _d12]. Resource
metrics MJST be collected at both node-level and pod-Ileve

granul arity.
7. Result Reporting and Qutput Fornmat

Benchmar ki ng out puts SHOULD:
* Use machine-readable formats (e.g., JSON, YAM., YANG .
* (Cearly label all test paraneters and metrics.
* Include systemlogs, configuration manifests, and tool versions.
A common results schenma SHOULD be devel oped to support conparative
anal ysis and long-termreproducibility, in line with goals in

[ RFC6815] .

I ANA Consi derations
Thi s docunment has no | ANA consi derati ons.

Security Considerations

Benchmar ki ng tools and automation frameworks may introduce risk
vectors such as el evated contai ner privileges or msconfigured
network policies. Experinments involving stress tests or fault
i njection should be performed in isolated environnents. Benchmarking
out puts SHOULD NOT expose sensitive cluster configuration or node-
| evel details.
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