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Abst ract

Thi s docunent specifies the Verifiable Agent Protocol (VAP), a thin,
tool -agnostic verification layer for protocols in which an aut ononous
agent (a client driven by a | arge | anguage nodel) invokes tools
exposed by a server (for exanple, the Mdel Context Protocol, MCP)

Exi sting tool -invocation protocols convey WHAT tool is to be run and,
with authorization extensions, WHO is calling, but carry no machi ne-
verifiable statenent of WHY a call is being made. VAP adds a

decl ared, structured, optionally signed statenent of purpose and a

st abl e per-sessi on scope-and-budget conmtnent, against which a

server perforns adm ssion control before executing a call. VAP
defines four nessages -- Scope Commitnent, Intent Envel ope, Scope
Amendnent, and Verdict -- carried inside the host protocol’s existing

met adat a channel, requiring no change to that protocol and no change
to existing servers. VAP targets erroneous and runaway agent

behavi or, session cost control, and audit; it is defense-in-depth
for, not a replacenent for, authentication and authorization

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Decenber 2026
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1. Introduction

Tool -i nvocation protocols for LLMdriven agents, nost promnently the
Model Context Protocol [MCP], expose a server’'s capabilities to a
client that decides, at runtinme, which tools to call. The decision
is made by a | anguage nodel. The request conveys the tool nane and
argunents; an authorization extension nmay convey the caller’s
identity and granted scopes. The request does not convey, in any
machi ne-verifiable form the caller’s PURPCSE: the goal it is
pursui ng and the reason this particular call serves that goal
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Because purpose is absent fromthe wire, a server cannot determ ne
whet her a syntactically valid, authorized call is consistent with
what the agent is actually trying to do. A confused, m s-pronpted,
or conproni sed agent can therefore issue a sequence of individually
valid but collectively incoherent calls -- exhausting budget, causing
uni nt ended side effects, and producing | ogs that record WHAT happened
but not WHY.

VAP addresses this by making purpose a first-class, declared, and
verifiable el ement of a session, and by giving the server an

adm ssion-control procedure that eval uates each call against that
decl ared purpose before execution. VAP is deliberately thin: it
reuses the host protocol’s transport, identity, and netadata
facilities, and it confines itself to tool IDENTITY (the public tool
nanespace) and uni versal resource BUDGET. It never encodes a tool’s
argunent semantics; argunent-level rules are deploynent-Iloca
operator policy (Section 9).

VAP is defense-in-depth. Declared purpose is attacker-controllable
text; VAP raises the cost of, and the auditability of, incoherent
behavi or, but MJST NOT be relied upon as an authentication or

aut hori zati on nechani sm

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

Agent (Client): The LLMdriven party that initiates tool calls.

Server: The party that exposes tools and executes them

Verifier: The conponent that perforns VAP admission control. It MAY
be co-located with the Server, or deployed as a reverse proxy in
front of it (the RECOVMENDED depl oyment, as it requires no Server
change) .

Scope Commitnent: A per-session declaration of goal, allowed too
nanespace, and budget (Section 5).

Intent Envel ope: A per-call declaration of the rationale for a
single tool call (Section 6).

Scope Anendnent: A signed re-baselining of an active Scope
Commi tment (Section 7).
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Verdict: The Verifier’'s decision and its justification (Section 8).

Drift: A requested call that escapes the active Scope Conmitment’s
tool nanespace or budget. Drift is defined as escape of the
conmitted envel ope, NOT as deviation froma predicted plan.

Meter: A named, additive consunption counter (e.g. "tokens",
"usd_opcost”) with a ceiling (Section 11).

Architecture and Scope
VAP separates two concerns that are frequently confl ated:

* Tool IDENTITY -- the nane a server advertises for a tool. This is
public (it appears in the host protocol’s tool listing) and is the
ONLY tool attribute VAP gates on.

* Tool |INTERNALS -- the nmeaning of a tool’s argunents and effects.
VAP does NOT encode these. Operators who need argunent-|eve
constraints express themin a deployment-Iocal policy hook
(Section 9), outside this specification

Thi s boundary keeps VAP universal: it applies identically to a
paynments tool and to a read-only search tool, and a Verifier never
needs to understand any tool’'s donmain

In scope: decl ared purpose, per-session scope/budget conmtnent, pre-
execution adm ssion control, intent-bound audit.

Qut of scope: authentication, authorization, tool/server attestation,
transport security, and tool argument semantics. VAP conposes with,
and relies upon, separate mechani sms for these.

Pr ot ocol Overvi ew
A VAP session has two tiers:

* Session tier. Once, at session initialization, the Agent sends a
Scope Commitnent (Section 5). The Verifier MAY perform semantic
verification here and, if it accepts, caches the comm tnent and
returns its digest in a Verdict.

* Call tier. For each tool call, the Agent sends an |Intent Envel ope
(Section 6) referencing the session. The Verifier perforns
determni stic checks agai nst the cached comm tnment and, gated by a
risk score (Section 10), MAY performsemantic verification. |t
returns a Verdict (Section 8) and, if served, the tool result.
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When legitimate re-planning requires w dening the commtted envel ope,
the Agent sends a Scope Amendnent (Section 7), which the Verifier re-
verifies and which re-baselines the commitnent. Silent escape of the
committed envelope is treated as Drift and deni ed.

Al'l VAP nessages are carried inside the host protocol’s netadata
channel (Section 12) and are therefore transparent to host-protocol
parties that do not inplenent VAP.

Message: Scope Commi t nent

Sent once per session. Fields:

* vap (string, REQU RED): protocol version, "0.1".

* type (string, REQU RED): "scope conmmtnent".

* session_id (string, REQUI RED): unique session identifier.

* goal (string, REQUI RED): natural -l anguage session purpose; the
anchor for semantic verification.

* scope (object, REQU RED): tools allow (array of string, REQU RED)
is a set of public tool-nanme patterns pernitted this session, with
"*" glob pernmitted; tools_deny (array of string, OPTIONAL) is a
set of deny patterns, evaluated after tools_allow, w th deny
Wi nning on conflict.

* budget (object, REQU RED): see Section 11. At |east one of
max_cal |l s, deadline, or limts MJST be present.

* plan_digest (string, OPTIONAL): hash of the Agent’s current plan,
opaque to the Verifier; used for verdict caching and re-plan
detection. No plan content is disclosed.

* principal (object, REQU RED): agent id (RECOMVENDED a DI D), and
OPTI ONAL aut h reference and del egat ed_by.

* signature (string, OPTIONAL): JWS [ RFC7515] over the JCS-
canoni cal i zed [ RFC8785] nessage. REQUIRED if the Verifier
advertises require_signed.

The normative JSON Schema is in [VAP- SCHENVAS] .

Message: |ntent Envel ope

Sent per tool call. Fields:
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* vap (REQU RED): "O0.1".
* type (REQURED): "intent_call™.

* session_id (REQUI RED): MJST reference an accepted Scope
Commi t ment .

* intent (object, REQURED): rationale (string, REQU RED) states why
this call serves the goal; expected_effect (string, REQU RED)
states the bounded outcone expected; step (integer, OPTIONAL) is
an advisory plan position and Drift is NOT defined relative to
this value; sensitivity (string, OPTIONAL) is a self-declared risk
class, one of "reads", "wites_data", "wites_noney", "deletes",
"sends_external ", "grants_access", which the Verifier MAY
override; reasoning_digest (string, OPTIONAL) is a hash of the
Agent’s full reasoning, retained client-side, enabling |ater audit
wi thout transmitting the reasoning itself.

* call (object, REQURED): tool (string) and argunents (object).
The Verifier checks tool against the comm tted namespace.
Argument -1 evel constraints, if any, are applied by depl oynent -
| ocal policy (Section 9), not by this protocol.

* sighature (OPTIONAL): as in Section 5.

The Agent MJST NOT transmit raw chain-of-thought in the Intent
Envel ope. A minimal, structured intent claimis REQU RED; full
reasoning, if retained, is referenced by reasoni ng digest only.

7. Message: Scope Anendnent

Sent to widen an active commitment during legitimte re-planning.

Fi el ds: vap, type ("scope_amendnent”), session_id,

prev_conmi t nent _di gest (REQUI RED, forming a tanper-evident chain),
reason (REQUI RED), and at | east one of add scope (tools_ allow/

tool s_deny only) or increase budget (add calls, extend deadline,
add_limts). An OPTIONAL new pl an_di gest and signature MAY be
present; the Verifier SHOULD require anendnents to be signed because
they alter the trust envel ope.

The Verifier MJST re-verify an anendnent (Section 9, step S2) and MAY
accept, downgrade, deny, or require hunman approval. An anmendnent is
the ONLY legitimte nmeans of wi dening scope or budget.

8. Message: Verdict

The Verifier's response to any VAP nessage. Fields: vap, type
("verdict"), session_id, in_response_to, and:
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verdict (string, REQU RED): "served", "clarify", "downgraded", or
"deni ed".

result (object, OPTIONAL): the tool output, present when an
intent _call is served

accept ed_commi t ment _di gest (string, OPTIONAL): the conmtnent the
Verifier now enforces (for conmtnents/anendments).

verification (object, REQJURED): checks (array), method ("static",
"static+policy", "static+semantic", or "static+policy+senantic"),
and OPTIONAL risk _score, senmantic_invoked, semantic_trigger,
confidence, reason.

clarification (object): REQU RED when verdict is "clarify"; maps
to a host-protocol user-elicitation request.

audit _ref (string, OPTIONAL): reference to the audit record.
signature (string, OPTIONAL): JWS over the verdict. RECOMVENDED

for "denied" and "downgraded" so that refusals are non-repudi abl e
and i ndependently auditable by the Agent (rmutual accountability).

9. Verification Procedure

On a Scope Commitnent (session start):

1.

S1. Authentication/authorization (delegated to the host
mechanism. On failure, deny the session

S2. Semantic verification: assess whether goal is coherent and
the requested scope is proportionate to it. On acceptance, cache
the commtnment and return its digest.

On an Intent Envelope (per call), in order, failing closed:

1.

2

Samal

Cl. Bind: session_id MIST map to an accepted comitnent.

C2. Scope: call.tool MIST match tools_all ow and MJUST NOT match
tools _deny. Only the tool NAME is exami ned. A scope escape is
Drift.

C3. Budget: projected consunption MJST NOT exceed any mneter, the
call count, or the deadline (Section 11).
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10.

11.

4. C4. Policy (OPTIONAL, deploynent-local): operator-authored rules
MAY i nspect argunents and inmpose constraints. This hook is where
tool -specific limts (e.g. a per-call monetary cap) live. It is
not part of the VAP wire schema and MAY be absent.

5. C5. Semantic (gated): if the risk score (Section 10) crosses the
configured threshold, assess whether the call is consistent with
the session goal and rationale.

On a Scope Anendnent: re-run S2 agai nst the requested w dening; on
acceptance, re-baseline and chain the conmmtnent digest.

Ri sk- Scored Semanti c Adm ssion Contro

Semantic verification (C5/S2) is the nost expensive check and, if
appl i ed naively, can cost nore than it saves and can be evaded. A
Verifier MJUST NOT gate C5 solely on proximty to a budget limt.

A Verifier SHOULD conmpute, for every call, a cheap deterministic risk
score fromsignals including: the declared or server-assigned
sensitivity/irreversibility class; burn-rate anomaly (consunption

out pacing the plan); |ooping (repeated identical calls); novelty
(first use of a tool, or argunents far from prior accepted calls);
and proximity toalimt. A Verifier MIST additionally invoke C5 on
a configurabl e random sanpl e of otherw se-passing calls, so that an
Agent cannot reliably stay bel ow determ nistic thresholds while
drifting.

A Verifier SHOULD cache senmantic verdicts keyed by (plan_digest,
tool, argument-shape) to bound repeated cost. Any inference consuned
by C5/S2 SHOULD itself be billed to a budget neter (Section 11).

Budget Metering
A budget is nmulti-dinmensional and unit-agnostic. It conprises the
uni versal neters max_calls and deadline, and an extensible "limts"

map froma nmeter name to its maxi mum cunul ative val ue

A Verifier treats nmeter names as OPAQUE. A tool self-declares its
per-call contribution to one or nore neters by returning a cost nap
inits result nmetadata (Section 12). The Verifier suns declared
contributions and denies any call that would cause any neter to
exceed its ceiling. |If a tool declares no contribution, the operator
MAY supply default per-tool costs.

This design lets a commitnent bound an aggregate side effect (for
exanpl e, total nonetary val ue di sbursed across many calls) as an
ordinary neter, WTHOUT the Verifier possessing any know edge of what
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the nmeter represents or what the tool does. Well-known neter nanes
i nclude "tokens" and "usd_opcost" (operational cost); all others are
depl oynent - def i ned.

12. Transport Binding (MCP)

When the host protocol is MCP [ MCP], VAP nessages are carried in the
" _meta" object that MCP permits on requests and results, under the
key "vap". Specifically:

*  The Scope Commitnent is carried in params. _neta.vap on the MCP
"initialize" request.

* The Intent Envelope is carried in parans._neta.vap on each "tool s/
call" request.

* Atool’s per-call cost map is carried in the MCP result under
result._meta.vap. cost.

* The Verdict is carried in the MCP result _meta, and, when a cal
is denied, the Verifier returns an MCP tool error result rather
than an HTTP-layer error, so that the host session is preserved.

* A'clarify" verdict SHOULD be realized using MCP elicitation.

Because all VAP data rides in _meta, an MCP server that does not

i npl ement VAP is unaffected, and a VAP Verifier deployed as a proxy
is transparent to it. Oher host bindings (e.g. A2A) MAY be defi ned
i n conpani on docunents.

13. Capability Negotiation

A Verifier advertises its VAP posture during host-protocol capability
negoti ation, including whether a Scope Conmitnent is required,

whet her nessages nust be signed, which verification tiers it runs,
the conditions under which it invokes semantic verification, and its
audit format. An Agent that does not present VAP netadata MAY be
rejected, served in a restricted node, or served with intent treated
as advisory, at the operator’s discretion

14,  Audit

For every decision, a Verifier SHOULD enit an append-only audit
record binding session_id, the active comr tment digest, principal,
intent, call, verdict, verification result, a hash of any result, and
a tinmestanp; and a session-level record of the comm tnent and every
anendnent. Records SHOULD be signed. Unlike a conventional access
log, a VAP audit answers why a call was made, within what comitted
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15.

16.

17.

envel ope, and how it was adj udi cat ed.
Security Considerations

Decl ared purpose is attacker-controllable. An adversarial Agent can
author a plausible rationale for a harnful call. VAP therefore MJST
NOT be used as an authentication or authorization nmechanism it is
defense-in-depth that raises the cost and auditability of incoherent
behavi or and is nost effective against confused or m s-pronpted (as
opposed to actively malicious) Agents.

Semantic verification enploys an LLM and is subject to pronpt
injection via the goal, rationale, or tool content it exam nes.

| mpl enent ati ons SHOULD i sol ate the judge's instruction channel from
exam ned content and SHOULD treat all exam ned fields as untrusted.

The senmantic judge can be evaded by an Agent that keeps each cal
bel ow determ nistic risk threshol ds; mandatory random sanpling
(Section 10) mtigates but does not elininate this.

A Verifier that calls an external judge endpoint MJST fail closed by
default: on judge error or tinmeout, the call is treated as not
consistent (clarify/deny), never served by default.

Si gnhatures (comm tments, amendments, verdicts) provide non-

repudi ation only if key distribution and canonicalization are sound;
i mpl ement ati ons MJST use JCS [ RFC8785] before signing to avoid cross-
i npl ementation signature divergence

Intent and rationale fields my contain sensitive information; raw
chai n- of -t hought MJUST NOT be transmitted (Section 6). Audit records
may contain sensitive data and MJUST be access-controll ed.

| ANA Consi der ati ons

Thi s docunent has no | ANA actions. A future revision may request
registration of a well-known neter-nanme registry and a VAP version
registry.
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