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Thi s docunent specifies the use of KMAC128 and KMAC256 within the

I nternet Key Exchange Version 2 (I1KEv2), Encapsul ating Security

Payl oad (ESP), and Aut hentication Header (AH) protocols. These

al gorithms can be used as integrity protection algorithns for ESP, AH
and | KEv2, and as Pseudo- Random Functions (PRFs) for |KEv2.

Requi rements for supporting signature algorithms in | KEv2 that use
SHA3- 256, SHA3-384, SHA3-512, SHAKE128 and SHAKE256 are al so
speci fi ed.
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I nternet-Draft SHA-3 in I KEv2 and | Psec July 2025

1. Changes in version -01

* Renoved support for HVAC-SHA3. The draft now only covers KMAC as
a PRF and integrity protection transform and SHA3 and SHAKE for
use with the Digital Signature authentication nethod.

* Corrected several test vector errors.

* Added notes about draft-smyslov-ipsecne-ikev2-prf-plus.

* Changed APl synbols to better align with RFC 7296.

* Several wording changes for clarity, error corrections, etc.

* Added section about considerations for inplenmenters and future
| KEv2 docunents.

2. Introduction

[ FI PS-202] specifies both the SHA3-256, SHA3-384 and SHA3-512

crypt ographi ¢ hash functions, and the SHAKE eXt endabl e- out put
functions (XOFs). [SP-800-185] specifies KMACL28 and KMAC256, which
use variants of SHAKE128 and SHAKE256 respectively to create a
message aut hentication code (MAC). Like the output of SHAKE, the MAC
out put of KMAC can be of any length required by the application

Thi s docunent specifies howto use KMAC128 and KMAC256 with | KEv2 and
I Psec for integrity protection, and as a PRF for IKEv2. It also

al | ocates val ues used for announci ng support for SHA3-256, SHA3-384,
SHA3-512, SHAKE128, and SHAKE256 when generating and validating
signatures in | KEv2.

EDNOTE: Support for SHA3-224 is not included, though draft-ietf-
| anps- cns- sha3- hash includes support for SHA3-224 w th ECDSA.

3. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Additionally, this document uses several terms to collectively refer
to sets of algorithns.

The term "SHA-3 cryptographi c hash functions" is used to collectively
refer to SHA3-256, SHA3-384 and SHA3-512
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The term "KMAC' is used to collectively refer to KMACL28 and KMAC256.

The term "SHA-3" (w thout any other qualifiers) is used to
collectively refer to the cryptographic algorithns defined in
[ FI PS-202] and [ SP-800-185].

The term "SHA-2" (wi thout any other qualifiers) is used to
collectively refer to SHA-256, SHA-384, and SHA-512.

The term "SHAKE" is used to collectively refer to SHAKE128 and
SHAKE256.

4. SHA-3 and Keccak

SHA-3 is a collection of cryptographic algorithnms that all utilise
the Keccak sponge construction. [FIPS-202] describes the SHA-3

crypt ographi ¢ hash functions, which produce a fixed-1ength digest for
any length of input. These hash functions are intended to be used in
the sane manner and contexts as other traditional hash functions such
as SHA-2. [FIPS-202] also describes the SHAKE XOFs. An XOF differs
froma traditional hash function in that the length of the XOF s

out put can be chosen by the application that uses it. [SP-800-185]
descri bes cSHAKE, a custonisable version of SHAKE, and KMAC, which is
a PRF and keyed hash function that utilises ¢cSHAKE. Like SHAKE and
cSHAKE, the length of KMAC s output is application-dependent.

SHA-3 was specified to provide applications with an alternative to
SHA-2, which is based on the Merkl e-Dang&rd construction. Use of the
Mer kl e- Danmg# rd construction in SHA-2 neans that |ength extension
attacks are possible if SHA-2 isn’t used correctly. At the tine of
witing, use of SHA-2 in IPsec is believed to be secure, and hence
there is no security notivation to mgrate away from SHA-2 to SHA-3
inthis context. However, in the event that a significant attack on
SHA-2 is discovered, SHA-3 will be an inmmedi ately viable alternative.

M gration to use of post-quantumalgorithms in | KEv2 may nake use of
SHA-3 nore appealing for nininmal inplenentations of |Psec, as

[ M.-KEM, [M.-DSA], [SLH DSA], and [FALCON] all make use of SHA-3
internally. Since support for SHA-3 is required to inplement these
al gorithms, sone inplenenters nay find it preferable to inplenent
SHA-3, and only SHA-3, if interoperability with general -purpose | KEv2
and | Psec inplenmentations is not required.
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SHA-2 is used with HVAC in I KEv2 and | Psec. Whilst SHA-3 can be used
with HVAC, KMAC is nore efficient as it directly uses the Keccak
sponge function to produce a MAC, rather than treating Keccak as a
traditional cryptographic hash function and then feeding that hash
function into a separate MAC al gorithm Therefore, this docunent
only specifies use of KMAC, and not of HVAC- SHAS.

5. KMAC AP

The basic APl for KMAC is defined below. The synbols used in this
APl description conformto those used for prf+ in [ RFC7296], which
clash with the APl described in [ SP-800-185]. [RFC7296] uses S to
describe the input string to prf+, whereas [ SP-800-185] uses that
synmbol for the optional custom zation string. KMAC inplenentations
used in IKEv2 and I Psec do not need to conformto these APIs exactly;
they are nmerely used in this docunent for illustrative purposes.

For the purposes of this docunent, the APl for KMAC is defined as:
KMAC(K, S, L, Q ->2Z
wher e:

* Kis the key. It is a bit string of |length between zero and
(272040)-1 bits, inclusively.

* Sis the input string. It is a bit string of any |ength,
i ncluding zero.

* L is an integer representing the requested output length in bits.
This paranmeter is typically fixed in the context of |Psec, except
when extracting key material using prf+ in |KEv2, where it depends
on the Iength of key material needed by the negoti ated cipher
suite.

* Cis an optional custonization string. It is a bit string of
| ength between zero and (272040)-1 bits, inclusively.

* Zis the output string of KMAC, which is a nmessage authentication
code. It is a bit string of length L.
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6

Constraints on KMAC i nputs and out puts

Per [SP-800-185], the length of the key input K input to KMAC MIST be
| ess than 272040 bits. In the context of IKEv2 and |Psec, there is
no situation where a key that |ong would be expected. Initiator and
Responder nonces Ni and Nr are used as inputs to | KEv2 PRF calls,

al though the length of these nonces conbi ned cannot exceed 4096 bits.
Pre-shared keys used for authentication in | KEv2 are used as keys
with PRFs negotiated by | KEv2, and have no upper bound on their

|l ength. Therefore, KMAC i npl enentations used with | KEv2 MJST at

m ni mum accept values of K up to and including 4096 bits in |ength.

I mpl enent ati ons MAY restrict the size of pre-shared key inputs such
that they do not exceed 4096 bits.

There is no algorithmdefined mninmmsize for the key input to KMAC,
but Table 2 and Table 3 list the recommended key sizes to be used
within the context of IKEv2 and | Psec, aligned to the security
strength of each algorithm Using a key smaller than the security
strength of the chosen KMAC al gorithm underni nes the security
properties of that algorithm \Were IKEv2 is used to create security
associ ations, the size of nost PRF keys is automatically managed at
the protocol level, and there is no risk of selecting an undersized
key in these cases. However, the size of keys used for PRFs in | KEv2
cannot al ways be controll ed.

As an example, in the case of pre-shared keys used for authentication
or protection against a quantum conputer as in [RFC3784], those
secrets are used as the key input to a PRF negotiated by | KEv2.

Those pre-shared keys could be arbitrarily chosen by a user or
derived froma password rather than securely generated, even though

[ RFC7296] strongly discourages this practice. Keys chosen in this
manner may be shorter than any recommended key size. |KEv2

i mpl ementations follow ng the recomrendation laid out in [ RFC7296]
can inpose constraints on suitable pre-shared keys.

Additionally, Ni and Nr are variable |length and are used as the key
for KMAC. [RFC7296] states that each of these nonces MJST be at

| east 128 bits in size, and MJST be at | east half the preferred key
size for the negotiated PRF. |If an I KEv2 peer sends an undersi zed
nonce, the nessage containing that nonce can be rejected in the sane
way as any nal fornmed | KEv2 nmessage woul d be. Confornmant KNMAC

i mpl ement ati ons SHOULD reject keys that do not neet the security
strength of the corresponding al gorithm

The input string S can be a variety of lengths in practice, but in
the context of IKE and IPsec the length will always be a nultiple of
eight, as IKE and | Psec only operate on entire octets. Similarly,
KMAC s output length parameter L will always be a nmultiple of eight.
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Since the Iength of output required fromKMAC i s al ways known in
advance, KMAC with arbitrary-length output as described in

Section 4.3.1 of [SP-800-185] is never used, and thus L is never set
to O.

KMAC s custom zation string Cis fixed to a specific val ue dependi ng
on the context in which KMAC is used. Future specifications nmay
define additional custom zation strings, but the set of valid strings
used by KMAC in I KEv2 and I Psec will always be fixed-1ength context-
dependent strings specified in | ETF RFCs rather than dynamically
created, e.g. via random dat a.

EDNOTE: The custom zation string isn't strictly necessary and nay
make i npl enentation a bit harder, but they seemvaluable in that
we're placing a clear divide between two places with different rules
on how KMAC is used. Note that [I-D.snyslov-ipsecne-i kev2-prf-plus]
specifies the custom zation string be set to the enpty string.

What ever decision is nade, we should ensure the two docunents align
in the end.

7. Padding

Since the length of the input string S for KMAC varies, and KMAC
operates on fixed-size input blocks, padding is required to use KMAC
in I|KEv2 and | Psec. The padding scheme for KMAC is specified in

[ SP-800-185]. A KMAC inplementation conformant to that docunent is
sufficient; no additional padding is required to use these algorithns
in I KEv2 or |Psec.

7.1. KMAC Key Paddi ng

VWhen KMAC is used as the PRF for an |KE SA, the size of the key input
Kis variable. If the size of a KMAC key is greater than the
preferred key size as shown in Table 2, the key is used inits
entirety without any kind of shortening or truncation. As described
in [SP-800-185], keys are always padded up to a nultiple of the rate
of the underlying Keccak sponge function; that is, 168 bytes and 136
bytes for KMAC- 128 and KMAC- 256 respectively. Any KMAC

i npl ementation conformant with [ SP-800-185] is suitable for use in

| KEv2 and | Psec; no protocol -specific additional padding of keys is
required.

Salter, et al. Expires 4 January 2026 [ Page 7]



I nternet-Draft SHA-3 in I KEv2 and | Psec July 2025

8. Paraneters and security strengths for KMAC

Table 1 describes the general properties of KMAC, with the HVAC SHA2
algorithms also listed for conparison purposes. The maxi mum security
strengths listed are taken from[SP-800-57]. Note that these are
maxi mum security strengths. Using keys that are shorter than the
maxi mum security strength will constrain the maxi mum security
strength of the chosen algorithmto be no higher than the | ength of
that key. Keys that contain insufficient entropy to neet the maxi num
security strength constrain the maxi num security of the chosen
algorithmto be no higher than the bits of entropy represented in the
key.

| Algorithm Name | Qutput Length (bits) | Maximum Security |
| | | Strength (bits) |
[ el Ll el ety
| HMAC- SHA- 256 | 256 | >=256 |
. domemmemeeeemeaeeaaas IR +
| HMAC- SHA-384 | 384 | >=256 |
oo o - o e e e e o - - e o o - +
| HMAC- SHA- 512 | 512 | >=256 |
. R +
| KMAC128 | Variable | 128 |
. domemmemeeeemeaeeaaas IR +
| KMAC256 | Variable | >=256 |
oo o - o e e e e o - - e o o - +

Table 1. KMAC output length and security strength
val ues, conpared with HVAC SHA2

Table 2 presents the paranmeters of KMAC when it is used as a PRF in

| KEv2, with the HVAC- SHA2 al gorithns also |isted for conparison
pur poses.
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| Algorithm | PRF variant | Preferred | Qutput Length |
| Narme | | Key Size | (bits) |
I I | (bits) I I
[ ety ey ety el
| HVAC- SHA- 256 | PRF_HVAC SHA2_ 256 | 256 | 256 |
. I S IR I IR +
| HMAC- SHA-384 | PRF_HVAC SHA2_ 384 | 384 | 384 |
o e e - o e e e o R o e e e o +
| HMAC- SHA-512 | PRF_HVAC_SHA2_512 | 512 | 512 |
. S TRy S S TRy +
| KMAC128 | PRF_KMAC 128 | 128 | 256, or length of |
| | | | output required |
I I I | for prf+ I
o e e - o e e e o R o e e e o +
| KMAC256 | PRF_KMAC_ 256 | 256 | 512, or length of |
| | | | output required |
| | | | for prf+ |
. I IR S IR I I +

Table 2: KMAC preferred key sizes and output |engths for use as
a PRF, conpared with HVAC SHA2

The security strength of these algorithnms is equal to the maxi num
security strength indicated for that algorithmin Table 1, unless the
entropy of the supplied key is insufficient to neet that strength.

When key material is extracted fromIKEv2' s prf+ Key Derivation
Function (KDF) for use with KMAC as a PRF in | KEv2, the |length of
keys extracted MJUST conformto the preferred key sizes listed in
Tabl e 2.

EDNOTE: The KMAC out put | engths have been aligned with HVAC, but if
we' re not depending on collision resistance, it seens |like they could
be reduced to 128/ 256 bits respectively? That would al so nean that
the PRF output would be suitable for use as a PRF key wi t hout
requiring further nodification, |ike HVAC

Table 3 presents the paraneters of KMAC when it is used for data

origin authentication and integrity protection in IKEv2 and | Psec,
with the HVAC- SHA2 al gorithns also listed for conparison purposes.
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| Algorithm | Integrity variant | Key Size | Qutput Length

| Name | | (bits) | (bits) |
[ gttt ————— L ————————————————————— L —p—_—————— Ll p—p—p—_—(———————
| HMAC- SHA- 256 | AUTH HVAC SHA2_256_128 | 256 | 128 |
. e Ry . +
| HVAC- SHA-384 | AUTH HVAC SHA2_ 384 192 | 384 | 192 |
S o e e e e e a oo Fomm oo - o m e e e oo - +
| HMAC- SHA-512 | AUTH HVAC SHA2 512 256 | 512 | 256 |
R o e e e e e e oo oo oo TS S +
| KMAC128 | AUTH _KMAC 128 | 128 | 128 |
. e Ry . +
| KMAC256 | AUTH _KMAC 256 | 256 | 256 |
S o e e e e e a oo Fomm oo - o m e e e oo - +

Tabl e 3: KMAC key sizes and output |engths for use as an
Integrity Al gorithm Transform conpared w th HVAC SHA2

When used for authentication and integrity protection, KMAC nessage
aut henti cati on codes are produced using a smaller value for the
"requested output |length" paraneter L. In this case, the security
strength of each given algorithmis constrained by its output |ength.

When key material is extracted fromIKEv2's prf+ KDF for use with
KMAC for data origin authentication and integrity protection in | KEv2
or IPsec, the length of keys extracted MJST conformto the key sizes
listed in Table 3.

9. KMAC as a PRF in I KEv2

| KEv2 Security Associations (SAs) nake use of a PRF for

aut henti cati on purposes, and as a part of the prf+ Key Derivation
Function (KDF). KMAC can act as the PRF for an IKE SA, but it is
treated slightly differently to existing PRFs as it is capable of
produci ng di fferent output |engths depending on the context in which
it is used.

Wth KMAC, the key Kis either a fixed-length key (such as SK d) that
is the preferred key size for the variant of KMAC bei ng used, or the
|l ength of Kis dependent on other factors. Wen the PRF is used with
nonce inputs as the key K (e.g. when generating SKEYSEED), or when
the PRF is used with a pre-shared key as the input key K, the length
of K depends on inplenmentation-specific details, user configuration
options, etc.
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When KMAC is used as the PRF for an IKE SA, its "requested out put

| ength" paraneter L and "custom zation string" paraneter C are

popul ated differently dependi ng on whether KMAC i s being used as a
part of the prf+ construction in the KEv2 KDF or not. This process
is described in nore detail in Section 9.1 and Section 9. 2.

9.1. KMAC as a PRF

When used in IKEv2 as a PRF outside the prf+ construction, KMAC s
output length L is 128 for KMAC128, and 256 for KMAC256. That is,
the output length is the same size as the security strength and
preferred key size of the given KMAC algorithm Note that the
situation is different when KMAC is used within the prf+
construction, as described in Section 9.2.

When KMAC is used as a PRF outside the prf+ construction, the
custom zation string Cis set to the ASCII character string "ikev2
prf", without null termnation.

9.2. KMACin prf+

When KMAC is used in the prf+ construction, L is set to the length of
the keying nmaterial required. That is, prf (K, S| O0x01l) is the only
step of the prf+ function that is ever required, as KMAC can produce
a pseudorandom stream wi thout the need to iteratively call prf as
described in [ RFC7296] .

EDNOTE: the intent here is to keep prf+ (sort of) the sane for KMAC,
it’s just that only one iteration is ever needed. Wuld this
actually be nore annoying froman inplenmenter’s point of viewthan
just replacing prf+, though? The extra 0x01 is easy to forget if you
simply redirect prf+ calls to KMAC i nst ead.

[1-D. smysl ov-i psecne-i kev2-prf-plus] suggests the alternative
approach of replacing prf+ with a KMAC out put of the required | ength.
This could be sinpler to inplenent, but does nean that if 128/ 256
bits are requested fromprf+(K, S), these will be the sane as prf (K
S), which isn't currently true for other PRFs in | KEv2. Use of
context separators for prf and prf+ calls as suggested in this
docunent woul d prevent that.

When KMAC is used in the prf+ construction, the custom zation string
Cis set to the ASCII character string "ikev2 kdf", w thout null
term nation.
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10. KMAC for integrity protection in ESP, AH and | KEv2

| KE and | Psec SAs can nmake use of an integrity protection algorithm
to provide data origin authentication and integrity protection
services. KMAC can be used to provide these services. As described
in [RFC8221], Authenticated Encryption with Associated Data (AEAD)

ci phers are the fastest and nost nodern approach to providing these
services in conjunction with confidentiality protection. KMAC MJUST
NOT be negotiated in IKEv2 in conjunction with an AEAD ci pher.

KMAC MAY be used as an integrity protection algorithmwith:
* ESP in conjunction with a non- AEAD ci pher

* ESP and null encryption (ENCR_NULL)

* | KEv2 in conjunction with a non- AEAD ci pher

*  AH

EDNOTE: You really should use ENCR-NULL over AH here. RFC 8221
recomends use of ENCR NULL over AH - would it be worth reiterating
t hat here?

When using KMAC, the L input paraneter is always set to the sane

val ue as the key size and security strength of the chosen KMAC
algorithm That is, the output |length of KMACLI28 is always set to
128 bits, and the output length of KMAC256 is al ways set to 256 hits.

When used with ESP or AH, the "custom zation string" paraneter Cis
set to the ASCI| character string "ipsec integ", wthout null

term nation. Wen used with IKEv2 for integrity protection, the
"custom zation string" paraneter Cis set to the ASCII character
string "ikev2 integ", without null term nation.

EDNOTE: Again, the custom zation string differences probably aren’t
strictly necessary, but placing I Psec and |KEv2 integrity/prf/prf+
into different domains seenms |like a good thing to do.

11. Use of SHA-3 in the Digital Signature authentication nmethod in
| KEv2

SHAKE and the SHA-3 cryptographic hash functions can generate digests
for use with signature algorithms. For instance, [RFC8692] specifies
algorithmidentifiers for using RSASSA-PSS and ECDSA wi th SHAKE, and
NI ST has assigned O Ds for using RSA PKCS #1 v1.5 signatures with
SHA-3 [ NI STO DS] .
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12.

[ RFC7427] specifies the "Digital Signature" (14) authentication

met hod, that allows | KEv2 to support any signature al gorithm without
the need to specify an authentication method for every new

conbi nation of signature algorithmand hash function. The Digita

Si gnature authentication nethod is the only way to utilise SHA-3 with
signatures in IKEv2, so if a peer uses SHA-3 in this context, it MJST
specify the Digital Signature authentication method in its
correspondi ng AUTH payl oad.

The Digital Signature authentication nethod specifies use of a

SI GNATURE_HASH ALGORI THVS notification by each | KEv2 peer to announce
the hash functions it supports for use with signatures. This
specification defines values in Table 7 for announci ng support for
SHA-3 algorithms in the SI GNATURE_HASH ALGORI THMS notification. Wen
an | KEv2 inplenentation supports SHA-3 in this context, and | oca
policy permts use of SHA-3 to generate or verify signatures, it MJST
i nclude the corresponding values in its SI GNATURE HASH ALGORI THVS
notification.

Consi derations for inplenmenters and for future |IPsec docunents

KMAC s APl differs fromnost PRF and Integrity Al gorithmtransforns
as described in Section 5. Care should be taken with the output

| ength paraneter L in particular, as its behavior can be counter-
intuitive when conpared to other integrity algorithns where a
truncated output is used as an authenticator value. Unlike SHAKE
KMAC outputs of different |engths are not related. That is, the
value of L is factored into the calcul ation of the output value, and
thus all bits of the output value are affected. This neans that

i mpl ement ati ons cannot sinply discard a portion of a KMAC output as a
substitute for requesting the correct value for L. For exanple, a
KMAC256 i npl enent ati on used as the PRF transformfor |KEv2 cannot be
used as an Integrity transformsinply by discarding bits fromthat
inmplementation’s output; a different value of L nust be supplied.
Table 4 shows an exanple for the case where the key, input and (in
the case of KMAC) custonization string are all the enpty string
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13.

| Transf or m Nane | Qut put | Qut put (hex) |
| | Lengt h| |
I | (bits)] I
[ ety el e sy o
| PRF_HVAC SHA2_ 256 | 256 | b613679a0814d9ec772f 95d778c35f c5

T oo T T T r ey +
| AUTH HVAC SHA2_ 256_128| 128 | b613679a0814d9ec772f 95d778c35f c5

T R o e e e e e e e e e e e e e o m o +
| PRF_KVAC_128 | 256 | 5¢135¢615152f b4d9784dd1155f 9b603 |
R S O +
| AUTH_KMAC 128 | 128 | e6af f 27f ef 95903eb939bc3745730d34 |
T oo T T T r ey +

Table 4: KMAC with different output |engths, as conpared to
truncat ed HVAC val ues

This is also true for prf+ when used with KMAC. Typically prf+ is
used iteratively to obtain at |east as nmuch key material as is
required, and the anmount of key material obtained will be a multiple
of the output size of the negotiated PRF. This process will often
produce nore key material than required, and the excess is sinply

di scarded. Wen KMAC is used, the ampunt of key material required is
supplied to the PRF, and exactly the right amount of key materia

will be returned. Requesting nore key material than required and

di scardi ng any excess will produce different keys, and
interoperability will not be possible.

Future authors of |Psec docunents should be careful to consider
whet her related outputs froma PRF are required for their
specification, and if so, describe how to handl e KMAC and siml ar
PRFs.

Security Considerations

SHA-3 and SHA-2 are both believed to be secure at time of witing
Views on the security of cryptographic algorithns evolve over ting,
so inplementers should pay attention to | ETF RFCs reporting on
recomendations for the use of cryptographic algorithms in I KEv2 and
| Psec, such as any docunents that update [ RFC8221] and [ RFC8247].

Quantum conputing has a significant inpact on the security of al

| ETF security protocols, as a cryptographically-rel evant quantum
computer (CRQC) could use Shor’'s algorithmto break many traditiona
asymmetric cryptographic algorithnms. A CRQC can theoretically also
attack hash functions, including SHA-3 and SHA-2, using G over’s
algorithm However, the inpact of Gover's algorithmis
significantly less dramatic than the inpact of Shor’'s Algorithm The
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14.

wor st - case i nmpact of Gover’'s algorithmwould be a reduction in
security strength by a factor of two. However, since Gover’s
algorithmis difficult to parallelise, the security reduction for
SHA-3 and SHA-2 caused by Gover’s algorithmis expected to be far
|l ess significant in practice. See [GROVER] for a discussion on the
practical cost of using Grover’'s algorithmto attack hash functions.

The security properties offered by KMAC depend on limting access to
the keys used with those algorithnms. Since both algorithns depend on
a symmetric key, the key nust be known by at |least two parties in
order to be useful. Sharing the key beyond two parties nay erode the
security offered by these algorithms. |In the case of | KEv2 and

I Psec, this typically nmeans that access to keys nmust be linmted to
the peers participating in the security association that uses those
keys. |IKEv2 can be used to enforce this for |IPsec SAs and nost keys
used in I KE SAs, but pre-shared keys are a notable exception here.
Providing nore than two peers with access to a single pre-shared key
may underm ne the security offered by that pre-shared key, and hence
the security offered by KMAC.

VWhen IKEv2 is used to create | Psec SAs, the keys for KMAC are al
ultimately derived froman epheneral shared secret produced using one
or nore negotiated key exchange algorithns, with the exception of
static pre-shared keys used in | KEv2 for authentication and/or
protection agai nst quantum conputers. |f the negotiated key exchange
al gorithmor encryption algorithmoffers fewer bits of security than
the negotiated PRF, this effectively caps the bits of security
offered by the PRF as well. Negotiating a key exchange al gorithm or
encryption algorithmthat offers nore bits of security than the
negoti ated PRF does not inprove the security offered by that PRF. As
such, it is inmportant to ensure that |KEv2 peers configure algorithm
policies such that every al gorithm negotiated al ways nmeets an
acceptabl e m ni mum security strength. Were static keys are used
with KMAC, these MJST contain at |east as nmuch entropy as the
security strength of the chosen algorithm and SHOULD be generated
usi ng a random nunber generator suitable for use with cryptography.

| ANA Consi derati ons
For negotiating use of KMAC as a PRF for IKEv2, IANA is requested to

assign two TransformIDs in the "Transform Type 2 - Pseudorandom
Function Transform I Ds" registry:
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R bty ety p el sl o
| Nurber | Nane | Status | Reference |
[ Sty sy sl s e el
| TBD | PRF_KMAC 128 | | [This draft] |
F-------- I F-------- I +
| TBD | PRF_KMAC 256 | | [This draft] |
I i I I i I +

Table 5: SHA-3 PRF Transform | Ds

For negotiating use of KMAC for integrity protection in | KEv2 and
| Psec protocols, IANA is requested to assign two TransformIDs in the
"Transform Type 3 - Integrity Algorithm Transform I Ds" registry:

. e s st sy el
| Nunber | Name | Status | Reference |
R el Sl sl —p——_—" i ——_—(——(————————— o
| TBD | AUTH KMAC 128 | | [This draft] |
I I I T I i I +
| TBD | AUTH_KMAC 256 | | [This draft] |
+---- - - - S I +---- - - - I i T +

Table 6: SHA-3 Integrity Algorithm Transform | Ds

For indicating support for the SHA-3 cryptographi ¢ hash functions and
SHAKE XOFs in conjunction with a signature algorithm IANAis
requested to assign five TransformIDs in the "I KEv2 Hash Al gorithns"
registry:

[ ool s oo e e g
| Value | Hash Algorithm | Reference |
B ool oo el e sl
| TBD | SHA3 256 | [This draft] |
+------- e I I I I +
| TBD | SHA3 384 | [This draft] |
F------- Fom e e e a e e - Fom e e m - - +
| TBD | SHA3 512 | [This draft] |
F--- - I I I I R I i I e ] +
| TBD | SHAKE 128 | [This draft] |
+------- e I I I I +
| TBD | SHAKE 256 | [This draft] |
F------- Fom e e e a e e - Fom e e m - - +

Table 7: SHA-3 Hash Al gorithm | Ds
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Appendi x A, Test Vectors

The foll owi ng test cases include inputs and outputs for scenarios
where KMAC is used in I KEv2 and | Psec.

A key, input, custonization string, and output are always supplied.
These correspond to the K, S, C, and Z paraneters described in
Section 5. Note that in each context, the custom zation string is
fixed.

Al'l inputs and outputs are encoded in hexadecinmal. KMAC

custom zation strings al so have an ASCI| character string

representation. Data supplied to KMAC does not include quotation

mar ks or null term nators.

In sone cases a description is supplied, which describes the case

being tested in nore detail. These descriptions are test vector

nmet adata, and are not ever supplied to the relevant al gorithm
A.1l. PRF Test Vectors

These test cases correspond to use of KMAC as the PRF transform for
an | KE SA.

Al 1. KMAC128 PRF Test Vectors
~~ Test Case KMAC128-PRF-1 ~~

Descri ption:
Preferred key size

Key (hex):
000102030405060708090a0b0c0d0e0f

I nput (hex):
fffefdf cfbfaf o9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel
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Custoni zation String (string)
"ikev2 prf"

Custom zation String (hex)
696b65763220707266

Qut put (hex):
942d56a4597¢0d104497dc1c62be940a70198b32bf de8e2a5f 57f 55ec3f e5cef

~~ Test Case KMACL28-PRF-2 ~~

Descri pti on:
Smal | er key size

Key (hex):
0001020304050607

I nput (hex):
fffefdfcfbfaf of 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel

Custom zation String (string)
"ikev2 prf"

Customni zation String (hex):
696b65763220707266

Qut put (hex):
b050dd45ec09370cd2f e4b7c2a009618c5a426e81a4f 11f 6¢538cf 17027dbee3

~~ Test Case KMAC128-PRF-3 ~~

Descri pti on:
Larger key size

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5e4e3e2elel

Custom zation String (string)
"ikev2 prf"

Custom zation String (hex):
696b65763220707266

Qut put (hex):
3a8d2ab5ead5cd4db448b76a241b078f b444elf af 36eef 8195e275778a169b5f
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Al 2. KMAC256 PRF Test Vectors
~~ Test Case KMAC256-PRF-1 ~~

Descri ption:
Preferred key size

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdfcfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel

Custom zation String (string)
"ikev2 prf"

Custom zation String (hex):
696b65763220707266

Qut put (hex):

922d6a5ea665e5418974b218d84d3e9946163563e2208f 33ad4beac7091ae363c
f54d998f f 215d1a66357b8e3c5d8a083df ba20f 4bf ac697f cd134f af 8db1c051
~~ Test Case KMAC256- PRF-2 ~~

Descri pti on:
Smal | er key si ze

Key (hex):
000102030405060708090a0b0c0d0e0f

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5e4e3e2elel

Custom zation String (string)
"ikev2 prf"

Custom zation String (hex):
696b65763220707266

Qut put (hex):
7379097e0e2812e4b9a342f f b68e1b50028e87536006¢chcf 3e4bbf f 74bdef 6e5
86f d2cbf b3baf 59f 0c63969da28ba6506e826c1a74e045d9d511929b4d6bf b51
~~ Test Case KMAC256-PRF-3 ~~

Descri pti on:
Larger key size
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Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf
202122232425262728292a2b2c2d2e2f

I nput (hex):
fffefdfcfbfaf of 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel

Custom zation String (string)
"ikev2 prf"

Custom zation String (hex):
696b65763220707266

Qut put (hex):

923ef a870d85a6f 31253f 14c661d622951ef cc729770daelbd01cc8174f d27b6

93be6869aaef f 4ch89d1a355629¢2525555¢959d39217c8a8b8d0a7420eed96¢c
A 2. KDF Test Vectors

These test cases correspond to use of KMAC with I KEv2's prf+
functi on.

A 2. 1. KMAC128 KDF Test Vectors
~~ Test Case KMAC128-KDF-1 ~~

Descri pti on:
| KEv2 KDF request single PRF output

Key (hex):
000102030405060708090a0b0c0d0eOf

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7e6e5ed4e3e2elel

Nunber of output bits requested (integer):
256

Custom zation String (string)
"ikev2 kdf"

Customi zation String (hex):
696b657632206b6466

Qut put (hex):
8226d67f dc4d2cc013a401461d21d6f 17b4121f 3a300972f 6b163c8ed4ad4192be

~~ Test Case KMAC128- KDF-2 ~~
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Descri pti on:
| KEv2 KDF request nultiple PRF output

Key (hex):
000102030405060708090a0b0c0d0e0f

I nput (hex):
fffef df cf bf af 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7e6e5e4e3e2elel

Nunber of output bits requested (integer):
512

Custoni zation String (string)
"i kev2 kdf"

Custom zation String (hex)
696b657632206b6466

Qut put (hex):
ea9f 5def e875dcdc9c1b4db30bb1950f 21838601af 2elf 8f 41beef e18e7b779c
2a25ael188d6caf c6546574110c94d8b0a67740ed63babdf b07316b1473498156

~~ Test Case KMAC128- KDF-3 ~~

Descri pti on:

| KE SA key materi al
ENCR=ENCR_AES GCM 16 with 128-bit key
PRF=PRF_KMAC_128

SK d = 128 bits

SK a[i|r] = ni

SK e[i|r] = 160*2 bits
SK p[i|r] = 128*2 bits
Key (hex):

000102030405060708090a0b0c0d0eOf

I nput (hex):

fffef df cf bf af 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5e4e3e2elel
df dedddcdbdad9d8d7d6d5d4d3d2d1d0

Nunber of output bits requested (integer):
704

Custom zation String (string)
"ikev2 kdf"

Custom zation String (hex):
696b657632206b6466
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Qut put (hex):
6be4bbdal483209ch64de61c306ebc8b0357ff 661f 419b298eb8f 78deb6ad7a4
5a5a1d16bc00e46926e04cd53d4d843d4d2526¢f 275¢c3422d08aab7c610f f 88d
11a50de2e6¢c021dde966¢18111d40c6e57a798e8cel3a007

~~ Test Case KMAC128- KDF-4 ~~

Descri pti on:

| KE SA key materi al
ENCR=ENCR_AES_CBC wi th 128-bit key
| NTEG=AUTH_KMAC_128
PRF=PRF_KMAC_ 128

SK d = 128 bits

SK a[i|r] = 128*2 bits
SK e[i|r] = 128*2 bits
SK p[i|r] = 128*2 bits
Key (hex):

000102030405060708090a0b0c0d0e0f

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7e6e5ed4e3e2elel
df dedddcdbdad9d8d7d6d5d4d3d2d1d0

Nunber of output bits requested (integer):
896

Custom zation String (string)
"i kev2 kdf"

Customni zation String (hex):
696b657632206b6466

Qut put (hex):

3ef 21¢c2736e603449ca86869be92f f 6a4a116198a69364950456a0b3ee0f b63c
98e20830e703a8f 1ee9a7b2¢39ad19410b6e2b97026b408b706c4c393304710f
961f 55d1e7f c8805ebb5c6190db0f 8f 2d47032e3f 12115156f a5296d7af c6dle
cf 6af 577aeeaa289f 0a2b73287637ff 9

~~ Test Case KMAC128-KDF-5 ~~
Descri pti on:

ESP key materi al

ENCR=ENCR_AES CBC with 128-bit key
| NTEGEAUTH_KMAC 128

KEYMAT=(128*2) + (128*2) bits

Key (hex):
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000102030405060708090a0b0c0d0eOf

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7e6e5ed4e3e2elel

Nunber of output bits requested (integer):
512

Custom zation String (string)
"ikev2 kdf"

Customni zation String (hex):
696b657632206b6466

Qut put (hex):

ea9f 5def e875dcdc9c1b4db30bb1950f 21838601af 2elf 8f 41beef e18e7b779c

2a25ael188d6caf c6546574110c94d8b0a67740ed63basbdf b07316b1473498156
A 2. 2. KMAC256 KDF Test Vectors

~~ Test Case KMAC256- KDF-1 ~~

Descri pti on:
| KEv2 KDF request single PRF output

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdfcfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel

Nunber of output bits requested (integer):
512

Custom zation String (string)
"i kev2 kdf"

Custom zation String (hex):
696b657632206b6466

Qut put (hex):

cf 0a2ccadeb61bf 2f 2d1c840e445f 8f 83da66c5a04603b67c4f 5e5421ea7df 56
28f f ae929f baa418af 3f b1982873359d85e550e31f 8d23893d3dblcf 2652e353
~~ Test Case KMAC256- KDF-2 ~~

Descri pti on:
| KEv2 KDF request nultiple PRF output
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Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdf cfbfaf of 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel

Nunber of output bits requested (integer):
1024

Custom zation String (string)
"i kev2 kdf"

Customi zation String (hex):
696b657632206b6466

Qut put (hex):

977a3b6d7ca5350b715330312375f 5€291738dbd87504493b521164cd82ed09c
83f 955d3a9475902809e20cf 9217addb49126f f f 9e3bde68f 7b7062f f 336a69f
aae8cb5b3486870031f 9bc4df 5bcdal2384bf b096f 67953c93c2eeb0a62a0353
728f 8e2227c1f 6¢c750207e75cchecf 0a25640f 2d24795d4a83b3cf 482721d249

~~ Test Case KMAC256- KDF-3 ~~

Descri pti on:

| KE SA key materi al
ENCR=ENCR_AES GCM 16 wi th 256-bit key
PRF=PRF_KMAC 256

SK d = 256 bits

SK af[i|r] = ni

SK e[i|r] = 288*2 bits
SK p[i|r] = 256*2 bits
Key (hex):

000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf
I nput (hex):

fffefdfcfbfaf of 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel
df dedddcdbdad9d8d7d6d5d4d3d2d1d0

Nunber of output bits requested (integer):
1344

Custoni zation String (string)
"i kev2 kdf"

Custom zation String (hex)
696b657632206b6466
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Qut put (hex):
67c1d3627a0249c0722646ae7904b376a4lee36bdd8beceed7d7a2651610f ae6
cdd494f 7e46b8a9ec531c9f 8849960b98d938a021960b40bec88103d24al66a4
5d7c09f ¢c52b8071cal29f 29f 3d0ce0b8e923424618c4e0b361el42ef d154ebdd
65e344509c44b8ed082a8ec3d11aa32b0d9968013¢c9071d9a99d748710f cf b5a
974f1991216239¢cc639b2be413d08e7097225eb1c0eb642584eac86f 7923a199
e59a008352f 6¢f 70

~~ Test Case KMAC256- KDF-4 ~~

Descri pti on:

| KE SA key materi al
ENCR=ENCR_AES CBC with 256-bit key
| NTEG=AUTH_KMAC 256
PRF=PRF_KMAC 256

SK d = 256 bits

SK a[i|r] = 256*2 bits
SK e[i|r] = 256*2 bits
SK p[i|r] = 256*2 bits
Key (hex):

000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdfcfbfaf of 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel
df dedddcdbdad9d8d7d6d5d4d3d2d1d0

Nunber of output bits requested (integer):
1792

Custoni zation String (string)
"i kev2 kdf"

Custom zation String (hex)
696b657632206b6466

Qut put (hex):

836772bd1139dc8e5f a303e4cf f 1d75ad3a9c¢699335a5bf ba6de4900e0072cbl
6a66260202ee96¢c51d14e8b335f 9a683d18d703770be23658d74942d15ac1393
f 84f 849081505f 95€69a18123552d12497f 59032d6f a5bf 2b8c35bd788dc4f 60
alf 47e3859163¢c8929a8cc11¢c2103f 2507549d4e78ad5848eec92271522b5607
38bb30ed7a90070124e685f 41929c750a8ccf c1d8f e4288e701e316ed0e25852
0609d157ef 05d99ef e3db9f 9b3ce042c87b8e37df e194f f 4df 4b4f f 5a07aa56b
e6bbc2470e5b6f c72177596064bb48c63e6730737af f 6f 6d32ed28d64dd37d3b

~~ Test Case KMAC256- KDF-5 ~~

Descri pti on:
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ESP key materi al

ENCR=ENCR_AES CBC with 256-bit key
| NTEG=AUTH_KMAC 256

KEYMAT=(256*2) + (256*2) bits

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7e6e5ed4e3e2elel

Nunber of output bits requested (integer):
1024

Custom zation String (string)
"ikev2 kdf"

Customni zation String (hex):
696b657632206b6466

Qut put (hex):

977a3b6d7ca5350b715330312375f 5291738dbd87504493b521164cd82ed09c
83f 955d3a9475902809e20cf 9217addb49126f f f 9e3bde68f 7b7062f f 336a69f
aae8ch5b3486870031f 9bc4df 5bcdal2384bf b096f 67953¢c93c2eeb0a62a0353
728f 8e2227¢c1f 6¢750207e75ccbhecf 0a25640f 2d24795d4a83b3cf 482721d249

A.3. KMAC IKEv2 Integrity Protection Test Vectors
These test cases correspond to use of KMAC as the integrity
protection transformfor an IKE SA. Note that, since different
customi zation strings are used for integrity protection in | KEv2 and
| Psec, different outputs are produced, so two sets of test vectors
are suppl i ed.

A . 3.1. KMAC128 IKEvV2 Integrity Protection Test Vectors
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~~ Test Case KMAC128-I|KEV2-INTEG 1 ~~

Key (hex):
000102030405060708090a0b0c0d0eOf

I nput (hex):
fffefdfcfbfaf of 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel

Custom zation String (string)
"ikev2 integ"

Customni zation String (hex):
696b65763220696e746567

Qut put (hex):
4d75b6e6bdf 3021df 40241b9ecc083e8

A 3.2. KMAC256 I KEv2 Integrity Protection Test Vectors
~~ Test Case KMAC256-1 KEV2-| NTEG 1 ~~

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdf cf bf af 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7e6e5e4e3e2elel

Custom zation String (string)
"i kev2 integ"

Customni zation String (hex):
696b65763220696€746567

Qut put (hex):
d4e085d2434827192490ea96a205c24a8a471417e8d7bdbb33a76f 7a2e9bbe54

A 4. KMAC IPsec Integrity Protection Test Vectors
These test cases correspond to use of KMAC as the integrity
protection transformfor an IPsec SA. Note that, since different
custom zation strings are used for integrity protection in |IKEv2 and
| Psec, different outputs are produced, so two sets of test vectors
are suppl i ed.

A 4.1. KMAC128 IPsec Integrity Protection Test Vectors
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~~ Test Case KMAC128-1PSEC-|I NTEG 1 ~~

Key (hex):
000102030405060708090a0b0c0d0eOf

I nput (hex):
fffefdfcfbfaf of 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel

Custom zation String (string)
"i psec integ"

Customni zation String (hex):
697073656320696e746567

Qut put (hex):
ch53465hb0191416d555424f 155a48079

A 4.2. KMAC256 | Psec Integrity Protection Test Vectors
~~ Test Case KMAC256-1 PSEC- I NTEG 1 ~~

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdf cf bf af 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7e6e5e4e3e2elel

Custom zation String (string)
"i psec integ"

Customni zation String (hex):
697073656320696e€746567

Qut put (hex):
2c890f 94cbh12e2b90f a9f 8b3eabce53be91f 1540619ae33dcc021083e9069e86
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