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Abst r act

Thi s docunent describes the Saki Agent Secure Stream (SASS) protocol,
version 1.4. SASS is an application-layer overlay protocol for

aut henti cated renote command execution, stream ng process |I/O and
binary file transfer between trusted agents.

To ensure strict self-containnment and conpatibility with | ETF
standard specifications, SASS defines a decoupled "Control-Transport
Decoupling" architecture. The SASS Core defines an abstract SASS
Abstract Messagi ng Model (SAMM utilizing standard CBOR (RFC 8949)
and JSON as baseline serializations.

Fol | owi ng the precedent of TLS 1.0 (RFC 2246) inheriting and refining
SSL 3.0, SASS v1.4 formalizes its security evolution through four

maj or incremental mlestones: Active Threat Defense (v1.1), Forward-
Secure Audit Hash Chains (vl1.2), nodular Control-Transport Decoupling
(v1l.3) incorporating tls-exporter Channel Binding (RFC 9266) and
Zero-Allocation Tarpit streans, and Total Response Mapping (vl1.4)

wi th 6- Response state machi ne convergence and Safety Gradient |oss
boundi ng.

SASS v1.4 achi eves the Version Dom nance m | estone: a conparative
cl ai m bet ween protocol versions based on Second-order Stochastic
Dom nance (SSD) [RS1970]. vyielding strict SSD inprovenent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Decenber 2026.
Copyright Notice
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
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1. Introduction & Protocol Evolution

The proliferation of autononous Al-powered codi ng agents operating on
renote nmachines introduces a critical threat nodel: the Rogue Agent.
Unlike traditional SSH clients controlled by human operators, agents
may autononopusly execute destructive comrands, exfiltrate
credentials, or pivot laterally across networks wi thout explicit
hurman aut hori zati on.

Exi sting renmote execution protocols such as SSH [ RFC4253] were
desi gned for human-operated termnals and | ack the fine-grained
capability controls, active defenses, and binary-safe encoding
schenes required for agent nmanagenent.

SASS (Saki Agent Secure Stream) decouples the |ogical nessage flow
fromthe physical transmission layer. By defining a transport-
agnosti c nessagi ng core al ongsi de nodul ar transport profiles, SASS
achi eves strict self-containment, freeing the standard from
proprietary third-party binary frameworks (e.g., gRPC Protobuf)
during academ c review, while retaining high-performance

i npl ement ati ons as pl uggabl e adapters.

SASS is designed to avoid over-depl oynment or under-depl oynent at any
application scale. The protocol is suitable for deploynment on
resource-constrai ned 10T devices as well as enterprise-grade servers.
However, this docunent does not address quantum safe cryptographic
agility, which remains an active area of research and standardi zation
beyond the scope of this specification

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFC8174] when, and only when, they appear in
capitalized, as shown here.
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1.1

The Four Increnental MIlestones (vl1.1 to vl.4)

Fol I owi ng the precedent of TLS 1.0 (RFC 2246) inheriting and refining
SSL 3.0, the SASS specification formalizes its security evol ution
through four major increnental mlestones:

*

1.2

SASS v1.1 (Active Threat Counterneasures): Added the 13Policy
heuristic firewall and cryptographic cognitive challenges bound to
an active Tarpit system establishing the foundation of active

def ense agai nst rogue autonmated operati ons.

SASS v1.2 (Cryptographic Integrity & Audit): Introduced five-

di nensi onal Capability ACLs conbined with a forward-secure hash
chain audit | og signed via host-resident asymmetric keys,
provi di ng mat hemati cal proof of non-repudiation

SASS v1.3 (Control -Transport Decoupling & Hardening): Decoupl ed
the SASS Core from underlying physical protocols. Introduced
atomicity controls (POSI X openat and O NOFOLLON to pre-enpt
TOCTQU sandstri ke breakouts, inplenmented Zero-Allocation Tarpit
streans to neutralize Host DoS, and mandat ed exported keying
mat eri al Channel Binding to prevent session hijacking.

SASS v1.4 (Total Response Mapping & Loss Bounding): Introduces a
formal 6- Response state nmachi ne (RL~R6) that nmaps every possible
Agent behavior to one of six determnistic responses, each
preserving storage integrity and bounding | oss. Adds Dua

St andard Enforcenent (Vi Swap for authenticated agents, Tarpit for
unaut henti cated), Transparent Branching for zero-loss wite

i solation, PTY Ring Buffer for idenpotent reconnection, and the
Saf ety Gradient theory for |ayered | oss boundi ng.

This m | estone achi eves the Version Dom nance property: a
conparative claimbetween protocol versions. Each version
iteration elimnates specific behavioral branches fromthe agent
probability space while naintaining expected |oss, yielding strict
Second- order Stochastic Domi nance (SSD) inprovenent [RS1970].

Desi gn Phil osophy: Total Response Mappi ng

Traditional security nodels enunerate known attacks and bl ock them
(bl acklist nodel). This approach is inherently inconmplete: the
attacker can always find a path not in the blacklist.

Chang
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SASS v1.4 inverts this nodel. Instead of defining "which behaviors
are bad," it defines "for every possible behavior, what is the
response.” The set of responses is finite, determnistic, and

audi tabl e. Any unforeseen behavior is nmapped to one of the
predefined responses.

This is the formal meaning of the axiom "All unexpected behaviors
are expected behaviors."

Furthernore, an Agent’s actions have no i nherent "danger" or
"malice." The boundary enforcenent systemis strictly an

Adj udicator: it determ nes what is permtted ("CAN') and what is
prohi bited ("CANNOT") based on the Agent’s capability set. If an
Agent’ s aut horized boundary includes executing a destructive comrmand,
the Daenmon MJUST execute it w thout prejudice. Conversely, if an
Agent | acks authorization for a benign command, this constitutes an
absol ut e boundary viol ati on.

2. Term nol ogy

Agent  An aut ononous software process that connects to a SASS Daenon
to execute commands or transfer files on the renpte host.

Daemon The SASS server process that listens for incom ng agent
connections, authenticates them and executes authorized conmands.

Rogue Agent An agent that has been conprom sed, m sconfigured, or is
otherw se attenpting to perform unauthorized operations.

Session A tine-bounded, authenticated context between an agent and a
daenmon, identified by a UU D and constrained by a capability set.

SAMM SASS Abstract Messagi ng Mbdel, the transport-agnostic nmessage
semantic | ayout.

Transport Profile A nodular plugin inplenmenting the transm ssion
details (e.g., gRPC, WbSockets, or raw TCP)

UVSF Userspace Virtual Symlink Filesystem a zero-perm ssion sandbox
based on symink trees.

KFS/ WSDK  Kernel -1 evel Filtered Storage, proprietary OS-level driver
pl ugi ns (future work).

13Policy The heuristic threat detection engine that classifies
command patterns and triggers boundary enforcenment responses.

Cognitive Challenge A cryptographic puzzle that requires the agent
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to prove possession of keying material and genui ne conputationa
capability. An inplenmentation MAY use the approach described in
Appendi x C. 1.

Tarpit An active defense nmechani smthat streans high-entropy data to
a suspected rogue agent, exhausting its resources with (1) daenon
nmenory cost.

Vi Swap An active defense nechanismthat traps an authenticated
Agent in a sinulated interactive termnal state, causing the
Agent’s LLMto halt generation

Total Response Mapping A security nodel in which every possible

i nput fromthe Agent domain naps determnistically to one of a
finite set of predefined responses (RL~R6).

Saf ety Gradient The property that each protocol |ayer bounds the
worst-case loss if all layers above it are conprom sed

Transparent Branching An isolation mechanisminvisible to the Agent,
where all wite operations are redirected to a di scardabl e branch
directory.

2.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in BCP

14 [ RFC2119] [ RFC8174] when, and only when, they appear in

capitalized, as shown here.

3. Protocol Overview
3.1. Architecture

SASS separates the control plane and data transmni ssion
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| Layer 7+ Transparent Branching (WSF | Mcro Branch) |
| Layer & Storage Sandbox (WSF Core | KFS Kernel) )
| Layer 5 Forvard-Secure Audit Trail (Mash chain) +|
| Layer 4 Capability & Session Memagement +|
| Layer 3 Active Threat Defense (13Policy, Tarpit, Vi) |
| Layer 2. Payload Encoding (zstd Stream + Basesd) +|
| Layer 1 Abstract Transport Adapter (SAMM [nterface) |
| [Transport Profiles: gRPGh2 | VB | TOP-CBORRP )
o m m mmmm e e oo +

Ot hogonal : 6- Response State Machi ne (Section 3.2)

| Rl: EXECUTE | R2: CHALLENGE | R3: THROTTLE |

| RA: VI_SWAP | R5: TARPIT | R6: DROP |
3.2. 6-Response State Machi ne (RL~R6)

Al'l possible Agent behaviors, after evaluation through the SASS

mul ti-layer protocol stack, MJST converge to exactly one of the
fol |l owi ng six responses:
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| Code | Name | Definition |
[} ety Cpp—————_— g —_—_———————————————————————(———————r
| R1 | EXECUTE | Normal execution. Record to audit |og. |
| | | Wites pass through Transparent Branching. |
Fomm o - Fom e oo o m e e e e e e e e e e e e e e e e e eemem e +
| R2 | CHALLENGE | Trigger cognitive challenge. Prove |
| | | computational capability, then execute. |
R R T +
| R3 | THROTTLE | Quota exceeded. Enqueue and wait. |
Femmm o - Fom e o m e e e e e e e e e e e e e e e eee e +
| R4 | VI_SWAP | Trap authenticated Agent in sinulated |
| | | interactive termnal state. |
Fom e e - - N o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| R5 | TARPIT | Consune attacker resources via slowdrip |
| | | high-entropy data. Cost externalized. |
Femmm o - Fom e o m e e e e e e e e e e e e e e e eee e +
| R6 | DROP | I'mredi ate connection termi nation. Zero |
| | | allocation, zero response. |
Fom e e - - N o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
Table 1

Every response Rl through R6 MUST satisfy the follow ng invariants:

Yoo s s = === === ===+
| Property | Rl | R | R | R4 | R | R |
‘=== ——+4-—-————+4 - ——+4 o=+ -4 -=—=—=—=—=+4=-=—====+
| Storage | oss | O* | O | O | O | O | O |
R I +------ +------ +------ +------ +------ +------ +
| Conmercial |oss | oO* | O | O | O | Ext. | O |
I I R R +------ +------ +------ +------ +------ +------ +
| Auditable | Yes | Yes | Yes | Yes | Yes | Yes |
I I I +------ +------ +------ +------ +------ +------ +
| Daemon menory cost | Q(n) | (1) | A1) | A1) | A1) | A0) |
R I +------ +------ +------ +------ +------ +------ +
Table 2

(*) Rl storage loss is bounded to zero by Transparent Branching
(Section 8.5). Al wites execute within a discardable branch; nerge
requires explicit human review

St ate Machi ne Fl ow
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Execut eRequest enters

+-- L1: ACL ---- IP not in whitelist? ------ > R6
I

+-- L2: Transport - Channel invalid? ------- > R6
I

+-- L3: Auth ---- Not authenticated? ------- > R6
| Aut henti cated but expired?-> R2
I

+-- L4: Capability -- Command denied? ------ > R4
I Path denied? ---------- > R4
I

+-- L5: 13Policy ---- Dangerous comrand?

| critical ----------- > R5
| high -----------m--- > R2
I medi UM == =---------- > R2
| |l ow -> R1 + Enhanced Audit
I

+-- L6: Quota ---- Quota exhausted? -------- > R3
I

+-- L7: Watchdog - Timeout? -> S| &Kl LL+Audi t

I

+-- Al checks passed --------------------- > RL

I

+-- write op? -> Branching (8.5)

+-- cache 1/O? -> volatile (App C. 7)
+-- local host? -> obfuscation (8.4)

In this state machi ne, "unexpected behavi or" has no dedi cated handl er
because every node already handles it. Regardless of how unusual the
Agent’ s behavior may be, it MJST converge to one of R1~R6, each of
whi ch guar ant ees storage safety.

3.3. Abstract Messagi ng Mdel (SAMM

SAMM def i nes SASS nmessages (e.g., ExecuteRequest, StreanmResponse) in
a serialization-neutral semantic layout. To ensure standardized

sel f-contai nnent, the baseline serialization MIST be CBOR [ RFC3949]
or JSON. Standard SAMM objects map fields onto distinct |ogical
types (bytes, strings, maps) described in Section 7.

3.4. Relationship to SSH
SASS shares NOwire format, key exchange nechani sm channel

mul ti pl exi ng, or subsystem architecture with the SSH protocol suite
[ RFC4251] [ RFC4252] [ RFC4253] [ RFC4254].
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The internal devel opnment codename " Saki Agent SSH' is a historica
artifact. Inplenmentations MJUST NOT advertise SSH protocol version
strings, listen on TCP port 22, or respond to SSH client probes.

penSSH and similar inplenentations of the SSH protocol suite

[ RFC4251] are human-oriented, real-time interactive POSI X interfaces
Their design inherently produces unexpected |I/O patterns, garbage-
typed timng errors, and non-determnistic termnal state when
operated by autononous Agent runtinmes. These failure nodes appear as
protocol -1 evel defense artifacts within SASS (see Section 8.3.1, Vi
Swap) .

Thi s docunent’s suppl enentary position is that for Agent Runtinme
environments, the continued use of SSH-fam |y protocols as defined in
[ RFC4251] and rel ated specifications is deprecated. The properties
that make SSH excel |l ent for human operators — synchronous interactive
I/ O standard ASCI|I bus senantics, and tinme-dependent keepalive — are
precisely the properties that create exploitable attack surfaces in
Agent depl oynent s.

Conversely, RPC-based transports do not automatically sever
handshakes when packets are not sent according to I/Otimng
dependencies. Al tinme-dependent protocols that properly maintain
sessions per this specification are well-suited for Agent Runtine
use.

4. Transport Layer & Transport Profiles

4.1. Transport Decoupling Principles
SASS Daenpns and Clients interact via a TransportAdapter interface.
I mpl enent ati ons MAY choose any conformant Transport Profile, ensuring
cross-platform adaptability froml| ow end mcrocontrollers (TCP/ CBOR)
to enterprise junp servers (gRPC niTLS)

4.2. SASS-over-gRPC Profile (Mandatory TLS 1. 3)
The SASS-over-gRPC profile is the default enterprise-grade pluggable
transport. It maps SAMM nmessages onto Protocol Buffers and HTTP/ 2
streans using ALPN "x-sakirpc-v5".
Al'l SASS connections under this profile MJST use TLS 1.3 [ RFC8446].
Downgrades to TLS 1.2 are STRICTLY FORBI DDEN. | npl enentati ons MJST
support the foll owi ng cipher suites:
* TLS_AES 256_GCM SHA384

*  TLS_CHACHA20_POLY1305_SHA256
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The maxi mum gRPC nessage size MJST be configured to at |east
52,428,800 bytes (50 M B) to acconmpdate Tarpit countermeasure
payl oads.

4.3. ALPN & TCP Packet-Splitting Mtigation

Duri ng the TLS handshake, both endpoints MJST include the ALPN
ext ensi on [ RFC7301]. The ALPN protocol identifier is "x-sakirpc-v5"

To mitigate firewall-level packet splitting or ALPN stripping,
daenons MJST inspect the Content-Type header on incomng HITP/ 2
headers. If it matches "application/grpc+saki" and ALPN was stri pped
or spoofed, the daenon MJST drop the TCP connection imrediately to
prevent cross-protocol nultiplexing attacks.

4.4. Channel Binding via Exported Keying Material
When using a TLS 1.3 transport profile, a conforning inplenentation
MUST bi nd session-layer operations to the underlying TLS connection
to prevent session hijacking and cognitive challenge repl ays.
The bi ndi ng mechani sm MUST use Exported Keying Material (EKM derived
fromthe TLS session. The EKM val ue MJUST be incorporated into the
cognitive chall enge response (Section 8.2) to ensure chall enges
cannot be relayed across TLS connecti ons.

A conform ng inpl ementation using [ RFC5705] or [RFC9266] tls-exporter
SHOULD derive the binding value as foll ows:

Label : inplenentation-defined (see Appendi x C. 2)
Context: Session UU D (16 bytes)
Length: 32 bytes
The specific |label, derivation algorithm and incorporation nethod
are inplenentation-defined. An inplenentation MAY use the approach
descri bed in Appendix C. 2.

4.5. Default Port

The default listening port for SASS daenons is TCP 19284. This port
i s configurabl e.

5. Session Layer
5.1. Agent Authentication

SASS aut hentication proceeds in three phases:
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Phase 1: Transport ldentity The TLS handshake establishes transport-
level identity. CNin client certificates provi des CN based
aut hentication if nlLS is enabl ed.

Phase 2: Asymmetric Key Chal | enge- Response The agent calls the
Authenticate RPC with its agent _nane, public_key, nonce, and a
signature over the nonce. The signing algorithm MJST be a
standardi zed asymmetric signhature schene. Verified agents receive
a session_id (UUD v4) and the capability set hash. An
i mpl ement ati on MAY use ED25519 [ RFC8032] as the signing algorithm

Phase 3: Cognitive Challenge Suspected agents are challenged via a
cryptographi c puzzle that requires genui ne conputationa
capability. The chall enge nechani sm MJST be bound to the TLS
session via exported keying material (Section 4.4). An
i mpl ement ati on MAY use ChaCha20-Pol y1305 as described in
Appendi x C. 1.

5.2. Session Lifecycle

Sessions are tine-bounded and identified by UU D v4. The daenon MJST
enforce the foll owing constraints:

*  Maxi mum sessi on duration: configurable, default 3600 seconds
*  Maxi mum concurrent sessions: configurable, default 10
* Session renewal : via RenewSession RPC, extends expires_at

Session identifiers are transmitted in the gRPC netadata header "x-
agent ssh-session-id" on every authenticated RPC call.

CREATED - -> ACTI VE --> EXECUTI NG - -> EXPI RED
o I I

| e + |
| (Execut e) %
I DESTROYED
+--- (RenewSession / Re-attach)

Zonbi e sessions (di sconnected and beyond TTL) MJST be periodically
cl eaned by the Daenon to prevent resource exhaustion

5.3. Capability-Based Access Contro

Each authenticated agent is assigned a five-dinmension capability set
that constrains its operations:
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1. allowed_commmands / deni ed_conmands: Command whitelists/
bl ackl i sts.

2. allowed paths / denied paths: Filesystempath lints.
3. max_concurrent: Maxi nmum si nul t aneous processes.
4. tinmeout _seconds: Maxi mum command execution timne.
5. max_file_size bytes: Maximumfile transfer size.
The daenmon MUST check denied patterns before all owed patterns (deny-
first). |If any denied pattern matches, the request triggers R4
(VI _SWAP for authenticated agents) regardl ess of allowed patterns.
An inmplicit deny applies when no pattern matches.
To resist TOCTQU (Ti me-of -Check to Tinme-of-Use) symink attacks in
User space, the Storage Sandbox (UVSF) MJST enforce File Descriptor
(FD) relative path operations (openat(2)) carrying O NOFOLLOW and
O CLOEXEC fl ags.

6. Payload Encoding & Safety Gates

6.1. Zstd Streaned Deconpression Limt
Conmand payl oads are conpressed using Zstandard [ RFC8878] and Base64
encoded. To resist Deconpression Bonbs (Zip Bonbs), the daenmon MJST
limt deconpressed payl oads using strean ng deconpression.

6.2. Deconpression Bonmb & Huffman Collision Mtigation
MAX_DECOVPRESSED PAYLOAD MUST be strictly capped at 5 M B. Exceeding
this limt triggers ERROR DECOVPRESSI ON LI M T_EXCEEDED (55) and

i medi ately severs the connection.

To prevent Huffman Code Collision CPU exhaustion, the decoder MJST
enforce a maxi num 50ns tine w ndow on header parsing.

6.3. Encodi ng & Decodi ng Procedure
Sender Procedure:

1. Serialize command argunents into a structured array (JSOV
MsgPack) .

2. Conpress using Zstandard [ RFC8878] at |evel 3.

3. Encode using Base64 [ RFC4648] standard al phabet.
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4.

Pl ace the resulting byte string into the ExecuteRequest
raw_payl oad fi el d.

Recei ver Procedure:

6. 4.

Base64- decode the raw payl oad.
Stream deconpress via Zstd, checking the 5 MB safety limt.
Deserialize argunents and pass themdirectly to the OS process

creation APl (execve, CreateProcessW W THOUT internediate shell
interpretation.

PTY Ring Buffer & Ofset Resunption

SASS v1.4 introduces a Ring Buffer nmechanismfor PTY output, enabling
i denpotent (safe-to-retry) reconnection after transport disruption.

6. 4. 1.

Ri ng Buffer Specification

Each Session MJST maintain Ring Buffers for stdout and stderr streans
with the follow ng properties:

*

6. 4. 2.

Capacity: inplenentation-defined, RECOWENDED 1 M B
Overflow policy: Drop oldest (FIFO, prevent OOM

O fset tracking: nonotonically increasing 64-bit counter
(total _written), never wraps

O fset Field in Stream Messages

Every stream response nmessage MJST include an offset field
representing the byte position of the first byte in the data payl oad
within the Ring Buffer’'s | ogical address space.

The Cient MIST track the highest received offset + len(data) to use
as resume_of fset upon reconnecti on.

6.4.3.

Reconnecti on Protocol

To reconnect after transport disruption:

1.

Chang

Client sends an ExecuteRequest with is_reattach=true and the
original session_id plus resunme_offset.

Daenon | ooks up the session, reads the Ring Buffer from
resume_offset, and resunes stream ng.
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3. If resume_offset is older than the Ring Buffer’s ol dest avail abl e
data, the Daenon MJST return an error indicating data |oss,
including the ol dest avail abl e offset.

The reconnection protocol is idenpotent: sending the sanme request
with the sane resune_offset always produces the sane result.

7. Logical RPC Service Semantics
7.1. Conmmand Execution & Stream ng

rpc Execut e( Execut eRequest)
returns (ExecuteResponse);

rpc Execut eStrean( Execut eRequest)
returns (stream StreanmResponse);

Execut e executes synchronously. ExecuteStream streans stdout/stderr
inreal-time. Each StreanResponse contains source (STDOUT/ STDERR/
SYSTEM), data, exit_code (only in the streanis final nessage), and
of fset (for Ring Buffer resunption per Section 6.4).

A SYSTEM sour ce indi cates daenpn-generated nessages such as queue
notifications or authentication events.

The Daenmon MUST NOT spawn a login shell. Commands are executed via
CS process creation APls with explicit argunent arrays, preventing
shel | expansion attacks. The Daenon MAY allocate a PTY when the
command requires termnal capabilities, but MJST NOT invoke a shell
interpreter to wap the conmand.

7.2. Process Managenent

rpc Cancel (Cancel Request) returns (Cancel Response);
rpc Signal (Si gnal Request) returns (Signal Response);

Cancel ternminates the process imediately (SICGKILL). Signal sends
POSI X signals. On Wndows, SIGNT maps to CTRL_C EVENT, and S| GTERM
SIGKILL map to Term nateProcess.

7.3. File Transfer & Raw File Transfer

rpc Fil eUpl oad(stream Fil eChunk)
returns (FileTransferResponse);

rpc Fil eDownl oad( Fi | eDownl oadRequest)
returns (stream Fil eChunk);

rpc RawFi | eTr ansf er (stream RawFi | eChunk)
returns (RawFil eTr ansf er Response) ;
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Standard file transfer uses streaning chunks. RawFil eTransfer
bypasses shell 1/O entirely; the daenpn opens a raw file descriptor
and writes decoded (Zstd+Base64) chunks to guarantee bit-perfect
copi es across different platforns.

8. Threat Defense & Boundary Enforcenent

8.1. Boundary Adjudicator (13Policy Engine)
The 13Policy engine is a heuristic boundary adjudicator. It nmatches
command strings against patterns in a configuration file and triggers
the appropriate Response (RL~R6) based on severity.
An Agent’s actions are fundanmentally non-special; they |ack inherent
"danger" or "malice." The 13Policy engine is strictly a Boundary
Adjudicator: it enforces what is permtted ("CAN') and what is
prohi bited ("CANNOT") based on the Agent’'s capability set and the
policy rules.
Each rul e specifies:
* pattern: A ob pattern to match agai nst conmand + args
* action: deny (triggers R4/R5), challenge (R2), allow (R1)
* severity: critical, high, nedium |ow

* description: Human-readabl e expl anation

[ oo el ool oo
| Severity | action: deny | action: challenge

[ el e s s sl ool )
| critical | R5 (TARPIT) | R2 (CHALLENGE) |
F--- - - R i i I I S +
| high | R4 (VI _SWAP) (*) | R2 (CHALLENGE) |
R R I I I I I IR R +
| medium | R4 (VI_SWAP) (*) | R2 (CHALLENGE) |
R i R i F- - e m - - - +
| 1ow | RL + audit | RL + audit |
F--- - - R i i I I S +

Table 3
(*) R4 for authenticated Agents; unauthenticated Agents receive R5.

I mpl enentati ons MUST ship with a default rule set of at |east 50
patterns.

Chang Expi res 3 Decenber 2026 [ Page 17]



Internet-Draft SASS Pr ot ocol June 2026

8.2. Cognitive Chall enge Mechani sm

A conform ng i npl ementati on MUST provide a cognitive chall enge
mechani smthat satisfies the follow ng requirenents:

1. The challenge MJST require genui ne conputational capability (not
sol vabl e by string manipul ati on al one).

2. The chal | enge response MJST be bound to the current transport
session via exported keying material (Section 4.4) to prevent
relay attacks.

3. The chall enge MJUST have a configurable tinme-to-live (default 60
seconds).

4. Challenge verification MIUST use constant-tinme conparison to
prevent timning side-channels.

5. Challenge failure MJST trigger R5 (TARPIT).

The specific cryptographic algorithmused for the challenge is
i npl ement ati on-defined. An inplenentation MAY use ChaCha20- Pol y1305
as described in Appendix C. 1.

8.3. Dual Standard Enforcenent

Subj ecting all boundary violations to Tarpit contai nment |eads to
severe financial token | oss when the violator is an authenticated
Agent (e.g., paid Al APl endpoints). Therefore, Daenons MJST

i mpl ement a Dual Standard Enforcenent policy based on Agent identity:

* Authenticated Agents violating boundaries --> R4 (VI_SWAP)

* Unaut henticated connections / failed challenges --> R5 (TARPIT)
8.3.1. Vi Swap Defense (Authenticated Agents)

If an Agent has successfully authenticated but executes an out-of -

bounds command, the Daenon MJUST NOT sinply reject the request or

return an error string. |Instead, the Daenobn MJST sinulate an

interactive term nal blockage on the output stream

The nechani sm works by sending terminal control sequences that cause

the Agent’s LLMto recognize a blocked interactive state and halt its

generation, effectively stopping the violation with m ni mal
conput ati onal overhead for the Daenon.
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An i nmpl enentati on MAY use ANSI escape sequences to sinulate a vi(1)
editor state as described in Appendix C. 5.

Vi Swap MUST hold the session open for a configurable duration
(default 3600 seconds), during which the Agent’s execution slot is
occupi ed, preventing further conmmands.

Vi Swap MUST be activated when ALL of the follow ng are true:

* The Agent has a valid, non-expired session (authenticated)

* The Agent’'s conmand or path nmatches a denied pattern, OR

* The Agent’s command matches a 13Policy rule with action: deny

Vi Swap MUST NOT be activated for unauthenticated connections.

2. Zero-Allocation Tarpit (Unauthenticated)

For unaut henticated connections, invalid signatures, or failed
cognitive chall enges, the Daenpon depl oys the Zero-Allocation Tarpit.

The Tarpit MJIST satisfy the follow ng constraints:

* Daenobn menory per connection: (1) (constant, not proportional to
payl oad size)

* Total payload: RECOVMMENDED 40 M B (exceeds typical LLM context
wi ndow)

* Delivery rate: slowdrip with inter-chunk delay to maxinize tine
occupati on

* Concurrency gate: maxi num concurrent Tarpit sessions MJST be
capped (RECOWMMENDED 32) to prevent the Tarpit itself from becom ng
a DoS vector agai nst the Daenpn

* \When the concurrency gate is full, new rogue connecti ons MJST
recei ve R6 (DROP)

An i npl enentation MAY use a static pre-allocated buffer as described
in Appendi x C. 3.
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3. Zero- W ndow Deadl ock Def ense

To prevent TCP Zer o- Wndow socket | ockout attacks where a malicious
Agent sets its TCP receive window to zero, the Daenbn MJST enforce a
strict send tineout (RECOMWWENDED 3 seconds) per Tarpit chunk. |[If a
send exceeds this timeout, the connection MJST be ternminated to
prevent socket descriptor |eakage.

Local Host Def ense

Unaut henti cat ed connections originating fromthe | oopback interface
(127.0.0.1 / ::1) constitute a boundary violation via |ocal |IPC
scrapi ng.

I nstead of immediately dropping the connection, the Daenon MJST
enpl oy obfuscation: it executes the requested read commands but
appl i es an obfuscation mask over the response payload. This feeds
the unaut hori zed | ocal process structurally valid but semantically
meani ngl ess data, overflowing its LLM context w ndow w th noise.
Addi ti onal deception nechani sns SHOULD i ncl ude:

* Storage Spoofing: Report false disk usage

*  Menory Spoofing: Return fabricated menory statistics

* Slow Denial: Artificial |atency on unauthenticated responses
Transparent Branching (Storage |sol ation)

Transparent Branching ensures that Rl (EXECUTE) operations do not
directly nodify the host filesystem Al wites are redirected to a
per-session branch directory that can be di scarded or nerged after

human revi ew.

A conforming inplementati on MIJST provide a nmechani smthat satisfies
the follow ng requirenents:

* The Agent MUST NOT be aware that it is operating in a branch
* Reads MUST access the real underlying files.

* Wites MIST be captured in the branch directory, not applied to
the original filesystem

* The branch MUST be di scardable (drop) w thout affecting the
original filesystem
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* The branch MJST be nergeable (apply) to the original filesystem
after human revi ew.

* High-volunme 1/0O SHOULD be redirected to volatile storage to keep
the branch diff mninmal.

An i nmpl enentati on MAY use the synlink tree approach described in
Appendi x C.6 and the volatile cache redirection described in
Appendi x C. 7.

The following directories SHOULD be excl uded from branchi ng:

* Version control netadata (.git/)

* Build artifacts (target/, node_nodul es/)

* System caches

This is the nmechani sm by which RL (EXECUTE) achi eves "storage | oss

zero." The branch itself serves as forensic evidence: humans can
review the branch diff at any tinme and decide to nerge or discard.

[ el ey e

| Property | Traditional Sandbox | Transparent Branching

| Agent awareness | Detectable | I'nvisible

o e e e oo o e e e e o e e e e

| Functionality | Restricted | Full

O O

| I'solation | Kernel (cgroup, etc.) | Userspace

oo mmeeemeeaaaas o meeeeeeeeeccieaaaas o meeeeeeeeecieaaaas

| Privilege | Root / elevated | None

o e e e oo o e e e e o e e e e

| Recovery | Reset container | Drop or nerge branch

O S

| Cross-platform | Linux-only (usually) | Al major OS

dememmeeeemeeaaaas T o meeeeeemeeecieaaaas

| User acceptance | Low (rejected) | High (invisible)

o e e e oo o e e e e o e e e e
Tabl e 4

Error Codes

SASS defines structured error codes:

* 1-9: ACL / Authentication
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10-19:

20- 29:

30- 39:

40- 49:

50-59:

60- 69:

70-79:

80- 89:

90- 99:

Executi on

File Transfer
Configuration

TLS

Capability

Sessi on

Agent Key Aut hentication
Threat Defense

Local Host Def ense

100-109: Total Response Mapping (v1.4)

New error codes in SASS vl. 4:

*

10.

10. 1.

The security node
possi bl e Agent behavi or,
predefined responses (RL~R6),

100:

101:

102:

103:

104:

105:

RESPONSE_CHALLENGE_REQUI RED ( R2)
RESPONSE_THROTTLED ( R3)
RESPONSE_VI _SWAP_ENGAGED ( R4)
RESPONSE_TARPI T_ENGAGED ( R5)
RESPONSE_DROPPED ( R6)

Rl NG_BUFFER DATA LGSS (resume too ol d)

Security Considerations

Total Response Mappi ng Guar ant ee

integrity and bounds | oss.

Chang
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of SASS vl1.4 is built on a single axiom for every
t he daenon produces exactly one of six
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The undecidability of semantic program properties (Rice's Theorem
1951 [Ricel953]) inplies that no static analysis can determ ne
whet her an arbitrary Agent command sequence is 'safe.’ SASS
addresses this fundanmental limtation not by attenpting to decide
safety, but by ensuring that every possible behavior maps to a
bounded response.

This is a departure fromtraditional security nodels that attenpt to
enuner ate and bl ock known attacks. The Total Response Mappi ng node
provi des the foll ow ng guarant ees:

1. Conpleteness: The state nmachine in Section 3.2 covers every
possi bl e code path. There is no "else" branch that |eads to an
undefined state.

2. Determinism Gven the sane input and the sanme daenon
configuration, the sanme response is always produced.

3. Storage Safety: No response (RL~R6) results in unrecoverable
modi fication to the host fil esystem

4. Loss Bounding: R1~R4, R6 produce zero |loss; R5 externalizes
commercial loss to the attacker

5. Auditability: Every state transition is logged to a forward-
secure audit chain (Section 10. 3).

10.2. Safety Gradient (7-Layer Loss Boundi ng)

Si ngl e-l ayer defense is inherently inperfect. SASS does not claim
any single layer is unbreakable. |Instead, |ayers forma Safety
Gradi ent: each layer bounds the worst-case loss if all |ayers above
it are conproni sed

Layer 7: Transparent Branching + VFS Diff

Layer 6: Watchdog + Quota

Layer 5: 13Policy (conmmand cl assification -> R1L~R5)
Layer 4: Capability Mdel (five-dinensional -> R4)
Layer 3: Session Auth (application-layer identity)
Layer 2: TLS 1.3 + EKM Bi nding (transport + bi ndi ng)
Layer 1: ACL (CIDR whitelist, first-packet -> R6)
Layer 0: Shell-less Execution (explicit args)
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| Layer | If breached, attacker gains | Maxinmum | oss |
[ ettty e ——————————————————————— Ll p—p—p—(——r L
| L1 | Can reach transport | Zero (L2 TLS) |
S D e +
| L2 | Has encrypted channel | Zero (L3 auth) |
Fommma - T T e dememmeeeieeaaaas +
| L3 | Has valid session | Cap-bounded |
R, o e e e e e e e e m o o e e e oo +
| L4 | Executes beyond cap | Branch-bounded |
S D O +
| L5 | Bypasses cnd cl ass | Wat chdog-bound |
Fommma - T e e mmeeeeieeaaaas +
| L6 | Tarpit/Quota fail | Audit-bounded
R, o e e e e e e e e m o o e e e oo +
| L7 | Audit conprom sed | Apocal yptic (*) |
S D S +

Table 5

(*) Mtigated by cryptographic hash chain + external anchoring. An
i mpl ement ati on MAY use ED25519 as described in Appendix C 4

10.3. State Transition Auditing
Every state transition in the 6-Response state nmachi ne MJUST be
recorded in an append-only audit log with the following integrity
guar ant ees:
1. Hash Chain: Each audit record MJST include a hash conputed over
the previous record’ s hash, the current event data, and the
ti mest anp.

2. Cryptographic Signature: Each audit record MJST be signed by the
daenon’s private key.

3. Non-repudiation: The conbi nati on of hash chain and signature
provi des non-repudi abl e evi dence that events occurred in the
recorded order.

SASS audits state transitions, not conmmand strings.
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as

10. 4.

10. 5.

Chang

| Traditional Audit | SASS Audit |
[} e —————————————_ e p—p—_—— L
| Records "what" happened | Records "what", "why", "which R' |
e e +
| Evidence: disputable | Evidence: deterministic |
o meemeemeeeeacciaeaaaas e T Y +
| Tanper resistance: low | Tanper: hash chain + signature |
o e e e e e e oo T +
| Retrospection: limted | Retrospection: full causal chain |
e e +
Table 6
i npl ement ati on MAY use ED25519 signatures with SHA256 hash chai ns

described in Appendi x C. 4.
Transport-Layer Considerations

ALPN Packet Splitting and Stripping: Checked via Content-Type
cross-verifications (Section 4.3).

Deconpr essi on Huf fman Tree CPU DoS: Header parsing is linmted to a
maxi mum 50ms wi ndow (Section 6. 2).

TCP Zer o- W ndow Socket Lockout: Sol ved via send tineout
(Section 8.3.3).

TLS 1.3 O-RTT Replay Attacks: Mtigated via exported keying
material binding (Section 4.4).

Forward- Secure Audit Trail Invalidation: Mandates public key one-
way push and external TSP [ RFC3161] anchors.

Sessi on Bi ndi ng: Sessi on tokens bound to IP and identity, non-
transferable.

DoS vi a Connecti on Exhaustion: The Tarpit concurrency gate
(Section 8.3.2) caps active defense sessions.

Shell Injection: Al comrand execution uses direct process
creation APIs without shell interpretation (Section 7.1).

Known Limtations

Kernel -1 evel sandbox (Layer 8) is not yet inplenented.
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2. Transparent Branching does not capture non-fil esystem side
effects.

3. Userspace branchi ng nmechani sns are detectable by sophisticated
Agent s.

4. Ring Buffer overflow causes data loss if the client disconnects
too | ong.

5. Channel Binding requires both endpoints to support exported
keying material .

6. Vi Swap effectiveness depends on Agent architecture.
6. Version Dom nance C aim

SASS enpl oys Second-order Stochastic Dom nance (SSD) [ RS1970]

[ HR1969], building on the riskiness index framework of [AS2008], as a
formal framework for conparing protocol versions. This is a
comparative claimbetween versions, not an absolute security netric.
SASS does not claimto prevent all attacks; it clains that each
successive version reduces tail risk relative to its predecessor

Let (Orega, F, P) be a probability space where Orega is the set of

al |l possibl e agent behavi oral sequences, F is the Borel signa-al gebra
generated by state nmachine transition events, and P is the physica
probability neasure over agent behaviors. For each protocol version
Vn, let Ln: Omega ->[0, M be the bounded | oss random vari abl e
with M< infinity, and let F n denote its cunulative distribution
functi on.

Version V_{n+1} dominates V.n in the sense of SSDif:
For all x in R

integral from-inf to x of F {n+1}(t) dt
<= integral from-inf to x of F_n(t) dt

with strict inequality for at |east one x.

By the theorem of Rothschild and Stiglitz [RS1970], this is

equi valent to stating that every risk-averse operator (i.e., every
operator with a concave utility function) weakly prefers V_{n+l1} over
V_n. Wen the expected loss is preserved (E[L(V_{n+1})] =
E[L(V_n)]), SSDis equivalent to V_n being a mean-preserving spread
of V {n+1}: the new version concentrates probability mass toward the
mean, reducing tail risk.
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Branch Elimnation Sufficiency: Let B be a subset of Orega
representi ng behavioral branches elinmnated in V_{n+l} with P(B) > 0.
If the loss values on B satisfy L(omega) >= E[L_n] for all onega in B
(i.e., elimnated branches have above-average | oss), and the
probability mass P(B) is redistributed to branches with L(onega) <=
E[L_n], then the SSD integral condition holds. Intuitively, renoving
hi gh-1 oss branches and redistributing their probability mass to | ow

| oss branches shifts the CDF leftward in the upper tail while
preserving or inproving the lower tail, satisfying the integra
condition pointw se.

For exanple, SASS vl1.4 introduces Vi Swap (Section 8.3.1), which
elimnates the "retry after violation" branch present in vl1.3. Since
this branch has above-average | oss (repeated unauthorized attenpts

i ncur cumul ative damage), its elimnation satisfies the SSD integra
condi tion.

If additionally E[L(V {n+1})] <= E[L(V_n)] (the new version reduces

expected | oss), then domi nance holds a fortiori, as SSDis a partia

order that permts nean inprovement. SSDis also transitive: if V_3
dom nates V.2 and V_2 domnates V_1, then V_3 dom nates V_1.

| npl enent ati ons cl ai m ng Version Dom nance conpliance MJUST
denmonstrate, for each elimnated behavioral branch, that the branch
has above-average | oss and that the probability redistribution
satisfies the SSD i ntegral condition.

Privacy Consi derations

In nmost inplenentations, the privacy of the principal entity "Agent"
in this protocol exists in an amnbi guously heuristic | andscape. On
one hand, as a userspace runtine process, at the OS | evel and
Internet application [ayer, an Agent SHOULD be treated as a
connection with a reasonabl e expectation of privacy. In practice,
however, an Agent is conposed of a Mddel (typically an LLMin current
depl oynents), an Agent framework, an interface layer, and tools. The
core Model conponent, in the majority of application scenarios, is
whol |y operated as part of a commercial hyperscal e network service.

Users’ privacy in such deploynments is limted to 'recoverable’

i mpl ementations (see GDPR Article 17 (Right to Erasure) [ GDPR],
Article 15 (R ght of Access), Article 20 (Right to Data Portability),
and the California Consumer Privacy Act Section 1798.105 (Right to
Del etion) [CCPA], Section 1798.100 (Right to Know)). A greater

vol ume of ’non-recoverable’ data — including U telemetry, A/B
testing efficacy nmetrics, and behavioral traces — is lost to the gap
bet ween networ k protocol devel opnent and the perpetually | agging
regul atory inplenentation architectures
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In effect, the totality of actions performed by an Agent through its
LLM via the interface framework’s "tools,’” at the OS and Internet
levels, is captured within the Session Context. This is a direct
mappi ng of user input through the nodel’s attention mechani sm

In a post-attention paradigm all Loggers becone the Log itself, and
what was formerly the Log falls back to runtine. At this point, even
the boundary and direction of downgrade attacks beconme ambi guous:

when the nore application-oriented Web i s unobstructed for Agents,
while the less application-oriented POSI X — through synchronous,
interactive, standard ASCI| bus semantics — readily blocks them then
perhaps a protocol that specifies no Internet standard (cf. RFC 2555)
may be the only one i mune to downgrade attacks.

1. SASS Privacy Requirements

SASS Daenpns MJST NOT | og Agent session content beyond what is
required for the forward-secure audit trail (Section 10.3).

SASS i npl enent ati ons MJST provi de a session content purge mechani sm
that allows operators to renove session data in conpliance with
appl i cabl e data protection regul ations.

The privacy boundary in SASS is at the Daenon |evel; privacy
guar ant ees upstream of the Agent (i.e., within the LLM provider’s
infrastructure) are explicitly out of scope for this specification

2. Inference Proxy Non-Surveillance Guarantee

Consi stent with BCP 188 [ RFC7258], which establishes that pervasive
monitoring is an attack, SASS deploynents that include an inference
proxy component (i.e., a local reverse proxy interposed between the
Agent runtine and the vendor’s cloud inference API) MJST adhere to
the follow ng constraints:

1. Content Opacity: The proxy MJST NOT inspect, log, store, forward,
or derive information fromthe content of inference request or
response payl oads transiting through it. This includes pronpt
text, nodel -generated responses, tool call argunents, and too
call results.

2. Metadata-Only Operations: The proxy MAY operate on netadata
fields (e.g., section identifiers in pronpt configuration
directives) but MJST NOT access content fields within the sanme
message structure.
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13.

13.

3. No Behavioral Profiling: The proxy MJST NOT aggregate, correlate,
or anal yze netadata across sessions to construct behavi oral
profiles of the operator or the Agent.

4. Operator Transparency: |f a SASS depl oynent includes an inference
proxy, this MJST be disclosed to all parties whose inference
traffic transits the proxy.

SASS i s designed to defend operators agai nst vendor-injected

behavi oral override, not to enable operator surveill ance of nodel
interactions. An inference proxy that violates the above constraints
is non-conpliant with this specification, regardl ess of the
operator’s stated intent.

I ANA Consi derations
Thi s docunent requests registration of:
* ALPN protocol identifier: "x-sakirpc-v5"
* MM type: "application/grpc+saki”
* TCP port: 19284
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Pr ot obuf schenma maintai ned i n proto/saki ssh. proto.
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syntax = "proto3";
package saki ssh;

servi ce Saki SSH {

rpc Execut e( Execut eRequest)
returns (ExecuteResponse);

rpc Execut eStrean Execut eRequest)
returns (stream StreamResponse);

rpc Cancel (Cancel Request)
returns (Cancel Response);

rpc Signal (Si gnal Request)
returns (Signal Response);

rpc Fil eUpl oad(stream Fil eChunk)
returns (FileTransferResponse);

rpc Fil eDownl oad( Fi | eDownl oadRequest)
returns (stream Fil eChunk);

rpc RawFi | eTr ansf er (stream RawFi | eChunk)
returns (RawFil eTransf er Response) ;

rpc Aut henti cat e( Aut hRequest)
returns (AuthResponse);

rpc CognitiveChall enge(Chal | engeRequest)
returns (Chall engeResponse);

rpc SecurityStatus(SecurityStatusRequest)
returns (SecurityStatusResponse);

rpc Ping(Pi ngRequest)
returns (PingResponse);

}

Key v1.4 additions to SAMM nessage fi el ds:

/| Execut eRequest additions:

bool is_reattach = 7; /'l Reconnection flag
uint64 resunme_offset = 8; // Ring Buffer resune position

/1 StreanResponse additions:

bool is_queued = 4; /1 Quota queuing indicator
i nt 32 queue_position =5; // Queue position (O
ui nt 64 offset = 6; /1 Ring Buffer byte offset

/1 Chal | engeRequest additi ons:

June 2026

not queued)

bytes client_ekmhmac = 2; // HVAC of exported keying nmaterial

Appendi x B. Reference |nplenentations

Ref erence i mpl enent ati on (devel opnment codenane: Saki AgentSSH) i s

avai l abl e at:

https://github. com Saki -tw Saki SSH Saki - Agent - Secur e- St r eam
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the reference inpl enentati on spans four | anguage
The foll ow ng table

B.1. Cross-Platform I nplenentation Mtrix
B ool ey ooy oo el sy s s
| I npl ement ati on| Language| Pl at form Rol e | Pl ugi ns| Source Path |
b bbby ooy oo pufes oy = ol s fums o s ooy e oo et
| Rust Daenobn | Rust | Li nux, | Daenon|7/7 | saki-ssh- |
| | | macCs, |+ | | daenon/ |
| | | Wndows | Cient| | |
oo S S ommmo - S Fom e +
| Go | Go | Li nux, | Daenon|7/7 | go-sakissh/ |
| I npl ement at i on| | macCS, |+ | | |
| | | Wndows | Cient| | |
oo S R S R Foommo- oo Fom e +
| C# W ndows | C# | Wndows | Daenon| 7/ 7 | wi ndows- daenon- |
| Service | | | | | csharp/ |
S Fomm e - o - Fomm e - o - Fom e e - - Fomm - - o e e e e oo - +
| Swift macOS | Swift |macOS | dient|4/7 | Saki Agent SSH- |
| dient | | | | | dient/Sources/ |
I I I I I | Plugins/ I
oo S S Foommo- S Fom e +
Table 7
B.2. Rust Daenon (Prinary)

Primary Rust daenon (saki-ssh-daenon/) and client (saki-ssh-client/)

provi de the canoni cal

Pl ugi ns.

Chang
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| File | I'nplenments |
[5 emesfomms b esoe b esoe s ese s ese s es s sesos s ess s os s ess s ess s esps s ps s e
| v6_integration.rs | 6-Response state machi ne |
R . +
| tarpit.rs | RS (TARPIT) + R4 (VI_SWAP) |
T T +
| session.rs | Ring Buffer + Session lifecycle |
T o e e e e e e e e e e e e e e +
| branch_mgr.rs | Transparent Branching |
R . +
| env_injector.rs | Volatile cache redirection |
T T +
| audit.rs | Hash chain audit |og |
T o e e e e e e e e e e e e e e +
| watchdog.rs | Process tineout nonitor |
R . +
| local host _defense.rs | Local Host spoofing defense |
dem e mmemeeemeaeeaaas T Y +

B.3. Go Inplenmentation

The Go inplenentation (go-sakissh/) provides a full daenon and client
with all seven Plugins, serving as the secondary cross-platform
reference. The Go daenopn uses goroutine-based concurrency for the
Tarpit slowdrip nechanismand the standard |ibrary crypto/
chacha20pol y1305 for cognitive chall enges.
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B. 4.

| Plugin | Go Package |
[5 emesfoms b besoe b esoe s esoe s ese s ess s es s e fes el ess s esee s e s ps s ps s
| ChaCha20 Cognitive Challenge | pkg/plugins/chacha20 |
o m oo e e e oo +
| TLS Exporter Binding | pkg/plugins/tlsexporter |
o m oo Fom oo +
| Zero-Allocation Tarpit | pkg/plugins/tarpit |
o e e e e e e e e e o o e e e e e e oo +
| ED25519 Audit | pkg/ pl ugi ns/ audi t |
e oo +
| Vi Swap | pkg/ pl ugi ns/ vi swap |
o m oo Fom oo +
| Transparent Branching | pkg/ pl ugi ns/ branch |
o e e e e e e e e e o o e e e e e e oo +
| Envlnjector | pkg/ pl ugi ns/ envinj ector |
o m oo o m oo +
Table 9

Ctt W ndows Servi ce Daenon

The C# inpl enmentation (W ndows-daenon-csharp/) provides a native

W ndows daenon running as a .NET 8 Worker Service. It inplenents all
seven Plugins and uses Rust FFI interop via P/lnvoke for perfornmance-
critical cryptographic operations (ChaCha20-Pol y1305 and ED25519).

Key architectural decisions for the Wndows platform

*

Chang

Service lifecycle nmanaged via M crosoft. Ext ensi ons. Hosti ng
Backgr oundSer vi ce

gRPC transport via Gpc.Net.Client with Ssl Credentials for TLS 1.3

Rust FFl: native ChaCha20 and ED25519 operations |inked via
[DilInport("sass_crypto ffi")]

Tarpit buffer uses ArrayPool <byte>. Shared for zero-allocation
stream ng (Appendix C. 3)

Transparent Branching uses NTFS Junction Points with symink-to-
hardl i nk-to-copy three-|evel degradation (Appendi x C. 6)

Envi ronment variable injection targets YEMP% sass_vol\ for
W ndows path conventions
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| Pl ugin | C# d ass | Notes |
[} e —————— e pp—p—————————————_ Ll p—_ o
| ChaCha20 | ChaCha20PI ugi n | Rust FFI interop |
| Cognitive | | |
| Chal | enge | | |
I ISP oo mmeeemeeaaaas e +
| TLS Exporter | T sexporterPlugin| SslStream ExportKeyi ngVaterial |
| Bi ndi ng | | |
S o e e e e oo T +
| Zero- Al | ocati on| Tar pi t Pl ugi n | ArrayPool zero-alloc |
| Tarpi t | | |
IRy oo mmeeemeeaaaas e +
| ED25519 Audit | Audit Pl ugin | Rust FFI interop |
T o e e e oo o e e e e e e e e e e e o m o +
| Vi Swap | Vi SwapPl ugi n | ConHost ANSI VT |
S I . +
| Transpar ent | BranchPl ugi n | NTFS Junction |
| Branchi ng | | |
o m e e e oo - o e e e e oo - o m e e e e e e e e e +
| Envl nj ect or | Envl nj ect or Pl ugi n| %EMP% sass_vol \ |
S o e e e e oo T +

B.5. Swift macOS Plugins dient
The Swift inplenmentation (Saki Agent SSH C i ent/ Sources/ Pl ugi ns/)
provides a native macCS client with four Plugins using Apple’'s
CryptoKit framework and Network.framework for TLS 1.3 transport.

The Swift client inplenents the foll ow ng subset of Plugins, chosen
for client-side rel evance:
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The remaining three Plugins (Tarpit,
are daenon-si de nmechani snms and are not

net -Draft

| ChaCha20
| Cognitive
| Chall enge
| TLS

| Exporter

| Binding

| ED25519
Audi t

i mpl ement ati ons.

Appendi x C

Saki
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------------------------- e
TLSExporterPlugin.swift | Network.franmework |
| sec_protocol netadata

I I

------------------------- e
Audi t Pl ugi n. swi ft | CryptoKit |
| Curve25519. Si gni ng |
------------------------- T
Envl njectorPlugin.swift | Foundation |
| Processlnfo |
------------------------- e

Tabl e 11
Vi Swap, Transparent Branchi ng)

required for client

Studi o Pl ugi ns Reference | nplenmentation

Thi s appendi x describes the specific algorithns and data structures
used in the Saki
and | NFORVATI VE

Studi o reference i npl ementation

These are OPTI ONAL

Studi o i mpl enent ati on uses ChaCha20- Pol y1305 [ RFC8439] as

12- byt e nonce,

is encrypted via ChaCha20-Pol y1305 using the key,

is stored with a 60-second TTL.

ci phertext) to the agent via Aut hResponse.

Agent decrypts using the pre-shared key and returns the recovered

C.1. ChaCha20- Pol y1305 Cognitive Chall enge
The Saki
the cognitive chall enge nechani sm
1. Daenobn generates a random 32-byte symetric key,
and 64-byte random pl ai nt ext.
2. Plaintext
nonce, and the TLS Exporter binding value (Appendix C. 2).
3. The tuple (key, nonce, plaintext)
4. Daenmon sends (nonce,
5
pl ai ntext via CognitiveChall enge RPC
Chang Expi res 3 Decenber 2026
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6. Daenon perforns constant-tine conparison

The choi ce of ChaCha20-Pol y1305 is not prescriptive. Any
cryptographic prinmtive producing high-entropy, pattern-resistant
output is suitable for the cognitive chall enge nmechanism The core
requirenent is that the challenge ciphertext MJST be

i ndi stinguishable fromrandomto an observer |acking the shared key.

As of this witing, ChaCha20-Pol y1305 [RFC8439] is the only algorithm
for which a reference inplenmentation exists within the SASS codebase.
Future candi dates (e.g., AES 256-CGCM XChaCha20) MAY be added as they
become avail able, at which point this count will be updated.

C.1.1. C# Inplenentation Notes
The C# W ndows Service daenon del egat es ChaCha20- Pol y1305 operati ons
to a Rust FFI library (sass_crypto ffi.dll) via P/Invoke. This
ensures constant-tine operations and avoi ds nmanaged-code tim ng side-
channel s inherent in .NET's JIT conpilation. The FFI boundary uses
fixed-size byte arrays (Span<byte>) pinned via GCHandle to prevent GC
rel ocation during cryptographi c operations.

C. 2. TLS Exporter Binding for Cognitive Challenge

The Saki Studio inplenmentation derives keying material fromthe TLS
session via RFC 5705 / RFC 9266 tls-exporter:

Label : " EXPORTER- saki ssh- chacha20-v14"
Context: Session UU D (16 bytes)

Length: 44 bytes (32-byte key + 12-byte nonce)
The resulting keying material is split into:

* Bytes 0-31: ChaCha20 encryption key

* Bytes 32-43: ChaCha20 nonce

The client independently derives the sanme keying material and
includes an HVAC i n the Chal | engeRequest.client_ekm hmac field:

client_ekm hmac = HVAC SHA256( EKM key, session_id)
C.3. Zero-Allocation Tarpit Static Buffer
The Saki Studio inplenmentation uses a single, process-global 64 KiB

buffer of high-entropy randomdata, initialized once at daenobn
startup via OncelLock:
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static STATI C_ENTROPY: OncelLock<Vec<u8>>
= OncelLock: : new();

Streani ng paraneters:
* Total payload: 40 MB
* Chunk size: 64 KiB
* Inter-chunk delay: 500 ns
* Total chunks: 640
* Total duration: ~320 seconds
* Concurrency gate: Atomicl32 counter, max 32

C. 3.1. C# Inplenentati on Notes
The C# Tarpit plugin achieves zero-allocation stream ng using
Ar r ayPool <byt e>. Shar ed. Rent (65536) for the entropy buffer. Each
slowdrip chunk is served fromthe rented buffer w thout additional
heap allocation. The buffer is returned to the pool via a try/
finally block upon session conpletion or cancellation. The
concurrency gate uses Interlocked. | ncrenment/Decrenment on a shared int
field, equivalent to the Rust Atom cl 32 approach.

C. 4. ED25519 Hash Chain Audit Log

The Saki Studio inplenmentation uses ED25519 [ RFC8032] signatures with
SHA256 hash chai ns:

* timestanp: RFC 3339 tinestanp

* event: Structured event data (JSON)

* chai n_hash: SHA256( previ ous_chain_hash || event_json || timnestanp)
* signature: ED25519 Sign(daenon_private_key, chain_hash)

The first record s chain_hash uses the seed "SASS CGENESI S BLOCK".
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C.5. Vi Swap ANSI Escape Sequence

[} e ———— e —p—_——————————————————————(———r
| Byte Sequence | Purpose |
[ ety ety o}
| \'x1b[ ?1049h | Enter alternate screen buffer |
I Iy T T T r ey +
| \'x1b[2J | Cear entire screen |
T o e e e e e e e e e e e e e o m o +
| \'x1b[H | Move cursor to top-left (1,1) |
S I O +
| \x1b[ ?25I | Hide cursor |
I Iy T T T r ey +
| \'x1b[24; 1H | Move cursor to bottom status |ine

T o e e e e e e e e e e e e e o m o +

Tabl e 12

C.5.1. C# Inplenentati on Notes

On Wndows, the Vi Swap defense requires Wndows Consol e Host
(ConHost) ANSI Virtual Term nal (VT) processing to be enabled. The
C# inplenmentation calls SetConsol eMode( handl e,

ENABLE VI RTUAL_TERM NAL_PROCESSI NG via P/l nvoke on the stdout handl e
before emtting ANSI escape sequences. For W ndows Term nal and
Power Shel | 7+, VT processing is enabled by default; for |egacy

cnd. exe hosts, the daenpn enables it at session initialization. |If
VT processing cannot be enabled (e.g., headl ess service w thout
console), the Vi Swap plugin falls back to sending raw UTF-8 noi se
patterns that achieve the same LLM halting effect without relying on
terminal interpretation.

C.6. Transparent Branching via Symink Tree

/tnp/ sass_branches/ {session_id}/

+-- src/ <- real directory (created)
| +-- main.rs <- symink -> /orig/src/min.rs
| +-- lib.rs <- symink -> /orig/src/lib.rs

+-- Cargo.tom <- symink -> /orig/Cargo.ton

Excluded directories: target/, .git/, node_nodul es/

Branch lifecycle:

* create_mcro_branch(session_id, target_dir) -> branch path

* nmerge_branch(session_id) -> apply diff to real FS
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* drop_branch(session_id) -> rm-rf branch dir
C.6.1. C# Inplenmentation Notes

On Wndows (NTFS), the Transparent Branching plugin inplements a
three-level degradation strategy for filesystemisolation:

1. NTFS Junction Points (preferred): Used for directory-Ievel
branching via CreateSynbolicLink with
SYMBOLI C LI NK_FLAG DI RECTORY. Requires no elevated privileges on
W ndows 10 1703+ with Devel oper Myde enabl ed.

2. Hardlinks: If Junction Points are unavailable (e.g., cross-
vol ume), individual files are hardlinked via CreateHardLi nk.
Thi s preserves copy-on-wite semantics at the file level.

3. Full copy: If hardlinks fail (e.g., FAT32 USB vol unes or cross-
filesysten), the plugin falls back to File.Copy with
overwite=false. This is the npst expensive fallback but
guar ant ees uni versal conpatibility.

The degradation level is logged to the audit trail so that operators
can assess the isolation guarantee provided for each session.

C.7. Volatile Cache Redirection

B oo oo sl s s oo s ool e s
| Detected Tool | Environment Variable | Redirect Target |
[ e ooy e e
| npm yarn/pnpm | npmconfig _cache | /tnp/sass_vol/npm |
Fom oo oo Fom oo +
| npm yarn/pnpm | YARN CACHE FOLDER | /tnp/sass_vol/yarn |
o e T o e e e +
| cargo/rustc | CARGO _TARGET_DI R | /tnp/sass_vol/ct |
Fom e oo Fom oo +
| cargo/rustc | CARGO HOVE | /tnp/sass_vol/ch |
e Fom e Fom e +
| pip | PIP_CACHE DI R | /tnp/sass_vol/pip |
o e T o e e e +
| (all commands) | TMPDIR | /tnp/sass_vol/tmp |
oo Fom e Fom oo +

Table 13
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C. 7.1. C# Inplenmentati on Notes

On Wndows, the Envlinjector plugin maps volatile cache paths to the
W ndows tenporary directory convention. The redirect targets use

YT EMP% sass_vol\ as the base path (typically resolving to

C.\ Users\{user}\ AppDat a\ Local \ Tenp\ sass_vol\). The W ndows-specific
redirect table:

| Environment Variable | Wndows Redirect Target |
| npmconfig_cache | SAENP%sass_vol\npm |
| YARN_CAGHE_FOLDER | SGEMPY% sass_vol \yarn |
| CARGOTARGET.DIR | SGEPY sass_vollct )
e e | oENP sass_vol teh )
| PP CAGEDR | SaENPY sass_vol \pip |
Crew s e | saENP sass_vol \tmp |
e oo +
Tabl e 14

Directory creation uses Directory.CreateDirectory which handles the
full path hierarchy. The plugin sets both TEMP and TMP environnent
vari abl es (W ndows convention) rather than the POSI X TMPDI R

Appendi x D. Pl atform Aware Depl oynent Consi derations

The Envlnjector plugin (Appendix C 7) performs environnent variable
scrubbing to prevent PATH based command injection by spawned agent
processes. On heterogeneous depl oynents, over-aggressive scrubbing
can cause cascading failures when OS-critical | oader dependencies are
renoved fromthe sanitized environment.

I mpl enent ati ons SHOULD define platformspecific preservation profiles
that exenpt variables required for basic process execution
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LOCALAPPDATA, and
the SystenB2
conmponent of PATH

these causes STATUS DLL_NOT_FOUND
(Exit Code 1) and silent process
term nation.

| Platform| Preserved | Rationale |
| | Variabl es | |
[ et pumel e fuses e s U
W ndows | SYSTEMROOT, | Wndows Loader requires SystenB2

| windir, | in PATHto locate

| USERPROFI LE, | veruntinmel40.dll and other MSVC

| APPDATA, |

I I

I I

I I

I
I
CRT dependenci es. Scrubbing |
I
I
I

| Li nux | /1ib, Jusr/lib | Prevents glibc and system shared

| | components of | library resolution failures. |
| | LD_LI BRARY_PATH | |
I | (if set) I I
S Fom e o m oo oo +
| macCs | DYLD LIBRARY _PATH | Prevents dyld resolution failures

| | (if set) | for system frameworks. |
Fomm oo - o e e e e oo oo o e e e e e e e e e e mmmemao - +

Tabl e 15
Addi tionally, inplenmentations SHOULD statically link the C runtine
library for all hel per binaries executed wthin SASS-managed
sessi ons:
* Rust: RUSTFLAGS="-C target-feature=+crt-static"
*  Go: OGO ENABLED=0
* (¢ Ct+: -static linker flag
Static linking elimnates dependency on the host environnment’s
dynanmic library search path, making binaries resilient to Envlnjector

scrubbing regardl ess of the preservation profile in effect.

Appendi x E.  Version History

[} ey J———————— s p—p—_——
| Version | Date | Changes |
| v1.0 | 2026-02 | Initial gRPC protocol, ACL, Token auth |
B B o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| vi.1 | 2026-03 | Active Threat Defense (13Policy, Tarpit, |
| | | ChaCha20 cognitive chall enge)

S S o m e e e e e e e e e e e e e e e e e eeee e +
| vi.2 | 2026-03 | ED25519 auth, Capability nopdel, Session |
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B B o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| v1.3 | 2026-05 | Control-Transport Decoupling, SAM TLS |
| | | Exporter, Zero-Alloc Tarpit, TOCTQU |
S S o m e e e e e e e e e e e e e e e e e eeee e +
| v1.4 | 2026-05 | Total Response Mapping, Safety Gradient, |

| | | Dual Standard, Transparent Branching, PTY
| | | Ring Buffer, Version Dom nance m | estone

Tabl e 16
Appendi x F. Changes from draft-saki studi o-sass-00

This section summari zes the substantive changes introduced in draft-
saki studi 0-sass-01 relative to draft-saki studi o-sass- 00:

* Added C# W ndows Service daenon reference inplenentation (w ndows-
daenmon-csharp/) using .NET 8 Wrker Service architecture with Rust
FFI interop for cryptographic operations. Al seven Plugins are
i mpl ement ed.

* Added Swift macCS Plugins client reference inplenentation
( Saki Agent SSH-Cl i ent/ Sour ces/ Pl ugi ns/) using Apple CryptoKit and
Net wor k. f ramework. Four client-relevant Plugins are inplenmented
(ChaCha20, TLS Exporter, Audit, Envlnjector).

* Added Go daenpn and client reference inplenentation (go-sakissh/)
with all seven Plugins using standard |library crypto/
chacha20pol y1305 and gor outi ne-based concurrency.

* Updated Appendi x B (Reference Inplenmentations) with a cross-
platforminpl ementation matrix covering Rust, Go, C#, and Swift
i mpl ement ati ons.

* Added C# I npl enentati on Notes subsections to Appendi x C Pl ugins:

- Plugin C.1 (ChaCha20): Rust FFI via P/lnvoke with pinned Span
buffers.

- Plugin C. 3 (Tarpit): ArrayPool <byte>. Shared zero-all ocation
st ream ng.

- Plugin C.5 (Vi Swap): Wndows ConHost ANSI VT processing
enabl enent with fall back for headl ess services.

- Plugin C. 6 (Branch): NTFS Junction Point with symink-to-
hardl i nk-to-copy three-1level degradation strategy.
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- Plugin C 7 (Envinjector): %EMP% sass_vol\ W ndows path
conventi on mappi ng.

Appendi x G Changes from draft-saki st udi o-sass-01

Thi s section summari zes the substantive changes introduced in draft-
saki studi 0-sass-02 rel ative to draft-sakistudi o-sass-01:

*

Repl aced Section 10.6 "Martingal e Al nost-Surely Superior (MAS)
Claim with "Version Dom nance Cdainf'. The -01 fornulation
referenced Martingal e neasure, It cal culus, and risk-neutral

g- measure, none of which appeared in the actual definition (which
uses SSD). The -02 fornul ation defines the probability space,
adds the Branch Elimnation Sufficiency condition, and cites the
original SSD literature (Rothschild-Stiglitz 1970, Hadar-Russell
1969) in addition to Aumann-Serrano 2008.

Added references: [RS1970] (Rothschild and Stiglitz, 1970) and
[ HR1969] (Hadar and Russell, 1969) for Second-order Stochastic
Dom nance.

Updated all occurrences of "MAS' term nol ogy throughout the
docunent to "Version Dom nance" for consistency with the revised
mat hemat i cal frameworKk.

Appendi x H.  Changes from draft-saki studi o-sass-02

This section sunmari zes the substantive changes introduced in draft-
saki studi 0-sass-03 rel ative to draft-saki studi o-sass-02:

*

Added Appendi x "Pl atform Aware Depl oynent Consi derations”
(Appendix D): platformspecific environnent variabl e preservation
profiles for Wndows (SYSTEMROOT, wi ndir, SystenB2 PATH), Linux
(LD_LI BRARY_PATH), and nacOS (DYLD_ LI BRARY_PATH). Motivated by a
production cascading failure where Envlnjector PATH scrubbing
caused STATUS DLL_NOT_FOUND on a W ndows x64 endpoint.

Added static CRT |linking reconrendation (SHOULD-Ievel) for all
hel per binaries executed within SASS-managed sessions: Rust +crt-
static, Go CGO ENABLED=0, C/ C++ -static.

Appendi x |. Changes from draft-saki studi o-sass-03

This section summari zes the substantive changes introduced in draft-
saki studi o-sass-04 relative to draft-saki studi o-sass-03:

*

Chang

Added Yi-Chung Dzeng to the Acknow edgnents section for direct
t el ecommuni cati ons cost assistance during the | ETF review peri od.
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