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Abst r act

Thi s docunent specifies the integration of the Areion cryptographic
pernutation into | Psec. Areion is a novel cryptographic prinmitive
designed to achieve significantly |lower |atency for encryption and
hashi ng operations conpared to traditional algorithms |ike AES-GCM
making it particularly suitable for high-performance VPNs and data
center interconnect scenarios. This specification defines the use of
Areion within Encapsul ating Security Payl oad (ESP), including the
associ ated keying materials and the necessary paraneters for Internet
Key Exchange (| KE).

The Areion pernmutation is fully described in [I-D. sakem -areion].
Thi s docunent focuses on incorporating Areion into |Psec.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 2 Cctober 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

| Psec RFC4301 [ RFC4303] provides nechanisns to ensure
confidentiality, integrity, and authenticity of |IP datagrans. A key
component of |Psec is the choice of cryptographic pernutations that
can neet the performance and security requirenments of diverse
environments. Traditional algorithns such as AES-GCM [ RFC4106] are
wi del y depl oyed due to their proven track record, and general AEAD
gui delines are provided in [ RFC5116]. However, as network speeds
increase and | atency-sensitive applications proliferate, there is a
growi ng need for cryptographic perrmutations optim zed for | ow

| at ency.

The Areion [I-D.sakem -areion] is designed as a | ow | atency
cryptographi c pernutation, offering both confidentiality and
integrity within a single prinmtive. By leveraging Areion within

| Psec ESP and negotiating its paraneters via | KE [ RFC7296], we can
achi eve efficient, scal able, and interoperable secure conmunicati ons.
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2. Conventions and Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", " SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in
this docunent are to be interpreted as described in RFC2119

[ RFC8174] .

3. Overview of Areion permutation in |Psec

Areion [I-D.sakem -areion] ains to reduce |atency by integrating both
encryption and hashing into a single pernutation. This integration
elimnates the overhead of separate operations, naking it suitable
for high-speed networks and | atency-critical environments.

4. 1Psec Integration
4.1. Keying Material

Areion uses a single session key from which sub-keys are derived for
encryption and hashing. These keys are negoti ated and derived
through the I KE protocol [RFC7296], in accordance with the procedures
defined in [I-D. sakem -areion].

4.2. ESP Processing

When used with ESP [ RFC4303], Areion replaces the conventiona
encryption and integrity algorithns:

1. *Encryption*: ESP payl oads are encrypted bl ock-by-bl ock using
Ar ei on.

2. *Integrity*: The integrated hashing function sinultaneously
comput es an aut hentication tag appended to the packet.

3. *Nonce Handling*: A per-packet nonce is used as described in
[1-D. sakeni - areion].

The ESP header format remai ns unchanged, and the SPI, sequence
nunber, and other fields operate as defined in [ RFC4303].

5. 1 KE Negotiation

Support for Areion is negotiated via |KE [ RFC7296]. The I KE
initiator and responder include the Areion pernutation in their
proposals, and if both agree, Areion is used for ESP encryption and
integrity. Paraneters such as key size and tag length are defined in
[1-D. sakemi -areion]. |nplenentations MJST support the key sizes and
tag |l engths specified in the Areion docunent.
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6. Security Considerations

The security considerations described in [I-D. sakem -areion] apply.
Areion ains to provide security properties conparable to widely
depl oyed al gorithns |ike AES-GCM [ RFC4106]. |Inplenenters nust ensure

proper key managenent, nonce usage (as detailed in

[1-D. sakemni-areion]), and conpliance with |IPsec replay protection
rules as defined in [ RFC4301]. Special attention SHOULD be paid to
the generation of unique nonces for each packet to prevent replay
attacks when using Areion with ESP.

7. | ANA Consi derations
For negotiating use of Areion for encryption algorithm IANA is

requested to assign two TransformIDs to the "Transform Type 1 -
Encryption Al gorithm TransformIDs” registry:

B = sfems b oo s s s ool e
| Nunber | Name | ESP Reference | | KEv2 Reference |
[ ool oo oo s el e sl ]
| TBD | ENCR AREION OPP | [This draft] | [This draft] |
+-------- I i T i I I i T +
| TBD | ENCR AREION OTR | [This draft] | [This draft] |
F----- - - I I I I T I I +

Table 1: Areion Transform | Ds

For negotiating use of Areion as PRFs for IKEv2, IANA is requested to
assign a new TransformIDs in the "Transform Type 2 - Pseudorandom
Function Transform I Ds" registry:

[ ool e ool s s oo s s s s el sl
| Nunmber | Nane | Status | Reference | |
R ety Lol e el el sty
| | TBD | PRF_HVAC AREI ON 256 | | [This draft] |
F----- - - +------ Feom e e e e e e e - - I I +

Tabl e 2: Areion PRF Transform | Ds
For negotiating use of Areion for integrity protection in |IKEv2 and

| Psec protocols, IANA is requested to assign a new TransformIDs in
the "Transform Type 3 - Integrity Algorithm TransformI1Ds” registry:
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[ oo bbb s oo s s e
| Nurber | Nane | Status | Reference |
[ ety s ey s el
| TBD | AUTH HMAC_ARElI ON 256_128 | | [This draft] |
F-------- I T il s IR I +

Table 3: Areion Integrity Al gorithm Transform | Ds
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Appendi x A,  Test Vectors

Test vectors for the Areion cryptographic pernutation in | Psec are
provi ded bel ow to assist inplenenters with verification and
interoperability testing. Actual test vectors including keys,
nonces, plaintext, ciphertext, and authentication tags are TBD and
will be specified in future revisions of this docunent.
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