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Abst ract
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pernut ati ons are constructed using AES round operations and are
designed for ultra-low |l atency inplenentations on nodern processors
with AES instructions. The Areion pernutations can be used as
bui |l di ng bl ocks in various cryptographic constructions, including
aut henti cated encryption and hashing of relatively short input data.
Additionally, it describes AEAD schenmes and hash functions
constructed from Areion.
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1. I nt roduction

The recent evolution of communication technol ogi es demands
unprecedented performance in data processing, especially in
net wor ki ng and secure data transnission. To address these denmands,
cryptographic prinmtives nust be designed to mnimze |atency while
mai ntai ning strong security guarantees. In particular, data-centric
architectures such as Content Delivery Networks (CDNs), |oT devices,
and 6G networks require cryptographic primtives that can offer both
robust security and high efficiency. Wde-block ciphers, which
operate on larger block sizes than traditional block ciphers, have
energed as a promising solution to address the limtations of 128-bit
bl ock sizes, such as those in AES-GCM Not ably, concerns regarding
the birthday bound security limtation of 64-bit data security in
AES- GCM have driven research into cryptographic primtives that can
provi de beyond- bi rt hday-bound security while maintaining conpetitive
per f or mance.

As shown in [SP800-38A], nmpodes of operation for block ciphers often
have inherent limtations in terns of security bounds due to the
fixed block size. For instance, AES-GCM provides a data security
bound linmted to approximately 2764 encrypted bl ocks when using a
128-bit bl ock cipher like AES. This limtation can be problematic in
hi gh-t hroughput applicati ons where | arge amounts of data are
encrypted under a single key. Therefore, there is a grow ng need for
crypt ographi c schenes that can offer higher data security bounds,
such as 27128, while also being efficient in practice. Mreover,
recent discussions, such as those in the public comments on NI ST
SP800- 38A [ Publ i cComment OnSP800- 38A], have enphasi zed the need for
re-eval uating bl ock ci pher nodes and considering alternatives that
can provide stronger security guarantees and better perfornmance
characteristics for nodern applications.
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This need for short-nmessage optim zation is driven by real -world
data, as detailed in [Areion]. In comunication environnents, the
overwhel ming majority of cases require encryption or hashing of short
inputs (up to 2K bytes). For exanple, 44%of "real-world" TCP/IP
packets are between 40 and 100 bytes long. Furthernore, the maxi num
packet |engths for protocols like Zi gbee (127 bytes) and Bl uetooth
Low Energy (47 bytes) are less than 128 bytes. Existing schemes are
often not optim zed for these common short inputs.

Areion is a novel cryptographic primtive designed to neet these
demands by providing highly efficient w de-block permutations based
on AES round operations. By using nbdern CPU instructions for AES
and SIMD (Single Instruction Miltiple Data) operations, Areion
achieves ultra-low | atency encryption and decryption while

mai ntai ning strong security guarantees. The Areion permnutations,
Arei on-256 and Areion-512, operate on 256-bit and 512-bit bl ocks
respectively, providing a flexible and scal able foundation for
constructing secure cryptographic schenes.

Thi s docunent focuses on the design and specification of the Areion
permut ati on al gorithm detailing the construction of Areion-256 and
Areion-512. The Areion pernutations are designed to be efficient
when i npl ement ed using AES instructions and SIMD capabilities on
nmodern processors, making them suitable for high-performance
cryptographi c applications. The design | everages AES round
operations, including SubBytes (SB), ShiftRows (SR), M xColums (M)
and AddRoundConstant (AC), to construct a secure and efficient
pernutati on suitable for various cryptographic constructions.

The design and anal ysis of Areion have been studied in detail in
[Areion]; this document provides an inplenentation-oriented
specification suitable for Internet deploynent.

Areion’s design is deeply influenced by the AES instruction set and
nmodern processor architectures, allowing it to achieve high

t hroughput and low | atency. By carefully selecting the nunber of
rounds, round constants, and the structure of the perrmutation, Areion
aims to provide a secure and efficient perrmutation that can serve as
a building block for authenticated encryption, hashing, and other
cryptographic prinmtives. This docunment specifies the ful

al gorithmic details necessary to inplenment the Areion pernutations
and their use in an AEAD schene based on the OPP (Offset Public

Per mut ati on) node.

In this docunment, we specify a detailed specification of pernutation
on Areion.

Sakem , et al. Expi res 20 August 2026 [ Page 4]



I nternet-Draft Ar ei on February 2026

Note: Wiile Areion can be applied for hashing, this document focuses
on the permutation, its use in authenticated encryption, and hash
functions built fromthe pernutation

1.1. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Design Rationale

Areion’s design is based on several key principles derived fromthe
extended analysis in [Areion], balancing high performance on nodern
CPUs with robust security margins.

2.1. Muximal Use of AES Instructions

Areion is designed to be inplemented solely using AES instructions,
such as aesenc in Intel AES-N or vaeseq and vaesntq in ARM/8 NEON
These instructions are anong the nost efficient and cryptographically
strong operations available in nodern SIMD instruction sets. This
approach avoi ds slower shuffle operations and | everages the deep
security analysis of the AES round function.

2.2. Pipeline-Friendly Feistel Structure

Modern processors can execute nmultiple AES instructions in parallel
through pipelining (e.g., Intel Ice Lake can pipeline up to 6 aesenc
instructions). Areion adopts a "pipeline-friendl y" Feistel-type
structure, which, unlike traditional Feistel schemes or Sinpira v2,
adds F-functions in a way that takes full advantage of this hardware
parallelism This structure allows for nore AES instructions to be
executed in parallel within a single round, significantly reducing

| at ency.

2.3. Systematic Search for Optimal Functions

The specific F-functions used in Areion-256 (F_ 1, F 2) and Areion-512
(F 0, F_.1, F_ 3) were not chosen arbitrarily. They are the result of
a systematic search over all possible conbinations of 1- and 2-round
AES operations. The chosen structures, (2, 1)-permfor Areion-256
and (0, 1, 0, 3, pi_l)-permfor Areion-512, were identified as
providing the best trade-off between the | owest nunber of AES
instructions required and the highest security | evel achieved agai nst
differential, linear, inpossible differential, and integral attacks.
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2.4. Round Counts and Security Margins

The nunber of rounds, 10 for Areion-256 and 15 for Areion-512, was
determ ned by detailed security analysis. This analysis (detailed in
Section 6) identified the | ongest possible attacks (e.g., 5-round
zero-sum for Areion-256, 10-round zero-sum for Areion-512) and
established the full round counts to provide a sufficient security
mar gi n agai nst all known cryptanal ytic techniques.

3. Design of Areion Pernutation

The Areion pernutation algorithmis designed to provide ultra-Iow

| at ency cryptographic operations while maintaining strong security
properties. The design |everages AES round operations and nodern CPU
instruction sets to construct efficient 256-bit and 512-bit
pernmut ati ons. These pernutations serve as the core conponents for
various cryptographic nodes, including authenticated encryption and
hashing. This section outlines the notations and the structure of
the Areion pernutation algorithmfor both Areion-256 and Areion-512

The round functions for Areion-256 and Areion-512 are illustrated in
Fi gure 1.
x0_r x1_r x0_r x1_r X2_r X3_r
I I I I I I
[---. | [---. | [---. |
I [ I [ I [
| v | | v | | v |
| [F2] | | [FO] | | [FO] |
I || I (. I [
I Te- e ->(4) I Tee () | Te- e ->(4)
I I I I I I
v I v I v I
[ F1] I [ F1] I [ F3] I
] R
| | | | | |
| | | "---- ----0
X I [ I
[\ I | I
/ \ \Y; vV Vv \Y;
% v X0 r+1 x1 r+1 x2 r+1 x3 r+1

x0_ r+1 x1_r+1
(a) Areion-256 (b) Areion-512

Figure 1: The round functions of Areion [Areion]
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3.

3.

3. 3.

1.

2

Not at i ons

SB:  SubByt es

SR:  Shi ft Rows

MC: M xCol umtms

AC. AddRoundConst ant operations of the AES round function. This
operation adds a round constant to the state, simlar to the
AddRoundKey operation in AES, but instead of a round key, a
constant is added.

N Bitwi se XOR operation

Function conposition, where the function on the right is applied
first

Functi ons

Based on the operations in the AES round function, we define four
128-bit functions F.i for i in {0, 1, 2, 3}. Each function maps a
128-bit state to a 128-bit state. The AES round operations SubBytes,
Shi ft Rows, M xCol ums, and AddRoundConstant are denoted by SB, SR
MC, and AC, respectively. AC(x, C) denotes the bitwi se XOR of a
128-bit constant Cto the 128-bit state x.

*  F_0(x)

MC SR SB(x)

*  F_1(x)

SR SB(x)

* For a given round index r, F_22{(r)}(x)
SR SB(x), RCr )

MC SR SB AC( MC

* For a given round index r, F_3"(r)}(x)
SB(x), RCr )

MC SR SB AC( SR

The constants RC r used in AC(, RCr) are the round constants
defined in Section 3.3. F_0 and F_1 do not use round constants.

Round Constants

Areion uses 128-bit round constants RCr for r =0, 1, ..., 14. The
constants are derived fromthe binary expansion of the fractiona
part of m and are given in hexadecimal notation in Table 1. Each
constant is used in little-endian byte order when applied by AC(x,
RCr).

Sakem , et al. Expi res 20 August 2026 [ Page 7]
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Table 1. Round constants RC r

In round r of Areion-256 (0 r 9) and Areion-512 (O
constant RCr is added to exactly one 128-bit word via AC(x, RC )
inside F 2*{(r)} or

F 3°{(r)}, respectively.

3.4. Areion-256 Pernmutation

I nput :

Pr ocedur es:

Let (xO,

Sakemn ,

et al.

x1) be the two 128-bit words of the input.

Expi res 20 August 2026

r

A 256-bit block divided into two 128-bit hal ves:
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14), the

x0 and x1.
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The Arei on-256 permrutation processes 10 rounds organi zed as 5 pairs.
Each pair of rounds swaps the paraneter positions to enable efficient
pi pel i ni ng:

For i fromO to 9 step
Round i: (x0, x1)
Round i+1: (x1, xO0)

.RoundFunction256(x0, x1, i)
RoundFuncti on256(x1, x0, i+1)

ITE N

Wher e RoundFunction256(a, b, r) is defined as:
rcO = RCr (round constant from Table 1)
rcl = 07128 (all-zero 128-bit val ue)
b := aesenc(aesenc(a, rc0), b)
a := aesencl ast(a, rcl)
return (a, b)

<t >Here, aesenc(state, key) perforns SubBytes, ShiftRows, M xColumms, then XOR
with key (corresponds to nmmaesenc_si 128 in Intel AES-N or equival ent), and aesencl ast (
state, key) perforns SubBytes, ShiftRows, then XOR with key without M xColums (correspon
ds to _mm aesencl ast_si 128).

Qut put: Concatenation of x0 and x1 after all rounds.
*| mpl enent ati on Note:* The paraneter swappi hg between round pairs
(x0,x1) — (x1,x0) is critical for correct operation and matches the
official reference inplenmentation

3.5. Inverse Areion-256 Permutation
The inverse permnutation, denoted Areion-256-1nverse, reverses the
steps of the forward pernutation. It takes a 256-bit bl ock (x0, x1)
as input and returns the original block.

The decryption process iterates fromround r = 9 down to O,
processing two rounds at a tinme to mirror the forward pair structure.

Sakem , et al. Expi res 20 August 2026 [ Page 9]
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/[l Initial state: (x0, x1) from forward out put

For i from8 down to O step 2
/1 Inverse Round i+1 (Odd round: |nput was (x1, x0))
[l In forward round i+1: x1 = F_1(x1), x0 = x0 XOR F_2(x1, i+1)
/1 Inverse operations:
x1 F_1_Inverse(x1)
x0 = x0 XOR F_2(x1, i+1)

/1 Inverse Round i (Even round: Input was (x0, x1))

/1 In forward round i: x0 = F_1(x0), x1 = x1 XOR F_2(x0, i)
/1 Inverse operations:

x0 F_1_Inverse(x0)

x1 x1 XOR F_2(x0, i)

return (x0, x1)

Where F 1 Inverse(x) is defined as:
return aesdecl ast (x, 07128)

And F 2(x, i) is the same forward function used in encryption
Not e: aesdecl ast(state, key) perforns |nverseShiftRows,
I nverseSubBytes, then XOR with key. This corresponds exactly to the
i nverse of aesenclast with a zero key.

3.6. Areion-512 Pernutation

Input: A 512-bit block divided into four 128-bit quarters: A B, C
and D.

Pr ocedures:
Let (A, B, C, D) be the four 128-bit words of the input.

For each round r fromO to 14:
For each round r fromO to 14:

1. x1 = x1 XOR F_0(x0)
2. x3 = x3 XOR F_0(x2)
3. x0 = F_1(x0)

4. x2 = F_3™M(r)}(x2)

5. Shuffle (x0, x1, x2, x3) -> (x1, x2, x3, x0) (Left Rotate).
Qut put is the concatenation of x0, x1, x2, and x3.

Qut put: Concatenation of A, B, C, and D

Sakem , et al. Expi res 20 August 2026 [ Page 10]
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4. Hash Functions Based on Areion

This section specifies hash functions built fromthe Areion
pernutations. Two short fixed-input hash functions, Areion256-DM and
Areion512-DM and a vari abl e-i nput hash function, Areion512-MD, are
defined. Al constructions are based on the Davi es- Meyer conpression
function and the Merkl e-Dangrd paradigm as described in [Areion].

4.1. Short Fixed-1nput Hash Functions

Ar ei on256- DM and Arei on512-DM are short fixed-input hash functions
built from Areion-256 and Areion-512, respectively. They are

i ntended for hashing a single 256-bit or 512-bit input block, for
exanpl e short keys, nonces, or identifiers. These constructions do
not define padding; callers MJIST supply inputs of the required bit

| engt h.

4.1.1. Areion256-DM
Input: A 256-bit string X
Qutput: A 256-bit hash value H

The input X is mapped to the two 128-bit words (L, R) used by
Areion-256 as specified in Section 3.4.

Ar ei on256- DM X) :
/1 Xis a 256-bit block mapped to (L, R
Y = Areion256(L || R
H=Y XOR X

return H

Here, Areion256 denotes the Areion-256 permutation, and all XOR
operations are taken bitwi se on 256-hit strings.

4.1.2. Areion512-DM
Input: A 512-bit string X
Qutput: A 256-bit hash value H
Let Y = Areion512(X) XOR X, where Areion512 is the Areion-512
permut ati on defined in Section 3.6. Interpret Y as a sequence of
sixteen 32-bit words Y=y O || y. 1 || ... || y_15, where y 0 is the

nmost significant 32 bits. Then the output His obtained by the
truncation function:

H=y 2 || y3 ||l y 61| y_7 1| y_8 1| y_9 1| y_12 || y_13

Sakem , et al. Expi res 20 August 2026 [ Page 11]
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This truncation matches the definition used in the Areion design
paper [Areion] for 512-bit pernutations instantiated in Davies-Myer
nmode.

4.2. Variabl e-1nput Hash Function Areion512-MD

Areion512-MD is a variabl e-input-length hash function built fromthe
Areion-512 pernutation using a Davies-Meyer conpression function in
the Merkl e-Dangrd framework. It outputs a 256-bit message di gest
and targets a 256-hbit preinmge security level, as in [Areion].

4.2.1. Padding and Message Par si ng

Arei on512- MD uses a paddi ng nmet hod anal ogous to that of SHA-256,
adapted to a 256-bit nmessage bl ock size.

G ven an input nessage Mof arbitrary length len(M bits, the padded
message i s conputed as foll ows:

* Append a single bit 1 to the nessage.

* Append k zero bits, where k is the snallest non-negative integer
such that len(M + 1 + k + 64 is a nultiple of 256

* Append a 64-bit big-endian representation of the original l[ength

len(M.

The resulting padded nessage has a bit length that is a nultiple of
256. It is then parsed intot 256-bit nmessage blocks MO, M1
M{t-1}; each block is treated as a 256-bit string.

4.2.2. Initial Val ue

Arei on512-MD uses a 256-bit initial hash value H{(0)} consisting of
two 128-bit words HO and H 1. These constants are identical to the
initial value of SHA-256, grouped into 128-bit words:

HO
H1

0x6a09e667bb67ae853c6ef 372a54f f 53a
0x510e527f 9b05688c1f 83d9ab5be0cd19

The pair (HO, H1) is used as the initial chaining value H{(0)}.
4.2.3. Conpression Function

The conpression function of Areion512-MD instantiates the Davi es-

Meyer construction with the Areion-512 pernutation as follows. Each

256-bit nmessage block Mi and the current 256-bit chaining val ue
H{ (i)} are conbined into a 512-bit input to Areion-512.
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Input to conpression for block i: The pair (Mi, H\{(i)}), where
both are 256-bit strings.

Qut put of conpression for block i: The next chaining val ue
HM{(i+1)}, a 256-bit string.

The 512-bit input to Areion-512 is forned by concatenating Mi and
H{ (i)} and mapping themto the four 128-bit words (A B, C, D) of
Areion-512 as foll ows:

Al|l B
Cl| D

M. i
H (i)

The conpression function updates the chaining value as foll ows:

H (i +1) = Areion512-DMA || B || C|| D

Areion512-DMM.i || H'(i))

where Areion512-DMis the function defined in Section 4.1.2.

Al'l concatenations above are in big-endian bit order, and XOR is
taken bitwi se on 256-bit strings.

4.2.4. Finalization and Qutput

After processing the | ast nmessage block M{t-1}, the final chaining
value HM{(t)} is returned as the 256-bit hash val ue:

Areion512-M(M = H'(t)

No additional finalization transformation is applied beyond what is
speci fi ed above.

5. Permutation-based AEAD with Areion

Thi s section describes authenticated encrypti on schenmes based on the
Areion permutations. |In particular, we focus on a variant of OPP
nmode instantiated with Areion-256, referred to as Arei on256- OPP

This section specifies the paraneters of an AEAD schene instantiated
with Areion-256 using the Ofset Public Permutation (OPP) nbde. W
refer to this instantiation as Arei on256-0OPP. The OPP node itself is
specified in [OPP-eprint]; this docunment fixes the permutation,
maski ng function, and key/nonce formatting for the Areion-based
instantiation.
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5.

5

5.

1.

2

3.

Par anmet er s

The paraneters for Areion256-CPP are defined as foll ows:

* Underlying pernutation: Areion-256 as specified in Section 3.4.
* Block size b: 256 bits.

* Word size w 64 bits.

*  Nunber of words in LFSR state n: 4 (the nmasking state is (x0, x1,
x2, x3)).

* Recommended key sizes: 128 or 256 bits.
*  Nonce size: 128 bits.

* Tag length: 256 bits.

Maski ng Functi on

The masking function of the Masked Even- Mansour (MEM construction
used inside OPP is inplenented by a word-oriented LFSR over 256-bit
states. Each state consists of four 64-bit words (x0, x1, x2, x3).
The LFSR update function ¢ is defined as foll ows:

(x0, x1, x2, x3) (x1, x2, x3, (x0 &t;&t;&t; 3) XOR (x3 &gt; &gt ;

Here, rotation to the left (<<<) and logical right shift (>>) are
taken on 64-bit words. Note: In the reference inplenentation and
test vectors, the right operation is instantiated as a |ogical right
shift (>> 5), not a rotation. For Areion256-0PP, >> 5 MJIST be
interpreted as logical right shift.

Key and Nonce Formatting

Let N denote the 128-bit nonce and K denote the secret key. The
underlying perrmutation in the MEM construction takes a 256-bit input
which is mapped to the two 128-bit words (L, R) for Areion-256

* For a 128-bit key K, the initial 256-bit input to Areion-256 is
N || K where Nis the nost-significant 128 bits and Kis the
| east-significant 128 bits. This concatenation is mapped to the
two 128-bit words (L, R = (N, K).

* For a 256-bit key K, this document RECOMMENDS the foll ow ng
initialization:

Sakem , et al. Expi res 20 August 2026 [ Page 14]
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L|]] R=(N]J]] 0r128) XOR K
Here, 07128 denotes the 128-bit all-zero value. In other words,
the 256-bit quantity (N || 07128) is XORed with the 256-bit key K
and the result is assigned to (L, R).
The foll owi ng subsections describe the full encryption and decryption
al gorithms, derived fromthe Generic OPP specification [OPP-eprint]
but instantiated specifically for Areion-256.

5.3.1. Hel per Functions

We define the foll owing hel per functions on the 256-bit state S =
(x0, x1, x2, x3):

¢ (S) The LFSR update function defined in Section 5.2: (x1, x2, X3,
(x0 <<< 3) XOR (x3 >> 5)).

B(S) Defined as ¢ (S) XOR S.
Y (S) Defined as ¢ (¢ (S)) XOR ¢ (S) XOR S.

Pad(X) Appends a single "1 bit to X, followed by the m ni mum nunber
of "0 bits to make the length a multiple of 256 bits.

Note that B (S) effectively multiplies the state polynom al by (x+1),
and v (S) multiplies by (x"2+x+1).

*VEM Hel per:* W define the hel per function MEM X, Y), which
corresponds to the MEM (Mask-Encrypt-Mask) operation used in OPP:

MEM X, Y) = Areion-256(X XOR Y) XOR Y
MEM | nverse( X, Y) = Areion-256-Inverse(X XORY) XORY

wher e Arei on-256-1nverse denotes the inverse pernutation of Areion-
256.

5.3.2. Areion256-0PP Encryption
*Input:* Key K (128/256 bits), Nonce N (128 bits), Associated Data A,
Message M
*Qutput:* Ciphertext C, Tag T (256 bits).

*Byte Ordering:* Al conversions between byte strings and 64-bit
words use Little Endian byte ordering.
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*Paddi ng: * The paddi ng function Pad(X) appends a single byte 0x01l to

the input X
length a multiple of 256 bits.

*Initialization:*

[/ Map (K, N) to initial
If |K] 128: S init = Nonce ||
El se (]| K] 256): S init
La = Areion-256(S init)
Le v (La)

mask La

Key
= (Nonce ||

/1 Initialize accumul ators
Sa = 07256 (Associated Data accurul at or)
Se 07256 (Encryption accunul at or)

*Processi ng Associated Data A *

Break A into 256-bit blocks AO, ..., A {h-1}
For i =0 to h-2:

/1 Absorb full block

B=Ai XOR La

P = Areion-256(B)

Sa = Sa XOR P XOR La

La = ¢ (La)

/1 Process last block A {h-1} (potentially partial
/1 Note:

Pad appends full
‘opp_absorb_| ast bl ock’ al ways pads.

foll owed by the m ni mum nunber of Ox00 bytes to nake the

07128) XOR Key

or enpty)

Ref erence inpl enentation treats enpty A sane as parti al

inlogic flowif separate function

bl ock?

process as full block

‘ opp_absorb_data':

If |A > 0:

La = B (La)

If |A{h-1}] == 256:
/1 Full last block treated as parti al
/1 But ref optimzation absorbs normally.
/1 Standard OPP Logic for Last Bl ock:
PadA = Pad(A {h-1}) // If already full,

/1 No, ref
/1 Ref logic: if input length is nultiple of block size,
S.

[l |If partial remaining, process |ast block.
/1 However, for consistency with ref

If A{h-1} is full block (processed in |oop):
(Al ready done)

Else (Partial A {h-1}):
PadA = Pad(A {h-1})
B = PadA XOR La
P = Areion-256(B)
Sa = Sa XOR P XOR La
La = ¢ (La)

Sakem , et al. Expi res 20 August 2026
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_Correction based on Reference: _ The reference ‘opp_absorb_data’
processes all full blocks. |If there is a partial remainder (or if
explicitly finalized), it calls ‘opp_absorb_|astbl ock".

‘opp_absorb_| astbl ock' applies ‘ B‘ to the mask, pads the input, and
absor bs.

/1 Corrected Logic matching ref ‘opp_absorb_data’ and ‘opp_absorb_I astbl ock’
Mask = La
Wiile |Al >= 256:

Bl ock = A[0..255]

Sa = Sa XOR Areion-256(Bl ock XOR Mask) XOR Mask

Mask = ¢ (Mask)

A = A 256. . end]

If |Al >0 (Partial Rernainder):
Mask B (Mask)
PadA = Pad(A)
Sa = Sa XOR Areion-256(PadA XOR Mask) XOR Mask
Mask = ¢ (Mask)

*Encrypti on of Message M *

/1 Se accumrul at es nessage checksum Le is nask
Mask = Le
Wiile |M >= 256:
Bl ock = M 0..255]
/1 Encrypt Bl ock using MEM
/1 Qut = Areion-256(Block XOR Mask) XOR Mask
Qut = MEM Bl ock, Mask)
Append Qut to C phertext
/1 Accunul ate Pl ai nt ext
Se = Se XOR Bl ock
Mask = ¢ (Mask)
M= M 256. . end]

If |M >0 (Partial Rerainder):
Mask = B (Mask)
PadM = Pad(M
[l Encrypt Partial
/1l Keystream generation: Encrypt Zero-Block with Mask
Keystream = MEM 07256, Mask)
Qut = Keystream XOR PadM
Append Qut[0..|M-1] to Ciphertext
/1 Accumul at e Padded PI ai nt ext
Se = Se XOR PadM

*Fi nalization (Tag Generation):*
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/1 Calculate Tag Mask M tag
/1 Ref: *‘opp_finalise': m= beta(beta(mask))

Mtag = B (B (Mask))

/1l Tag = Sa XOR MEM Se, M tag)

/1 Block = Areion-256(Se XOR Mtag) XOR Mtag
Bl ock = MEM Se, M tag)

Tag = Sa XOR Bl ock

Return (Ci phertext, Tag)
3. Areion256- OPP Decryption

Decryption proceeds simlarly to encryption, but uses the Areion-
256- I nverse pernutation for full blocks to recover the nessage,
consistent with the OPP node specification [ OPP-eprint].

For full blocks Cj, Mj = MEMInverse(Cj, Mask). For the partial

| ast bl ock, the keystreamis recovered by re-encrypting the mask
(using forward Areion-256), then XORed with C {m 1} to recover
M{m1}. Verification fails if the calculated tag does not match the
recei ved tag.

Security Considerations

The security of Areion and its applications is analyzed in detail in
[Areion]. This section sunmarizes the security clains and findings.

Security d ains

*  *Permutations (Areion-256, Areion-512):* The pernutations are
clainmed to provide 128-bit security as public pernutations.

* *SFI L Hash (Arei on256-DM Areion512-DM:* These hash functions
claim256-bit security against preinage attacks. Collision
resistance is not claimed as it is generally not required for
their intended applications (e.g., hash-based signatures).

* *V|IL Hash (Areion512-MD):* This hash function clains 256-bit

security agai nst preimge attacks and 128-bit security agai nst
collision attacks, consistent with SHA2-256.

em, et al. Expi res 20 August 2026 [ Page 18]
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6.2. AEAD Security

Ar ei on256- OPP provides confidentiality and integrity for nmessages
under the assunption that Areion-256 behaves as a pseudorandom
pernmutation. The security properties can be described using the
term nology in [RFCI771].

*  *Nonce Msuse:* OPP is a nonce-respecting node. |If a nonce is
repeated with the sane key, confidentiality is lost for the
colliding blocks (simlar to ECB node for those bl ocks), and
authenticity is conpletely conprom sed. |nplenmentations MJST
ensure nonces are uni que.

* *Related-Key Attacks:* As noted in Section 5.3, the 256-bit key
initialization (N || 07128) XOR K allows trivial rel ated-key
attacks. |If an attacker can control specific bit-flips in both
the Key and the Nonce, they can force the sane initial state.
Usage of Areion256-0OPP in protocols that allow rel ated-key queries
i s NOT RECOMVENDED.

* *Usage Limts:* Wile OPP enables parallel processing, the
bi rt hday bound security (128 bits for 256-bit bl ock) inplies that
one should not process nore than 27128 bl ocks with a single key.
Gven the large block size, this limt is practically unreachabl e.

6.3. Cryptanal ysis Summary

The full-round versions of Areion-256 (10 rounds) and Areion-512 (15
rounds) provide sufficient security margi ns agai nst known attacks.

* *Differential/Linear Attacks:* The nunber of active S-boxes in
reduced-round variants grows quickly, satisfying the 128-bit
security threshold (22 active S-boxes) at 4 rounds for Areion-256
and 6 rounds for Areion-512, providing a large nmargin for the
full-round versions.

* *|Inpossible Differential Attacks:* The | ongest inpossible
differential distinguishers found are for 4 rounds of Areion-256
and 8 rounds of Areion-512, well below the full round counts.

* *Integral and Zero-Sum Attacks:* The npbst effective integral-style
attack is the zero-sumdistinguisher. Such distinguishers have
been found for 5 rounds of Areion-256 (with 2732 data/tinme) and 10
rounds of Areion-512 (with 2732 data/time). These are the attacks
with the deepest penetration, and the full round counts are set to
provide a 2x or 1.5x margin over them respectively.
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* *MTM Prei mage Attacks:* For the DM hash constructions, mneet-in-
the-m ddl e prei mage attacks were found on 5-round Areion256-DM and
10-round Areion512-DM This confirms the security margins of the
10-round and 15-round permnutations used in the final hash
constructi ons.

7. | ANA Consi derati ons

Thi s docunent has no | ANA acti ons.
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Exanpl e | npl enent ati on

The following C code provides a reference inplenentation for the

Ar ei on-256 and Areion-512 pernutations using Intel AES-N intrinsics,
as derived from Appendix A 1 of [Areion]. This code corresponds to
the optimal (2, 1)-permand (0, 1, 0, 3, pi_1)-perm choices
identified in the paper, which match the F-function definitions in
Section 3. 2.

Note: The inplenentation in [Areion] uses nacros that directly map to
the chosen (2,1)-permand (0,1,0,3,pi_1)-perm The code belowis a
nmore direct translation of the algorithm c descriptions in

Section 3.4 and Section 3.6 using the function definitions from

Section 3.2 for clarity.

#i ncl ude <stdint. h>
#i nclude <imm ntrin. h>

/* Round Constants (from Table 1) */
/* Stored as 15 x 128-bit val ues */

const uint32_t RC15][4] = {
{0x243f 6a88, 0x85a308d3,
{0xa4093822, 0x299f 31d0,
{0x452821e6, 0x38d01377,
{0xc0ac29b7, 0xc97c50dd,
{0x9216d5d9, 0x8979f blb,
{0x2f fd72db, OxdOladf b7
{0xba7c9045, Oxf12c7f99,
{0x801f 2e28, 0x58ef c166,
{O0xa458f ea3, Oxf4933d7e,
{0x718bcd58, 0x82154aee,
{0x9c¢30d539, 0x2af 26013,
{0xca417918, O0xb8db38ef,
{0x6c9e0e8b, 0xb0le8a3e,
{0x78af 2f da, 0x55605c60,

Sakenm , et al

0x13198a2e,
0x082ef a98,
Oxbe5466¢f
0x3f 84d5b5,
0xd1310bab,
Oxb8elaf ed,
0x24a19947,
0x36920d87,
0x0d95748f ,
0x7b54a41d,
0xc5d1b023,
0x8e79dch0,
0xd71577c1,
0xe65525f 3,
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0x03707344},
Oxec4e6c89},
0x34e90cé6ce},
0xb5470917},
0x98df b5ac},
0x6a267e96},
0xb3916¢cf 7},
0x1574e690},
0x728eb658},
0xc25a59b5},
0x286085f 0},
0x603a180e},
0xbd314b27},
Oxaa55ab94},
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{0x57489862, 0x63e81440, 0x55ca396a, 0x2aabl0b6}
b

/* Load constant RCr for little-endian byte order */

#define RC_LOAD(i) _mmsetr_epi 32(RCi][3], RJIi][2], ROI][1], ROi][0])
/* Zero constant for F1 and FO */

#def i ne RC_ZERO _mm set zero_si 128()

/[* F_0(x) = MC(SR(SB(x))) */

static inline _ nml28i F O(__ml28i x) {
return _nmm aesenc_si 128(x, RC _ZERO);

}

[* F_1(x) = SR(SB(x)) */

static inline __ ml28i F_ 1(__m28i x) {
return _mm aesencl ast _si 128(x, RC ZERO);

}

I* F_2M(r)}(x) =
- MC(SR(SB( AC(M(SR(SB(x))), RCr) ))) */
static inline __ml28i F 2(__m28i x, int r) {
_ ml28i tnp = _nm aesenc_si 128(x, RC LOAD(r));
return _nmm aesenc_si 128(tnp, RC ZERO);
}

[* F_3M(r)}(x) =
MC(SR(SB( AC(SR(SB(x)), RCr) ))) */
static inline __ ml28i F 3(__m28i x, int r) {
_ nml28i tnp = _nmm aesenclast_si 128(x, RC LOAD(r));
return _nmm aesenc_si 128(tnp, RC ZERO);

/* Areion-256 Pernutation */
void pernmute_areion_256(_ nl28i state[2])

_ nml28i L = state[O0];

_ ml28i R = state[1];

_ m28i T;

for (int i =0; i < 10; ++i) {
/*

Round function |ogic matching Figure 1(a):
x0 (L) feeds F2, output XORed to x1 (R).
x0 (L) feeds F1, output beconmes new xO.
Then swap.

*/
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F)Zf‘{(r)}(l-) */

;U_I

N T */
or si128(R T);
F 1(L) */

’

Py
1
— X 1ri

~

/* Swap L and R for next round, except last */
if (i <9 {

T=L L=R R=T,;
}

}

st at e[ 0]
state[ 1]

L;
R

}

/* Areion-512 Pernutation */
void pernute_areion_512(__ nl28i state[4])

_ nml28i A = state[0], B = state[1l], C = state[2], D = state[3];
_ nmi28i tnp;

for (int i =0; i < 15; ++i) {
/*
Ref Logic: Sinultaneous Update

B=FO0A ~ B =>aesenc(A B)

D=FO0(C ~ D => aesenc(C, D

A=F 1(A => aesencl ast (A, 0)

C=F3(C RC => aesenc(aesenclast(C, RC), 0)
*/
_ ml28i next_ B = _nm aesenc_si 128(A, B);
_ nml28i next D = nmaesenc_si128(C, D);
__nml28i next_ A = _nmm aesencl ast_si 128(A, RC _ZERO);
_ ml28i tnp_C = _nm aesenclast_si128(C, RC LQAD(i));
_ ml28i next_C = _nm aesenc_si 128(tnmp_C, RC _ZERO);
A = next _A
B = next _B;
C = next _GC;
D = next _D,

[* Shuffle (A/B,C,D) -> (B,C,D,A) (Left Rotate) */
/* Note: Matches test vectors when applied in all rounds */
tmp = AL A=B B=C C=0D D=tnp;
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state[0] = A
state[l] = B;
state[2] = C
state[3] = D

}
Appendi x B. Test Cases & Test Vectors

This section provides test vectors for the Areion pernutations, hash
functions, and the Arei on256- OPP AEAD schenme. These vectors are
derived from Appendi x B of the Areion design paper [Areion] and are
provi ded here so that inplenentations can be validated using this
docunent al one.

B.1. Areion-256 Pernutation

The followi ng test vectors apply the Areion-256 pernutation to a
256-bit input block

/* test vector #1 */

I nput :

00 00 00 00 00 00 OO OO OO OO OO OO OO 00O 00O 0O
00 00 00 00 00 00 00O 00O OO OO OO OO OO OO 00O 00
Qut put :

28 12 a7 24 65 b2 6e 9f ca 75 83 f6 e4 12 3a al
49 Oe 35 e7 d5 20 3e 4b a2 e9 27 b0 48 2f 4d b8

/* test vector #2 */

I nput :

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of
10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1le 1If
CQut put :

68 84 5f 13 2e e4 61 60 66 c7 02 d9 42 a3 b2 c3
a3 77 f6 5b 13 bb 05 ¢c7 cd 1f b2 9c 89 af al 85

B.2. Areion-512 Pernutation

The follow ng test vectors apply the Areion-512 pernutation to a
512-bit input bl ock.
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/* test vector #1 */

| nput :

00 00 00 00 00 00 00O 00O OO OO OO OO OO 00O 00 0O
00 00 00 00 00 00 00O OO OO OO OO OO OO OO 00 0O
00 00 00 00 00 00 00O 00O OO OO OO OO OO 00O 00 00
00 00 00 00 00 00 00O 00O OO OO OO OO OO OO 00 00
Qut put :

b2 ad b0 4f a9 1f 90 15 59 36 71 22 cb 3c 96 a9
78 cf 3e e4 b7 3c 6a 54 3f e6 dc 85 77 91 02 e7
e3 f5 50 10 16 ce ed 1d d2 c4 8d Ob c2 12 fb 07
ad 16 87 94 bd 96 cf f3 59 09 cd d8 e2 27 49 28

/* test vector #2 */

| nput :

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
10 11 12 13 14 15 16 17 18 19 la 1b 1c 1d 1le 1If
20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f
30 31 32 33 34 35 36 37 38 39 3a 3b 3c 3d 3e 3f
Qut put :

b6 90 b8 82 97 ec 47 Ob 07 dd a9 2b 91 95 9c ff
13 5e 9a ¢5 fc 3d c9 b6 47 a4 3f 4d aa 8d a7 a4
e0 af bd d8 e6 e2 55 c2 45 27 73 6b 29 8b d6 1d
e4 60 ba b9 ea 79 15 c6 d6 dd be 05 fe 8d de 40

B.3. Areion256- DM

The Arei on256- DM hash function is the Davi es-Meyer construction using
the Areion-256 pernutation. The follow ng test vectors give the
256-bit hash value H = Areion256(X) XOR X for a single 256-bit input
bl ock X

/* test vector #1 */

I nput :

00 00 00 00 00 00 00O OO OO OO OO OO OO 00O 00 0O
00 00 00 00 00 00 00O 00O OO OO OO OO OO 00O 00 00
Qut put :

28 12 a7 24 65 b2 6e 9f ca 75 83 f6 e4 12 3a al
49 Oe 35 e7 d5 20 3e 4b a2 e9 27 b0 48 2f 4d b8

/* test vector #2 */

I nput :

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe oOf
10 11 12 13 14 15 16 17 18 19 l1la 1b 1c 1d 1le 1If
CQut put :

68 85 5d 10 2a el 67 67 6e ce 08 d2 4e ae bc cc
b3 66 e4 48 07 ae 13 dO d5 06 a8 87 95 b2 bf 9a
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B.4. Areion512-DM

The Arei on512- DM hash function uses the Areion-512 pernutation in
Davi es- Meyer nobde and truncates the 512-bit output as specified in
this docunment. The follow ng test vectors provide the 256-bit hash
val ue for a single 512-bit input block

/* test vector #1 */

I nput :

00 00 00 00 00O 00 OO 00 OO0 OO0 00 OO0 00 OO 00 00
00 00 00 00 OO 00 OO OO0 OO OO0 OO0 00 00 00O 00 00
00 00 00 00 OO 00 OO 00 OO0 00 00 OO0 00 00 00 00
00 00 00 00 00O 00 OO 00 OO0 00O 00 00 00 00 00 00
CQut put :

59 36 71 22 cb 3c 96 a9 3f e6 dc 85 77 91 02 e7
e3 f5 50 10 16 ce ed 1d ad 16 87 94 bd 96 cf f3

/* test vector #2 */

I nput :

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of
10 11 12 13 14 15 16 17 18 19 la 1b 1c 1d 1le 1f
20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f
30 31 32 33 34 35 36 37 38 39 3a 3b 3c 3d 3e 3f
Qut put :

Of d4 a3 20 9d 98 92 f0O 5f bd 25 56 b6 90 b9 bb
cO 8e 9f fb c2 c7 73 e5 d4 51 88 8a de 4c 23 f1

B.5. Areion512-NMD

The Arei on512- MD hash function is the Merkl e-Dang\ u00e5rd
construction based on the Areion-512 pernutati on and a Davi es- Meyer
compression function, as specified in this document. The follow ng
test vectors give the 256-bit digest for two nessages; the padding
and processing are fully defined in this docunent.
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/* test vector #1 */

00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00
00 00 00 00 00 00 00 OO0 OO 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00O OO 00 00 00 00 00 00 00
00 00 00 00 00 00 00 OO OO 00 00 00 00 00 00 00
00 00 00 00 00 00 00 OO OO 00 00 00 00 00 00 00
00 00 00 00 00 00 00 OO0 OO 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00
00 00 00 00 00 00 00 OO0 OO 00 00 00 00 00 00 00
Qut put :

7f 22 34 44 5f 3a 72 00 65 93 79 42 01 53 6¢ 94
09 5d ab d3 fd b5 84 67 48 d3 59 55 5¢c 52 e6 51

/* test vector #2 */

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe oOf
10 11 12 13 14 15 16 17 18 19 la 1b 1c 1d 1le 1If
20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f
30 31 32 33 34 35 36 37 38 39 3a 3b 3c 3d 3e 3f
40 41 42 43 44 45 46 47 48 49 4a 4b 4c 4d 4e 4f
50 51 52 53 54 55 56 57 58 59 5a 5b 5c 5d 5e 5f
60 61 62 63 64 65 66 67 68 69 6a 6b 6C 6d 6 6f
70 71 72 73 74 75 76 77 78 79 7a 7b 7c 7d 7e 7f
Qut put :

3e 4d 31 Of be 21 dO 7b b9 00 46 88 al 50 36 b7
ab d9 ae 2f e9 e6 Oc 9a ca 2a cc 36 98 5e 60 0Ob

B.6. Areion256- OPP AEAD

The foll owing test vectors correspond to the Arei on256-OPP

aut henti cated encryption scheme specified in this docunent. Each
vector gives the key, nonce, associated data, plaintext, ciphertext,
and aut hentication tag.

/* test vector #1 */

key:

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of
nonce:

Of Oe 0d Oc Ob 0Oa 09 08 07 06 05 04 03 02 01 00
associ at ed dat a:

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe oOf
pl ai nt ext:

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of
10 11 12 13 14 15 16 17 18 19 la 1b 1c 1d 1le 1f
20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f
30 31 32 33 34 35 36 37 38 39 3a 3b 3c 3d 3e 3f
ci phertext:
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a4 69 cO ab 00 bf b6 8e 1f f3 74 54 b8 3d da 59
ef 61 1b 32 30 cO a7 fO a7 36 7c ab 36 c8 8a 59
d4 dc el ec 7e cb 9b ad b4 77 16 93 24 b9 22 b4
ef 04 17 8a 46 58 85 10 c2 44 ae 7b 7c bc 05 a0
tag:

76 12 8b 16 b6 cd 68 21 e3 7b df 58 69 27 61 a5
05 dd 89 f4 cc 81 b7 ¢c9 28 96 53 d6 83 a7 a8 a7

/* test vector #2 */

key:

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe oOf
10 11 12 13 14 15 16 17 18 19 la 1b 1c 1d 1le 1If
nonce:

Of Oe 0d Oc Ob 0Oa 09 08 07 06 05 04 03 02 01 00
associ ated dat a:

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
10 11 12 13 14 15 16 17 18 19 la 1b 1c 1d 1le 1If
pl ai nt ext:

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0Od 0Oe oOf
10 11 12 13 14 15 16 17 18 19 la 1b 1c 1d 1le 1f
20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f
30 31 32 33 34 35 36 37 38 39 3a 3b 3c 3d 3e 3f
40 41 42 43 44 45 46 47 48 49 4a 4b 4c 4d 4e 4f
50 51 52 53 54 55 56 57 58 59 5a 5b 5c 5d 5e 5f
60 61 62 63 64 65 66 67 68 69 6a 6b 6¢C 6d 6e 6f
70 71 72 73 74 75 76 77 78 79 7a 7b 7c 7d 7e 7f
ci phertext:

16 d7 b2 7a 50 Oa a0 3e al dl1 79 f3 26 63 b3 b9
e3 fO 41 b9 ba dd Oe 4d 59 f1 bf 87 82 5b 2a 30
f9 00 11 96 fd 45 30 6d 59 86 d7 a2 57 0Oc 6¢ 8a
df 68 8e 7e a2 0Oa 27 1b 61 e0 67 39 4f a2 85 &d
e8 71 76 5¢c ce 79 5b 4d 81 6¢ 7e b3 74 bl 66 6f
dc al de cl af 22 8b bb eb 76 74 86 b8 52 08 cl
26 f2 b2 79 87 94 0Ob 03 00 f6 23 27 86 55 ba 5d
c9 db 3e bc 56 55 69 a0 f2 16 22 9d a4 a6 63 d8
t ag:

25 d9 b9 09 41 45 e6 1f fO f5 49 be 6d fe 81 a2
ec 7c e7 8c 8f c0 ba b0 d7 72 1b 9d 80 d4 76 f7

Aut hors’ Addr esses
Yum Sakeni (editor)

GMO CONNECT | nc.
Emai | : sakem -yum @no-connect.jp

Sat oru Kanno
GVD CONNECT | nc.
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Emai | : kanno@no- connect.jp

Takanori | sobe
The University of Osaka
Enmai | : takanori.isobe@st.osaka-u.ac.jp
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