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Abst ract

Et hernet VPN Integrated Routing and Bridging (EVPN-1RB) provides
dynanmic and efficient intra and inter-subnet connectivity anobng
Tenant Systens and end devices while nmaintaining very flexible

mul ti hom ng capabilities. This docunent describes how EVPN-1RB can
be optim zed for IP hosts and devices such that PE devices only

mai ntain MAC addresses for |ocally-connected |IP hosts, thus inproving
MAC scal ability of customer bridges and PE devices significantly.

Thi s docunent describes how such optim zation is acheived while still
supporting host noblity which is one of the fundanental features in
EVPN and EVPN-1RB. Wth such optinization PE devices performrouting
for both intra and inter-subnet traffic which results in sonme sone
caveats that operators and service providers need to be fully aware
of .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Septenber 2026.
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1.

I nt roducti on

Et hernet VPN Integrated Routing and Bridging (EVPN-1RB, [RFC9135] and
[ RFC9136]) provides dynamc and efficient intra and inter-subnet
connectivity anbng Tenant Systens and end devi ces whil e nmaintaining
very flexible multihom ng capabilities. This document describes how
EVPN-1 RB can be optim zed for |IP hosts and devi ces such that PE
devices only maintain MAC addresses for |ocally-connected |P hosts,
thus inproving MAC scal ability of custonmer bridges and PE devices
significantly. This docunent describes how such optim zation is
acheived while still supporting host noblity which is one of the
fundanmental features in EVPN ([ RFC7432]) and EVPN-I RB ([ RFC9135] and
[ RFC9136]). Wth such optim zation PE devices performrouting for
both intra and inter-subnet traffic which results in some some
caveats that operators and service providers need to be fully aware
of .

In sone use cases, it is required to limt the nunber of MAC
addresses | earned in Customer Edge bridges connected to PE devices.
These CE bridges can maintain a |limted nunber of MAC addresses and
thus when a subnet is stretched across one or nore Enterprise or SP
networks, the CE bridge needs to |learn all MAC addresses in that
stretched subnet for EVPN PE devices operating in Bridging node or

I RB node. EVPN L3-Optimzed | RB solution described in this docunent,
limts the nunmber of MAC addresses |earned by CE bridges, connected
to their local EVPN PEs, to a single MAC and that is the PE s anycast
MAC address associated with the IRB interface for that subnet or
VLAN; therefore, significantly reducing the nunber of MAC addresses
that are needed to be learned by a CE bridge. O course, this
assunes that nost hosts aggregated by CE bridges are | P hosts.

In sone other use cases, it is highly desireable to enable L3-only
policy and QS for both intra and inter-subnet traffic of IP hosts
when PEs operate in EVPN | RB node while maintaining host mobility -
i.e., to avoid turning on L2 features such as L2 QS, L2 ACL, L2
Policy forwarding, etc. The assunption is that by turning L3
features only, the operator can sinplify the operation of their

net wor ks by avoi di ng enabl ement of both L2 and L3 features
simultenously. In other words, with certain assunptions and caveats
that are described later, PEs running in EVPN | RB nbde, can run in
Rout ed-only node to enabl e L3-only features.

In the Figure 1 below, HL and H2 are in the same MAC VRF/ subnet and
H3 is in a different MAC VRF/ subnet. According to [RFC9135], the
intra-subnet traffic between HL and H2 is bridged and the inter-
subnet traffic between HL and H3 is routed. Wth L3-Optimzed IRB
solution, the intra-subnet traffic between HL and H2 is routed as
wel | .
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Figure 1: IRB Mddel with Distributed | RB Gateways

Ter mi nol ogy

* AC. Attachnent Circuit

* DAD: Duplicate Address Detection

*  EVPN Ethernet VPN

* |RB: Integrated Routing and Bridgi ng
* L2FI B: MAC- VRF Forwardi ng Tabl e

* L2RIB: MAC- VRF Routing Tabl e

* L3FIB: | P-VRF Forwardi ng Tabl e

* L3RIB: | P-VRF Routing Table

* MAG-VRF: A Virtual Routing and Forwarding table for Media Access

Control (MAC) addresses on a PE

* PE: Provider Edge Device
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1.

2.

Caveats to Consi der

EVPN L3-Optim zed I RB solution provides MAC scal ability benefits for
both CE bridges and PE devices as nentioned previously. Traffic from
a connected host destined to a host in the same subnet will be routed
at Layer-3 by the PE. This is made possible through the proxy ARP/ ND
action described in details in subsequent sections.

Packets that are forwarded in this manner undergo TTL decrenents at
the ingress and egress PE devices. They al so undergo an outer NMAC
header rewite such that the source address is the PE's IRB interface
MAC address (i.e., overlay gateway anycast MAC address). This
results in certain restrictions due to the changed forwarding
semantics in supporting certain types of traffic and applications.

As a result of the changed forwardi ng semantics, follow ng network
traits are inpacted for | P packets forwarded within a subnet:

* Miltiple TTL decrenents within subnet: Applications that depend on
TTL=1 to control traffic to remain within subnet will not work
with this node of operation.

* Source MAC Rewrite: Due to the routing semantics, source address
isrewmitten with the PEs IRB interface MAC address (i.e.,
overl ay gateway anycast MAC address). This breaks an assunption
about the traffic within subnet: If an application depends on SMAC
for some identification of a host then it m ght see a common MAC
for many hosts within a subnet.

* Subnet broadcast will not work: In fact any unknown IP traffic is
dropped or sent to CPU (glean) to trigger an ARP/ND or install a
route.

* |Pvb6 link local and DaD: Both requires hosts within sane subnet a
| ayer2 reachability.

* Duplicate MAC detection within subnet will not work.

* Static ARP/ND configuration, or anything that avoi ds ARP/ ND
process will not work.

* | Pv4 Address Conflict Detection as specified in [ RFC5227], given
that it uses ARP probes that are flooded. An ARP probe is an ARP
Request constructed with an all-zero sender |IP address that may be
used by hosts for |1 Pv4 Address Conflict Detection as specified.
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* Nei ghbor Unreachability Detection, as per [RFC4861], in
interoperability scenarios where the solicitation is received from
a traditional -1RB PE.

Certain environnents where nature of applications is well known can
benefit fromthis node of operation by gaining the scale offered by
this solution. However, it is expected that the operator or the
service provider is fully aware of these caveats and when enabling
this functionality, they enable it on all relevant PE devices in
order to get the correct and consistent behavior for the subnet on
al |l PE devices across the fabric and the network.

2. Solution Overview

The solution described in this docunent is called EVPN L3-Optim zed
I RB and achi eved by a sinple nodification to the existing EVPN | RB
i.e., by termnating ARP/ND nessages received fromlocally connected
hosts (e.g., local AC and not via EVPN network) which is also
referred to as Local Proxy ARP/ND. 1In other words, when a PE is
configured to operate in L3-Optim zed I RB node for a subnet (i.e.,
for a VLAN), then the PE acts as a router for that subnet by
performng one of the following two options for the received ARP
Request / Nei ghbor Solicitation nmessage froman |P host:

Option A: Unconditional ARP Reply / Neighbor Advertisenment and host
di scovery via data packet gl eaning

1. It replies unconditionally to the ARP Request / Nei ghbor
Solicitation nmessage received fromthe | ocally connected host
with its own anycast | RB MAC address as Sender MAC address in the
ARP Reply / Nei ghbor Advertisement nessage.

2. It initiates a glean procedure upon receiving the first data
packet with a miss |P destination address (DA) | ookup by punting
the packet to the control path (e.g., CPU) and generating a new
ARP Request / Neighbor Solicitation for the missed | P DA

Option B: Conditional ARP Reply / Neighbor Advertisement and host
di scovery via ARP Request / Neighbor Solicitation Optimzation

1. It replies to the ARP Request / Neighbor Solicitation nessage
received fromthe locally connected host with its own anycast |RB
MAC address as Sender MAC address in the ARP Reply / Nei ghbor
Advertisement nmessage, ONLY |IF the target host is known to the
PE.
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2. If the target host is unknown, the PE will NOT respond to the ARP
Request / Neighbor Solicitation i mediately, instead, the PE re-
originates the ARP Request / Neighbor Solicitation with its own
anycast |RB MAC and | P addresses as the Sender MAC and IP
addresses to discover the target host. Once the target host is
| earned via EVPN RT-2 route, the PE can respond to the origina
ARP Request / Neighbor Solicitation or the next ARP Request /

Nei ghbor Solicitation fromhost if the original one is expired on
t he PE.

Option C Conditional ARP Reply and host discovery via BGP Contro
Pl ane

1. Option C follows the sanme procedures as described in Option B
with one addition on the rennte host discovery.

2. On the Fabric side, if the target host is unknown, the PE can
originate a Host Discovery Route (as described |later) and
advertises it in BGP Control Plane to all the PEs in the same
stretched Layer 2 topology to discover the target host.

These three options all have pros and cons. Option A |leverages the
regul ar Local Proxy ARP/ND functionality for ARP Reply / Nei ghbor
Advertisement and host discovery, which is sinple and straight
forward to inplenent, but it nmay suffer performance inpact due to the
first data packet |oss caused by data plane gleaning to discover the
target host. Option B integrates the Local Proxy ARP/ND with EVPN
control plane, which is relatively nore conplicated to inplenent, but
it solves the first data packet |oss issue, which might be critica
for some applications. Option C utilizes BGP control plane for host
di scovery, so it gives the flexibility to turn off the Fabric Layer 2
Forwar di ng which would greatly inmprove the fabric port scalability,
but it’s the nost conplicated option to inplenent.

Option B is the recommended approach which takes advant age of EVPN
control plane to solve the first data packet |oss issue. Choosing
between Option A or Option Bis a local matter on the PE which won't

i ntroduce any interoperability problem since eventually the PE would
send an ARP Request / Neighbor Solicitation fromits IRB interface to
di scover the target host, no matter it’'s originated in Option A or
re-originated in Option B

The procedure described in this section for ingress PE is that of a
typical router executes upon receiving an ARP Request / Nei ghbor
Solicitation message with one additional enhancenent with respect to
the processing of a received EVPN MAC/ I P route where the receiving PE
does not popul ate MAC- VRF Forwardi ng Table (L2FIB), but it popul ates
MAC- VRF Routing Table (L2RIB), |P-VRF Routing Tables (L3RI B) and |P-
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VRF Forwardi ng Tables (L3FIB). Since there is no L2 forwarding,
there is no need for popul ating L2FI B; however, L2RI B needs to be
popul ated for host nobility procedures because host nobility in EVPN
is based on MAC nobility which is tracked in L2RIB.

When a PE operates in EVPN L3-Optinized |RB node, it advertises a
MAC/ | P Advertisenent route (aka route-type 2) along with a flag (via
BGP extended community) to indicate this node of operation so that
the receiving PE adds the recei ved MAC address to the L2RI B tabl e but
not the L2FIB. As it will be seen in Interop section, such flag is
needed to ensure backward conpatibility and seam ess interoperability
for browmfield deploynent. |If there is no such flag, then the
received MAC address is added to both the L2RI B and the L2FIB.

When operating in L3-Optimzed | RB node, the PE SHOULD NOT advertise
an EVPN Type-2 route with MAC address only but instead it SHOULD wai t
and advertise an EVPN Type-2 route with both MAC & I P addresses. |If
the PE avertises two EVPN Type-2 routes (one with MAC address only
and another with both MAC & I P addresses), then it MJST adverti se
both routes with the L3-Optinized flag.

When a PE receives an ARP/ ND request and deci des to discover the
target host in BGP control plane (Option C), it advertises a "Host
Di scovery Route" with the Target Host |P Address and the MAC VRF
Rout e-Target in the stretched Layer 2 topology. The format of the
"Host Discovery Route" will be defined in the future.

This "L3-Optimzed IRB flag" can be carried in an extended flag field
in "EVPN ARP/ ND Ext ended Comunity" (RFC 9047).
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01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Type=0x06 | Sub-Type=0x08 | Flags (1 octet)| Reserved=0 |
el i I e i it T e e e e i i T o S e e S e T R R
| Reserved=0 |
I S i o T s S S S e s s T
Fl ags field:

01234567
R i i i
| L [T TAR
R e i i i
R Router flag (corresponds to Bit 23 of the EC)
O Override flag (corresponds to Bit 22 of the ECQ
I: I'mutable ARP/ND Binding flag (corresponds to Bit 20 of the EC)

Proposed New flag (TBD)
L: L3-Optimzed IRB flag (corresponds to Bit 16 of the EC)

Figure 2: EVPN ARP/ ND Ext ended Comunity

EVPN L3-Optim zed | RB shall operate seamlessly with all existing EVPN
basel i ne features such as:

* All-Active and Single-Active Milti-Hom ng
* Aliasing

* Proper BUMfiltering using DF el ection

* Host (MAC) Mobility

Furthernore, EVPN L3-Optim zed | RB shall support the follow ng
servi ces and depl oynent scenari os:

* EVPN I RB Multicast Service
* EVPN IRB E-Tree Service

* Geenfield deploynment where all EVPN PEs operate in L3-Optim zed
node

* Brownfield depl oyment where some EVPN PEs operate in L3-optim zed
I RB node and the rest operate in EVPN Traditional |RB node
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2. 1.

ARP Message Handl i ng

The foll owi ng subsections describe ingress and egress PEs behaviors
in details along with the correspondi ng | adder diagranms for the
fol | owi ng:

*

2. 1.

ARP Request from an | P host

Host di scovery via data packet gleaning (Option A)
Host di scovery via ARP Request Optinization (Option B)
Host di scovery via BGP Control Plane (Option O

ARP response froman | P host

Gratuitous ARP froman | P host

ARP Request from an | P Host

The following steps in Figure 3 describe in detail the system
behavi or (procedures on ingress and egress PEs) upon receiving an ARP
Request nessage froman | P host:

1.

2.

Host H1 ARP for host H2 MAC address.

PE1 receives the ARP Request broadcast nessage fromHLl, and it
termnates it on its IRBinterface associated with that subnet

i.e., it punts the nessage to its CPU and does not flood the
message in the Broadcast Dormain. The punting should be done for
ARP broadcast nessages and not unicast nessages. |f ARP Request

message is a unicast message with MAC DA different than that of
IRB interface, then this ARP Request nessage shoul d get bridged
and not punted (and if punted then it needs to get forwarded as
is). This ensures backward conpatibility with traditional-IRB
PEs as described in Interoperability section. |If HL MAC address
and | P are learned for the first time, then PEl popul ates L3RI B
and L3FIB with the HL I P address, L2RIB and L2FIB with H1 MAC
address, and ARP table with HL <MAC, | P> addresses. PE1l al so
advertises HL MAC and | P addresses in EVPN MAC/IP route with a
flag indicating L3-Optimzed | RB operati on.
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3. Wth Option A PEl generates an unconditional ARP Response
message with the Anycast MAC address of its IRB interface as the
Sender MAC address and also in the outer Source MAC address.
Then, it sends the nessage to HI. Wth Option B, PE1l only
responds if the Target host (H2) is known on PElL. |[|f the target
host is unknown, PE1 will NOT respond the ARP Request and foll ow
the ARP Request Optimization procedure as defined in the later
secti on.

4. \When PE2 receives the EVPN MAC/ I P route, it populates its L3RI B
and L3FIB. Then, it checks for the L3-Optinized-1RB flag, if the
flag is set, then it populates the L2RIB (for new MAC address)
but not the L2FIB. PE2 does NOT popul ate its L2FI B because the
forwarding is performed in only L3 (packets are IP routed for
both inter and intra subnet traffic). The reason L2RIB is
popul ated is for nobility procedure as described before.
However, if the flag is not present or is not set, then it
popul ates both the L2RIB and L2FIB as for traditional IRB. In
case of receiving multiple MAC/IP routes for the same MAC, the
EVPN best path selection gets executed and the L3 optim zed IRB
flag is processed only in case the flag is set in the selected
rout es.

5. If PE2 realizes that this is not a new MAC (and | P) address but
rat her a MAC nove because the received sequence nunber from EVPN
MAC/ I P route is higher than locally stored sequence nunber, then
after sending an ARP probe to the host and ensuring that the host
is no longer present locally, it perforns nobility procedure and
update the adjacency for that MACin the L2RIB to point to the
remote PE. It also deletes that MAC fromits L2FIB if the MAC
was |l earned locally. |If the MACis not advertised with the
L3-Optimzed IRB flag, then the adjacency for that MAC is al so
updated in the L2FIB as for traditional IRB since in such cases
I ntra-subnet forwarding is performed using bridging (as opposed
to routing) to ensure backward conpatibility.

H1 PE1 RR PE2 PE3 H2

| ARP REQBO) | I
[-mmmmmmmmma s > RT-2(H1) |

I

I

I I

| ARP REP (UC) | | |
| <

(1 P2: Myw)
ARP REQ (BC): Broadcast ARP REQUEST

ARP REP (UC): Unicast ARP REPLY
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2. 1.

Fi gure 3: ARP Request froman |P Host

Host di scovery via data packet gleaning (Option A)

The following steps in Figure 4 describe in detail the system
behavi or (procedures on ingress and egress PEs) upon receiving the
first data packet froman |IP host destined to another |IP host with a
m ss | P destination | ookup

1.

Host Hl sends its first data packet destined to host H2 with DVAC
of Anycast-IRB-Interface MAC address.

PE1 does route | ookup. |If host H2’s I P address is known to PEl
then PE1 forwards the packet accordingly.

If host H2's I P address is unknown to PEl thus resulting in a
| ookup miss, then PELl perforns the | ongest-match prefix | ookup
for H2's I P address which results in gl ean adjacency for that

prefix and the packet is punted to the CPU

PE1’s CPU for gl ean adjacency, initiates ARP procedure by
generating an ARP Request nessage with its own Anycast | RB MAC
and | P addresses as Sender MAC and | P addresses.

PE1 sends its ARP Request nessage over all the local interfaces
for that bridge domain (BD), over its virtual PWinterfaces (if
any), and over its core-facing interface. Since the glean packet
is received froma local interface, PEl uses source-interface
filtering to ensure that the ARP request packet is not sent back
over the sane interface fromwhich it received the data packet.

When renote PEs (PE2 and PE3) receive this ARP Request nessage,
they forward it over their physical or virtual (PW interfaces.
The ARP Request nessage is not punted to the CPU -- i.e., "punt"
action is enabled on access interfaces (physical or virtual) but
not on core-facing interface.
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H1 PE1 RR PE2 PE3 H2

| DATA (to H2) | | | |
==============>| H2 known, Routi ng | (DATA to H2)| |

I (| pP2: NQVV) I :::::::::::::::::::::::::>| :::::::::::::|:::::::>I

| | H2 unknown, ARP REQ (BC) | | |

| RPN A D R >

| T o>

| |

| | |

ARP REQ (BC): Broadcast ARP REQUEST
ARP REP (UC): Unicast ARP REPLY

Figure 4: Host discovery via data packet gleaning (Option A)
2.1.3. Host discovery via ARP Request Optim zation (Option B)

The following steps in Figure 5 describe in detail the system
behavi or (procedures on ingress and egress PEs) of host discovery via
ARP Request Re-Origination if the target host is unknown to the

i ngress PE:

1. Since the target host (H2) is unknown to PEl, PEl re-originates
an ARP Request message with its own Anycast IRB MAC and | P
addresses as Sender MAC and | P addresses and H2 as the Target IP
Addr ess.

2. PE1l sends its ARP Request nessage over all the local interfaces
for that bridge domain (BD), over its virtual PWinterfaces (if
any), and over its L2-stretch (core-facing) interface. Since the
original ARP Request packet is received froma |ocal physica
interface, PEl uses source-interface filtering to ensure that the
Re-origi nated ARP request packet is not sent back over the same
i nterface.

3. Wen renote PEs (PE2 and PE3) receive this ARP Request nessage,
they forward it over their physical or virtual (PW interfaces.
The ARP Request nmessage is not punted to the CPU -- i.e., "punt”
action is enabl ed on access interfaces (physical or virtual) but
not on L2-stretch interface.
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H1 PE1 RR PE2 PE3 H2
| ARP REQ(BC) | | I
[EEEEEEERENREEE >| | |

|

|

| R RCECEEEEEEEEEEPERERE > <>
|

|

I
ARP REQ (BC): Broadcast ARP REQUEST
ARP REP (UC): Unicast ARP REPLY

Figure 5. Host discovery via ARP Request Optimization (Option B)
2.1.4. Host discovery via BG Control Plane (Option Q)

The following steps in Figure 6 describe in detail the system
behavi or (procedures on ingress and egress PEs) of host discovery via
BGP Control plane if the target host is unknown to the ingress PE:

1. Since the target host (H2) is unknown to PEl, PEl re-originates
an ARP Request message with its own Anycast IRB MAC and I P
addresses as Sender MAC and | P addresses and H2 as the Target IP
Addr ess.

2. PEl sends its ARP Request message over all the local interfaces
for that bridge domain (BD), over its virtual PWinterfaces (if
any), and over its L2-stretch (core-facing) interface (If it’s
not turned off). This is the sane behavior as Option B.

3. On the fabric side, PEl originates a "Host Discovery Route" with
the Target Host | P Address and the correspondi ng MAC- VRF Route

target.

4. PEl starts a Host Discovery Timer for this advertised route with
a default value of 30 seconds. |If the timer expires and the
target host is still not |earned by PEl, the PEl stops the tiner

and withdraws the route.

5. When renote PEs (PE2 and PE3) receive this "Host Discovery
Route", they would inport it into local MAC-VRF, retrieve the
Target | P Address fromthe route, and initiate an ARP Request
fromtheir local IRB interfaces to discover the target host, and
flood the ARP Request locally, if the ARP process is not
initiated yet.
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H1

PE1 RR PE2 PE3 H2

| ARP REQ(BC) | |

|
————————— > | |
|

| H2 unknown, ARP REQ (BC) |
| I'f Layer 2 Forwarding is not off, flood across fabric

I

|

I

I

R P RREETE R e RRECETREEE >

I e >l--> |

| Host Discovery Route | | ARP REQ (BC) |

| oo S ERREEEEEEEEE R >

| Host Discovery Route | | ARP REQ (BCQ) |

R ERAEREEEEEEEEEEEE > ----> |

ARP REQ BCQ) | | | |
-o---- | | | |

ARP REQ (BC): Broadcast ARP REQUEST
ARP REP (UC): Unicast ARP REPLY

2.1.5.

Figure 6: Host discovery via BGP Control Plane (Option C

ARP Response from an | P host

The following steps in Figure 7 describe in detail the system
behavi or (procedures on ingress and egress PEs) upon receiving the
ARP Response nessage fromthe renote host:

1.

Host H2 sends its ARP Response nessage with Anycast-I| RB-MAC and
Anycast -1 RB-1 P addresses as its target addresses.

PE2 receives this nessage and if H2's MAC and | P addresses are
new, it populates its ARP cache table, its MAC & IP FIB tables,
and its MAC & IP RIB tables. Next, it sends the correspondi ng
EVPN MAC/ | P Advertisenent route along with a flag indicating
L3-Optim zed | RB node.

When PE1 receives the EVPN MAC/ I P route, it populates its L3RI B
and L3FIB. Then, it checks for the L3-Optinized-1RB flag, if the
flag is set, then it populates the L2RIB (for new MAC address)
but not the L2FIB. However, if the flag is not present or is not
set, then it populates both the L2RIB and L2FIB as for
traditional 1RB. PEl1 does NOT popul ate its L2FI B because the
forwarding is perfornmed in only L3 (packets are IP routed for
both inter and intra subnet traffic). The reason L2RIBis

popul ated is for nobility procedure as described before.
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H1 PE1 RR PE2 PE3 H2
| | | | ARP REP(UO) | |
| | | [SEEEERERRREEEPEPERES |
| | | RT-2 (b)) | | |
| | ISERPEEEEEE | | |
| | RT-2 (b)) | RT-2 (H) | | |
| e RECECRCEEEEE LT L PR PR P ERER >] |

Figure 7: ARP Response froman |IP host

Note: For Option B, once H2 is |earned by PE1l via EVPN RT-2, PEl nay
respond to the original ARP Request if it’'s not expired or respond to
the next ARP request fromHl. For Option C, once the target IPis

| earned, the Host Discovery Route is withdrawn by the advetising PE.

2.1.6. Gatuitous ARP froman |IP host

The following steps in Figure 8 describe in detail the system
behavi or (procedures on ingress and egress PEs) upon receiving the
Gratui tous ARP nessage froman |IP host:

1. Host Hl sends a Gratuitous ARP broadcast nessage with target IP
address of its own.

2. PE1 receives this nmessage and if Hl's MAC and | P addresses are
new, it populates its ARP cache table as well as MAC and IP RIB
and FI B tabl es accordingly and sends the correspondi ng EVPN MAC/
I P Advertisenment route along with a flag indicating L3-Optim zed
| RB node. PEl does not generate a Gratuitous ARP nessage with
its Anycast-| RB addresses as sender’s addresses.

3. Wen PE2 receives the EVPN MAC/IP route, it populates its L3RI B
and L3FIB. Then, it checks for the L3-Optim zed-1RB flag, if the
flag is set, then it populates the L2RIB (for new MAC address)
but not the L2FIB. However, if the flag is not present or is not
set, then it populates both the L2RIB and L2FIB as for
traditional IRB. PE2 does NOT populate its L2FI B because the
forwarding is performed in only L3 (packets are IP routed for
both inter and intra subnet traffic). The reason L2RIB is
popul ated is for nobility procedure as described before.

H1 PE1 RR PE2 PE3 H2

I I
GARP (BC): Broadcast GARP
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Figure 8 Gratuitous ARP froman | P host
2.2. Neighbor D scovery Message Handling

In case of I Pv6 (or dual stack) EVPN IRB, the ingress and egress PE
behavi ors are generally the sane as the ones specified in Section 2.1
for ARP. However, there are sone specific considerations for |Pv6
Nei ghbor Di scovery, as foll ows:

* The procedures for Neighbor Solicitation nessages froman |IP host
follow the procedures for ARP Requests in Section 2.1.1, only that
Nei ghbor Solicitation nmessages use multicast destination MAC
addresses as opposed to broadcast in ARP Requests.

* The Nei ghbor Advertisenment nessage generated by PE1L (with the
Anycast MAC address) in response to a Neighbor Solicitation from
Hl1 (for H2's I P address) always set to 1 the Flags R (Router
Flag), O (Override Flag) and S (Solicited Flag), irrespective of
the type of host H2 is.

* The discovery of I1Pv6 hosts follow the procedures in Section 2.1.2
and Section 2.1.3.

* The processing of the Nei ghbor Advertisement response froman |Pv6
host, follows Section 2.1.5. |In addition, when the egress PE
generates an EVPN MAC/ I P Advertisenment route with the L3-Optim zed
IRB flag set, it MJST also set the R (Router) and O (Override)
flags to zero or one, as per [RFC9047].

* The processing of unsolicited Nei ghbor Advertisement nmessages from
hosts are handled as in Section 2.1.6 for the Gatuitous ARP
messages fromthe hosts. In addition to setting the L3-Optinized
I RB node flag for the EVPN MAC/I P Advertisenment routes, the PE
will also nodify the R and O fl ags as per [ RFC9047].

3. Depl oynent Scenari os

The depl oyment scenarios in this section are specified for |Pv4
Address Resolution Protocol. For |IPv6 Neighbor Discovery, the DAD
and NUD procedures will not work in hybrid deploynments, however, the
| Pv6 address resol ution aspects handl ed by multicast Nei ghbor
Solicitation nmessages and their responses using solicited unicast

Nei ghbor Adverti senent nessages will follow the procedures in this
secti on.

When consi dering depl oynment scenarios, both greenfield and brownfield

must be considered. For greenfield scenarios where all PEs are L3-
Optim zed-1 RB PEs, procedures of Section 2.1 are applicable as-is and
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the control -pl ane and data-plane flows are as depicted in that
section. However, for brownfield depl oynent, there are sone changes
to control -plane and data-pl ane fl ows as described bel ow and the
fol |l owi ng subsecti ons concentrate on data-pl ane and control - pl ane
flows for brownfield depl oynents.

EVPN | RB has been in deployment for nmany years; therefore, it is

i mportant to ensure backward conpatibility with existing EVPN | RB PEs
when L3-Optimzed IRBis introduced into an existing network. Such
backward conpatibility and seam ess interoperability with existing
EVPN | RB, ensures gradual mgration of PE devices in an EVPN | RB
network with this feature.

As it will be seen, L3-Optimzed IRB PEs can easily interoperate with
existing IRB PEs as-is. 1In otherwords, L3-Optimzed |RB PEs can be
inserted into an existing network with traditional EVPN PEs (either
IRB or just L2), and they can work seam essly wi thout the need for
any gateway devices. Since no gateway devices are required for such
interoperabilty, this can facilitate brownfield depl oynent of L3-
Optim zed- | RB PEs.

In traditional EVPN IRB, the intra-subnet traffic (traffic within the
same subnet) is forwarded using bridging, whereas, in L3-Optim zed
IRB, the intra-subnet traffic is forwarded using routing. The
follow ng section describes in terms of control and data pl ane
operations how this inter-operability works when for a given subnet
some PE devices operate in L3-Optim zed | RB while sonme ot her PE
devices operate in traditional |RB

3.1. Control-Plane Qperation

As shown in the followi ng figures, no changes to the control-plane
are needed for this inter-operability. The traditional-IRB PEs
operate as before and the new L3-Optim zed-1 RB PEs do not require any
new functionality on top of what has already been described in the
previous sections. The following just Iist sone of the salient
points for such interoperability.

1. ARP Request broadcast nessages arriving fromACs (either physica
or virtual) get punted to the CPU. The ARP Request broadcast
messages fromcore-facing interface do not get punted to the CPU

2. ARP Request uni cast nmessages should not get punted to the CPU.

If these nmessages get punted to the CPU, then the CPU shoul d send
them back to get bridged based on their MAC DA addresses.
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3. Wen ARP Response nessage is generated by the CPU
uncondi tionally, the sender MAC address is that of Anycast-IRB
MAC address and the sender |IP address is that of target IP
address in ARP Request.

4. When ARP Request nessage is generated by the CPU as the result of
gl ean procedure or re-originatation, both sender MAC and | P
addresses are that of Anycast-IRB interface.

3.2. Data-Plane Operation

Intra-subnet traffic (traffic within a subnet or VLAN) anong L3-
Optim zed-1 RB PEs gets always routed and anong traditional -1 RB PEs
gets al ways bridged. However, for such intra-subnet traffic
exchanged between a L3-Optim zed IRB PE and a traditional -1 RB PE,
majority of time it gets bridged except for the followi ng case as
listed belowin Figure 9 and described in detail in interoperability
section later.

1. Traffic is in the direction of Optinized-1RB PE toward
traditional -1 RB PE

2. Traditional -1 RB PE operates with ARP suppression enabl ed; where
it has MAC & | P addresses of a renote host in its ARP table so
that when a | ocal host sends an ARP Request for this renote host,
the traditional -1 RB PE can respond locally to this |ocal host.

Under the above condition, the Optinmized-IRB PE, attached to the
renote host (Hl), never receives and never forwards an ARP Request
destined to the renote host and thus the renpte host uses Anycast-|IRB
MAC address of the Optimized-1RB PE to send traffic to the |ocal host
(H2). And since Anycast-IRB MAC address is used, the traffic gets
routed in that direction.

H1 PE1 RR PE2 PE3 H2
| (Optimzed | RB) (Traditional |RB) |
I I I I
| DATA (to H1) | Bri dgi ng | DATA (to H1) |

<::::::::::::::| [ @esfomms s <::::::::::::::::::::|
| DATA (to H2) | Bri dgi ng/ Routi ng | DATA (to H2) |
| s> ::::::::::::::::::::::::::>| ::::::::::::::::::::>|

Figure 9: Traffic between Optinmized and Traditional |IRB PE
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3.3. Interoperability Scenarios

When consi dering backward conpatibility with EVPN IRB PEs, it is
important to consider such interoperability with both traditional |RB
PEs with and wi thout ARP suppression since there can be depl oynents
with such mixed of PEs. Since traditional |IRB PEs can easily
interoperate with IRB PEs with ARP suppression feature, when L3-
Optim zed-1RB PEs get inserted in such networks, these PEs nust

seam essly interoperate with existing IRB PEs with and w thout ARP
suppression feature.

Since L3-Optimzed | RB support both routing and bridging for intra-
subnet traffic and since traditional |IRB PEs support only bridging
for intra-subnet traffic, the traffic exchange froma traditional-IRB
PE (with and wi thout ARP suppression) to a L3-Optinized-1RB PE gets

al ways settled in bridging node (i.e., the comobn denom nat or
forwarding node). Furthernore, the traffic exchange froma L3-
Optimzed-1RB PE to a traditional -1 RB PE wi thout ARP suppression gets
al ways bridged; whereas, the traffic exchange froma L3-Optinized-|RB
PE to a traditional -lRB PE with ARP suppression can get routed if a
host that sends an ARP request to its locally connected PE, gets an
ARP response back right away because of ARP suppresion feature as
shown in the use case for ARP suppression

The foll owi ng scenari os describe the interoperability between L3-
Optim zed-1RB PEs and traditional -1RB PEs. Furthernore, they
illustrate when intra-subnet traffic is routed and when it is
bri dged.
1. ARP Request Originated by a L3-Optim zed-1RB PE
2. ARP Request Oiginated by a Traditional |IRB PE
3. Interop between Option C PE and PEs in other node

3.3.1. ARP Request received by a Traditional-1RB PE
The following Figure 10 descri bes the scenari o where an ARP Request
message is first originated by a host connected to a traditional-1RB
PE.

1. Host 2 sends an ARP Request broadcast nessage for host HL MAC
addr ess.

2. Traditional -1RB PE2 receives the ARP Request broadcast nessage
fromH2, and it floods it over its |local and core-facing
interface. It also learns H2’'s MAC address and advertises it in
EVPN MAC/ | P route.
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PE1 and PE3 receive the ARP Request broadcast nmessage over their
core-facing interfaces and subsequently forward it over their
| ocal interfaces.

Host H1l receives this ARP Request nessage and adds H2 MAC & I P
addresses to its ARP table and send an ARP Reply nmessage to H2.

PE1 receives the ARP Reply fromHl and forwards it to PE2 (via
ei ther known uni cast or unknown uni cast packet). It also |learns
Hl' s MAC address and advertises it in EVPN MAC/I P route.

Host H2 upon receiving ARP Reply, updates its ARP table with MAC
& | P addresses of HL.

Since both PE2 and PEl have adjacency information for HlL and H2
MAC addresses, data traffic between HL to H2 gets bridged via PE1l
and PE2.

PE1 RR PE2 PE3 H2
(Optimzed | RB) | (Traditional |IRB) | |
| | | | |
| | | ARP REQ(H1) | |
-------------- IR e R I
P2: M) | ARP REP | [---------- >|--> |
RP REP (H1) | (BUM or Uni)| | | |
------------ D i e I S
| | | | (1PL:M)|
| oo > --> |
I | RT-2 (H2) I I I
| <o | | |
| RT-2 (H2) | RT-2 (H2) I I I
R R R EEE TR, > |
| RT-2 (HL) | | | |
|- > | | |
I | RT-2 (H1) I I I
| [EEEEEEERTEEES > | |
| | - >| |
DATA (to H1) | Bri dgi ng | DATA (to H1) |
::::::::::::::l <::::::::::::::::::::::::::| <::::::::::::::::::::|
DATA (to H2) | Bri dgi ng | DATA (to H2) |
::::::::::::>| ::::::::::::::::::::::::::>| s>

Figure 10: ARP Request received by a Traditional-1RB PE
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ARP Request received by a L3-Optim zed-1RB PE

ollowing Figure 11 describes the scenario where an ARP Request

message is first originated by a host connected to a L3-Optim zed-1RB

PE wi
1.

2.

Saj assi ,

th Option A (Unconditional ARP Response).
Host Hl1 ARP for host H2 MAC address.

L3-Optim zed-1 RB PE1l receives the ARP Request broadcast nessage
fromHL, and it terminates it on its IRB interface associated
with that subnet and generates an unconditional ARP Response
message with the anycast MAC address of its IRB interface as the
sender MAC address and target | P address in ARP Request as the
sender | P address.

L3-Optim zed-1 RB PE1 adds MAC & | P addresses of Hl to its ARP
table, adds HlI's MAC to its L2 FIB and RIB table, and adds Hl's
IPtoits L3 FIB and RIB tables. It also advertises an EVPN
MAC/ I P route for HI's MAC & | P addresses.

Host H1l receives this ARP response and adds H2 | P address al ong
with anycast-1 RB MAC address of PEl to its ARP table.

When the PEL receives the first data packet generated by Hl
destined to H2, it perforns an | P | ookup for H2 which triggers
the gl ean procedure and as the result PEl generates an ARP
Request nessage with its anycast-1RB MAC and | P addresses as
sender MAC and IP and this nessage is forwarded in data-pl ane
and it is received by H2.

H2, upon receiving this ARP Request, sends a reply to the
anycast-1 RB address which is received and term nated by the PE2.
PE2 generates an EVPN MAC/I P Advertisenment route for H2 MAC and
| P addresses. Wen PE1l receives this advertisenent, it adds H2
MAC and | P addresses to its RIBs and FlBs.

The next tine Hl sends data traffic to H2, because H2 | P address
is resolved in PE1l, the packet is routed via PElL and PE2 to H2.

Whien H2 wants to send data traffic to HL, it first sends an ARP
Request for HL which gets forwarded all the way to HlL as BUM
traffic via PE2 and PEL.

Upon receiving this ARP Request message, Hl updates its ARP
table to associate H2 MAC address (M2) with H2 I P address (1P2).
Thi s update overrides the previous association. Hl sends an ARP
response which gets bridged by PEL and PE2 all the way to H2.
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10. Al subsequent data traffic between HL to H2 gets bridged via

PE1 and PE2.

H1 PE1 RR PE2 PE3 H2
| (Optimzed | RB) | (Traditional IRB) | |
I I I I I

| ARP REQ (H2) | I I I I
TR > | | | |
| ARP REP (H2) | I I I I
<o | | | | |
| (1P2: Myw) | RT-2 (H1) | I I I
| ERREEEEEEEE > | | |
I I | RT-2 (H1) I I I
| | [EEEEEEEEEREE > | |
| | |- > |
I I I I I I
| DATA (to H2) | I I I I
| ::::::::::::::>| | | | |
I | ARP REQ(H2) | I I I
| e e EEREE R R EEETE >
I | (1 Pgw. Myw) | I I I
| [ oo >-->
| | | | ARP REP (H2) |
| | | | <mmm |
I I | RT-2 (H2) I I I
| | ESEREEEEEEEEEE | | |
| | <o | oo > |
| DATA (to H2) | Rout i ng | DATA (to H2) |
| ::::::::::::::>| ::::::::::::::::::::::::::>| ::::::::::::::::::::>|
| | | ARP REQ (H1) |
Cemmmmmmmmmeaa I T ISR
| (1P2:M2) I I I I
| ARP REP (H1) | I I I
I D e D T P >
| | (1'P1: M) |

| DATA (to H1) | Bri dgi ng | DATA(to H1)| |
| DATA (to H2) | Bri dgi ng | DATA(to H1)| |
| ::::::::::::::>| ::::::::::::::::::::::::::>| ::::::::::::::::::::>|

Figure 11: ARP Request received by a L3-Optim zed-1RB PE

Not e: The above procedure is described with Option A but the end
result will be the same for both options, since the only difference
is whether the target host discovery is triggered from data packet
gl eani ng or ARP Request Re-Origination.
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Note: Due to the propagation delay of RT-2, the ARP nessages mnight be
exchanged earlier between the 2 hosts behind L3-Optimzed | RB PE and
Traditional IRB PE, which would end up the situation that the traffic
between the 2 hosts get bridged only.

3.3.3.

Interop between Option C PE and PEs in other node

The followi ng Figure 12 descri bes the scenario how an Option C PE
interoperates with other PEs. Wen interoperating Non-Option-C PEs,
the fabric Layer 2 Forwardi ng nust be enabl ed.

1.

2.

Host H1 ARP for host H2 MAC address.

PE1 (Option C) does the sane procedure as Option B, to re-
originate the ARP Request (H2) and flood in the data pl ane
locally and to the other PEs.

PE1 (Option C) originates a Host Discovery Route (H2) and fl oods
in the BGP control plane to other PEs.

PE2 and PE3 receive the re-originated ARP Request from PE1 and
flood it locally to discover H2.

PE2 receives the Host Discovery Route from PEL and ignores it
since it’s in Option B node and it will rely on the ARP REQ in
data plane to discover the host.

PE3 receives the Host Discovery Route fromPElL and ignores it as
well, since it’s in Traditional IRB node, and it will rely on the
ARP REQ in data plane to discover the host.

PE1 RR PE2 PE3
(Optimzed | RB) | (Optimzed IRB) (Traditional |RB)
(Option O | (Option B) |
I I I I
ARP REQ (H2) | I I I
............. >
ARP REQ (H2) | I I I
K m == -
| ARP REQ(H2) | | |
-------------------------- S| e a2 >
| ARP REQ(H2) | |
I e >l-->

———
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7.

7.

Figure 12: Interop between Option C PE and PEs in other node

Note: An Option C PE may receive both ARP Request from Data Pl ane and
Host Di scovery Route from Control Plane. The receiving PE may check
if the host discovery is already in progress to avoid concurrent

| ocal ARP handling or just to allowit.
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