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Abstract

The Dynami ¢ Host Configuration Protocol (DHCP) snoop database stores
valid | Pv4-to-MAC and | Pv6-to- MAC bi ndi ngs by snoopi ng on DHCP
messages. These bindings are used by security functions |ike Dynanic
Addr ess Resol ution Protocol I|nspection (DAI), Neighbor D scovery

I nspection (NDI), IPv4 Source Guard, and | Pv6 Source Guard to

saf eguard against traffic received with a spoofed address. These
functions are collectively referred to as First Hop Security (FHS).
Thi s docunent proposes BGP extensions and new procedures for Ethernet
VPN (EVPN) will distribute and synchroni ze the DHCP snoop database to
support FHS. Such synchronization is needed to support EVPN host
mobility and mul ti-hom ng.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. I nt roducti on

DHCP snoop dat abase stores valid | Pv4-to-MAC and | Pv6-to- MAC bi ndi ngs
by snoopi ng on Dynami c Host Configuration Protocol (DHCP) nessages.
These bi ndings are used by security functions |ike Dynam ¢ ARP

I nspection (DAlI), Neighbor Discovery Inspection (NDI), |Pv4 Source
Guard, and | Pv6 Source Guard to safeguard against traffic received
with a spoofed address. These functions are collectively referred to
as First Hop Security (FHS).

FHS may be | everaged by Ethernet VPN (EVPN) [ RFC7432] PEs operating
in bridge node or in IRB node (with distributed anycast default
gateway functionality [RFC9135]) in Data Center (DC), Enterprise,

and/ or Service Provider (SP) networks to enhance the security of such
networks. This docunent proposes BGP extensions and new procedures
for EVPN to support FHS in the presence of EVPN multi-hom ng and host
mobility by distributing DHCP snoop bindi ngs anong EVPN PEs
participating in that EVPN Broadcast Domain. These bindings not only
need to be distributed anong multi-homng PES to ensure the
synchroni zati on of these PEs are for DHCP nessages but al so need to
be distributed anong the PEs participating in that EVPN Broadcast
Domain to provide a host nobility procedures can operate adequately.
I.e., when a host noves fromthe current EVPN peer to a new EVPN
peer, then the new EVPN peer shall have the bindings so that it can
continue to do FHS wi thout any interruption

DAl and NDI use the DHCP snoop database to validate received ARP
messages and ND nessages, respectively. Likew se, |Pv4 Source Guard
and | Pv6 Source CGuard uses this database to validate source |Pv4 and
| Pv6 addresses, respectively, before forwarding traffic. Wile FHS
runni ng on top of DHCP snoop dat abase are w dely depl oyed on access
swi tches (w thout standard-based multi-hom ng or host mobility),
there is a need to extend the application of FHS on EVPN PEs
supporting Network Virtualization Overlay (NVO and running nulti-
hom ng (Al l-Active or Single-Active) with host nobility.

Unfortunately, the | ack of DHCP snoop binding on EVPN PEs woul d | ead
to failure of FHS (i.e., I P Source Guard, DAlI, and NDI) when a host
is multi-homed to nmultiple PEs (e.g., Al-Active or Single-Active)
and/ or when a host noves fromone PE to another PE. This is because
when the host is All-Active multi-homed anong nultiple PEs, DHCP
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messages can arrive on different nulti-honming PEs without a single PE
(in the multi-hom ng/ redundancy group) seeing DHCP exchanges needed
to build DHCP snoop dat abase as described in Section 5. Since there
is a possibility of none of the PEs in the redundancy group see the
conpl ete DHCP nessage exchanges needed to build DHCP snoop dat abase,
then none of the PEs in the group can establish the DHCP snoop

bi ndi ng, which in turn, causes failure of FHS. Furthernore, when a
host noves froman old PE to a new PE, the new PE does not have the
DHCP bi nding for that host. Since the new PE would not have the DHCP
snoop binding, both IP Source Guard and DAI/ND would start dropping
packets originating fromthat host, resulting in FHS failure, which
inturn results in service failure

[ RFC7513] proposes procedures that enabl e addi ng source address

val idation on a device based on DHCP exchanges. Their approach
differs fromthat of ours in tw ways. First, when the host noves
fromone PE to another PE, [RFC7513] Section 7.1 offers a
probabilistic solution. Qur approach provides a determnistic
solution by proactively sending DHCP snoop updates fromone PE to
anot her so that the new PE woul d have the information it needs before
the host nmoves to it. Second, [RFC7513] Section 5 identifies the
need to distribute the DHCP snoop bi ndings but does not provide a
procedure for distribution. Qur approach offers an extension to EVPN
protocol to distribute the DHCP snoop bi ndi ngs.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
3. Term nol ogy
Al'l - Active Redundancy Mode: Wen all PEs attached to an Ethernet
segnment are allowed to forward known unicast traffic to/fromthat
Et hernet segment for a given VLAN, then the Ethernet segnment is
defined to be operating in All-Active redundancy node.
ASBR:  Aut ononpus System Boundary Router
Backup- DF (BDF): Backup-Desi gnated Forwarder
BD: Broadcast Domai n.

DC. Dat a Center.
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DF: Designated Forwarder. A DF is a PE device that is selected from
anong a group of PE devices that participate in EVPN multi-hom ng.
It is the role of DF PE to forward Broadcast, Unicast, and
Mul ticast (BUM Layer 2 nessages to the host that is nulti-honed
to all the PEs. DF PE is selected on a per-EVI basis.

DHCP:  Dynami c Host Configuration Protocol.

DHCP Cient: A DHCP client is a host that gets an address assi gnnent
froma DHCP server.

DHCP Server: A server that assigns network addresses to its clients.

DHCP Snoop Anchor: A PE device that originates a DHCP Snoop Route.
It is this device that uses the DHCP Snoop bindings to do source
address validation for hosts that sit behind it.

DHCP Snoop Route (DSR): EVPN Route to sync DHCP Snoop bi ndi ng.
DORA : Discover, Ofer, Request, Acknow edge.
EPOCH. The epoch is 1st January 1970 at 00: 00 UTC

Et hernet Segrment (ES): Wen a custoner site (device or network) is
connected to one or nore PEs via a set of Ethernet |inks, then
that set of links is referred to as an ' Ethernet segnent’.

Et hernet Segment ldentifier (ESI): A unique non-zero identifier that
identifies an Ethernet segnment is called an Ethernet Segnent
Identifier’.

Et hernet Tag: Used to represent a BD that is configured on a given
ES for the purposes of DF election and <EVI, BD> identification
for frames received fromthe CEE Note that any of the follow ng
may be used to represent a BD: VIDs (including Qin-Qtags),
configured IDs, VNIs (Virtual Extensible Local Area Network
(VXLAN) Network ldentifiers), normalized VIDs, |-SIDs (Service
Instance ldentifiers), etc., as long as the representation of the
BDs is configured consistently across the multi honed PEs attached
to that ES.

Et hernet Tag ID: Normalized network wide IDthat is used to identify
a BDwithin an EVI and carried in EVPN routes.

EVI: An EVPN instance spanning the Provider Edge (PE) devices
participating in that EVPN. An EVI nay be conprised of one BD
(VLAN- based, VLAN Bundle, or Port-based services) or nmultiple BDs
(VLAN- awar e Bundl e or Port-based VLAN- Aware services).
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IRB: Integrated Routing and Bridging interface, with EVPN procedures
described in [ RFC9135]

MAC-VRF: A Virtual Routing and Forwarding table for Media Access
Control (MAC) addresses on a PE

Non- DF (NDF): Non-Desi gnat ed Forwarder.

NVO.  Network Virtualization Overlay as described in [ RFC8365]

PE: Provider Edge devi ce.

Si ngl e- Acti ve Redundancy Mbde: When only a single PE, anong all the
PEs attached to an Ethernet segnent, is allowed to forward traffic
to/fromthat Ethernet segment for a given VLAN, then the Ethernet
segnent is defined to be operating in Single-Active redundancy
node.

SP:  Service Provider.

UTC. Coordi nated Universal Tine.

VID:  VLAN ldentifier.

4. DHCP Snoop Pri mer

DHCP basi c operation understanding is paranount to understnd the DHCP

snoopi ng operation on a non-distributed switch where no

synchroni zation i s needed. DHCP snooping is based on snoopi ng of

DHCP handshake between the host and the DHCP server. The handshake

sequence has four steps, sonetinmes known as the DORA exchange
(Figure 1) which is described in [ RFC2131].
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Fi gure 1: Typi cal DHCP DORA Exchange

1. Discover (DHCPDI SCOVER): Initial DHCP nessage sent by the host
(or the DHCP client) to discover DHCP server(s) in the network.

2. Ofer (DHCPOFFER): Once a DHCP server receives the Discover
message, it responds with an offer of an I P address that can be
assigned to the host. There can be multiple DHCP servers in the
networ k and hence multiple servers can respond to the Di scover
message by sending their own O fer nessage.

3. Request (DHCPREQUEST): Once the host receives one or nore of the
above offers, it sends a request to one of the DHCP servers
confirmng that it has accepted its offer.

4. Acknow edge (DHCPACK): The DHCP server sends the | ast DHCP

message for which the Request nessage was sent. The nessage is
sent to indicate the conpletion of the |P assignnent nechani sm
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4.1. DHCP Snoop binding entry

DHCP snoop binding is created usi ng DHCPREQUEST and DHCPACK nessages.
Section 2 of [RFC2131] defines the DHCP nessage fields and the
followi ng are sone of the key fields to understand the exchange of
DHCPREQUEST and DHCPACK nessages.

* ‘'ciaddr’: dient |IP address; only filled inif client is in BOUND,
RENEW or REBI NDI NG state and can respond to ARP requests.

* ’'giaddr’: Relay agent |IP address, used in booting via a rel ay
agent .

* 'yiaddr’: 'your’ (client) |IP address.

DHCP client-server interaction is defined in section 3 of [RFC2131],
whi ch are

1. dient-server interaction - allocating a network address.

2. (dient-server interaction - reusing a previously all ocated
net wor k addr ess

When a host is connected to a single switch (e.g., SW), both
DHCPREQUEST and DHCPACK messages pass through the sane switch. Thus,
the switch (SWM in this case) can build and validate its state for
DHCP snoop for that host. |If SW relies on just a single DHCP
message (such as DHCPACK that contains all the needed info) instead
of both DHCPREQUEST and DHCPACK to build its DHCP snoop state, then
it exposes itself to security risks and hijacking MAC/ I P bi ndi ng when
a rouge DHCPACK is received

5.  Synchroni zi ng DHCP Snoop Dat abase

Consi dering the distributed nature of EVPN application in providing
distributed bridge and distributed host gateway functions over a DC
Enterprise, and/or SP network, the synchronization chall enges of
provi ding FHS over such a distributed system needs to be addressed.
The two mai n chal |l enges are the synchronization of the DHCP snoop
dat abase (used in FHS) for both EVPN nmulti-hom ng and EVPN host

mobi lity.

The synchroni zati on procedure needed in EVPN to address these two
chal | enges are dependent on the type of EVPN service being provided -
i.e., bridge service vs. Integrated Routing and Bridging (IRB)
service. Therefore, we organize the synchroni zati on procedures
needed based on the EVPN services in the followi ng subsections.
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EVPN singl e-homing is anal ogous to the scenari o described in

Section 4, where a host is connected to a single switch. If it
wasn't for EVPN host nobility, then the existing DHCP snoop
procedures could be | everaged as is. However, additional extensions
are needed for EVPN host nobility and EVPN nulti-homng will be
described in the follow ng subsections.

The sol ution described here addresses both the multi-homng and the
host nobility issues of FHS by distributing DHCP snoop bi ndi ngs anong
the EVPN peers. A new EVPN route is proposed DHCP Snoop Route (DSR)
to carry the DHCP snoop binding information and detailed in

Section 9.

5.1. DHCP Snoop Anchor PE
The PE where the host is attached sees conpl eti on of DHCPREQUEST and

DHCPACK exchange between a DHCP Client (host) and a DHCP server, we
refer to this PE as the DHCP Snoop Anchor PE

| PE1 | | PE2 | | PE3 | | PE4 |
| \\ /
| \\ /
| \\ /
I I
DHCP Server DHCP d i ent

Figure 2: Single-Honed and Multi-Honmed hosts.

DHCP Snoop Anchor PE (e.g., PE2) originates the DSR. \Wen a renote
BGP peer receives the DSR (e.g., PE4), it inports |locally and updates
its DHCP Snoop Database. Wth this information, if the host noved to
a new PE (e.g., PE4), the new PE woul d al ready have the DSR update
fromthe old PEE As a result, the DHCP Snoop procedure running on
the new PE woul d successfully validate the host and i medi ately start
accepting that host’s nessages.

* For initial |IP address assignnent, both DHCPREQUEST and DHCPACK
needs to be received by the sane nulti-honming PE in order for that
PE to beconme DHCP Snoop Anchor PE and to origi nate DSR
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5.

5

5.

* For subsequent |P address renewal, ONLY DHCPACK needs to be
received by one of the nulti-homng PEs in order for that PE to
becone DHCP Snoop Anchor PE and to origi nate DSR

2. DHCP Message Synchronization

The synchroni zati on procedure for DHCP snoop bindings avoid
synchroni zati on of DHCPREQUEST and DHCPACK nessage anong the PEs and
instead for the nost part relies on a single PE to receive
DHCPREQUEST and DHCPACK message exchanges for initial |P address

assi gnnent and ONLY DHCPACK for subsequent | P address renewal. After
the conpl etion of such exchange, it will distribute the DHCP snoop
binding to the PEs participating in that EVPN Broadcast Dormai n.

The foll owi ng sections describe the DHCP snoop procedures and

associ ated synchroni zati on needed for EVPN Al -Active nulti-hom ng
and host nobility for DHCP initial |IP address allocation/lease and IP
address renewal when EVPN PEs participate in a bridged and I RB

servi ce.

3. Bridged Service

When EVPN bridged service is used with DHCP snooping, it is assuned
that both DHCP clients and servers reside in the same subnet (sane
bri dge domain and EVI). |If DHCP servers reside in a subnet different
then one of the DHCP clients, then EVPN I RB service along wi th DHCP
relay function needs to be depl oyed, which will be described in
Section 5. 4.

Just as in the use-case of FHS application in traditional swtches,
we assume that the PE interfaces on which DHCP information is
exchanged with the DHCP server is secure and the DHCP server itself
is not conproni sed

3.1. DHCP IP Address Allocation and Lease for Bridged Service

In this section, we describe how an anchor PE for DHCP snoop is

sel ected anong PEs participating in an EVPN multi-homng for a given
BD. Furthernore, we explain why we don’t need synchronization for

i ndi vi dual DHCPREQUEST and DHCPACK nessages anong these nulti-hom ng
PEs for anchor PE sel ection, but rather we need to synchronize the
final DHCP snoop state anbng the PEs participating in that EVI after
verification of DHCPREQUEST and DHCPACK exchange and the anchor PE
sel ection. The synchronization of the final DHCP snoop state is
achi eved when the anchor PE distributes this information is via DSR
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When a DHCP client is multi-homed to two or nore PEs on the same

Et her net Segment operating in All-Active node, DORA nessages can
arrive at different PEs. However, only one PE in the nulti-hom ng
redundancy group receives both DHCPREQUEST and DHCPACK nessages and
thus designates itself as DHCP Snoop Anchor PE. The behavior in the
case of Single-Active nulti-homng applies to other multi-hom ng
nmodes, such as port-active [I-D.ietf-bess-evpn-nh-pa] or single-flow
active [I-D.ietf-bess-evpn-|2gw proto] multi-hom ng, DHCPREQUEST and
DHCPACK nessages can only arrive at a single PE in the redundancy
group, which is the active PE for that ESI/EVI, hence and thus the
anchor PE for DHCP snoop.

1. ADHCP client initiates a DORA exchange by sendi ng a DHCPDI SCOVER
broadcast nessage. Because of All-Active multi-homing, this
broadcast nessage arrives at only one PE in the redundancy group
(e.g., PE2), which forwards it to all the other participating PEs
for that BD, including PEL, PE3 and PE4.

2. Each DHCP server for that subnet replies with a DHCPOFFER, while
DHCPCOFFER may be broadcast or unicast in the foll ow ng cases.

* PBroadcast: |f DHCPDI SCOVER has ’'ciaddr’ and 'giaddr’ set to
ZERO wi th Broadcast bit option.

* Unicast: |f DHCPDI SCOVER has ’'ciaddr’ and 'giaddr’ set to ZERO
wi t hout the Broadcast bit option, then the client’s hardware
address and ’'yi addr’ address are used.

Since client MACis not learned in the EVPN network before the
client obtains the | P address, even if DHCPOFFER i s unicast, it
will be sent as an unknown uni cast (from PEl's perspective).
Effectively, PE (e.g., PEl) attached to the DHCP server sends
this broadcast/unknown uni cast nmessage to all other PEs in that
BDY EVI and thus all the multi-hom ng PEs for that DHCP client
(e.g., PE2 and PE3) receive the DHCPOFFER broadcast/unknown

uni cast nmessage and the DF PE (e.g., PE3) forwards the nmessage to
the DHCP client.

3. The DHCP client responds with a DHCPREQUEST nessage of type
broadcast and gets hashed to PE2 again. PE2 will create
i nconpl ete DHCP snoop binding entry and forwards this broadcast
message to all other PEs in that BD, including PEL. PE1l delivers
this broadcast nmessage to the DHCP server.

4. DHCP server responds with DHCPACK. Since ’'ciaddr’ and ’giaddr’
are ZERO during initial setup, the client does not yet have the
"yiaddr’ address. DHCPACK will be sent as broadcast PE (e.g.,
PE1) attached to the DHCP server sends this broadcast nmessage to
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all other PEs in that BDYEVI and thus all the multi-hom ng PEs
for that DHCP client (e.g., PE2 and PE3) receive the DHCPACK
broadcast nessage and the DF PE (e.g., PE3) forwards the nessage
to the DHCP client. PE2 received the DHCPREQUEST earlier on its
| ocal attachment circuit, and with DHCPACK, it creates the

conpl ete DHCP snoop binding, clains the Anchor, and ori gi nates

t he DSR.

As the above exanple illustrates, only one PE in the redundancy group
(e.g., PE2) receives DHCPREQUEST on its local attachment circuit and
DHCPACK nessages. After verification of this exchange, it creates a
DHCP snoop state and designates itself as the DHCP anchor for that
client. Next, the anchor PE sends an EVPN DSR with the snooped MAC/

I P binding, lease time, and other pertinent information to all PEs in
that BD, including nulti-hom ng PEs in the sane redundancy group

When nmulti-hom ng PEs in the sane redundancy group receive this DSR
message fromthe anchor PE, they register the DHCP snoop state for
that host sitting behind that ESI. Therefore, fromthis tine
forward, when ARP/ND nessage (or data traffic) is received fromthat
host, the host MAC address is |earned and advertised in EVPN MAC/ I P
RT-2 is in the EVPN network and the traffic is forwarded accordingly.

5.3.2. DHCP | P Address Renewal for Bridged Service

A DHCP client will send DHCPREQUEST to renew the | ease, which can be
uni cast or broadcast. Client will set ’'yiaddr’ address as it already
knows the address. |f DHCPREQUEST is a broadcast nessage then the
procedure defined in Section 5.3.1 will apply. |f DHCPREQUEST is a
uni cast, because of All-Active nulti-honi ng, DHCPREQUEST uni cast
message arrives at only one of the PEs in the redundancy group (e.g.,
PE2), which forwards it to DHCP server.

DHCP server responds with DHCPACK. Since Cient had set ’'yiaddr’
addr ess in DHCPREQUEST, DHCPACK will be a unicast and either PE2 or
PE3 will receive the DHCPACK

* |f PE2 receives the DHCPACK which is the anchor PE then, |ease
time will be updated and DSR update will be sent with the new
| ease tinme. Al other PEs including the nultihomed PEs will
receive and update the lease tinme in the snoop entry that they
have created with the previ ous DSR update.

* | f PE3 receives the DHCPACK which is not the anchor PE and
determnes that it has received the snoop entry fromthe
mul ti honed PE ( e.g., PE2), which is the anchor then it clains
itself as an anchor and advertises DSR updates with a MAC Mbility
extended community attribute with a sequence nunber one greater
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than the sequence nunber in the MAC Mbility extended community
attribute of the received DSR.  Suppose the snoop entry does not
have the MAC Mobhility extended comunity attribute; the val ue of
the sequence nunber in the received DSR is assuned to be 0 for the
pur pose of this processing.

*  PE2, which is the previous anchor, receives DSR with a higher
sequence nunber fromits ESI peer PE3, determ nes that ESI peer
has cl ai mred the anchor and w thdraws the previously advertised
DSR. Note that when MAC/I P routes are received fromthe sane ESI,
no nobility event is triggered irrespective of the sequence
nunber. But for MAC/IP routes, the ES peer will not withdrawits
own MAC/IP route, so the case for the DSR is different indeed.

| RB Service

When EVPN | RB service is used with DHCP snooping, if both DHCP
clients and servers reside in the same subnet (sanme bridge domain and
EVI), then the procedure defined in Section 5.3 will apply. |f DHCP
servers reside in a subnet different than one of the DHCP clients,
then EVPN | RB service and DHCP relay function MJST be depl oyed. The
sol ution described here addresses the nmulti-hom ng and host mohility
i ssues by distributing DHCP snoop bi ndi ngs anong t he EVPN peers.

1. DHCP | P Address Allocation and Lease for | RB Service

A DHCP client initiates a DORA exchange by sendi ng a DHCPDI SCOVER
broadcast nessage. Because of All-Active nmulti-homing, this
broadcast nessage arrives at only one PE in the redundancy group
(e.g., PE2), which forwards it to the DHCP server defined in the
relay config. The source |IP address used in the relay nmessage wl|l
be a unique I P configured on multihonmed PEs such that the DHCP server
response cones to the PE, which initiates the DHCP rel ay nessage.

There could be nmultiple DHCP relays configured with different
servers. FEach DHCP server can reply with a DHCPOFFER broadcast
message and will be unicasted to the PE, which originated the

DHCPDI SCOVER rel ay message, which broadcasts on its local interfaces

The DHCP client responds with a DHCPREQUEST nessage of type broadcast
and gets hashed to PE2 again. PE2 will create an inconpl ete DHCP
snoop binding entry and forward this broadcast message via the DHCP
rel ay.

DHCP server responds with a DHCPACK nessage, which will be unicasted

to the PE (e.g., PE2), which originated the DHCPREQUEST rel ay
message. PE will broadcast this nessage on its local interfaces.
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As the above exanple illustrates, only one PE in the redundancy group
(e.g., PE2) receives DHCPREQUEST on its local attachment circuit and
DHCPACK nessages. After verification of this exchange, it creates a
DHCP snoop state and designates itself as the DHCP anchor for that
client. Next, the anchor PE sends an EVPN DSR with the snooped MAC

I P binding, lease tinme, and other pertinent information to all PEs in
that BD, including nulti-honing PEs in the sane redundancy group

VWhen mul ti-hom ng PEs in the sanme redundancy group receive this DSR
message fromthe anchor PE, they register the DHCP snoop state for
that host sitting behind that ESI. Therefore, fromthis tine
forward, when an ARP/ND nessage (or data traffic) is received from
that host, the host MAC address is | earned and advertised in EVPN
MAC/IP RT-2 in the EVPN network, and the traffic is forwarded
accordi ngly.

5.4.2. DHCP | P Address Renewal for |IRB Service

A DHCP client will send a DHCPREQUEST to renew the | ease. Because of
Al -Active nulti-hom ng, the DHCPREQUEST uni cast nessage arrives at
only one of the PEs in the redundancy group, which forwards it to the
DHCP server defined in the relay config.

Suppose DHCPREQUEST arrives on PE2, which forwards it to the DHCP
server defined in the relay config. |If PE2 is the anchor PE, then
after receiving the DHCPACK, the DHCP snoop entry lease time will be
updated, and a DSR update will be sent with the new | ease time. Al
other PEs, including the nultihonmed PEs, will receive and update the
| ease tinme in the snoop entry created with the previous DSR updat e.

Suppose DHCPREQUEST arrives on PE3, which forwards it to the DHCP
server defined in the relay config. If PE3 is not the anchor PE
then after receiving the DHCPACK, it determines that it has received
the snoop entry fromthe nultihoned PE, which is the anchor ( e.g.,
PE2), then it clains itself as an anchor

*  DHCP snoop entry lease tinme will be updated.

* DSR update will be sent with the new |lease tine with a MAC
Mobility extended comunity attribute with a sequence nunber one
greater than the sequence nunber in the MAC Mbility extended
community attribute of the received DSR  Suppose the snoop entry
does not have the MAC Mobility extended conmunity attribute; the
val ue of the sequence nunber in the received DSR is assumed to be
0 for the purpose of this processing.
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5.

5.

* PE2, the previous anchor, receives DSR with a higher sequence
nurmber fromits nmultihomed PE3, determ nes that multihoned PE3 has
cl aimed the anchor, and wi thdraws the previously adverti sed DSR
Note that no nobility event is triggered when MAC/IP routes are
received fromthe sane ESI, irrespective of the sequence nunber.
But for MAC/ I P routes, the ES peer will not withdraw its own MAC/
IP route, so the case for the DSR route is different indeed.

* Al other PEs will receive and update the lease tine in the snoop
entry that they have created with the previ ous DSR update.

DSR handl i ng on non-ES|I PEs

When other PEs ( e.g., PE4) in the sane BD receive this DSR nessage
advertised by the anchor PE, they also register and synchronize the
DHCP snoop state for that host with that of the anchor PE.

Contrary to EVPN MAC/ | P Adverti sement Routes (RT-2), EVPN DSR (RT-x)
does not need to use EVPN Ethernet AD per ES Route (RT-1) for route
resolution as described in section 9.2.2 of
[1-D.ietf-bess-rfc7432bis] because DSR is only used for DHCP snoop

state and not traffic forwarding. It is better to maintain the |ast
state of DHCP snoop for a given MAC/IP binding than to have no state
at all. Furthernore, there is no inpact on traffic forwarding in the

case of DSR, whereas if route resolution based on RT-1 is not
performed for RT-2, traffic destined to that MAC can be bl ackhol ed
till it is learned again at the renote PEs.

DHCP Snoop Anchor Mbility

The host nove will be detected via the data plane or GARP/ RARP when
the host nmoves from Anchor PE to renmpte PE. Since DHCP snoop entry
was synced via the DSR from Anchor on renote PE, the EVPN nobility
procedure will be initiated as defined in [RFC7432]. After

conpl etion of the nobility procedure, the anchor will be noved to the
renote PE, where the host is noved. A duplicate-wait-tiner with a
default value of 30 sec will be started to identify the duplicate
case. After the duplicate-wait-timer expires, the anchor will be
moved if MAC/IP in the DSRis learned locally. [If not, then Anchor
will not be noved. Subsequent Host mobility will again start the
duplicate-wait-tiner.

If Anchor is nmoved froma renote |ocation to a | ocal one, the MAC
Mobility extended comunity attribute defined [ RFC7432] will be used
for the DSR. Every Anchor nmobility event for a given DSR wi ||
contain a sequence nunber that is set using the follow ng rules:
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1. A PE advertising given DSR for the first time advertises it with
no MAC Mobhility extended community attribute.

2. A PE detecting a locally attached DSR for which it had previously
received a DSR with a different Ethernet segnent identifier
advertises the DSR tagged with a MAC Mbility extended community
attribute with a sequence nunber one greater than the sequence
nunber in the MAC Mobility extended comrunity attribute of the
received DSR. In the case of the first nobility event for a
gi ven DSR, where the received DSR does not carry a MAC Mohility
extended comunity attribute, the value of the sequence nunber in
the received DSR is assuned to be 0 for the purpose of this
processi ng.

3. A PE detecting a locally attached DSR for which it had previously
received a DSR with the same non-zero Ethernet segnent identifier
advertises it with the foll ow ng:

* No MAC Mobility extended community attribute if the received
DSR did not carry said attribute.

* a MAC Mobility extended comunity attribute with the sequence
nunber equal to the highest of the sequence nunber(s) in the
recei ved DHCP Snoop Route (s) if the received route(s) is
(are) tagged with a MAC Mobility extended conmunity attribute.

4. A PE detecting a locally attached DSR for which it had previously
received a DSR with the same zero Ethernet segnent identifier
(single-honed scenarios) advertises it with a MAC Mobility
extended community attribute with the sequence nunber
appropriately set. 1In the case of single-homed scenarios, there
is no need for an ESI conparison. ESI conparison is nmade for
multi-homng to prevent fal se detection of DSR noves anobng the
PEs attached to the sanme multihoned site.

A PE receiving a DSR for a MAC/| P address with a different Ethernet
segrment identifier and a hi gher sequence nunber than that which it
had previously advertised withdraws its DSR If two (or nore) PEs
advertise the same DSR with the same sequence nunber but different
Et hernet segnent identifiers, a PE that receives these routes selects
the route advertised by the PE with the | owest | P address, which is
the best route. |If the PEis the originator of the DSR and it
receives the sane DSR with the sane sequence number that it
generated, it will conpare its |IP address with the | P address of the
renote PE and will select the lowest IP. |If its route is not the
best one, it will withdraw the route.
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8.

8.

8.

Previ ous Anchor PE receiving DSR fromrenpte check whether the MAC/ I P
is learned remotely; if so, it will withdraw the | ocal DSR and use
the rembte DSR. If MAC/IP is learned locally, then it will increnent
the sequence nunber by ONE, then the received sequence nunber.

Host Mobility and Age- Qut

When using the DSR, the baseline host mobility procedures in EVPN are
not affected. Wen the host noves fromone PE to another and both
PEs have the sane BD, the new PE woul d al ready have the renpte DHCP
Snoop Entry. As a result, it would accept the incom ng ARP/ ND
messages. Once it learns the new host, the new PE can send a new
MAC/ | P updat e.

When the host ages out, the PE would wi thdraw the EVPN MAC/ | P
advertisenent route w thout bothering about the DSR |If the DHCP
Lease expiration tinmer is running on the PE, then the PE does not
send a withdrawal of the DSR  Once the Lease expires, the PE can
wit hdraw the DSR as wel | .

Race Conditions
1. Inter-ES Mbility

A race-condi tion can happen when the host noves from one PE device
(say PEl) to another PE device (say PE2). Let us say that as soon as
DHCPREQUEST i s validated on PE1 and PEl advertises the DSR to ot her
PE devi ces. The host noves from PE1 to PE2. Upon noving, the host
generates a GARP (Gratuitous ARP) nessage. The GARP nessage MAY
arrive sooner on PE2 than the DSR. In other words, PE2 receives the
GARP before it has populated its DHCP bi ndi ng and thus di scards GARP.

We can address the above race-condition by storing an ARP entry
associated with the GARP nessage and a flag indicating that we shoul d

keep the entry for T seconds. |If DSR arrives within T, then the flag
is removed and ARP entry is nade pernanent. Oherw se, we delete the
ARP entry after the expiration of T seconds. |In other words, the ARP

entry is created, but it stays inactive until the DSR arrives and
activates the ARP entry.

2. Intra-ES Synchroni zation

A simlar race-condition can occur when nultiple PEs are connected to
the sane Ethernet-Segnent. Let us say, that upon successfully
getting the DHCP handshake done, the host generates an ARP message.
The ARP nessage MAY reach PE2, which is different from PEL, which has
the Snoop DB binding. However, they are in the sane Ethernet
Segnent. I n other words, PE2 receives the GARP before it has
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popul ated its DHCP binding and thus discards the ARP.

Once again, we can address the above race-condition by storing an ARP
entry associated with the ARP nessage and a flag indicating that it
will be kept for T seconds. |If DSR arrives within T, the flag is
renoved and ARP entry is nade permanent. Qherwi se, the ARP entry is
del eted after the expiration of T seconds.

9. BGP EVPN DSR Rout e

The BGP EVPN NLRI as defined in [ RFC7432] is shown bel ow

o m o e e +
| Rout e Type (1 octet) |
o e e e e e e e e e e e e e o m o +
| Length (1 octet) |
o m o oo +
| Route Type specific (variable) |
o m o e +

Fi gure 3: BGP EVPN NLR

We propose a new EVPN route type called DHCP Snoop Route with the
follow ng format:
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e +
| RD (8 octets) |
o e m e e e e e e e e e e e e e e me e +
| Et hernet Segment ldentifier (10 octets)]|
O U g +
| Ethernet Tag ID (4 octets) |
Fom e m e e e eeeieeaeecciceseaccaeaaaas +
| MAC Address Length (1 octet) |
o e m e e e e e e e e e e e e e e me e +
| MAC Address (6 octets) |
O +
| 1P Address Length (1 octet) |
Fom e m e e emeeeeieeieeccicemeaccneaaaas +
| 1P Address (4 or 16 octets) |
o e m e e e e e e e e e e e e e e me e +
| Create Lease Tinme in sec (8 octets) |
O +
| Lease Time in sec (4 octets) |
Fem e m e e emeeeeieeeeeccicemeaccacaaaas +

Figure 4: EVPN DSR Rout e

* The Route Distinguisher (RD) and Ethernet Tag | D MJST be used as
defined in [ RFC7432] and [RFC8365]. |In particular, the RDis
uni que per NMAC- VRF.

* Ethernet Segnment ldentifier (ESI) is a unique non-zero identifier
that identifies an Ethernet segnent. The ESI format is described
in [ RFC7432].

* The MAC Address and the I P Address fields are the MAC address and
| P address of the host respectively. The MAC Address length (in
bits) field specifies the host’'s MAC address length. The IP
address Length (in bits) field specifies the host’s | P address
| engt h.

* Create-Time is the value when DHCP entry is created, it also gets
updat ed when DHCP Lease renewal happens. The value is calcul ated
fromEPOCH tine -1st January 1970 UTC |, e how nmany seconds el apsed
f r om EPCCH.

* Lease-Tine is the value of lease time remaining for the DHCP snoop
entry in seconds.
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* For the purpose of BGP route key processing, only the Ethernet Tag
I D, MAC Address Length, MAC Address, | P Address Length, and IP
Address fields are considered to be part of the prefix in the
NLRI .

*  The BCGP advertisenment for the DSR MJST al so carry the Route Target
(RT) associated with the BD

9.1. Create and Lease Tine Handling
Anchor PE origi nates the DSR when the DORA exchange is conplete.
DHCP Snoop DB entry will maintain the create tine and | ease tine.
When DHCP | ease renewal is conplete, the create tine and |l ease tine
are updated. The Create tine will be in seconds. For exanple, the
Create tinme on January 1, 2022 12:00:01 A Mw |l be represented in
seconds a 1640995201

Al'l EVPN peers will be expected to synchronize the tinestanp using
NTP such that Create time will be interpreted correctly.

The PE router will calculate the lease tine as foll ows.
Lease Tine = Received Lease tine - (Current tine - Create tine)

There are no lease tine calculations in transit BGP EVPN peers |ike
route reflectors of ASBRs.

10. Security Considerations

Security considerations discussed in [RFC7432] and [ RFC8365] apply to
this document as well.

11. | ANA Consi derations
Thi s docunent defines a new EVPN route type called DHCP Snoop Route
and request the following registration in the EVPN Route Type
registry

Val ue : 12
Description: DHCP Snoop Route
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