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Abst ract

EVPN [ RFC7432] and [ RFC8365] has become the standard defacto
technol ogy/ sol ution used in Enterprise, Data Center, and Service
Provi der networks because of its multi-tenancy, flexible multi-hom ng
capabilities, efficient utilization of network bandw dth, support of
wor kl oad mobility, flexible workload placenent, etc. across nany
different types of services/VPNs. Sone operators have depl oyed | Pv4
underl ay network/fabric and now plan to migrate to IPv6. This
docunent describes the procedures to achi eve such mgration

seaml essly.
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1. Introduction

EVPN [ RFC7432] and [ RFC8365] has become the standard defacto
technol ogy/ sol ution used in Enterprise, Data Center, and Service
Provi der networks because of its multi-tenancy, flexible multi-hom ng
capabilities, efficient utilization of network bandw dth, support of
wor kl oad nmobility, flexible workload placenent, etc. across many
different types of services/VPNs. Sone operators have depl oyed | Pv4
underl ay network/fabric and now plan to migrate to IPv6. This
docunent describes the procedures to achieve such mgration

seam essly.

It should be noted that the migration fromlIPv4d to | Pv6 for underlay

network/fabric is conpletely i ndependent from overlay networks.
Currently, EVPN supports natively both IPv4 and | Pv6 overlay networks
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1.

1.

(i.e., providing connectivity anong |IPv4 and | Pv6 wor kl oads and
applications). The underlay connectivity anong PE devi ces (aka NVES)
are established by a set of tunnels (e.g., MP2P tunnels) where the
tunnel endpoints are |located at the NVEs and are referred to as VTEPs
(Virtual Tunnel Endpoints). |In EVPN routes, VTEP address is and IP
address conveyed in the Next Hop Field of the MP_REACH NLRI attribute
and it is of the sane type as the underelay network (i.e., |Pv4 or

| Pv6) .

In data plane, for VXLAN encapsul ation, the outer |IP Header of a
packet carries source and destinati on VTEP addresses corresponding to
the underlay tunnel of type |Pv4 or |Pv6.

As defined in [RFC7432] and [ RFC8365], the Next Hop field of the
MP_REACH NLRI attribute of the EVPN routes can be set to the I Pv4 or
| Pv6 address of the NVE's VTEP | P address, which allows EVPN VXLAN
over | Pvd (VXLANv4) or over |Pv6 (VXLANvG) Single Stack transport for
greenfield depl oyments.

Si nce the EVPN VXLANv4 has been w dely depl oyed and there is an
industry trend of mgrating existing | Pv4 based network to | Pv6, an
underlay migration path from EVPN VXLANv4 to VXLANvG for brownfield
depl oynents nust be considered. To support the fabric (i.e.,
underl ay network) migration seanlessly and gradually (i.e., one NVE
at the tine), EVPN nust be able to support dual |Pv4/I|Pv6 underl ay
transport by carrying dual next hops so that the receiving side can
choose which transport to use, and it nust be backward conpati bl e
with existing single stack underlay VTEP nodes in the fabric for the
pur pose of gradual mgration

Section 2 discusses the procedures for seamnml ess migration of EVPN
fabric fromlIPv4d to I pv6. Section 4 and Section 5 discuss how to
revert the mgration of EVPN fabric fromIPv6 to IPv4 for a) when the
mgration is not conplete, and b) when the mgration has been
conpl et ed.

Ter mi nol ogy

EVPN:  Et hernet VPN

NVE: Network Virtualization Edge

PE: Provi der Edge Device

VTEP: VXLAN Tunnel End Poi nt

VXLANv4: EVPN VXLAN Overlay over |Pv4 Underl ay
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VXLANv6: EVPN VXLAN Overlay over |Pv6 Underl ay

VXLANv4v6: EVPN VXLAN Overlay over |IPv4 and |1 Pv6 (Dual - Stack)
Under | ay

2. EVPN Fabric Mgration fromV4 to V6 for VxLAN Encapsul ati on

An EVPN Fabric m ght have hundreds or thousands of VTEPs and the
fabric mgration could be a |ong process involving software upgrade
and per-VTEP migration. Since a VXLANv6 VTEP cannot comuni cate
directly with a VXLANv4 VTEP, Single Stack Underlay will not work for
Seam ess (in-service) Mgration, and Dual - Stack Underlay is needed
for the transition.

To support In-Fabric Per VTEP Seam ess Mgration, a VIEP to be

m grated nust be upgraded to have Dual - Stack Underlay capability
whil e other VTEPs can still run in the single stack nobde without the
dual - stack capability.

The following steps in Figure 1 describe in detail the procedure to
mgrate a VXLANv4 Fabric to a VXLANv6 Fabric:

1. Initially, all the VIEPs are running in the single-stack VXLANv4
nmode. The VXLAN encapsul ation anong all the VTEPs is set to
"ipvd' .

2. Upgrade t he uderlay network protocol (1GP or BGP) to dual -stack
to provide both IPv4 and |1 Pv6 connectivity anmong the PES/NVES in
the network. Both IPv4 and | Pv6 underlay connectivity should be
checked.

3. Upgrade EVPN VxLAN Encapsul ati on on the first VTEP (e.g., VTEP1)
to dual -stack and configure | Pv6 address for that VTEP in
addition to its IPv4 address (e.g., dual-stack encapsul ation).

4. The first VTEP (e.g., VTEP1l) advertises EVPN routes with dua
VTEP | P addresses, but the VXLAN encapsul ati on anong all the
VTEPs still uses "ipv4' ", since the other VTEPs are still in
singl e-stack "i pv4" node.

5. Upgr ade EVPN VXLAN Encapsul ati on on the second VTEP (e.g.,

VTEP2) to dual -stack and configure I Pv6 address for that VTEP in
addition to its | Pv4 address (e.g., dual-stack encapsul ation).
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The second VTEP (e.g., VTEP2) advertises EVPN routes with dua
VTEP | P addresses, and now t he VXLAN encapsul ati on between VTEP1
and VTEP2 uses "dual -stack"” and select "ipv6" as the prefered
encapsul ation. Section 3.2 describes the criteria used by a PE
NVE to prefer one encapsul ati on over another.

Upgr ade EVPN VxLAN Encapsul ati on on the nth VTEP (e.g., VTEPn)
to dual -stack and configure | Pv6 address for that VTEP in
addition to its IPv4 address (e.g., dual -stack encapsul ation).

The nth VTEP (e.g., VTEPn) advertises EVPN routes with dual VTEP
| P addresses, and now the VXLAN encapsul ati on between VTEP1

t hrough VTEPn uses "dual -stack" and select "ipve" as the
prefered encapsul ation. Section 3.2 describes the criteria used
by a PE/NVE to prefer one encapsul ati on over anot her

Once all the VTEPs have migrated to advertises EVPN routes with
dual VTEP | P addresses and select "ipv6" as the preferred
encapsul ati on and all BGP sessions in the network have al so
mgrated to | Pv6 (Section 3.4), the fabric has been migrated to
use VXLANv6 in data plane with I Pv6 BGP session in control, even
though the all the VTEPs are still in "dual-stack" node

Furthernore, optionally the operator can set all the VTEPs to
singl e-stack "ipv6e" node and advertise EVPN routes with single
I Pv6 VTEP I P address without inpacting traffic, and then renove
the 1 Pv4 VTEP address on each of the VTEPs safely. Now the
fabric has been mgrated to use |Pv6-only underl ay.

et al. Expi res 25 Decenber 2025 [ Page 5]



Internet-Draft EVPN Underlay Network M gration From | Pv June 2025

VTEP1 VTEP2 VTEPN
Initial:(lPv4) (1'Pvad) (1'Pvd)
| VXLANv4 | VXLANv4 |
I D T >|
| VXLANv4 |
I e >|
I I I
Step 1: (I1Pv4ve) (1'Pvad) (1'Pvd)
| VXLANv4 | VXLANv4 |
I D T >|
| VXLANv4 |
I e >|
I I I
Step 2: (I1Pv4ve) (1 Pvave) (1'Pvd)
| VXLANv 6 | VXLANv4 |
I D T >|
| VXLANv4 |
I e >|
I I I
Step 3: (IPv4ve) (1 Pvave) (1 Pvave)
| VXLANv 6 | VXLANv 6 |
I D T >|
| VXLANv 6 |
I e >|

Step 4: (1Pv6) (1 Pv6) (1 Pv6)
I

Figure 1: Fabric Mgration from VXLANv4 to VXLANvG

Note: Mgrating fromUnderlay |Pv6 to | Pv4 foll ows the sane
procedures as descri bed above, as long as the originating router’s IP
address doesn’t change during the mgration process.

Note: Static Miulicast Underlay mgration will be covered in future
ver si on.

3. BGP EVPN Routes and Procedures

3.1. Dual VTEP Address Pl acenent
On a dual -stack underlay (XLANv4v6) VTEP, the EVPN routes advertised
fromthe VTEP would carry both |IPv4 and | Pv6 VTEP addresses. The
primary address would be carried in the Next Hop field of

MP_REACH NLRI attribute and secondary address is carried as a BGP
Tunnel Encapsul ation Attribute as defined in [ RFC9012].
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The Tunnel Encapsulation attribute is an optional transitive BGP path
attribute. |1ANA has assigned the value 23 as the type code of the
attribute in the "BGP Path Attributes” registry. As per section 6 in
[ RFC9012], the BGP Tunnel Encapsul ation Attribute MAY be carried in
any BGP UPDATE nessage whose AFI/SAFI is 25/70 (EVPN) and can be
conposed of a set of TLV encodings; however, for the purpose of dual -
stack VXLAN Encapsul ation, only a single Tunnel Encapsulation TLV is
used and furthernore only a single sub-TLV for carrying VIEP IP
address is used.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
Tunnel Type (2 octets) | Length (2 octets) |
i T o T i e S S S i S e S

I

+-

| , |
| Val ue (vari abl e) |
I I
B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
Figure 2: Tunnel Encapsul ation TLV

As for VXLANv4v6 VTEP, within the Tunnel Encapsul ation TLV, the
Tunnel Type woul d be set to VXLAN (I ANA assigned value 8) and the
Tunnel Egress Endpoint sub-TLV field will carry the secondary |Pv4 or
| Pv6 Next Hop Address.

0 1 2 3

01234567890123456789012345678901
e S o i s R e e ok R
| Reserved (4 octets) |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Address Family (2 octets) | Addr ess |
I S i it HIE RIE R TR e (vari abl e) +
I I
+- +

R s o o i i S S S o o ol ol S S S S R R o
Figure 3: Tunnel Egress Endpoint sub-TLV Value Field

It should be noted that there is no need to carry the Encapsul ation
sub- TLV of 12 bytes in the Tunnel Encapsul ation TLV because that info
is already carried in the EVPN MAC/ | P Adverti senent Route.

Furt hernmore, each EVPN route that carries the Tunnel Encapsul ation
Attribute MIST al so carry BGP Encapsul ati on Ext ended Community per

[ RFC8365]. The presense of both the BGP Encapsul ati on Ext ended
Conmunity and the Tunnel Encapsul ation Attribute indicates to the BGP
EVPN receiver that the purpose of the Tunnel Encapsul ation Attribute
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is solely for carrying the second VTEP | P address and thus it only
contai ns Tunnel Egress Endpoint sub-TLV (and doesn’t contain any
ot her sub-TLVs includi ng VXLAN Encapsul ati on sub-TLV).

Dual VTEP Address Preference

For the interoperation between a dual -stack underlay VTEP and a
singl e-stack underlay VTEP whi ch doesn’t support dual -stack underl ay
capability yet, a preference between choosing IPv4 or IPv6 as the
prinmary address to be carried in the Next Hop field of BGP

MP_REACH NLRI attribute nust be considered:

* For IPv4 to IPv6 fabric mgration, a VXLANv4v6 VTEP nust use its
| Pv4 VTEP address as the primary address and thus carry it in the
MP_REACH NLRI attribute. |Its IPv6 VTEP address nust be carried in
Tunnel Encapsul ation attribute.

* For IPv6 to IPv4 fabric mgration, a VXLANv4v6 VTEP nust use its
| Pv6 VTEP address as the primary address and thus carry it in the
MP_REACH NLRI attribute. |Its |IPv4 VTEP address nust be carried in
Tunnel Encapsul ation attribute.

Originating Router’s | P Address

As defined in the [RFC7432] and [ RFC9251], there is an "Originating
Router’s | P Address" or "Originator Router Address" field in sone
EVPN routes, i.e., RT-3, RT-4, RT-6, RT-7, RT-8. This field can be 4
or 16 octets and it’'s part of the route key during the BGP route
processi ng:

| Oiginating Router’s |IP Address |
(4 or 16 octets) |

Figure 4: Oiginating Router’s | P Address
Usual |y, for EVPN VXLANv4 routes, the Originating Router’s | P Address
can be assigned with an | Pv4 | oopback address, and for EVPN VXLANv6

routes, the Originating Router’s | P Address can be assigned with an
| Pv6 | oopback address.
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Consi dering dual -stack underlay, if the originating router originally
advertises a route with I Pv4 underlay address, it m ght choose to use
an | Pv4 address as the "Originating Router’s | P Address”. Later on,
when it tries to switch to the dual |Pv4/1Pv6 underlay address, it

m ght advertise the route with an | Pv6 address as the "Originating
Router’'s | P Address". On the receiving side, since the two routes
have different route keys, insteading of updating the previous route,
both routes are kept which could lead to traffic duplication

Considering that the "Originating Router’s | P Address" is just part
of the route key, which is used to uniquely identify an originating
router, and it’s not contributing to forwarding, it can be either

I Pv4 or | Pv6 address independent of the BGP next hop address/VTEP
address type for that NLRI, but it MJST remain the sane for all EVPN
routes advertised by that VIEP till the fabric mgration is

conpl eted. These behaviours are clarified by section 8.1 and section
11.1 in [I-D.ietf-bess-rfc7432bis].

This inplies that the originator of EVPN routes can use | Pv4 address
as "Originating Router’s I P Address” while its encapsulation is
VXLANv6, or it can use |Pv6 address as "Originating Router’s IP
Address" while its encapsulation is VxLANv4. Further nore, it
inplies that the EVPN recei ver nmust accept either IPv4 or |Pv6 as
"Originating Router’s | P Address" regardl ess of VXLAN encapsul ation
i n dat apl ane.

3.4. BGP Peering

The BGP peering migration for BGP control plane signaling is

i ndependent from VTEP migration for dataplane connectivity and one
can be done before the other independent of the order; however,
before marking the fabric mgration conplete and and only have a
singl e-stack enabled in the fabric, both dataplane and control plane
m gration needs to be conpl et ed.

For control plane migration (i.e., BGP session nmigration) fromv4 to
v6 (or visa versa), the followi ng steps should be taken

1. A given VIEP has a first BGP session (which is usually IPv4 for
v4d to v6 mgration) between itself and its BGP peer - i.e.,
either a route reflector in case of i BGP or another gateway/ ASBR
in case of eBGP

2. A second BGP session using the other |IP address type is
configured between the VTEP and its peer (e.g., usually |IPv6
address type for v4 to v6 mgration). Al EVPN routes get re-
advertised using this new BGP session.
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3. Once all the EVPN routes have been re-advertised via this second
BGP session, then the first BGP session (which is IPv4 for v4 to
v6 m gration) can be decom ssioned. Note that the same EVPN
routes including tunnel attributes gets re-advertised via the two
sessi ons.

Al t hough as mentioned previously datapl ane and control plane
mgrations fromv4 to v6 (and vise versa) are independent of each
other, it is reconmended to perform dataplane mgration first because
as part of dataplane mgration, the underlay connectivity anong the
network nodes (e.g., PE and P nodes) for the new | P address type is
checked and this underlay connectivity is needed for control plane
mgration.

4. Reverting back to VxLANv4 before Mgration Conpletion

Reverting the migration process back to VXLANv4 before its conpletion
requires careful handling to ensure network stability and avoid
traffic disruption. The follow ng steps outline the procedure:

1. Determne which VIEPs have al ready been m grated to dual -stack
node and are advertising EVPN routes with both IPv4 and | Pv6 VTEP
addr esses.

2. Start with the first dual-stack VTEP, revert its configuration to
singl e-stack "ipv4" node and ensure that the EVPN routes fromthe
reverted VTEP are updated to reflect the single-stack "ipv4"
configuration. The Next Hop field in the MP_REACH NLRI attribute
should only carry the | Pv4 VTEP address. Do not unconfigure the
| Pv6 VTEP address at this nonent to ensure seanl ess reverting.

3. Confirmthat the reverted VTEP can communi cate with other single-
stack and dual -stack VTEPs in the fabric. Perform connectivity
tests to ensure proper operation

4. Repeat the above steps for each dual -stack VTEP in the fabric,
one at atine, to ensure a controlled roll back process.

5. Once all dual -stack VTEPs have reverted to single-stack "ipv4"
node, all the VTEPs in fabric are using VXLANv4 in the data
pl ane, and the | Pv6 VTEP address can be safelly unconfi gured.

By followi ng these steps, the fabric can be reverted to VxLANv4

operation while maintaining network stability and m nim zi ng i nmpact
on traffic.
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5. Reverting back to VxLANv4 after M gration Conpletion

Reverting the mgration process from VxLANvG to VXLANv4 after its
conpl etion involves transitioning the fabric I Pv6-only underlay back
to I Pv4-only underlay while ensuring mninmal disruption to traffic.
This is equivalent to fabric mgration fromlIPv6 to | Pv4d underl ay.
The foll owi ng steps outline the procedure:

1. Confirmthat all VTEPs in the fabric are operating in single-
stack "ipv6" node and are advertising EVPN routes with only | Pv6
VTEP addr esses.

2. Begin with the first VIEP, configure it to dual -stack node by
addi ng an | Pv4 VTEP address alongside its existing | Pv6 VTEP
address. Ensure that the EVPN routes fromthis VTEP are updated
to reflect the dual -stack configuration. The Next Hop field in
the MP_REACH NLRI attribute should carry the | Pv6 VTEP address,
while the |Pv4 VTEP address is carried in the Tunne
Encapsul ation attribute.

3. Confirmthat the dual-stack VTEP can conmuni cate wi th ot her
singl e-stack and dual -stack VTEPs in the fabric. Perform
connectivity tests to ensure proper operation

4. Repeat the above steps for each VTEP in the fabric, transitioning
themto dual -stack node one at a tine.

5. Once all VTEPs have transitioned to dual -stack node, follow the
same procedure as defined in Section 4 for the rest.

By followi ng these steps, the fabric can be reverted to VxLANv4
operation after mgration conpletion while maintaining network
stability and m nim zing inpact on traffic.

6. Milti-Hom ng Operation

To support Single and Dual Stack EVPN VXLAN, the existing routes
including nmultihom ng related routes, need to be enhanced to support
di fferent Next Hops/Tunnel Endpoints (TEP) as defined in Section 3,
but there is no changes to the migration procedures as descri bed
above.
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6.1. RT-1 EAD Per EVI for Aliasing path

RT-1 is used together with RT-2 to resolve aliasing/backup path.
Dependi ng on the Preference, RT-1 and RT-2 could use different type
of Next Hop. For example, RT-1 is froma Single |IPv4 VTEP and RT-2 is
froma Dual Stack VTEP, the two VTEPs forma nulti-hom ng Goup. A
renote VTEP receives the RT-1 with | Pv4 Next Hop and the RT-2 with
Dual Next Hop, but locally prefer I1Pv6. |In this case, the RT-2 would
be resolved as one path with I Pv4 Next Hop and another path with |IPv6
Next Hop and the forwarding would still work.

6.2. RT-1 EAD Per ES for Fast Convergence

When a VTEP receives the RT-2's and builds the path list with primary
and al i asi ng/ backup paths, a shared next hop list will be built as
wel | for fast convergence. As described above, the path list could
be a mx of IPv4 and | Pv6 Next Hops for the sane Ethernet Segnent.
But since EAD Per ES route would share the same NH Preference as its
correspondi ng EAD Per EVI and MAC/ I P routes, the fast convergence
woul d still work.

6.3. RT-1 EAD Per ES for Split Horizon Filtering

When a nul tihomi ng VTEP receives the EAD Per ES routes fromits

mul ti hom ng peers, it uses the VIEP Addresses fromthe routes to
build the split horizon filtering list. Since EAD Per ES route would
share the same NH Preference as its correspondi ng EAD Per EVI, MAC/ I P
and | MET routes, the sane preferred VTEP address will be put into the
filtering list, and the list could be a mx of IPv4 and | Pv6 Next
Hops for the sane Ethernet Segnent.

6. 4. RT-4 ES Route for DF El ection

ES Route is keyed with ESI and Originator’s IP, and it’'s Next HOP
Agnostic, so it would be safe to use either IPv4 or IPv6 as the Next
Hop in MP_REACH NLRI. Furthernore, an UPDATE to the NH of this route
woul d not trigger DF Re-el ection.

6.5. RT-6, 7, 8 Routes for L2 Multicast

Like RT-4, the RT-6, 7 and 8 routes are Next Hop Agnostic, and use
the Originator’'s I P Address as part of the route key. Since during
migration the Originator’s | P address won’'t change as descri bed
before, these L2 Multicast Routes won't be inpacted by the VTEP I P/
Next Hop migration.
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10.

11.

11.

Fabric I nterconnect between VXLANv4 and VXLANv6

[ RFC9014] covers different interconnect networks for islands of EVPN
VXLAN networks (i.e., NVO networks) anpbng which EVPN MPLS and VXLAN
networks. EVPN VxLAN as in interconnect network is covered in
section xxx along with the correspondi ng procedures. Wen VxLAN
encapsul ation is used for both the NOV networks and the interconnect
network, |P address types anong the networks can be different w thout
|l osing any generality in the procedures specified in [ RFC9014].

Al t hough both interconnect scenario as specified in [ RFC9014] and
fabric migration as specified in this docunent use dual -stack VTEPs,
the application and procedures for the dual -stack VTEPs are different
and are governed by their correspondi ng documents.

It should be noted that both interconnect and fabric mgration
scenari os can coexi st such that several NVO networks are connected to
an i nterconnect network, and two or nore such networks (including

i nt erconnect network) have fabric mgration fromv4 to v6 (or vise
versa). |In such conposite scenario, the procedures for each fabric
m gration are perforned i ndependently fromthe procedures for

i nterconnect and the two sets of procedures do not interfer with each
ot hers.
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Security Considerations
Al the security considerations in [RFC7432] apply directly to this
docunent because this docunent |everages the control and data pl ane
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Thi s docunent does not introduce any new security considerations
beyond that of [RFC7432] because advertisenments and processing of
Et hernet Segment route for VES in this document follows that of
physical ES in those RFCs.

I ANA Consi derations
Thi s docunent requests no actions from | ANA
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