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Abst r act

Thi s docunent defines the Sovereign Al Horizontal Menory (SAIHM
protocol, a nenory layer for Al agents that supports post-quantum
identity binding, public-chain audit anchoring, per-cell encryption
with wall et-derived keys, revocable sharing contracts, and
cryptographic right-to-erasure aligned with Article 17 of EU

Regul ati on 2016/ 679 ( GDPR).

SAIHM i s the menory-| ayer protocol conpanion to the Mddel Context
Protocol (MCP). MCP standardizes how Al agents reach tools and
cont extual data sources; SAl HM standardi zes how Al agents persi st,
share, and erase nenory across sessions, nodels, and vendors.
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Internet-Drafts are draft docunments valid for a maxi mum of six nonths
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Thi s docunent is published through the | ndependent Submi ssion Stream
of the RFC Series, as defined in [ RFC4846] and described in
[RFC8730]. It is not an Internet Standard, and it has not been
reviewed for, nor does it necessarily reflect, the rough consensus of
the | ETF conmunity.

1.1. Motivation

The Model Context Protocol [MCP], donated to the Agentic Al
Foundati on [ AAIF] under the Linux Foundation on 9 Decenber 2025,
defines how an Al agent reaches external tools and contextual data
sources. MCP solves the tool-access |ayer of the agent stack. It
does not standardi ze how an agent persists nenory across sessions,
model s, or vendors. Here, "nenory" refers to the holder’s content-
addressable cells (Section 2.1), identified by their content
(cellld), not the bytes of an addressable nmenory in the conputer-
architecture sense (Section 1.3).

Production Al agents today rely on one of several non-portable
approaches: a local file system a vendor-specific session log, or a
vector database. None of these provides post-quantumidentity

bi ndi ng, public-chain audit, cryptographic erasure aligned with
Article 17 of GDPR [ GDPR], or wallet-bound sovereignty that prevents
an operator fromreading cell content.

Thi s docunent specifies the Sovereign Al Horizontal Menory (SAl HV
protocol. SAIHMis a nenory-layer protocol that an MCP-capabl e agent
may attach to gain durable, sovereign, revocably-shareabl e,

crypt ographi cal |l y-erasabl e nenory. The protocol is operator-
agnostic, vendor-agnostic, and chain-agnostic. Were a public-chain
audit anchor is naned, it is named as a reference-depl oynent
property, not as a protocol nandate.

1.2. Scope
Thi s document defi nes:
* The cell shape (encrypted nenory unit wth canoni cal netadata).

* |dentity binding using a post-quantumdigital signature algorithm
(M.- DSA- 65, [FIPS204]).
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* An encryption envel ope deriving a per-cell DEK fromthe holder’s
wal | et through a canoni cal HKDF chai n [ RFC5869].

* An audit anchor profile, with a reference deploynment on a public
chai n.

* Sharing contracts (tenporary, permanent, syndicate).

* Cryptographic erasure semantics (DEK destruction + tonbstone +
content-address blacklist) aligned with GDPR Article 17

* An MCP binding consisting of eight canonical tools.
Thi s docunent does NOT defi ne:

* A specific blockchain (the protocol is chain-agnostic).
* Vector-database semantics (orthogonal).

* Agent runtinme semantics (covered by MCP and runtime
i mpl ement ati ons).

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

AEAD: Authenticated Encryption with Associated Data, as defined in
[ RFC5116]. SAIHM uses an AEAD ci pher to encrypt cell payl oads;
AES- 256- GCM ([ NI ST- SP-800-38D]) i s RECOMVENDED.

canoni cal request envelope: a CBOR map ([ RFC8949]) carrying the

inputs to a SAIHMtool call in a fixed key order. The envelope is
the byte sequence over which the caller conputes the M- DSA-65
signature that authenticates the call. The fixed key order is

enunerated in Section 4.
Cell: an encrypted nenory unit, as defined in Section 2.1

DEK: Data Encryption Key. A per-cell synmmetric key derived via HKDF
fromthe holder’s identity key.

HKDF:  HVAC- based Extract-and-Expand Key Derivation Function, as
defined in [ RFC5869].
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Hol der: the natural person, organization, or autononobus agent that
owns the wall et seed bound to a SAIHM cel |.

KEK: Key Encryption Key version identifier. A protocol-I|eve
counter that permits cryptographic agility through rotation
wi t hout invalidating existing cells.

MCP:  the Mbdel Context Protocol [MCP]. In MCP, a "tool" is a
function: a nanmed operation with typed inputs and typed outputs
exposed by an MCP host runtinme to a nodel. SAIHM exposes its
protocol entirely as eight such functions (Section 3).

menory: the aggregate set of SAIHMcells (Section 2.1) bound to a
single holderld. SAIHM nmenory is content-addressabl e: each cel
is identified by its cellld, and a holder’s menory is the union of
all cells whose holderld matches the hol der, minus those for which
an erasure recei pt has been anchored. This is distinct from
"menmory" in the conputer-architecture sense (a contiguous
addressabl e byte store).

menory-| ayer protocol: a network-protocol specification whose
subject matter is the persistence, sharing, and erasure of nenory
bel onging to a holder. A nmenory-|ayer protocol defines the
encodi ng, authentication, integrity, and lifecycle of the at-rest
data, without prescribing the application that produces or
consumes it.

M.- DSA: Modul e-Lattice-Based Digital Signature Algorithm as
specified in [FIPS204]. SAI HM aut henticates every operation with
an M.- DSA- 65 signature.

Qperator: the entity providing storage, transport, and audit-anchor
services to a holder. The operator MJST NOT have access to
pl ai ntext cell content.

Receipt: a signed record of a SAIHM operation, anchored on a public
chai n.

sentinel value: a designated in-band value that signals the absence
of an ordinary value of the sane type. In Section 2.5, expiresAt
= 0is the sentinel signalling "no tinme bound". The sentine
preserves a flat representation of the contract tuple; a separate
bool ean flag field would carry the same information at the cost of
an additional field. This document retains the sentinel for
representational econony.

storage tier: a naned, operator-chosen persistence backend with
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stated durability and retention properties. The tier value
("FILECON' is the exanple given in the reference deploynent) is
depl oynent netadata; the protocol does not prescribe a particular
tier, and tier names have no protocol senmantics beyond serving as
a hint to the operator-side storage router.

UNI X epoch: the time reference defined in [| EEE-1003. 1-2024] under
"Seconds Since the Epoch". Al SAIHMtinestanps are encoded as
unsi gned i nteger seconds since the UN X epoch

wal | et seed: a high-entropy secret value held by the holder, from
which the holder’s identity key is derived (Section 2.2). The
wal | et seed is generated, stored, and rotated by a wallet
i mpl ementation external to this protocol; this docunment does not
specify how the wall et seed is generated or stored.

1.4. Substrate prerequisites

A conformant SAI HM i npl ement ati on depends on the follow ng externa
substrates. Were a substrate is itself an I ETF or NI ST normative
reference, it appears in the Normative References. Were a substrate
is selected per deploynent, the deploynent is responsible for stating
whi ch selection it uses.

(a) A wallet inplenmentation capabl e of producing a high-entropy
secret of at |least 256 bits, which the holder retains as the
wal | et seed (Section 2.2). The protocol does not specify how
the wall et seed is generated, stored, or rotated.

(b) An inplementation of HKDF as defined in [ RFC5869], used for
i dentity-key derivation and per-cell DEK derivation

(c) An inplementation of M-DSA-65 conformant with [FI PS204].

(d) An inplementation of an AEAD ci pher conformant with [ RFC5116].
AES- 256- GCM ([ NI ST- SP-800-38D]) i s RECOMVENDED.

(e) An inplementation of SHA-256 ([FIPS180-4]) for cellld
derivati on.

(f) A CBOR codec conformant with [RFC8949] for cell and receipt
encodi ng.

(g) A Mdel Context Protocol (MCP) host runtine exposing the SAl HM
tool functions over the MCP transport.
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(h)

(i)

A public chain offering transactional finality and public-record
properties, used for receipt anchoring. Per-deploynent

sel ection; the reference depl oyment uses COIl V2 (chain ID
2632500). Inplenentations MAY choose any chain offering

equi val ent properti es.

A storage tier exposing PUT, GET, and DELETE senantics over an
opaque ci phertext blob. Per-depl oynent selection; the reference
depl oynent uses a Filecoin tier.

2. Architecture

2. 1.

Cel I shape

A SAIHM cel |l is the tuple:

<cellld, holderld, kekVersion, tier, cellNonce, ciphertext,

S

cel

gnature, timnmestanp>

I1d: 32-byte content-addressable identifier. cellld MJST be
comput ed as

cellld = SHA-256( kekVersion_be32 |
cel | Nonce |
ci phertext )

wher e:

kekVersion_be32 is kekVersi on encoded as a 4-byte big-endian
unsi gned i nt eger;

cell Nonce is the 16-byte cell Nonce defined in Section 2.3;

ci phertext is the AEAD output, including the authentication
tag;

|| denotes octet concatenation

The output is the raw 32-byte SHA-256 digest. For transport on
the MCP tool surface, cellld is conveyed as a | owercase
hexadeci mal string of |length 64.

I ncl udi ng kekVersion and cell Nonce in the derivation ensures that
the sane plaintext encrypted under a different KEK generation or
with a different per-cell nonce produces a distinct cellld,
elimnating cross-KEK and cross-nonce col lisions.
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2

2

At read time, inplenentations MJST reconpute cellld fromthe
cell’s kekVersion, cell Nonce, and ciphertext fields and MJST
reject any cell whose stored cellld does not match the
reconputation. Because cellNonce is a public field, this
reconputation is the integrity check that prevents an operator
fromsubstituting cell Nonce after the holder’s signhature is
comput ed.

hol der1d: 32-byte holder identity, derived fromthe holder’s wall et
seed (Section 2.2).

kekVersion: 32-bit unsigned integer identifying the KEK generation
in force at wite tine.

tier: short ASCIl string namng the operator’s storage tier (e.g.,
"FI LECO N").

cell Nonce: 16-byte per-cell random val ue, used both in DEK
derivation (Section 2.3) and in cellld derivation (above).
cell Nonce is a public field, transmtted with the cell to permt
the cellld reconputati on check above.

ci phertext: cell payload encrypted with the per-cell DEK under an
AEAD ci pher. AES-256-GCM i s RECOMVENDED.

signature: M.-DSA-65 signature over the concatenation (cellld |
hol derld || kekVersion_be32 || timestanp_be64). \When tinmestanp
appears in any concatenated byte sequence over which a signature
is computed, it MJST be encoded as 8 bytes in big-endi an order
(timestanp_beb64).

timestanp: 64-bit unsigned integer. UTC seconds since the UN X
epoch as defined in [IEEE-1003. 1-2024] ("Seconds Since the
Epoch"). Inplenentations MUST NOT use a 32-bit signed
representation. A 32-bit signed encoding of UNI X tinme overfl ows
at 03:14:07Z on 19 January 2038; inplenentations encountering
val ues produced by such an encoding MJST treat the affected
receipts as nmal formed. The 64-bit unsigned representation
supports values up to 2764 - 1 seconds since the epoch, exceeding
any practical tinme horizon by nany orders of nagnitude.

Identity binding (M- DSA-65)

Hol der identity is derived froma wallet seed via the canoni cal HKDF
chai n:
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2

3.

4.

i dentityKey = HKDF(salt = "MPS- PQC- KEY- GEN-v1",

KM = wall et Seed,
info = "MPS- AGENT- | DENTI TY-v1",
L = 64 bytes)

identityKey is then used as the seed for M.- DSA-65 keypair generation
per [FIPS204]. The public conponent is holderld; the private
component MJST NOT | eave the hol der’s nachi ne.

Every SAI HM operation MJST be authenticated by an M.- DSA-65 signature
over the operation’'s canonical envelope. Verification MJST foll ow
[ FI PS204] using the public hol derld.

Encrypti on envel ope (HKDF chai n)
For each cell, the holder derives a per-cell DEK
DEK = HKDF(salt = KEK v,
I KM = identityKey,
info = cell Nonce || "MPS-CELL-DEK-v1",
L = 32 bytes)

where KEK v is the current KEK generation and cell Nonce is a per-cel
16-byte random value. The DEK is used directly with the AEAD ci pher
to encrypt the cell payl oad.

KEK rotation is versioned. An operator MAY rotate the KEK under
operator-defined policy; rotation does not invalidate existing cells
because each cell carries its kekVersion. |nplenmentations MJST
verify the kekVersion at read time and reject cells whose KEK has
been revoked.

Audit anchor (public chain)

For each operation (wite, read, share, revoke, erase) the protoco
emts a receipt:

<receiptld, cellld, operation, holderld, signature, tinestanp>

The receipt is anchored on a public chain offering transactiona
finality and public-record properties. Anchoring MJIST produce a
chai n-reachabl e identifier sufficient to reproduce the receipt

i ndependent|y.
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Ref erence depl oynent: COTl V2 mainnet, chain I D 2632500, bl ock

expl orer https://mainnet.cotiscan.io. |nplementations MAY use any
public chain offering equivalent finality and public-record
properties. The chain choice is a deploynent decision; this protoco
does not nandate one.

2.5. Sharing contracts

A hol der MAY share a cell with a grantee through a signed sharing
contract:

<contractld, cellld, granteeld, node, expiresAt, hol derSi gnature>
nmode i s one of:

TEMPORARY: revocabl e; expiresAt MJST be no later than tinestanp +
86400 seconds (24 hours).

PERVANENT: revocabl e; expiresAt MJUST be the sentinel value 0 (no
ti me bound).

SYNDI CATE: A single sharing contract that names an ordered |ist of
granteelds rather than a single granteeld. The contract is atomc
in tw senses: all listed grantees gain access in a single signed
event, and a single counter-signed contractRevocation renoves
access for every listed grantee sinmultaneously. expiresAt MAY be
0 (no time bound) or a future tinestanp.

SYNDI CATE val i dation by the operator

(a) The operator MJST verify the hol der’s M.-DSA-65 signature
over the full contract, including the full grantee |ist.

(b) On saihmrecall by an entity X, the operator MJST include
cells fromany active SYND CATE contract whose grantee |i st
contains X s hol derld.

(c) On contractRevocation, the operator MJST cease serving the
cell to every nenber of the grantee list fromthe noment the
revocation is anchored on chain.

SYNDI CATE use cases include sharing the nmenory of a nmulti-party
deliberation (e.g., a deal syndicate or an incident-response tean)
with a fixed grantee set, where per-grantee TEMPORARY contracts
woul d multiply adm nistration cost and where issuing the same
menory N tinmes under N TEMPORARY contracts would nmultiply the
anchor ed-recei pt cost.
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Revocation is performed via a counter-signed contract Revocati on
anchored on chain. Once anchored, the revocation takes effect

i medi at el y; subsequent recall attenpts by the grantee MJST be

rejected by the operator

2.6. Cryptographic erasure
The erase operation is atomic at the cryptographic |ayer:
1. The holder destroys the DEK for the target cell
2. Atonbstone is enmitted, carrying cellld and a tinmestanp.
3. The cell’s cellld is added to a public blacklist (see bel ow).
4. An audit receipt is anchored on chain.

Because the operator never held the DEK (Section 2.3), the ciphertext
at rest is conputationally neaningless fromthe noment of DEK
destruction. FErasure is irreversible by the operator.

The blacklist is a public, append-only set of celllds. An entry is
added to the blacklist when, and only when, the operator anchors an
erasure receipt for that cellld on the audit chain. Each erasure
receipt’s payload carries the cellld of the erased cell; the act of
anchoring a valid erasure receipt is the act of adding the cellld to
the bl acklist.

The bl acklist construct is nandatory: every successful sai hm forget
operation MJST result in (i) destruction of the DEK by the hol der,
(ii) anchoring of an erasure receipt by the operator, and (iii)
inclusion of the erased cellld in the blacklist by virtue of (ii).

The blacklist is reproducible fromthe audit chain by any observer
scan all anchored recei pts whose operation field equals "FORCET" and
project the cellld field. Operators MAY publish a cached, queryable
formof the blacklist for |latency-sensitive consunmers; the cached
form MUST be reproduci ble fromthe chain.

I mpl enent ati ons MUST consult the blacklist on every saihmrecall and
MUST NOT return any cell whose cellld is blacklisted, regardl ess of
whet her the requesting party is the original holder, a TEMPORARY
grantee, a PERVMANENT grantee, or a SYNDI CATE grantee. The protoco
does not prescribe a particular index structure (e.g., Bloomfilter,
sorted set, on-chain Merkle accumulator); inplenentations choose one
mat ching their scale and | atency requirenents.
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3. Tool surface (MCP binding)

In the Mbdel Context Protocol [MCP], a "tool" is a function: a naned
operation with typed inputs and typed outputs that an MCP host
runti me exposes to the nodel. The eight SAIHM tools defined bel ow

are functions in this sense; each subsection gives the tool’s
signature in TypeScript-like notation, followed by its pre-
condi ti ons, behavior, post-conditions, and error returns.

SAl HM exposes the protocol entirely through MCP using eight tools.
Each tool MUST authenticate the caller with an M.- DSA-65 signature
(Section 2.2) over the tool’s canonical request envel ope.

The tool surface is intentionally bounded at eight. The bound is a
design constraint inposed by this specification, not an upper limt

i nposed by MCP. The notivation is that a small, fixed tool surface
is easier for agent runtine authors and security reviewers to audit,
versi on, and reason about than an open-ended tool [ist.

Prot ocol evolution within this bounded surface proceeds through three
mechani sns:

(i) KEK rotation: an operational change in which the sanme eight
tools continue to operate under a new KEK generation
(Section 2.3). Existing cells remain readable so | ong as
their kekVersion has not been revoked.

(i) Governance vote: a protocol -l evel paraneter change proposed
vi a sai hm governance_propose (Section 3.7) and ratified via
sai hm governance_vote (Section 3.8). The set of governance
scopes is itself governance-mnutabl e.

(iii) Parameter changes within existing tool signatures: new
shari ng-contract nodes (Section 2.5), new governance scopes
(Section 3.7), or new payload fields are introduced by
extending the typed i nput of an existing tool, not by adding a
new t ool

A future major revision of this protocol MAY add or renove tools
Wthin this revision, the surface is fixed at eight.

3.1. sai hmrenenber
Signature: sai hmrenenber(content: string) -> cellld

Pre-conditions: Caller is the holder. The holder’'s wallet seed is
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locally available to the holder-side runtine. The caller has
constructed a canoni cal request envel ope and signed it with the
hol der’ s M.- DSA-65 identity key.

Behavior: The hol der derives a per-cell DEK (Section 2.3), encrypts
content under an AEAD ci pher to produce ciphertext, conputes
cellld (Section 2.1), signs the canonical envelope, and subnits
the cell to the operator. The operator persists the ciphertext to
the hol der-naned storage tier and anchors a wite receipt on the
audit chain (Section 2.4).

Post-conditions: A cell with the returned cellld is retrievable via

saihmrecall. A wite receipt for cellld is anchored on the audit
chai n.

Errors: "no_wallet _seed", "envel ope_signature_invalid",
"operat or_storage_unavail abl e", "operator_chai n_unavail abl e",

"rate limted".
3.2. saihmrecal
Signature: saihmrecall (query?: string) -> cells[]

Pre-conditions: Caller is the holder, or a grantee under an active
sharing contract that names the caller’s hol derld.

Behavi or: The operator returns ciphertexts for all cells whose
hol derld matches the caller, plus ciphertexts fromactive sharing
contracts nanming the caller (Section 2.5). Cells whose cellld is
on the public blacklist (Section 2.6) are omtted. The caller
decrypts client-side and applies the optional query filter after
decryption. query MJST NOT be transmtted to the operator.

Post-conditions: The returned cell set reflects the operator’s view
at recall tinme. Blacklisted cells MJUST NOT appear in the returned
set.

Errors: None beyond transport faults.

3.3. sai hm forget

Signature: saihmforget(cellld: string) -> tonbstone

Pre-conditions: Caller is the holder of the naned cell. The
caller’s wallet seed is locally avail able.

Behavi or: The hol der destroys the per-cell DEK for cellld. The
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operator anchors an erasure receipt on the audit chain, enmts a
tonmbst one, and adds cellld to the public blacklist (Section 2.6).
After saihmforget returns success, the cell content MJST be
conputationally non-recoverable by any party, including the
oper at or.

Post-conditions: cellld appears on the public blacklist. The DEK
for cellld is destroyed; the ciphertext at rest is conputationally
meani ngl ess.  Subsequent saihmrecall calls MJST NOT return the
cell.

Errors: "not_holder", "cell _not found", "already_ erased",
"oper at or _chai n_unavai | abl e".

3.4. saihmstatus

Signature: saihmstatus() ->{ prs, bfsi, bfsi R bfsi_ M
bf si_wi ndow start ts, shards, contracts, governance }

Pre-conditions: Caller is the hol der.

Behavi or: The operator conputes the dashboard fields per the schema
specified in this subsection (and CBOR-encoded in Section 4).

Post-conditions: The returned dashboard refl ects operator-recorded
state at the time of call. The bfsi inputs (bfsi_R bfsi_M
bf si_wi ndow start_ts) are sufficient for the caller to reproduce
the bfsi conputation

Errors: None beyond transport faults.
Return value (an object with the follow ng fields):

prs: | EEE 754 binary64 in the closed interval [0.0, 1.0]. Process
Reliability Score: the fraction of the operator’s expected tool -
call returns delivered within the operator’s published SLA w ndow,
computed over a rolling 30-day w ndow.

bfsi: | EEE 754 binary64 in the closed interval [0.0, 1.0].
Byzantine Fault Score Index: the fraction of audit-chain receipts
that match a correspondi ng hol der-si de tool -call event, conputed
over the same 30-day rolling window Fornally,

bfsi =1 - (M/ R
where R is the count of operator-anchored receipts on the audit

chain attributed to the holder over the window, and Mis the count
of those receipts for which no corresponding tool-call event is
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attested in the holder’s local event log. Wen R = 0 (no operator
receipts attributed to the holder in the wi ndow), bfsi is defined
as 1.0 by convention; this signals absence of fault evidence

rat her than positive integrity, and the bfsi R field (bel ow)

di scl oses the underlying R= 0 to the holder. bfsi is not opaque;
the inputs (R, M and the wi ndow boundary) MJST be exposed to the
hol der through the same saihmstatus call under the fields

bf si_wi ndow start_ts, bfsi R and bfsi_M so that any hol der or
audi tor can reproduce the conputation.

A bfsi bel ow the operator’s published operator-integrity threshold
(the reference depl oynment publishes 0.99 as the threshold) is a
signal to the holder that operator integrity is degrading and is
grounds for migration to another operator.

bf si_wi ndow start _ts: Unsigned integer, UN X epoch seconds. The
start of the rolling 30-day wi ndow over which bfsi (and prs) is
conput ed.

bfsi_R Unsigned integer. The count of operator-anchored receipts
on the audit chain attributed to the hol der over the w ndow.

bfsi_M Unsigned integer. The count of those receipts for which no
corresponding tool-call event is attested in the holder’s |oca
event | og.

shards: a CBOR map keyed by tier name, value = unsigned integer
count of cells stored under that tier

contracts: a CBOR array of objects, each with fields contractld
(32-byte hex), node (string enum "TEMPORARY" | "PERMANENT" |
"SYNDI CATE"), granteelds (array of 32-byte hex), expiresAt
(unsi gned integer, UN X epoch seconds).

governance: a CBOR array of objects, each with fields propld
(32-byte hex), scope (string), opens_ts (unsigned integer),
closes_ts (unsigned integer), tally_for (unsigned integer),
tally_against (unsigned integer), tally_abstain (unsigned
i nteger).

The full CBOR schema for the saihmstatus return appears in
Section 4.

.5. saihmshare
Signature: saihmshare(cellld: string, granteeAgentld: string

string[], node: "TEMPORARY" | "PERVANENT" | "SYNDI CATE") ->
contractld

Jackson Expi res 28 Novenber 2026 [ Page 15]



I nternet-Draft SAl HM Pr ot ocol May 2026

Pre-conditions: Caller is the holder of cellld.

Behavior: The holder emts a signed sharing contract granting access
per the node senantics (Section 2.5). For SYNDI CATE node,
granteeAgentld is an array; for TEMPORARY and PERMANENT
granteeAgentld is a single val ue.

Post -conditions: The named grantee(s) gain saihmrecall access to
cellld per the mode’s lifecycle. A share receipt is anchored on
the audit chain.

Errors: "not_holder", "cell _not found", "invalid_ node",
"syndi cate_grant ees_enpty", "operator_chai n_unavail abl e".

3.6. saihmrevoke _share
Signature: sai hmrevoke _share(contractld: string) -> revocationld

Pre-conditions: Caller is the holder party to the contract naned by
contractld.

Behavior: The holder emts a counter-signed contract Revocation. The
operator ceases serving cell access to the contract’s grantee(s)
fromthe nonent the revocation is anchored on chain.

Post-conditions: The revocation is anchored on the audit chain.
Subsequent saihmrecall by the grantee(s) MJST NOT return the cel
under this contract.

Errors: "not_holder", "contract not_ found", "already_ revoked",
"oper at or _chai n_unavai | abl e".

3.7. sai hm governance_propose

Si gnature: sai hm governance_propose(scope: string, payl oad: object)
-> propld

Pre-conditions: Caller satisfies the deploynent’s eligibility-to-
propose predicate (Section 3.9). scope is one of the deploynent’s
decl ared proposal scopes.

Behavior: The caller submits a signed proposal. The operator
anchors the proposal receipt on the audit chain. The voting
wi ndow opens.

Post-conditions: A proposal with propld is published; it accepts

sai hm governance _vote calls for the deploynment’s voting w ndow
duration.
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Errors: "ineligible_proposer", "unknown_scope",
"oper at or _chai n_unavai | abl e".

3.8. sai hm governance_vote

Si gnature: sai hm governance_vote(propld: string, vote: "FOR' |
"AGAI NST" | "ABSTAIN') -> voteRecei pt

Pre-conditions: Caller satisfies the deploynent’s eligibility-to-
vote predicate (Section 3.9). propld nanmes an open proposal

Behavior: The caller submits a signed vote. The operator anchors
the vote receipt on the audit chain. The proposal’s tally
updat es.

Post-conditions: The vote is anchored. The proposal’s tally on the
audit chain reflects the vote per the depl oynent’s vote-wei ght
function. Vote tallies MJST be reproducible fromthe audit chain.

Errors: "ineligible voter", "proposal _not_found", "proposal _closed",
"oper at or _chai n_unavai | abl e".

3.9. CGovernance form

Thi s protocol defines a governance hook (sai hm governance_propose,
sai hm gover nance_vote) but does not mandate a single governance form
The set of governance scopes is itself governance-nutable, so a

depl oynent is free to evolve its governance policy w thout revising
this protocol

Every depl oyment MJST publish its governance form conprising at
| east the followi ng paraneters, at a stable URL referenced fromthe
depl oynent’ s sai hm status out put:

(a) Eligibility to propose: the predicate over a holderld that
det erm nes whether the holder may submit a proposal

(b) Eligibility to vote: the predicate over a holderld that
det erm nes whether the hol der nmay cast a vote.

(c) Vote weight: the function mapping a holderld to a non-negative
real nunber, contributing to the tally.

(d) Threshold: the predicate over a tally that determ nes whether a
proposal passes.

(e) Voting window. the duration in seconds during which
sai hm gover nance vote calls are accepted for a given propld.
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(f) Proposal scopes: the enuneration of permitted scope values for
sai hm_gover nance_pr opose.

The reference governance form used by the reference depl oynent, has
the follow ng values for the paraneters above

(a) Eligibility to propose: any holderld for which at |east one
sai hm remenber recei pt has been anchored on the audit chain.

(b) Eligibility to vote: sane as (a).

(c) Vote weight: the holderld s balance of governance soul - bound
tokens (SBTs) at the nonment the proposal is anchored. SBTs are
non-transferabl e, non-purchasable tokens mnted to a holderld in
exchange for verified, on-chain SAlHM protocol activity. The
exact issuance schedul e (which protocol events mint how many
SBTs, at what cadence, and up to what cap) is deploynent policy
and is published at the deploynent’s governance URL.

(d) Threshold: (tally for > tally against) AND (tally for +
tally_against >= 0.10 * sumof all eligible SBT bal ances at
proposal anchor tine).

(e) Voting wi ndow. 1209600 seconds (14 days) from anchoring of the
proposal receipt.

(f) Proposal scopes: enunerated at https://saihmcoti. gl obal/
gover nance

Sybil -resi stance note: the reference governance form above is

har dened agai nst Sybil attack by the soul -bound, non-transferable
nature of the governance SBTs and by the requirenment that SBTs be
earned t hrough denonstrated SAl HM protocol use rather than purchased
or transferred. A party that spawns N wallets to nultiply identity
gains at nost the mininum SBT yield per wallet (the floor that

i ssuance policy permits for a newy active holderld); a |ong-standing
| egitimate hol der accunmul ates SBTs over tinme at a rate that this
Sybi|l strategy cannot match without performing equivalent legitinmate
protocol activity, by construction. Deploynents that need a
different Sybil-resistance posture (for exanple, identity
attestation, KYC, or proof-of-stake at scale) MAY substitute an

al ternative governance form subject to constraints (i)-(iii) bel ow

I mpl enent ati ons MAY substitute alternative governance forns (for

exanpl e, stake-weighted, nulti-signature board, or DAO contract
governance) so |long as
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(i) t he sai hm gover nance_propose and sai hm governance_vote too
si gnatures remai n unchanged,;

(i) vote outcones are reproduci ble fromthe audit chain; and

(iii) the paraneters (a)-(f) above are published at a stable URL
referenced from sai hm st at us

4, Wre formats

SAl HM uses Conci se Binary bject Representation (CBOR) [RFC8949] for
cell payl oads and receipts, and JSON-RPC 2.0 over the MCP transport
for tool calls. Al tinmestanps appearing in CBOR encoded payl oads
MJUST be CBOR unsigned integers (CBOR major type 0); no SAIHM enm tter
or parser is permitted to clanp to a signed 32-bit w ndow

(Section 2.1).

A canoni cal cell payload (CBOR diagnostic notation):

{1: h...cellld...’,
2: h...holderld...",
3. 1,
4: "FILECO N',
5: h'...cell Nonce-16-bytes...’,
6: h'...ciphertext...’,
7: h'...signature...’,
8: 1747526400}

The integer keys correspond to fields defined in Section 2.1
l1=cel | 1 d, 2=hol derld, 3=kekVersion, 4=tier, 5=cell Nonce,
6=ci phertext, 7=signature, 8=tinestanp.

A canoni cal receipt (CBOR diagnostic notation):

{1: h'...receiptld...’,
2: h...cellld...",
3: "REMEMBER',
4: h’...holderld...",
5: h’...signature...’,
6: 1747526400}
For erasure receipts (operation = "FORCET"), the receipt payload s

cellld field carries the cellld added to the blacklist (Section 2.6).

A canoni cal sai hmstatus return (CBOR di agnostic notation):
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5.

6

{"prs": 0. 997,
"bfsi": 1.0,
"bfsi _wi ndow start_ts": 1745020800,
"bfsi _R": 0,
"bfsi_M: o,
"shards": {"FILECO N': 42},
"contracts": [

{"contractld': h'...32-bytes...’,
"nmode" : " TEMPORARY" ,
"granteelds": [h'...32-bytes...’],
"expiresAt": 1747612800}

1,
"gover nance": [

{"propld": h'...32-bytes...’,
"scope": "kek-rotation-cadence",
"opens_ts": 1747000000,

"cl oses_ts": 1748209600,
"tally for": 1240,
"tally_against": 18,
"tally_abstain": 5}

1}

Recei pt and audit semantics

For each tool call that mutates state (sai hmrenenber, sai hmforget,
sai hm share, sai hmrevoke_share, sai hm governance_propose,

sai hm gover nance_vote), the operator MJST enit a receipt anchored on
the audit chain.

The recei pt MJST include the operation type, the cellld (or
contractld, or propld), the holderld, and the tinestanp.

The recei pt MJUST NOT include cell plaintext, the DEK, or the wallet
seed.

Recei pts for erasure (saihmforget) MJST al so include the tonbstone
identifier and the cellld added to the blacklist (Section 2.6).

Read-only tool calls (saihmrecall, saihmstatus) MAY enit receipts
under operator policy; receipts for read-only calls MJST NOT incl ude
cell plaintext.

Security considerations
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6.1. Post-quantumidentity

M.- DSA- 65 [ FI PS204] is the protocol’s authentication primtive. M-
DSA-65 is a NI ST-sel ected post-quantumdigital signature algorithmin
the FIPS-204 famly. An adversary with a cryptographically rel evant
quant um conput er cannot forge SAl HM si gnat ures.

| mpl enent ati ons MJUST use the FlI PS-204 paraneter set naned M.- DSA- 65
I mpl enent ati ons SHOULD i ncl ude the kekVersion in every signed
envel ope so that key-rotation events are thensel ves si gned.

6.2. Sovereign key custody

The wal |l et seed and the derived identity key MUST NOT | eave the
hol der’ s machi ne. The protocol does not provide key escrow. A
hol der who | oses the wallet seed | oses access to their cells; the
operator cannot recover access on behalf of the hol der

This is intentional. The operator’s inability to recover the wallet
seed is the sane property that prevents the operator fromreading
cell content.

6.3. Cryptographic erasure properties
Cryptographic erasure (Section 2.6) provides stronger evidence than
| ogi cal (soft) deletion. Because the DEK is destroyed at the hol der
side, ciphertext at rest is conputationally meaningless to any party,
i ncluding the operator.
Backups and replicas store only ciphertext. DEK destruction
propagat es erasure semantics to every copy of the ciphertext,
anywhere, automatically. An operator MJST NOT cache the DEK

6.4. Qperator threat nodel
The protocol assunes an honest-but-curious operator: the operator is
expected to provide storage and transport honestly but MAY attenpt to
|l earn cell content.
Agai nst an honest - but-curi ous operator

* Cell plaintext is never accessible to the operator (encryption-
bef ore-egress + per-cell DEK)

* Cell signatures are reproduci ble from public keys, so the operator
cannot inject forged cells.
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* Receipt validity is verifiable against the public chain, so the
operator cannot rewite the audit trail.

Agai nst a malicious operator (one that deviates fromthe protocol),
addi tional neasures (e.g., threshold-replicated storage, multi-chain
recei pt anchoring) may be advisable but are out of scope for this
prot ocol |ayer.

7. Privacy considerations

7.1. CDPR Article 17 alignnent
The sai hm forget operation provides cryptographic-grade evidence of
erasure aligned with Article 17 of Regulation (EU) 2016/ 679 [ GDPR].
The DEK is destroyed; a tonbstone is published; the cellld is
bl ackl i sted; and a receipt is anchored on chain.
Article 17 requires erasure "w thout undue delay". saihmforget is
atomi c at the cryptographic |layer; there is no operator-side del etion
queue that could fail to drain.

7.2. Mnimzation
The audit log records cellld, holderld, operation, and tinmestanp. It
MUST NOT record cell plaintext, the DEK, or the wallet seed. An

audi tor observing the chain | earns when and by whom each operation
was performed, but not the content of any cell

7.3. Audit |og content
Recei pts anchored on chain are public. Holders SHOULD treat the
exi stence of a cell (cellld, holderld, timestanmp) as publicly
observable. Where the existence of a record is itself sensitive,
hol ders SHOULD use additi onal countermnmeasures outside the scope of
this protocol (e.g., pseudonynous hol der identities, batched-
operation timng).

8. | ANA Consi derations
Thi s document has no | ANA acti ons.
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Appendi x A. Reference depl oynent
The reference SAI HM depl oynent runs on the COTl V2 Hel i um mai nnet
(chain I D 2632500). Protocol inplenentations MAY anchor receipts on
any public chain offering equivalent transactional finality and
public-record properties. The chain choice is a depl oynment decision;
the protocol does not mandate one.

The reference depl oynent publi shes:
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* npmreference inplenmentation: @ai hnl ncp-server (Apache 2.0).
* Bl ock explorer for chain receipts: https://minnet.cotiscan.io.

* Crosswal ks to NIST Al RV [ NI ST-AI-RWMF], SO | EC 42001
[1SO-42001], 1SOIEC 27001 [I1 SO 27001], EU Al Act [EU Al - ACT],
GDPR Article 17 [GDPR], and MCP [ MCP] at
https://sai hmcoti. gl obal /st andar ds.

Appendi x B. Wirked exanpl e

Thi s appendi x wal ks through the canonical SAIHM cell lifecycle with
concrete, illustrative values. Al cryptographic inputs |abelled
"TEST" are derived froma well-known test wallet seed and MJUST NOT be
used for production cells.

B.1. Lifecycle sequence diagram

The canonical |ifecycle sai hmrenmenber -> saihmrecall -> saihmshare
-> sai hmrevoke_share -> saihmforget, with the actor (hol der agent,
operator, public chain) and the nessage at each hop

Hol der agent Qper at or Public chain

| sai hm remenber
| (envel ope, siQg)

I
I
|
I I
| persi st ciphertext |
| to storage tier |
I [=--mmmmmm e >|
| | wite receipt |
| | anchored (txid) |
| |< ----------------------
| cellld |
| <--mmmmmmmee e I
I
| sai hmrecal
| (envel ope, siQg)
I

cells[]
(ci phertext)

(decrypt locally)

(cellld, grantee,

I
, |
sai hm share |
I
node) |
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I
| contract + |
| share receipt |
I
I

I
I
| R >
| | anchored (txid)
I | <---mmmmmmmeeeee oo I
| contractld | |
| <---mmmmmmmeeeee oo I I
| |
| sai hmrevoke_share | |
| (contractld) | |
R RREEEE > | |
| | contractRevocation + |
| | revoke receipt |
| |- >
| | anchored (txid) |
| | | <o |
| revocationld | |
| <---mmmmmiieeeee oo I I
| | |
| saihmforget | |
| (cellld) | |
| [hol der destroys | |
| DEK | ocal | y] | |
R R REEEEE > | |
| erasure receipt + |
| tonbstone + |
| cellld blacklisted |
I
I
I

t onbst one | |

B.2. Cryptographi c exanpl e val ues

The following values are derived froma |labelled test wallet seed and
are intended only to demonstrate the HKDF, AEAD, SHA-256, and CBOR
derivations defined in the body of this document. Any FIPS-
204- conf or mant M.- DSA- 65 i npl enent ati on, RFC 5869 HKDF

i npl ementation, and RFC 5116 AEAD inplenmentation will reproduce these
val ues fromthe inputs given

Test wallet seed (32 bytes, hex), derived as SHA-256(" SAl H\ TEST-
VECTOR- 001- DO- NOT- USE- | N- PRODUCTI ON")

wal | et Seed (TEST) =
f 068b8db8484d33bdbedd154bf 5bf 28e11f ba330b79469€23595d6f 738d7f 5¢6
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HKDF i dentity derivation (Section 2.2):

identityKey =
HKDF(salt = " MPS- PQC- KEY- GEN-v1",
I KM = wal | et Seed,
info = "MPS- AGENT- | DENTI TY-v1",
L = 64 bytes)

f df 786da8ch1f 074393f 9ad6dec1671e08085540e95c8463c9f 2e15f 437bbc5a
2c267aeaf 355e79d8968cc21846¢cdf f 7e16f 498437de3d6b1f d290703eeed9c2

hol derld (32 bytes, hex), presented as the test hol der’s protocol -
| evel identifier:

hol derld (TEST) =
ab4f 746f d1520d2736854559d6751969ae9127f 5dbc607d7298achbf laf b1f 588

KEK generation: kekVersion = 1.
Per-cell nonce (16 bytes, hex):

cel | Nonce =
25bd74b827789f aacad8f f b7593¢c2359

Cel |l plaintext:

pl ai ntext =
"Hello, SAIHM This is a test nenory cell."

DEK derivation (Section 2.3):

DEK =
HKDF(salt = KEK v (4-byte big-endi an of kekVersion=1),
I KM = identityKey,
info = cell Nonce || "MPS-CELL-DEK-v1",
L = 32 bytes)

aleb54f 730c6c7al048ae436c9d2b179821c6eddd7841f 41e36215285f 3f f d07a
AEAD encryption (AES-256-GCM [N ST-SP-800-38D]) using the first 12
bytes of cell Nonce as the GCM IV in this test vector; the protocol
does not prescribe an AEAD-1V derivation, and deploynments sel ect one:
ci phertext (57 bytes, including 16-byte GCMtag) =

595b0b9f 77a8d95f 29c5af f al51bbcc18f dc3f 7€5223792627919ee2d52f 2bf 2

4933c35de4c1755559bee818ef 54b48a388bcdd2e4a30f bde8

cellld derivation (Section 2.1):
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cellld =
SHA- 256( kekVersion_be32 || cell Nonce || ciphertext )

d851960a5b7754c5884c96bef 5d615e666c8ad006e4ceebe028cd85aae8e7c2f

timestanp = 1747526400 (UTC 2025-05-18T00: 00: 00Z; encoded as 8 bytes
bi g- endi an when used in signature concatenation).

signature: M.-DSA-65 ([ FIPS204]) over (cellld || holderld |
kekVersion_be32 || tinmestanp_be64). The signature is 3309 bytes; the
first 32 bytes are shown for illustration, and the full signature is
reproduci bl e froma Fl PS-204-confornmant M.- DSA- 65 i npl enentati on
given the test wallet seed above:

signature (first 32 of 3309 bytes) =
dbal109b3d53e17290914cdb2e639c6cdad37af f 8184537ba9b2c05c7f e8a994
(3277 nore bytes)

B. 3. CBOR encodi ng wal kt hr ough

The canoni cal CBOR encodi ng of the exanple cell, per the schema in
Section 4:

1: h’d851960a5b7754c5884c96bef 5d615e666c8ad006ed4ceebe028cd85aae8e7c2f’,

2: h’ ab4f 746f d1520d2736854559d6751969ae9127f 5dbc607d7298achbf 1af b1f 588’ ,

31,

4: "FILECO N',

5: h’ 25bd74b827789f aacad8f f b7593¢c2359’

6: h’ 595b0b9of 77a8d95f 29c5af f al51bbcc18f dc3f 7€5223792627919¢ee?2
d52f 2bf 24933¢c35de4c1755559bee818ef 54b48a388bcdd2e4a30f bde8’ ,

7: h' dball09b3d53e17290914cdb2e639c6cdad37af f 8184537ba9b2c05¢
7fe8a9%994 ... (3277 nore bytes; 3309 total)’,

8: 1747526400}

Byte-l evel CBOR encoding (with one line of commrentary per field;, M-
DSA- 65 signature bytes elided for brevity):
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1
2
3:
4:
5.
6

A8
01
58

02
58

03
01
04
68

05
50

06
58

07
59

08
1A

# map(8)
# unsi gned(1) /1 key=1 (cellld)
20 # byt es(32)
d851960a5b7754c5884c96bef 5d615e666c8ad006e4ceebe028cd85aae8e7c2f
# unsi gned(2) /1 key=2 (hol derld)
20 # byt es(32)
ab4f 746f d1520d2736854559d6751969ae9127f 5dbc607d7298acbf laf b1f 588
# unsi gned( 3) /1 key=3 (kekVersion)
# unsi gned( 1) [l value =1
# unsi gned(4) /1 key=4 (tier)
# text(8)
46494c45434f 494e /1 "FILECO N'
# unsigned(5) /'l key=5 (cell Nonce)

# byt es(16)
25bd74b827789f aacad8f f b7593c2359
# unsi gned( 6) /1 key=6 (ciphertext)
39 # byt es(57)
595b0b9f 77a8d95f 29c5af f al51bbcc18f dc3f 7€5223792627919ee2d52f 2bf 2
4933c35de4c1755559bee818ef 54b48a388bcdd2e4a30f bde8
# unsi gned(7) /1 key=7 (signature)
0CED #  bytes(3309)
dball09b3d53e17290914cdb2e639c6cdad37af f 8184537ba9b2c05c7f e8a994
(3277 nore signature bytes; elided for brevity) ...
# unsi gned( 8) /1 key=8 (tinmestanp)
68292300 # unsi gned(1747526400)

The corresponding wite receipt (operation = "REVMEMBER'), per the
schena in Section 4:

h' (32-byte receiptld, anchored on chain at txid)’,

h’ d851960a5b7754c5884c96bef 5d615e666c8ad006e4ceebe028cd85aae8e7c2f’ ,
" REMEMBER',

h' ab4f 746f d1520d2736854559d6751969ae9127f 5dbc607d7298achf 1af b1lf 588’ ,
h' (3309- byte M.- DSA- 65 signature over receipt envel ope)’,
1747526400}
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