| ndependent Subni ssi on S. Project
I nternet-Draft SAl HM ( Soverei gn Al Horizontal Menory)
I ntended status: Informational 18 May 2026
Expires: 19 Novenber 2026

The Soverei gn Al Horizontal Menory (SAl HV Protocol
draft - sai hm menory- pr ot ocol - 00

Abst r act

Thi s docunent defines the Sovereign Al Horizontal Menory (SAIHM
protocol, a nenory layer for Al agents that supports post-quantum
identity binding, public-chain audit anchoring, per-cell encryption
with wall et-derived keys, revocable sharing contracts, and
cryptographic right-to-erasure aligned with Article 17 of EU

Regul ati on 2016/ 679 ( GDPR).

SAIHM i s the menory-| ayer protocol conpanion to the Mddel Context
Protocol (MCP). MCP standardizes how Al agents reach tools and
cont extual data sources; SAl HM standardi zes how Al agents persi st,
share, and erase nenory across sessions, nodels, and vendors.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 19 Novenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction
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1.1. Motivation

The Model Context Protocol [MCP], donated to the Agentic Al
Foundati on [ AAIF] under the Linux Foundation on 9 Decenber 2025,
defines how an Al agent reaches external tools and contextual data
sources. MCP solves the tool-access |ayer of the agent stack. It
does not standardi ze how an agent persists nenory across sessions,
nmodel s, or vendors.

Production Al agents today rely on one of several non-portable
approaches: a local file system a vendor-specific session log, or a
vector database. None of these provides post-quantumidentity

bi ndi ng, public-chain audit, cryptographic erasure aligned with
Article 17 of GDPR [ GDPR], or wallet-bound sovereignty that prevents
an operator fromreading cell content.

Thi s docunent specifies the Sovereign Al Horizontal Menory (SAl HM
protocol. SAIHMis a nenory-layer protocol that an MCP-capabl e agent
may attach to gain durable, sovereign, revocably-shareabl e,
crypt ographi cal |l y-erasabl e nenory. The protocol is operator-
agnostic, vendor-agnostic, and chain-agnostic. Were a public-chain
audit anchor is naned, it is naned as a reference-depl oynent
property, not as a protocol nandate.

1.2. Scope
Thi s docunent defi nes:
* The cell shape (encrypted nmenory unit with canonical netadata).

* ldentity binding using a post-quantumdigital signature algorithm
(M.- DSA- 65, [ FI PS204]).

* An encryption envel ope deriving a per-cell DEK fromthe holder’s
wal | et through a canoni cal HKDF chai n [ RFC5869].

* An audit anchor profile, with a reference depl oynent on a public
chai n.

* Sharing contracts (tenporary, pernmanent, syndicate).

* Cryptographic erasure senmantics (DEK destruction + tonbstone +
content -address blacklist) aligned with GCDPR Article 17

* An MCP binding consisting of eight canonical tools.

Thi s docunent does NOT defi ne:
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* A specific blockchain (the protocol is chain-agnostic).
* \ector-dat abase semantics (orthogonal).

* Agent runtine semantics (covered by MCP and runtine
i npl ement ati ons).

1.3. Conventions and Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Hol der: the natural person, organization, or autononbus agent that
owns the wallet seed bound to a SAIHM cel | .

Qperator: the entity providing storage, transport, and audit-anchor
services to a holder. The operator MJST NOT have access to
pl ai ntext cell content.

Cell: an encrypted nenory unit, as defined in Section 2. 1.

Receipt: a signed record of a SAIHM operation, anchored on a public
chai n.

DEK: Data Encryption Key. A per-cell symretric key derived via HKDF
fromthe holder’s identity key.

KEK: Key Encryption Key version identifier. A protocol-Ievel
counter that permts cryptographic agility through rotation
wi t hout invalidating existing cells.

2. Architecture
2.1. Cell shape
A SAIHM cel |l is the tuple:

<cellld, holderld, kekVersion, tier, ciphertext, signature, tinestanp>

* cellld: 32-byte content-addressable identifier derived fromthe
ci phertext (SHA-256).

* holderld: 32-byte holder identity, derived fromthe holder’s
wal | et seed (Section 2.2).
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2.

2.

* kekVersion: 32-bit unsigned integer identifying the KEK generation
in force at wite tine.

* tier: short ASCII string nanming the operator’s storage tier (e.g.,
"FI LECO N").

* ciphertext: cell payload encrypted with the per-cell DEK under an
AEAD ci pher. AES-256-GCM i s RECOMVENDED.

* signature: M.-DSA-65 signature over the concatenation (cellld ||
hol derld || kekVersion || tinestanp).

* timestanmp: wite-time UTC seconds since the UNI X epoch.
2. ldentity binding (M-DSA-65)

Hol der identity is derived froma wallet seed via the canoni cal HKDF
chai n:

i dentityKey = HKDF(salt " MPS- PQC- KEY- GEN-v1",

IKM = wal | et Seed,
info = "MPS- AGENT- | DENTI TY-v1",
L = 64 bytes)

identityKey is then used as the seed for M.-DSA-65 keypair generation
per [FIPS204]. The public conponent is holderld; the private
component MJST NOT | eave the hol der’s nachi ne.

Every SAI HM operation MJST be authenticated by an M.- DSA-65 signature
over the operation’'s canonical envelope. Verification MJST follow
[ FI PS204] using the public holderld.

3. Encryption envel ope (HKDF chai n)

For each cell, the holder derives a per-cell DEK
DEK = HKDF(salt = KEK v,
I KM = identityKey,
info = cell Nonce || "MPS-CELL-DEK-v1",
L = 32 bytes)

where KEK v is the current KEK generation and cell Nonce is a per-cell
16-byte random value. The DEK is used directly with the AEAD ci pher
to encrypt the cell payl oad.
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KEK rotation is versioned. An operator MAY rotate the KEK under
operator-defined policy; rotation does not invalidate existing cells
because each cell carries its kekVersion. [Inplenentations MJST
verify the kekVersion at read tine and reject cells whose KEK has
been revoked.

2.4. Audit anchor (public chain)

For each operation (wite, read, share, revoke, erase) the protoco
emts a receipt:

<receiptld, cellld, operation, holderld, signature, tinestanp>

The receipt is anchored on a public chain offering transactiona
finality and public-record properties. Anchoring MJIST produce a
chai n-reachable identifier sufficient to reproduce the receipt

i ndependent | y.

Ref erence depl oynent: COTl V2 mainnet, chain I D 2632500, bl ock

expl orer https://mainnet.cotiscan.io. |nplementations MAY use any
public chain offering equivalent finality and public-record
properties. The chain choice is a deploynent decision; this protoco
does not nandate one.

2.5. Sharing contracts

A hol der MAY share a cell with a grantee through a signed sharing
contract:

<contractld, cellld, granteeld, node, expiresAt, hol derSi gnature>
nmode i s one of:

*  TEMPORARY: revocable; expiresAt MUST be no later than tinestanp +
86400 seconds (24 hours).

*  PERMANENT: revocabl e; expiresAt MJST be the sentinel value 0 (no
ti me bound).

* SYNDI CATE: revocable; nulti-grantee atom c; expiresAt MAY be 0 or
a future tine.

Revocation is performed via a counter-signed contract Revocati on
anchored on chain. Once anchored, the revocation takes effect

i medi at el y; subsequent recall attenpts by the grantee MJST be

rejected by the operator
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2.6. Cryptographic erasure
The erase operation is atomc at the cryptographic |ayer
1. The holder destroys the DEK for the target cell
2. Atonbstone is enmitted, carrying cellld and a timestanp.
3. The cell’s contentld is added to a public blacklist.
4. An audit receipt is anchored on chain.
Because the operator never held the DEK (Section 2.3), the ciphertext
at rest is conputationally neaningless fromthe noment of DEK
destruction. FErasure is irreversible by the operator

3. Tool surface (MCP bi nding)
SAl HM exposes the protocol entirely through the Mdel Context
Protocol [MCP] using eight tools. Each tool MJST authenticate the
caller with an M- DSA-65 signature (Section 2.2) over the tool’s
canoni cal request envel ope.
The tool surface is intentionally bounded at eight; protoco
evol ution proceeds through KEK rotation, governance vote, and
par aneter changes within the existing surface rather than by adding
new t ool s.

3.1. sai hmrenenber
Signature: sai hmrenmenber(content: string) -> cellld
Encrypts content with a per-cell DEK, persists the ciphertext to the
operator’s storage tier, anchors a wite receipt on chain, and
returns the cellld.

Pre-conditions: caller is the holder; the holder’'s wallet seed is
| ocal Iy avail abl e.

3.2. saihmrecal
Signature: saihmrecall (query?: string) -> cells[]
Returns the cells the caller owns plus any cells they have been
granted via active sharing contracts. The optional query is a

plaintext filter applied after decryption. query MJUST NOT be
transmtted to the operator
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3.3. sai hm forget
Signature: saihmforget(cellld: string) -> tonbstone
Perfornms cryptographic erasure of the named cell (Section 2.6).
After saihmforget returns success, the cell content MJUST be
comput ationally non-recoverabl e by any party, including the operator

3.4. saihmstatus

Signature: saihmstatus() -> { prs, bfsi, shards, contracts,
gover nance }

Returns the hol der’s dashboar d. Fi el ds:

* prs: Process Reliability Score, a nornalized indicator (0..1) of
operat or performance agai nst the protocol SLA

* Dbfsi: Byzantine Fault Score |Index, a normalized indicator (0..1)
of operator integrity against the audit chain.

* shards: object describing distribution of the holder’s cells by
storage tier.

* contracts: list of active sharing contracts, with node, granteeld,
and expiresAt.

* governance: |list of governance proposals in flight, with vote
tallies.

3.5. saihmshare

Signature: saihmshare(cellld: string, granteeAgentld: string, node:
" TEMPORARY" | " PERMANENT" | " SYNDI CATE") -> contractld

Emits a signed sharing contract granting the grantee access to the
named cell under the naned nobde (Section 2.5).

3.6. saihmrevoke_share
Si gnature: sai hmrevoke share(contractld: string) -> revocationld

Enmits a counter-signed contract revocation. The grantee | oses access
at the monent the revocation is anchored on chain.
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3.7. sai hm governance_propose

Si gnat ure: sai hm governance_propose(scope: string, payload: object)
-> propld

Submits a governance proposal. scope is one of the protocol-defined
gover nance scopes; payload is scope-specific. The set of scopes is
itsel f governance-mutabl e.

The governance utility (gSAIHV) is operational governance for a
specific reference deploynent and is NOT part of the protocol |ayer
I mpl ement ati ons MAY substitute alternative governance mechani sns
whi |l e preserving the tool signature.

3.8. sai hm governance_vote

Si gnature: sai hm governance_vote(propld: string, vote:
"FOR"| " AGAI NST"| " ABSTAI N') -> vot eRecei pt

Casts a vote on a proposal. Vote tallies MJST be reproduci ble from
chai n.

4. Wre formats

SAl HM uses Conci se Binary bject Representation (CBOR) [RFC8949] for
cell payloads and receipts, and JSON-RPC 2.0 over the MCP transport
for tool calls.

A canoni cal cell payload (CBOR diagnostic notation):
{1: h...cellld...’,
2: h...holderld...",
3. 1,

4: "FILECO N',
5: h'...ciphertext...’,
6: h'...signature...’,
7: 1747526400}

The integer keys correspond to fields defined in Section 2.1
l=cel | I d, 2=hol derld, 3=kekVersion, 4=tier, 5=ciphertext,
6=si gnature, 7=tinestanp.

A canoni cal receipt (CBOR diagnostic notation):
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{1: h"...receiptld...’,
2: h...cellld...’,
3: "REMEMBER',
4: h'...holderld...",
5: h'...signature...’,
6: 1747526400}

5. Receipt and audit semantics

For each tool call that nmutates state (sai hmrenenber, sai hmforget,
sai hm share, sai hmrevoke share, sai hm governance_propose,

sai hm gover nance_vote), the operator MJST enit a receipt anchored on
the audit chain.

The recei pt MJUST include the operation type, the cellld (or
contractld, or propld), the holderld, and the tinestanp.

The receipt MUST NOT include cell plaintext, the DEK, or the wallet
seed.

Recei pts for erasure (saihmforget) MJST al so include the tonbstone
identifier and the contentld bl acklist reference.

Read-only tool calls (saihmrecall, saihmstatus) MAY enit receipts
under operator policy; receipts for read-only calls MJST NOT incl ude
cell plaintext.

6. Security considerations
6.1. Post-quantumidentity

M_- DSA- 65 [ FI PS204] is the protocol’s authentication primtive. M-
DSA-65 is a NI ST-sel ected post-quantumdigital signature algorithmin
the FIPS-204 famly. An adversary with a cryptographically rel evant
quant um conput er cannot forge SAl HM si gnat ures.

I mpl ement ati ons MUST use the FIPS-204 paraneter set named M- DSA- 65.
I mpl enent ati ons SHOULD i ncl ude the kekVersion in every signed
envel ope so that key-rotation events are thensel ves signed.

6.2. Sovereign key custody
The wal |l et seed and the derived identity key MUST NOT | eave the
hol der’ s machi ne. The protocol does not provide key escrow. A

hol der who | oses the wall et seed | oses access to their cells; the
operator cannot recover access on behalf of the hol der
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This is intentional. The operator’s inability to recover the wallet
seed is the sane property that prevents the operator fromreading
cell content.

3. Cryptographic erasure properties

Cryptographic erasure (Section 2.6) provides stronger evidence than

| ogi cal (soft) deletion. Because the DEK is destroyed at the hol der
side, ciphertext at rest is conputationally meaningless to any party,
i ncluding the operator.

Backups and replicas store only ciphertext. DEK destruction
propagat es erasure semantics to every copy of the ciphertext,
anywhere, automatically. An operator MJST NOT cache the DEK

4. Operator threat nodel

The protocol assunes an honest-but-curious operator: the operator is
expected to provide storage and transport honestly but MAY attenpt to
|l earn cell content.

Agai nst an honest -but-curi ous operator:

* Cell plaintext is never accessible to the operator (encryption-
bef ore-egress + per-cell DEK).

* Cell signatures are reproduci ble from public keys, so the operator
cannot inject forged cells.

* Receipt validity is verifiable against the public chain, so the
operator cannot rewite the audit trail.

Agai nst a malicious operator (one that deviates fromthe protocol),
addi tional neasures (e.g., threshold-replicated storage, multi-chain
recei pt anchoring) may be advisable but are out of scope for this
protocol |ayer.

Privacy consi derations
1. CDPR Article 17 alignnent
The sai hm forget operation provides cryptographic-grade evidence of
erasure aligned with Article 17 of Regul ation (EU) 2016/679 [ CDPR] .

The DEK is destroyed; a tonbstone is published; the contentld is
bl ackl i sted; and a receipt is anchored on chain.
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Article 17 requires erasure "w thout undue delay". saihmforget is
atom c at the cryptographic layer; there is no operator-side del etion
queue that could fail to drain.

7.2. Mnimnzation

The audit 1og records cellld, holderld, operation, and timestanmp. It
MUST NOT record cell plaintext, the DEK, or the wallet seed. An

audi tor observing the chain | earns when and by whom each operation
was performed, but not the content of any cell.

7.3. Audit |og content

Recei pts anchored on chain are public. Holders SHOULD treat the
exi stence of a cell (cellld, holderld, timestanmp) as publicly
observable. Where the existence of a record is itself sensitive,
hol ders SHOULD use additi onal countermnmeasures outside the scope of
this protocol (e.g., pseudonynous hol der identities, batched-
operation timng).

8. | ANA Consi derati ons

Thi s docunment has no | ANA acti ons.
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Appendi x A.  Reference depl oynent

The reference SAI HM depl oynent runs on the COTl V2 Hel i um mai nnet
(chain I D 2632500). Protocol inplenmentations MAY anchor receipts on
any public chain offering equivalent transactional finality and
public-record properties. The chain choice is a depl oynent decision;
the protocol does not nandate one.
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The reference depl oynment publi shes:

* npmreference inplementation: @ai hm ncp-server (Apache 2.0).

* Block explorer for chain receipts: https://nmainnet.cotiscan.io.

* Crosswal ks to NIST Al RWF, |SOIEC 42001, 1SQIEC 27001, EU Al
Act, CGDPR Article 17, and MCP at https://sai hmcoti.gl obal/
st andar ds.
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