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Abst r act

Thi s specification defines "Dl D-CHALLENGE"', a nechanismfor the

Sinpl e Authentication and Security Layer (SASL) based on
Decentralized ldentifiers (DIDs). The nechanismfollows a server-
first challenge/response pattern in which the client authenticates by
produci ng a cryptographic signature over a server-generated

chal  enge, using the private key associated with its DID. Unlike
passwor d- based SASL nechani sns, no shared secret is transnitted or
stored on the server; authentication is grounded entirely in
asymmetric cryptography and the verifiable binding between a DID and
its associated key material.

An optional extension adds support for Verifiable Credentials (VCs)
and Verifiable Presentations (VPs), enabling attribute-based access
control in addition to identity authentication.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 2 Decenber 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Many Internet protocols require authentication. Comon approaches

i ncl ude user nanme/ password schenes (as used in | MAP or XMPP), static
public key authentication (as used in SSH), and federated identity
protocols (as used in OpenlD Connect). Each of these approaches has
wel | -known |imtations: passwords can be stolen or guessed, static
public keys provide no nechani smfor revocation, and federated
schenes introduce a dependency on a central identity provider.

Decentralized ldentifiers (https://ww. w3.0org/ TR'did-1.1/) are a
class of globally unique identifier designed to be created and
controlled directly by their subjects, without requiring a centra
registration authority. A DI Dresolves to a DID Docurent - a
machi ne-r eadabl e docunment that contains cryptographic key material
and ot her metadata about the DI D subject. D D Docunents are anchored
in a Verifiable Data Registry: a system- such as a distributed

| edger, decentralized file system or DNS zone - that provides a
trustworthy, tanper-evident record of DID state. The controller of a
DI D can prove that control by signing data with the private key
corresponding to a public key published in the DI D Docurment, w thout
needi ng perm ssion fromany third party.

The Sinple Authentication and Security Layer (https://ww.rfc-
editor.org/rfc/rfcd4422. htm) is an extensible framework that
decoupl es authenticati on mechani sms fromthe application protocols
that use them By defining a SASL nmechani sm a new aut henti cation
approach can be made avail able to any SASL-enabl ed protocol -

i ncluding | MAP, SMIP, LDAP, XMPP, and others - wi thout nodifying
those protocol s individually.

Thi s specification defines "DI D-CHALLENGE", a SASL mechani smt hat
allows a client to authenticate using a DID. The SASL client takes
the role of a DID controller; the SASL server takes the role of a DID
Resol ver and verifier. Authentication proceeds by the server issuing
a chal l enge (a nonce, tinestanp, and realm, the client signing that
challenge with its DID s private key, and the server verifying the
signature against the public key material retrieved fromthe client’s
DI D Docunent. Because authentication is based on key ownership
rather than a shared secret, a conprom se of the server’s credenti al
store does not yield material that could be used to inpersonate
clients.
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This specification also defines an optional extension that adds
support for Verifiable Credentials (VCs) and Verifiable Presentations
(VPs). VCs are signed statenents issued by a trusted third party (an
I ssuer) about a subject - for exanple, attesting to a person’s nane,
age, professional qualification, or nmenbership in an organi sation
After conpleting the initial DI D based authentication exchange, the
server may issue one or nore VO VP Chal |l enges requesting that the
client present credentials of a specified type. The client responds
with a Verifiable Presentation: a signed envel ope containing the
requested credentials and binding themto the authenticated DI D.

Thi s enabl es the server to nake fine-grained, attribute-based access-
control decisions beyond sinple identity verification

Readers seeking to inplement this nmechani smshould be famliar with
the SASL framework (RFC4422 (https://ww.rfc-editor.org/rfc/

rfcd4422. htm)), the WVBC DIDs vl1.1 - DID Syntax
(https://ww. w3. org/ TR/ di d-1. 1/ #di d- syntax) specification, and the
WBC DI D Resolution v1.0 (https://ww. w3.org/ TR/ di d-resol ution/)
specification. Familiarity with the WBC Verifiable Credentials Data
Model v2.0 (https://ww. w3. org/ TR/ 2025/ REC- vc- dat a- nodel -

2. 0- 20250515/ #types) specification is required for inplenentations
that use the optional VO VP extension

2. SASL nechani sm nane
The nanme of the DI D-based SASL nechani smis "Dl D- CHALLENGE"
3. Authentication

This section describes the interaction between a SASL client and SASL
server that use the "Dl D- CHALLENGE" nechani sm

3.1. The Authentication Exchange

The "Dl D- CHALLENGE" nechanismis a server-first mechanism the server
sends the first piece of authentication data (see Section 3.3)
without waiting for any initial client nmessage beyond the nmechani sm
sel ection.

The exchange consists of the foll ow ng steps:

Request aut henticati on exchange

DI D Chal | enge

DI D Response

Qut come of authentication exchange

WOwo
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The nechani smis capable of transferring an authorization identity
string (see Section 3.2), which the client MIUST include in the DI D
Response (see Section 3.4).

The server is not expected to provide additional data when indicating
a successful outcone. On failure, the server MIST terminate the
exchange and SHOULD provi de an appropriate error indication to the
client in accordance with the encl osing protocol’s SASL profile.

As security layers, the nechani sm provi des authentication and
integrity protection of the authorization identity during the
exchange, by nmeans of a cryptographic signature over the server-
generated chal |l enge (see Section 3.2). It does not provide a
gener al - purpose security layer over the application data stream after
aut henti cation conpletes; confidentiality and integrity of post-

aut hentication traffic MJST be provided by the underlying transport,
such as (RFCB446 (https://ww.rfc-editor.org/rfc/rfc8446.htnl)).

The use of TLS is therefore strongly RECOMVENDED whenever this
mechani smis enployed (see Section 8.2).

3.2. Authorization ldentity String
In the "Dl D- CHALLENGE" mechani sm the authorization identity string
(https://ww. rfc-editor.org/rfc/rfc4422#section-3.4.1) is a DID as
defined by WBC DIDs v1.1 - DID Syntax (https://ww.w3. org/ TR/ di d-
1. 1/ #di d-syntax), and percent-encoded as defined by RFC3986 -
Section 2.1 (https://ww.rfc-editor.org/rfc/rfc3986#section-2.1)
Exanpl e authorization identity string:
di d¥%B8Akey¥8Az6Mkf ePUhxLV6cMb4cgZ4bGmEdTNMBWDf 4ar wh5kR3dH51D

3.3. DID Challenge

The DI D Chal l enge has the follow ng format:

"<" nonce "." timestamp "@ realm">"
Wher e:
* nonce is a server-generated randomstring. |t MJST be uni que

across all challenges issued by the server. The nonce MJST be
generated by a cryptographically strong (pseudo) random number
generator and MJUST contain at |east 64 bits of entropy. The nonce
MJST NOT contain the characters ".", "@, "<", ">", or SP, as

3

these are used as delimters in the challenge fornat.
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* timestanp is the nunmber of nmilliseconds el apsed since the Unix
epoch (1970-01-01T0O0: 00: 00Z), encoded as a decimal integer with no
| eadi ng zeros. The server MJST set this field to the current tine
at the nonent the challenge is generated.

* realmis the SASL real mof the server. It identifies the service
context to which the challenge belongs and is included in the
signed material to prevent cross-service signature reuse. The
real m MUST NOT contain the characters "@, "<", ">", or SP

Exanpl e:
<7795631894096664932. 1765144656954@ ava- sasl - xnpp- ser ver >

In this example, the nonce is "7795631894096664932", the tinestanp is
"1741267200000" (2025-03-06T12:00:00Z in mlliseconds), and the realm
is "java-sasl - xnpp-server".

3.4. DI D Response
The DI D Response has the foll owi ng format:
did SP signature
Wher e:

* didis the client’s Decentralized Identifier (DI D), percent-
encoded as defined in Section 3.2. This is the SASL authori zation
identity string supplied by the client. The DI D MJST be
resol vable to a DI D Docunent that contains at |east one
verification nethod with an "authentication" verification
relati onship (see WVBC DIDs v1.1 - Verification Relationships
(https://www. wW3. org/ TR/ did-1.1/#verification-rel ationships).

* signhature is the base64url encoding (RFC4648 (https://ww.rfc-
editor.org/rfc/rfcd4648. htm)) of the raw bytes of the digita
signature, wi thout padding characters ("="). The signature MJST
be computed over the entire DI D Challenge string (including the
encl osi ng angl e brackets) as specified in Section 3.3.

The signing al gorithm MUST correspond to the key type of the
verification nethod in the DI D docunent (e.g., Ed25519 for keys of
type "Miltikey" with a Miultibase-encoded Ed25519 public key).

The two fields MJIST be separated by exactly one space character

Leading and trailing whitespace in the DI D Response MJUST NOT be
present.
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Exanpl e:

di d%B8Akey¥8Az6Mkf ePUhxLV6cMb4cgZ4bGmEdTNBWDf 4ar wh5kR3dH51D f r Eko8nWJ- r f Ar pMZs MWbXpg4xCh
aQ v_MCm ArHD3OCVWYV L7 CDOedMoez Ms4pmGGuz pk RH2QX8UVa- RFToBg

3.5. dient Verification

Upon receiving the DID Challenge, the client MJST performthe
verification steps listed below, in the order given. |If any step
fails, the client MJUST inmmedi ately treat the exchange as an

aut hentication failure, MJST NOT proceed to subsequent steps, and
MUST terninate the authentication exchange with an appropriate error
i ndi cati on.

* Parse the DID Challenge. Verify that the DI D Chall enge conforns
to the gramar defined in Section 3.3. A challenge that does not
conform MJUST cause the client to abort the authentication
exchange.

* Extract the nonce, tinestanp, and signature fields.

* Verify the realm Verify that the realmin the received DID
Chal | enge matches the real mof the service the client intends to
authenticate to. A realmnismtch MIST cause the client to abort
t he aut henticati on exchange.

3.6. Server Verification

Upon receiving the DID Response, the server MJUST performthe
verification steps listed below, in the order given. |f any step
fails, the server MIST inmedi ately treat the exchange as an

aut hentication failure, MJST NOT proceed to subsequent steps, and
MJST terminate the authentication exchange with an appropriate error
i ndi cati on.

* Parse the DI D Response. Verify that the DI D Response confornms to
the grammar defined in Section 3.4. A response that does not
conform MUST cause the server to abort the authentication
exchange.

* Extract the did and signature fields.

* Verify the nonce. Verify that the nonce enbedded in the D D
Chal | enge has not previously been accepted in a conpl eted
aut henti cati on exchange. The server MJST maintain a record of all
nonces i ssued and accepted within the active tinmestanp w ndow for
this purpose. A repeated nonce MIST be treated as a replay attack
and the exchange rejected.
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* Verify the timestanp. Verify that the timestanp enbedded in the
DI D Challenge, interpreted as mlliseconds since the Unix epoch,
represents a tinme within the server’s acceptance wi ndow. The
RECOMMVENDED acceptance wi ndow is no nore than 300 seconds (5
m nutes) in the past, and no nore than 5 seconds in the future (to
acconmodat e mi nor cl ock skew between client and server). Server
cl ocks SHOULD be synchroni zed via NTP or an equi val ent nmechani sm
A timestanmp outside the acceptance wi ndow MJUST be treated as an
aut hentication failure.

* Resolve the DID. Resolve the did field to a DI D docunent using a
trust valided DI D resolver, in accordance with the WBC DI D
Resol ution v1.0 (https://ww. w3. org/ TR/ di d-resol ution/)

specification. |If resolution fails for any reason, or if the DID
i s deactivated, the server MJST treat this as an authentication
failure.

* Retrieve authentication verification nethods. Fromthe resolved
DI D Docunent, retrieve all verification nmethods that have an
"aut hentication" verification relationship, in accordance with the
WBC DIDs v1.1 - Verification Relationships (https://ww.w3.org/ TR/
did-1. 1/ #verification-rel ationships) specification. If no such
verification nethods are present, the server MIUST treat this as an
aut hentication failure.

* Verify the signature. Decode the signature field using base64url
decodi ng wi t hout padding. Using each candidate verification
met hod retrieved in the previous step, attenpt to verify the
decoded signature against the entire DI D Challenge string
(including the enclosing angl e brackets), treated as an opaque
octet string. The signing algorithmused for each attenpt MJST
correspond to the key type of the candidate verification method.
If no verification method is able to verify the signature, the
server MJST treat this as an authentication failure.

If all steps succeed, the server MJST use the authenticated DI D as

the authorization identity. The server MJST then invoke whatever

aut hori zation check is required by the enclosing application (e.qg.,

the AuthorizeCallback in the SASL franework) before granting access.
4. SASL Exchange with DI Ds

This section illustrates the detailed steps of the SASL exchange.

The flow includes the D D Challenge (see Section 3.3) and DI D
Response (see Section 3.4) steps.
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5. (Optional) Authentication with VCs/VPs

This section defines an optional extension of the "D D CHALLENGE"
SASL mechani sm whi ch adds support for Verifiable Credentials (VCs)
and Verifiable Presentations (VPs).

5.1. The Authenticati on Exchange (with VC VP support)

The exchange consists of the follow ng steps (expanding on
Section 3):

Request aut henticati on exchange

DI D Chal | enge

DI D Response

VC/ VP Chal | enge

VC/ VP Response

Qut come of authentication exchange

WOoONoOwo

The steps VO VP Chal | enge and VO VP Response may be repeated multiple
times.

5.2. VC-VP Chal l enge

The VC/ VP Chal l enge follows the followi ng format:

"<" nonce timestanmp "." vc-type "@ realm">"

Wher e:

* For nonce, the sanme rules apply as in Section 3.3.

* For timestanp, the sane rules apply as in Section 3.3.

* For realm the same rules apply as in Section 3.3.

* vc-type MIST be a type of a Verifiable Credential as defined in
WBC Verifiable Credentials Data Model v2.0 - Types
(https://ww. w3. or g/ TR/ 2025/ REC- vc- dat a- nodel -

2. 0- 20250515/ #t ypes) .
Exanpl e:
<7795631894096664932. 1765144656954. Degr eeCr edent i al @ ava- sasl - xnpp- server >
5.3. VG- VP Response

The VC/ VP Response follows the follow ng fornat:
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vp
Wher e:

* vp MJUST be a Verifiable Presentation as defined in WBC Verifiable
Credentials Data Mddel v2.0 - Verifiable Presentations
(https://ww. w3. org/ TR/ 2025/ REC- vc- dat a- nodel - 2. 0-

20250515/ #veri fi abl e-present ati ons).

Exanpl e:

{

"@ontext": [
"https://ww. wW3. org/ ns/credential s/v2",
"https://ww. w3. org/ ns/credenti al s/ exanpl es/ v2"

1,

"id": "urn:uuid: 3978344f - 8596- 4c3a- a978- 8f caba3903c5",
"type": ["VerifiablePresentation"],
"verifiableCredential": [{
"id": "did: key: z6Mf ePUnxLV6cMb4cgZ4bGmEdTNMBWDf 4ar wh5kR3dH51D"
"type": ["DegreeCredential"]
}H
}

5.4. Server Verification

Upon receiving the VO VP Response, the server MJST performthe
verification steps listed below, in the order given. |If any step
fails, the server MJST immedi ately treat the exchange as an

aut hentication failure, MJST NOT proceed to subsequent steps, and
MUST terni nate the authentication exchange with an appropriate error
i ndi cati on.

* Parse the VG- VP Response. Verify that the VC VP Response conforns
to the grammar defined in Section 5.3. A response that does not
conform MJUST cause the server to abort the authentication
exchange.

* Verify the nonce and the timestanp following the same rules as in
Section 3.6.

* Verify that the "holder" property of the VP field nmatches the did
in Section 3.3.

* Verify that the "type" property of the VP field matches the
requested vc-type field in the Section 5. 3.
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* Resolve the DID. Resolve the "holder" property of the VP field to
a DI D document using a trust valided DI D resolver, in accordance
with the WVBC DID Resolution v1.0 (https://ww.w3. org/ TR/ di d-
resolution/) specification. |If resolution fails for any reason,
or if the DID is deactivated, the server MJST treat this as an
aut hentication failure.

* Retrieve assertion verification nethods. Fromthe resolved DD
Docunent, retrieve all verification nethods that have an
"assertionMet hod" verification relationship, in accordance wth
the WVBC DIDs v1.1 - Verification Relationships
(https://ww. w3.org/ TR/ did-1.1/ #verification-rel ati onshi ps)
specification. |f no such verification nmethods are present, the
server MJST treat this as an authentication failure.

* Verify the signature. Decode and verify the "proof" property of
the VP field in accordance with the WBC Verifiable Credentials
Data Model v2.0 (https://ww. w3.org/ TR/ vc-dat a- nodel /)
specification. |f the signature cannot be verified, the server
MJST treat this as an authentication failure.

6. (Optional) SASL Exchange with DI Ds and VCs/ VPs

This section illustrates the detailed steps of the SASL exchange with
Dl Ds and VCs/VPs, building on Section 4.

The flow includes the DI D Chall enge (see Section 3.3), DI D Response
(see Section 3.4), VO VP Challenge (see Section 5.2), and VU VP
Response (see Section 5.3).

"The DI D- CHA
LLENGE SASL nechani smw th VCs"
r———— . r——
—————— . F———————————7
——————————————— . r—————————————
| Protocol dient | | SASL dient |
| SASL Server | | Protocol Server |
| DI D Resol ver |
L — _ L
S — _ L S — _
L —— _ L — _
\ \ Net
wor k Connecti on | |
| - - -
—————————————— > \
\ \
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<« |

| |
\ <1809528678543235072. 1724868615

672@ ava- sasl - xnpp-server> | \

| |
\ \ DI D Chal | enge
(nonce, tinestanp, realm | |

| ——

| | Generate DID R



esponse with signature
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| | <..signature..>

| |
| \ DI D Respo
nse (DI D, s‘i gnat ur e) \

|
\ | di dY8Akey¥BA<. . di d.
.> 2mJ4t Bo6H<. . si gnature..> | \

| |
\ Resolve DID |

———— |

| Verify DID Response with signature |

<" |



\ \
\ OPT | Authentication with VCs/VPs

———— |

| Generate VC/ VP Chal |l enge \
| |

<« |

|
| <1809528678543235072. 1724868615672. Degr eeCr edent i
al @ ava- sasl - xnpp- server> | \

|
\ | VC/ VP Chal | enge (non
ce, timestanp, vc.type, realn | \

| ——

|
| | Generate VC/ VP
Response with proof \ \

| <

Response (VP) \ \
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——— |

| |
| Verify VO VP Response with proof |

< |
|
\ \
\ \
\
\ \
\ \
|
\ \
| true \
|
\ \
| |
| \ \
| NanmeCal | back with DI D |
\
\ \
T —
—————————— >
\ \
\ \
\
\ \
‘ \ (enpty) \
\ \
f <
\ \
| |
\
\ \
| Aut hori zeCal | back |
\
\ \
T —
—————————— >
\ \
\ \
\
\ \
‘ | aut hori zed=true with DID |
\ \
f <

\ \ Conpl et ed
SASL aut hentication | |



r— L 7 r—
L m r— L m
r— +— 1 r— e 1
| Protocol Cdient | | SASL dient |
| SASL Server | | Protocol Server |
| DI D Resol ver |
e _ L
______ _ L
- _ - _
7. Exanpl e Exchange
7.1. Step 1. dient NaneCallback for DD
Wien the client is initialized, it obtains a DID to be used for
aut henti cati on.
-- CLI ENT CALLBACK: NamecCal | back
>CCient DD --- defaultNanme: null, name: null
get Name() -> di d¥%8Akey¥B8Az6MTf ePUnxLV6cMb4cgZ4bGmEdTNNBWDf 4ar wh5kR3dH51D
C DD --- defaultNane: null, name: di d¥8Akey%B8Az6Mf ePUnhxLV6cMb4cgZ4bGmEdTNTBWDFf 4ar wh
5kR3dH51D

7.2. Step 2: dient JWKCal | back for Private Key

When the client is initialized, it obtains a private key that will be
used for signing chall enges.
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-- CLI ENT CALLBACK: JWKCal | back

>C Cient private key: --- defaultText: (JWK), text: null
get Text I nput IVK() -> {

"kid": "did: key: z6Mf ePUnxLV6cMb4cgZ4bGmEdTNBWDF 4ar wh5k R3dH51D#z 6 Wk f ePUhxLV6cMb4cgZ
4bGmMEdTNBWDf 4ar wh5kR3dH51D",

"kty": "OKP",

"crv": "Ed25519",

"x": "EbV6- hVinDi D3DKTUgsf 2Sj j nO7t Ot t wwhSt Q6Jy CFhw',

"d": "v@ H ZzzZxS3R4no- VOI _S72ULXDga2l Ngk At uvgJUNS"

}
C Private key: --- defaultText: (JWK), text: {

"kid": "did: key: z6Mkf ePUnxLV6cMb4cgZ4bGmEdTNnBWDf 4ar wh5k R3dH51D#z 6 Mk f e PUhxLV6cMb4cgZ4b
GmEdTNn8WDf 4ar wh5kR3dH51D"

"kty": "OKP",

“crv": "Ed25519",

"x": "EbV6- hvnDi D3DKTUgsf 25 j nOrt Ot t wwhSt Q6Jy CFhw',

"d": "v@ H ZzZxS3R4no- VOI _S72ULXDga2l Ngk At uvgJUN8"

7.3. Step 3: Server -> Cient Challenge
The server initiates the authentication flow by generating and
sendi ng a chall enge. The chall enge contains a none, timestanp, and

real m

-- SERVER -> CLIENT: Chall enge
<4513455346757278126. 1757192932938@ ava- sasl - xnpp- ser ver >

7.4. Step 4. Cient Signature
The client signs the challenge using the DID s private key.
-- CLIENT
Created signature for chall enge <4513455346757278126. 1757192932938@ ava- sasl - xnpp- server >
fr Eko8nWU-r f Ar pMZs Wb Xpg4xChaQ v_MCm AmHD3 OCWYV L7 CDOedMaez Ms 4pnmGGuz pk RH2 QX8 UVa- RFToBg
7.5. Step 5: dient -> Server Response

The client response to the server with the DID and the signed
chal | enge.

-- CLIENT -> SERVER: Response

di d%B8Akey¥B8Az6MkTf ePUhxLV6cMb4cgZ4bGmEdTNBWDf 4ar wh5kR3dH51D f r Eko8nWJ- r f Ar pMZs MWbXpg4xCh
aQ v_MCm ArHD3OCVWwYv L7 CDOedMiez Ms4pmGGuz pk RH2QX8UMa- RFToBg

7.6. Step 6: Server NaneCal |l back with DID

The server obtains the DID fromthe client’s response.
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-- SERVER CALLBACK: NaneCal | back

>S DID:  --- defaul tNanme: di d¥8Akey%BAz6NMTf ePUhxLV6cMb4cgZ4bGmEdTNNBWDf 4ar wh5kR3dH51D, n
ame: nul |

checkName(di d¥8Akey¥BAz6Nkf ePUhxLV6cMb4cgZ4bGmEdATNNBWDf 4ar wh5kR3dH51D) --> di d¥%8Akey¥BAz
6Mkf ePUhxLV6cMb4cgZ4bGmEdTNNBWDf 4ar wh5kR3dH51D

S> DD --- defaul t Nane: di d¥8Akey¥BAz6MTf ePUhXxLV6CcMb4cgZ4bGmEdTNNBWDf 4ar wh5kR3dH51D, n
ane: di d¥%8Akey¥8Az6MT ePUhxLV6cMb4cgZ4bGmEdTNNBWDf 4ar wh5kR3dH51D

7.7. Step 7: Server Verification

The server verifies the signature in the client’s response by
resolving the client’s DID to a DI D docunent, which contains public
keys need for the verification.

-- SERVER

Verified signature frEko8nWJrfAr pMZsMWbXpg4xChaQ v_MCm AmHD3OCWWYV L7 CDOedMoez Ms4pnmGGuz pk

RH2QX8UMa- RFToBg for chal | enge <4513455346757278126. 1757192932938@ ava- sasl - xnpp- server >:
true

7.8. Step 8: Server AuthorizeCallback with authorization ID

The server determines the DID as the "authorized I D', concluding the
aut henti cation fl ow.

-- SERVER CALLBACK: Authori zeCall back

>S --- authenticationlD: di d¥8Akey%B8Az6Mf ePUnxLV6cMb4cgZ4bGmEdTNTBWDf 4ar wh5kR3dH51D, au

thori zationl D di d¥8Akey¥%B8Az6MTf ePUhxLV6cMb4cgZ4bGmEdTNNBWDf 4ar wh5kR3dH51D, aut hori zedl D

: null, isAuthorized: false

S> --- authenticationlD: di d¥8Akey%B8Az6Mf ePUhxLV6cMb4cgZ4bGmEdTNTBWDf 4ar wh5kR3dH51D, au

thori zationl D di d%8Akey¥8Az6MTf ePUhxLV6cMb4cgZ4bGmEdTNTBWDf 4ar wh5kR3dH51D, aut hori zedl D
di d%B8Akey¥8Az6Mkf ePUhxLV6cMb4cgZ4bGmEdTNBWDf 4ar ww5kR3dH51D, i sAut hori zed: true

aut hori zationld: di d¥8Akey%B8Az6Mf ePUnxLV6cMb4cgZ4bGmEdTNTBWDF 4ar wh5kR3dH51D
8. Security Considerations

This section addresses the security properties of the DI D CHALLENGE
SASL mechani smand the threats it is, and is not, designed to
counter. |Inplenmenters SHOULD al so consult the security

consi derations of the SASL franmework (RFC4422 (https://ww. rfc-
editor.org/rfc/rfcd4422. htm)), the WBC Decentralized Identifiers v1.1
(https://www. wW3.0rg/ TR/ did-1.1/) specification, and, when the

optional VC/ VP extension is used, the WBC Verifiable Credentials Data
Model 2.0 (https://ww. w3. org/ TR/ 2025/ REC- vc- dat a- nodel -

2. 0- 20250515/ #t ypes) specification.

8.1. Mechanism Strength

The DI D- CHALLENGE mechani sm aut henticates clients by asymretric
cryptography rather than by transmtting a password or a password-
derived value. This elininates an entire class of server-side risks
present in password-based SASL nechani sns such as PLAIN or DI GEST-
MD5: a conpronise of the server’s credential store yields no material
that can be used to inpersonate clients.

Sabadel | o Expires 2 Decenber 2026 [ Page 18]



I nternet-Draft di d- chal | enge- sasl May 2026

The security of the mechani sm depends on the follow ng properties
hol di ng sinul taneously: (a) the signature algorithmis
computationally infeasible to forge; (b) the client’s private key has
not been conpronised; (c) the DI D resolver consulted by the server
returns an authentic DI D docunent (see Section 8.6; and (d) the

aut henti cati on exchange is protected from observation and tanpering
by a | ower-layer security protocol (see Section 8.2). |If any of
these properties fails to hold, the security guarantees of the
mechani sm are reduced or elinmnated entirely.

8.2. Requirenent for a Confidential Channe

The DI D- CHALLENGE nechani sm does not itself provide a security |ayer
(confidentiality or integrity protection of the application- |ayer
data stream after authentication). The client transmts its DD and
a cryptographic signature in the clear at the SASL | ayer. An
eavesdropper learns the client’s DID, which may be |inkable to the
client’s real-world identity, and obtains a valid signhature over a
server-chosen chal | enge string

The DI D- CHALLENGE mechani sm MJUST NOT be used over an unprotected
channel . | nplenentations MJST enpl oy TLS (RFC8446 (https://ww.rfc-
editor.org/rfc/rfc8446. htn)) or an equival ent protocol providing
both confidentiality and integrity before initiating a D D CHALLENGE
exchange.

VWhen the optional VO VP extension (see Section 5) is used, this

requirenent is especially critical. Verifiable Presentations may
contain sensitive personal attributes — such as name, date of birth
or professional credentials — that are transmtted in the clear at

the SASL | ayer and MJST be protected by the underlying
confidentiality |ayer.

8.3. Replay Attacks

The DI D Chal |l enge includes a nonce and a tinestanp to prevent replay
attacks. The nonce MJST be generated by a cryptographically strong
(pseudo) random nunber generator and MJST be uni que per chall enge.
The server MJUST maintain a record of all nonces issued within the
active tinestanp wi ndow and MJST reject any DI D Response whose nonce
has al ready been accepted. A server that reuses nonces or fails to
track themrenders the replay defence ineffective.
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The tinestanp provides a conplenmentary timnme-bounded validity w ndow.
The server MJIST reject any DI D Response whose chal |l enge tinestanp
lies outside a configured acceptance wi ndow, wth a RECOMVENDED
default of no nore than 5 mnutes. Server clocks SHOULD be
synchroni zed via NTP or an equival ent nechani sm since excessive
clock skew will cause legitimte authentications to be rejected or,
i f conmpensated by wi dening the wi ndow, increase replay exposure.

Both controls apply equally to the VO VP Chal |l enge and VC/ VP Response
defined in Section 5. Servers MJST track VC VP nonces independently
and apply the sane tinestanp validation

8.4. Man-in-the-Mddl e Attacks and Channel Binding

Because the client signs a server-supplied challenge, a man-in-the-

m ddl e adversary who can intercept and substitute the challenge could
i nduce the client to produce a signature the adversary then uses to
authenticate to the real server. Running the exchange over TLS
substantially raises the bar for this attack. To elimnate it
entirely, inplementations SHOULD i ncorporate a TLS channel binding
val ue (see RFC5929 (https://www rfc-editor.org/rfc/rfc5929. htm))
into the signed material, so that a signature produced within one TLS
session cannot be transferred to another

The realmfield in the chall enge binds the signature to a specific
service context. Cients MIST verify that the realmin the received
chal  enge matches the service they intend to authenticate to before
conputing the DI D Response, and MUST abort the exchange on a

m smat ch.

8.5. Server Spoofing and Mitual Authentication

The DI D- CHALLENGE mechani sm provi des unil ateral authentication: the
client proves its identity to the server, but the server does not
prove its identity to the client beyond what is provided by the
underlying transport. A malicious server can issue a |egitimte-

| ooki ng chall enge and collect a valid DI D Response.

Clients MJST validate the server’s TLS certificate against a trusted
certification authority or equival ent trust anchor before initiating
a DI D- CHALLENGE exchange. Cdients MJUST NOT proceed if certificate
validation fails. Deploynents with stronger nutual - authentication
requi renents MAY conbi ne DI D-CHALLENGE with a DI D- based server-

aut hentication step at the application |layer, though this is outside
the scope of this specification
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8.6. Choosing and Trusting DI D Resol vers

The server verifies the client’s signature using public key material
obtai ned by resolving the client’s DID. A malicious or conproni sed
DI D resolver that returns a fraudul ent DI D docunent could substitute
attacker-controll ed key material, allow ng inpersonation of an
arbitrary DID. As discussed in WBC DIDs v1.1 - Choosing DI D

Resol vers (https://ww. w3. org/ TR/ di d- 1. 1/ #choosi ng- di d-r esol vers),
there is no universal authority that nandates a correct resolver

i npl ementation for a given DI D nethod; server inplenenters MJST

sel ect DID resol ver software they have i ndependently verified and
trust.

The network path between the server and its DID resol ver SHOULD be
protected by TLS. Where the DID nethod supports it, the integrity of
the retrieved DI D docunment SHOULD be verified using content integrity
mechani sns before its key material is used. Servers SHOULD restrict
the set of accepted DID nethods to those whose resol ver

i mpl ement ati ons and underlying registries have undergone i ndependent
security review

8.7. Key Revocation, Rotation, and DI D Met hod Properties

A DI D controller who suspects key conprom se SHOULD i mredi atel y
update the DI D docunment to revoke or rotate the affected verification
met hod. There is an inherent wi ndow of exposure between the nmonent
of conprom se and the nonment the revocati on propagates to the
server’'s resolver; its duration depends on registry propagati on speed
and the server’s cache refresh policy. Servers MJUST NOT rely
indefinitely on cached DI D docunents, and SHOULD treat a DID
resolution failure as an authentication failure rather than silently
falling back to stal e cached dat a.

DD nmethods differ significantly in their security properties.

Met hods such as "did: key" encode the public key directly in the
identifier and support neither revocation nor rotation; a conprom sed
private key cannot be renmediated and the DI D nust be abandoned
entirely. Methods anchored in distributed | edgers or simlar
registries support revocation but introduce availability and
integrity dependencies on that infrastructure. Methods based on DNS
(such as "did:web") inherit the DNS attack surface, including
susceptibility to hijacking.

Servers SHOULD maintain an explicit list of accepted DI D nethods and
SHOULD prefer those whose specifications have undergone i ndependent
security review, as required by WBC DIDs v1.1 - Security Requirenents
(https://ww. w3.org/ TR/ did-1. 1/ #security-requirenments).
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8.8. Non-Repudi ation

The DI D Response is a cryptographic signature over a challenge that
encodes a uni que nonce, a tinmestanp, and the server’s realm
Provided the client’s private key is used exclusively by the DID
controll er and has not been conprom sed, this signature constitutes
evi dence that the DID controller authenticated to the specified
server at approximately the tine encoded in the challenge. This
property, discussed in WBC DIDs v1.1 - Non-Repudi ati on
(https://ww. w3. org/ TR/ di d-1. 1/ #non-r epudi ati on), supports non-
repudi ati on of authentication events. Deploynents that require non-
repudi ati on for conpliance or forensic purposes SHOULD | og and
archi ve authenticati on exchanges accordingly.

8.9. Authentication vs. Authorization

Successful conpletion of the DI D- CHALLENGE exchange proves that the
client controls a private key corresponding to a verification nethod
listed under the "authentication" relationship in its D D docunent.
This proves control of the DID; it does not by itself confer any

aut hori zation to access resources on the server. Servers MJST

mai ntain and enforce an authorization policy that nmaps authenticated
DiDs to permtted operations, independently of the authentication
out cone.

8.10. Private Key Protection

The security of DI D-CHALLENGE rests entirely on the secrecy of the
client’s private key. An adversary who obtains the private key can
authenticate as the corresponding DID until the D D docunent is
updated to revoke the associated verification nethod — and, for DD
met hods that do not support revocation, indefinitely.

Client inplenentations MIUST protect private keys in a manner
commensurate with the sensitivity of the resources bei ng accessed.
Sui t abl e neasures include hardware security nodul es (HSMs),
operating-system provi ded secure key storage, or encrypted software
key stores protected by a strong passphrase. Private keys MJST NOT
be stored in plaintext. Inplenenters MIST ensure that the
JWKCal | back interface does not expose the private key to unauthorized
processes or log files.
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8.11. Security of the Optional VC VP Extension

When the optional VO VP extension is used, the server MJST
additionally verify: that the VP proof is valid and was produced
using a key with an "assertionMethod" relationship in the client’s

DI D docunent; that the VP "holder" property matches the authenticated
DI D; that each credential’s issuer signature is valid; that no
credential has expired or been revoked; and that the credential type
mat ches the type requested in the VO VP Chal |l enge

Servers MJST inplement credential status checking to detect revoked
credentials, and MUST naintain an explicit issuer trust policy,
rejecting credentials fromissuers not covered by that policy. The
trustworthiness of a credential issuer cannot be inferred fromthe
credential itself. Finally, servers SHOULD request only the
credential types strictly necessary for the access-control decision
bei ng made, to ninimse unnecessary disclosure of persona
information, particularly given that VPs are transmitted in the clear
at the SASL | ayer (see Section 8.2).

8.12. Deni al of Service

The DI D- CHALLENGE nechani smi ntroduces potential denial -of-service
vectors that do not arise in password-based SASL nechani sns.
I mpl ementers SHOULD consi der each of the follow ng.

Chal | enge generation and nonce tracking. Each mechani smsel ection
message causes the server to generate a nonce and all ocate an entry
inits nonce-tracking table. An attacker who sends many such
messages can exhaust server nenory and CPU. Servers MJST enforce a
short timeout on inconpl ete exchanges (RECOMMENDED: 30 seconds from
chal | enge i ssuance), after which the nonce is discarded and any
subsequent nessages referencing it rejected. Servers SHOULD rat e-
limt challenge i ssuance per source address and SHOULD bound the size
of the nonce table.

DD resolution anplification. Every authentication attenpt requires
an outbound DI D resolution request. An attacker who sends many
requests using different DI Ds forces a correspondi ng nunber of

out bound network requests, potentially stressing both the server and
DD nethod infrastructure. Servers SHOULD cache recently resol ved
DI D Docunents for a short period (subject to the constraints in
Section 8.7), rate-limt outbound resolution requests, and inpose a
resol ution timeout.

Cryptographic verification cost. Signature verification is

conmputationally expensive, and the server may need to try nmultiple
candi date keys if the D D Docunent contains nore than one
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"aut hentication" verification nethod. The ordering of steps in
Section 3.6) is therefore deliberate: the cheap, non-cryptographic
checks (format, nonce, tinestanp) are placed first so that npst

mal formed or replayed requests are rejected before any signature
verification is attenpted. Servers MAY additionally inmpose per-
source-address limts on signature verification attenpts.

VC/ VP extension. The optional VO VP extension adds VP proof
verification, per-credential issuer signature verification, and
credential status checking to each exchange, all of which may involve
further outbound network requests. The sane rate-limting neasures
above apply. Servers SHOULD additionally cap the nunber of
credentials permitted in a single Verifiable Presentation and reject
oversi zed presentations before perform ng any cryptographi c work.
Servers SHOULD cache credential status information briefly to avoid
redundant out bound requests during bursts of authentication attenpts.

9. Inplenmentations

The following repositories contain various parts of an exanple
i mpl ement at i on:

* SASL client denpbnstration conmponents:
https://github. com peacekeeper/java-sasl-client-denp
(https://github. conl peacekeeper/java-sasl-client-deno)

* SASL server denpnstration components:
https://github. com peacekeeper/j ava-sasl - server-deno
(https://github. conl peacekeeper/java-sasl -server-den)

* SASL |local "Hello World" denpnstration
https://github. com peacekeeper/java-sasl -1 ocal - denmo
(https://github. conf peacekeeper/java-sasl -1 ocal - deno)

* | nplenmentation of a DI D based SASL aut henticati on nechani sm
https://github. com peacekeeper/j ava-sasl - di d- mechani sm
(https://github. conl peacekeeper/java-sasl -di d- nechani sn

*  XMPP server (based on Tigase) using the DI D-based SASL
aut henti cation nmechani sm https://github. conl peacekeeper/java-
sasl - xnpp-server (https://github.conl peacekeeper/java-sasl - xmpp-
server)

* XMPP client demp (based on Tigase) using the DI D-based SASL
aut henti cati on mechani sm https://github. conl peacekeeper/java-
sasl -xnpp-client-tigase (https://github. com peacekeeper/java-sasl -
xmpp-client-tigase)
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* XMPP client demp (based on Smack) using the DI D-based SASL
aut henti cati on mechani sm https://github. conl peacekeeper/java-
sasl - xnpp-client-smack (https://github. conf peacekeeper/java-sasl -
xnmpp- cl i ent - smack)

* XMPP client plugin (based on Spark) using the DI D-based SASL
aut henti cati on mechani sm https://github. conl peacekeeper/java-
sasl - xnpp-client-spark (https://github. con peacekeeper/java-sasl -
xmpp- cl i ent - spar k)

* XWPP client application (based on Spark) using the DI D-based SASL
aut henti cati on mechani sm https://github. conl peacekeeper/java-
sasl - xnpp-client-spark (https://github. con peacekeeper/java-sasl -
xnpp- cl i ent - spar k)
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