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Abst r act

Thi s docunent describes operations of data plane and controller plane
for Determnistic Networking (DetNet) to forward packets to neet

m ni mum and maxi mum end-to-end | atency requirenents, while utilizing
Push-In First-Qut (PIFO queue.

According to the solution described in this docunment, forwarding
nodes do not need to nmaintain flow states or to be tinme-synchronized
with each ot her.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 20 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Determ ni stic Networking (DetNet) whose architecture is defined in

[ RFC8655] provides the capability to carry specified unicast or
multicast flows with extrenmely | ow packet |oss rates and bounded end-
to-end | atency.

On-time forwarding is a critical feature of determ nistic networks,
especially of networks dealing with industrial process contro
signaling. The on-tinme forwarding is characterized as packets
belonging to a flow are delivered within nmnimum end-to-end | atency
(M nLatency) and nmaxi mum end-to-end | atency (MaxLatency) requirenents
for the flow The difference between MaxLatency and M nLatency is
the end-to-end | atency variation, which becomes smaller as the
requirenent for on-time delivery precision becomes stricter. Wen

M nLat ency does not require to be guaranteed, it can be viewed as in-
time forwarding.
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3.

Thi s docunent describes operations of data plane and controller plane
for DetNet to forward packets to meet m ni num and nmaxi mum end-t o-end
| atency requirenents, while utilizing Push-In First-Qut (PIFO queue.
G ven M nLatency and MaxLatency requirenments for a flow and non-
queui ng del ays and avail abl e buffer resources on the path sel ected
for the flow, the controller calculates | ower and upper node del ay
bounds for each node on the path. When a packet arrives at a node,
the node conputes m ni mum departure time, nom nal departure time, and
maxi mum departure tine for the packet based on the | ower and upper
node del ay bounds cal cul ated by the controller for the node. Using
the PI FO queue, the packets are arranged in the ascendi ng order of
their nominal departure times in the PIFO queue and forwarded between
their mini mum and maxi mum departure tinmes.

Ter mi nol ogy

1. Synbols Used in This Docunent

E2E F end-to-end fixed del ay
E2E_VL end-to-end vari abl e del ay | ower bound
E2E_VU end-to-end vari abl e del ay upper bound

MaxLat ency maxi num end-to-end | atency that nust be guaranteed
M nLat ency mnimum end-to-end | atency that nust be guaranteed
N_L node del ay | ower bound

node del ay upper bound

remai ni ng end-to-end | atency | ower bound

remai ni ng end-to-end | atency upper bound

I;UI;UIZ
crc

2. Abbreviations

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Tenporal Mdel

Thi s docunent separates end-to-end latency into two conponents: end-
to-end variable delay and end-to-end fixed delay. The end-to-end
variable delay is the sum of variable delays occurring in nodes and
links on the path, and has its upper and | ower bounds, which are
denoted by E2E VU and E2E VL, respectively. Using the terns defined
in [ RFC9320], one obvi ous exanple of a variable delay is a queuing
delay. Oher delays, such as output delay, |ink delay, and

Ryoo Expires 20 April 2026 [ Page 3]



I nternet-Draft On-time Forwardi ng Cct ober 2025

processing delay, can be classified as variabl e del ays dependi ng on
i mpl ementation. On the other hand, the end-to-end fixed del ay,
denoted by E2E F, is the sum of fixed delays occurring in |links and
nodes on the path. Sone or all of the delays except the queuing
del ay can be included in the E2E F dependi ng on how t he nodes and
links are inplenented. When an inplenentation can provide a fixed
val ue for any non-queui ng delay, that delay is considered a fixed
delay in this docunment. An exanple of a fixed delay is the first-
bit-out to first-bit-in delay of the link delay [ RFC9320] unless the
link is formed virtually. Wen a flow consists of packets of a
constant size, the first-bit-in to last-bit-in delay of the link
del ay [ RFC9320] al so becones a fixed delay. In this docunment, we
assunme that the first-bit-out to first-bit-in delay, which is
commonly called link propagation delay, is classified as a fixed
del ay that depends on length of a link

When a flow is requested, the non-queui ng delays are known to a
controller by considering network topol ogy, port speeds, link

| engt hs, maxi mum and mi ni mum processi ng and out put del ays of nodes,
and maxi mum and m ni nrum packet sizes of the flow.

In order to guarantee MaxLatency and M nLatency, the sum of E2E F and
E2E VU MUST be | ess than or equal to MaxLatency, and the sum of E2E F
and E2E VL MUST be greater than or equal to MnLatency. Figure 1
shows the relationship anong the aforenentioned end-to-end

par amet er s

| <---------- maxi mum end-to-end | atency (MaxLatency) --------- >|

| <---- mnimmend-to-end | atency (M nLatency) ---->| :

i<—— end-to-end fixed -->|<------- end-t o- end variabie ——————— >i
del ay (E2E_F) : del ay upper bound (E2E_VU)

i<— end-to-end variable -->
del ay | ower bound (E2E_VL)

Figure 1: Rel ationship anong end-to-end | atency paraneters
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For the data plane operation described in the docunment, E2E VU and
E2E VL are divided into all the nodes on the path, and the controller
assigns a node del ay upper bound (N_U and a node del ay | ower bound
(N L) to each node. N U and N L are upper and | ower bounds of the
time a packet can reside in a node, and their val ues may be different
for each node. For the sake of brevity, we onmt the index for a node
in this docunent. How the controller determ nes the values of N U
and N L is described in Section 6.

Once N U and N L are given, a node perforns the data pl ane operation
as described in Section 5.

5. Data Plane Operation

As nentioned in the previous section, N L and N U are assuned to be
set in each node on the path. The values of (M nLatency-E2E F) and
(MaxLat ency- E2E F) are al so assuned to be known at the first node on
the path. |In addition to the nornmal DetNet encapsul ation, such as
Det Net control word, service label, and forwarding | abels in case of
MPLS, this docunent assunes that fields containing upper and | ower
bounds of remaining end-to-end latency, called RL and R U, are
avail able. A node is assuned to neasure a residence time, which is
defined as the tine a packet resides in the node. To be nore
precise, the residence tine is the tinme duration between the tine
that the last bit of a packet cones in and the time that the last bit
of the packet |eaves the node.

When a packet arrives at the first node on the path, the node
performs the queuing operation as described in Section 5.1 based on
N L and N_U values assigned to the first node. Wen the packet
departs fromthe first node, RL and R U fields are set by
subtracting its residence time from (M nLatency-E2E F) and
(MaxLat ency- E2E_F), respectively.

Each node except the first and | ast nodes on the path perforns the
queui ng operation as described in Section 5.1 based on N L and N U
val ues assigned to the node, and updates R L and R U fields by

subtracting its residence time fromreceived RL and R U values. |If
the resulting value of R L is negative, then the RL field is updated
with zero.

The | ast node al so perforns the queui ng operation as described in
Section 5.1, but uses RL and R U received fromits previous node
instead of N.L and N _U values assigned to the last node. If RUIis
greater than N _U of the last node, N U is used
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5.1. Queuing Operation

When a packet is processed within a node, it can experience variable
del ays, which are generally categorized into three types of del ay:
processi ng del ay, queuing delay, and output delay. N U and N L
represent the total variable delay that the node nust guarantee.
Processi ng del ay and output delay vary dependi ng on the packet size,
etc, but these delays are hard to adjust, so the queuing del ay nust
be adjusted to guarantee N.U and N L. Therefore, when a packet is
received by a node, the expected output delay that nmay be required
based on the packet size is subtracted fromN U and N L, and the
remai ni ng val ues are determ ned as the packet’s m ni mum and maxi mum
departure tinmes. Since the output delay can al so have a variable
value, it is calculated as follows. Wen a packet arrives at time t,
a mninmumdeparture tine, which is defined as t plus N_L mnus

del _mn, and a maxi num departure tine, which is defined as t plus N U
m nus del _nmax, are calculated. del_nin and del _max are defined as
the minimumand nmaximumtines it takes fromthe tine a packet |eaves

the queue until it conpletely | eaves the node. del_min or del_nax
can be calculated with the size of the packet, port speed and m ni num
or maxi mum out put del ay, respectively. In addition, a nom na

departure time, which is defined as the m dpoint between the m ni mum
departure time and maxi num departure tinme, is calculated. The
difference between (N U - del _nax) and (N L - del _min) is called
forwardi ng budget. Figure 2 shows the relationship anong the

m ni mum nom nal, and maxi mum departure tines.

I (N_U- del_max) --------------- >|
|<- (N.L - del_nmin) -><---- forwarding budget ---->
I b e bt
t m ni mum nomi nal maxi mum
departure departure departure
time time time

Figure 2: Relationship anmong the mni rum nom nal, and maxi mum
departure tines

After calculating the mnimm nom nal, and nmaxi num departure tines
and perform ng necessary actions for packet forwarding, the packet is
pl aced in the PIFO queue, where packets are arranged in the ascendi ng
order of their nom nal departure tines. Wen the mninum departure
time of the packet in the head of queue (HoQ has reached or passed
current tinme, the packet is dequeued. Since the mininmum and naxi mum
departure tinmes that a packet can stay in the queue are determ ned by

Ryoo Expires 20 April 2026 [ Page 6]



I nternet-Draft On-time Forwardi ng Cct ober 2025

N Uand N L, if the time taken fromwhen the packet is received unti
it is processed and queued is long, the actual queuing time wll
automatically decrease. Conversely, if the time taken until it is
queued is short, the queuing tinme will increase.

An exanpl e of the queuing operation is shown in Figure 3. Let us
consi der three incom ng packets belonging to three different flows.
The values of N L and N U are set to 1nms and 3 ns for the first flow,
0.34nms and 2nms for the second flow, and 0.3ns and 0.5ns for the third
flow, respectively. To sinplify the exanple, we assune del _min and
del _nmax are zero

* Assunme that the first packet, Pl, arrives at 0.2ms. Then, the
m ni mum nom nal, and maxi mum departure tinmes of P1 are cal cul ated
as 1.2ns, 2.2nms, and 3.2ns, respectively. P1 is placed at the HoQ
and cannot | eave the queue before 1.2ns.

* \When the second packet, P2, arrives at 0.4nms, the m ninmm
nom nal , and maxi numtines of P2 are determined as 0.74ns, 1.57ns,
and 2.4nms. Since the nomi nal departure time of P2 is smaller than
that of P1, P2 is placed at the HoQ and is scheduled to | eave the
queue at 0. 74ns.

* The third packet, P3, is assunmed to arrives at 0.6nms and its
m ni mum nominal, and maxi mum departure times are cal cul ated as
0.9ms, 1.0ms, and 1.1ms, respectively. Since the nom na
departure tinme of P3 is smaller than that of P2, P3 is placed at
the HoQ and is followed by P2 and P1.

* At 0.9ns8, P3 |leaves the queue as its mnimmdeparture tinme is
0.9ms. Following P3, P2 imediately | eaves the queue as its
m ni mum departure tine (0.74ns) has passed

* At 1.2ns, Pl is dequeued as its mininmumdeparture tine is 1.2ns.
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Packets P1 P2 P3
arrived | | |
% % %
_____ T
0.2ns 0.4ms 0. 6nB time
Packets | | | | | | || ||
inqueue | | | | [P || ||
[ | [P |P2| | | |
HoQ --> |P1]  |[P2|  |P3] | P1] |
+- -+ +- -+ +- -+ +- -+ +- -+
0. 9ms 1. 28 time
_____________________________ K e e e e * a2 >
N |
Packet s A% Y%
dequeued P3 P2 P1

Fi gure 3: Exanpl e of queuing using PlIFO queue

In this queuing operation, if packets with nom nal departure tines
smal l er than the nom nal departure tine of the HoQ packet continue to
arrive, the packet with a snmall forwardi ng budget may exceed its

maxi mum departure tine. Therefore, the forwardi ng budget MJST be set
to be larger than the tine required to transmt any precedi ng packets
of all the flows at the speed of the output port. This requirenent
of the forwarding budget needs to be confirned through adm ssion
control in the controller plane when the flowis set up.

6. Controller Plane Operation

A controller collects network topol ogy, PlIFO queue resource, and
various delay-related i nformati on such as port speed, link |ength,
maxi mum and m ni mum processi ng and out put del ays of nodes, and
maxi mum and m ni mrum packet sizes of the flow, etc.

If a new DetNet flow is requested, the controller selects a path that
satisfies the foll owi ng conditions:

1. The E2E F of the path MJUST NOT exceed the MaxLatency required for
the flow.

2. The sumof the avail able buffer resources of all nodes on the

pat h MJUST be | arge enough to provide a delay greater than E2E VL
m nus m ni nrum end-to-end vari abl e non-queui ng del ay.
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3. The available buffer resource of each node on the path MJST be
| arge enough to provide a delay equal to N_U mnus m ni mum node
vari abl e non- queui ng del ay.

4. The forwardi ng budget of each node MJST be larger than the tine
required to transmt any precedi ng packets of all the flows at
the speed of the output port.

The first condition can be easily checked with the fixed del ay val ues
collected by the controller

The second condition represents the mni nrum end-to-end queui ng del ay
whi ch is the m ni mum packet queuing time that nodes al ong the end-to-
end path nust guarantee. Since the maxi num queui ng del ay can be
obt ai ned by dividing the buffer size by the service rate, whether
condition 2 is satisfied can be checked as ¥ #ih=0, H {buffer sizes} /
the service rate >= E2E VL - m ni num e2e vari abl e non-queui ng del ay.

In the second condition, the mininmumend-to-end variabl e non-queui ng
delay is defined as the sum of |ower bounds of variable del ays except
queui ng del ays occurring in nodes and |inks on the path, and the
controller is assuned to be able to calculate fromthe information
collected fromthe network. Likewise, in the third condition, the

m ni mum node vari abl e non-queuing delay is defined as the sum of

| ower bounds of variable del ays except a queuing delay in a node, and
the controller is assunmed to be able to calculate fromthe
information collected fromthe node

In order to check the third and fourth conditions, N L and N U for
each node need to be determined. There can be various ways to
determine the values of NL and N.U. In the follow ng, we describe
how both N U and N_L can be obtai ned as one of the possible ways.

Considering the fact that the last node is the node that can take
final actions to ensure the E2E VL and E2E VU for packets requiring
on-time delivery, the value of N U of the I ast node MJUST be
determined first. It is RECOWENDED to set the value of N_U of the
| ast node as | arge as possible as long as the buffer resource of the
| ast node allows for the flow N U is conputed as the maxi num
queui ng del ay plus the m nimum node vari abl e non-queui ng del ay.

Si nce the maxi mum queui ng delay is determned by the buffer size
allocated to a flow, If a policy is defined, such as setting a
maxi mum buffer size per flowto prevent a single flow from occupyi ng
all the buffer resources of the node, the maxi mum queui ng delay is
cal cul ated based on the maxi mum buffer size specified by the policy.
If no such policy exists, the operator considers the buffer size

al l ocated per flow and determines N Uto be as |arge as possible

wi t hout exceeding the total buffer size of the node. Then, the
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remai ni ng value after subtracting N U of the last node fromE2E VL is
divided into all other nodes. The value divided into each node is
used as N L for the node. The N L of the last node is set to the
time required to transmt any precedi ng packets of all the flows at
the speed of the output port of the |ast node.

The value of N_U of each node except the |l ast node is determ ned by
dividing the remaining value after subtracting N L of the |last node
fromE2E VU into all nodes except the | ast node on the path.

Figure 4 shows the relationship between the variable delay of end-to-
end and nodes

If the avail abl e buffer resource of each node on the path can support
the value of N_U m nus mni num node vari abl e non- queui ng del ay, the
third condition is satisfied. The fourth condition can be checked
with N .U and N L.

Once a path satisfying the aforenentioned conditions is selected, the
values of N.L and N.U are set to all nodes, and each node perforns
the operation described in Section 5 in the data plane. And, the

buf fer resources associated with N U becone unavailable for flows
requested | ater.

SR R E2E WU -------mmmmmmmm e >|
| <----------- from1l ton-1 nodes NU----------- > <- In_N_L ->|
SR E2E VL ------------------- >|
| <---- from1l ton-1 nodes NL ----><- InNU->

Figure 4: Rel ationship between the variable delay of end-to-end
and nodes

7. Characteristics

7.1. Scaling requirenents
The data and control |l er plane operations described in this docunent
have the follow ng characteristics for the requirenments described in
[I-D.ietf-detnet-scaling-requirenments]. The item nunbers bel ow

correspond to the nunbers of the technical requirenments in Section 3
of [I-D.ietf-detnet-scaling-requirenents].
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1. The solution described in this docunent does not require tine
synchroni zati on. However, the solution neasures the residence
time and passes the remaining end-to-end | atency values to the
next node. As a specific delay value seen by all nodes nust be
the sane ampunt, frequency synchroni zation i s necessary.

2. The large single-hop propagation delay is supported. The
solution describe in this docunent does not inpose any limts on
the ampbunt of propagation del ay.

3. Accommodation of the higher link speed is supported. It is
consi dered possible to inplement a Pl FO queue supporting speeds
of 100 Gops or nore.

4. The solution described in this document is scalable to the |arge
nunber of flows as it does not require to maintain flow states in
a node.

5. The solution described in this docunent is robust agai nst node
and link failures and topol ogy changes, as the PRECF function can
be appli ed.

6. Since the solution described in this docunent provides on-tine
forwarding while conplying with the forwardi ng budget at al
nodes, flow fluctuation inherently does not occur

7. Since each node operates independently and the operation of the
control |l er does not require any greater burden than existing
typical network control, there are no scalability issues
regardi ng the nunber of hops.

8. The solution described in this docunment uses a dedicated Pl FO
queue and clearly distinguishes the algorithmapplied to it from
that used for the existing FI FO queue. It supports nmultiple
mechani sns by appropriately nmapping each flow to a queue based on
its SLA. Furthernore, it can support nultiple algorithnms across
mul ti pl e dormai ns by conpartnmentalizing the end-to-end del ay
requi renents according to sections divided by differences in
domai n or link speed, and applying the upper and | ower bounds of
node del ay for each section

7.2. Taxonony

Based on the draft of the taxonomy, |atency-bound solutions are
classified according to functional characteristics such as

* periodicity (periodic, non-periodic)

Ryoo Expires 20 April 2026 [ Page 11]



I nternet-Draft On-time Forwardi ng Cct ober 2025

10.

* network synchronization (phase and frequency synchronous,
asynchr onous)

* traffic granularity (flow level, flow aggregate |evel, class
| evel)

* time bound (bounded, |eft-bounded, right-bounded, unbounded)

* service order (rate-based, tine-based, arrival-based, priority-
based)

The solution described in this docunent is a non-periodic,
asynchronous, flow | evel, bounded, tine-based solution.

The draft of the taxonomy al so defines seven suitable categories for
determnistic networking as foll ows.

* Ri ght-bounded category
* Flow | evel periodic bounded category
* (Cass |evel periodic bounded category
* Flow |l evel non-periodic bounded category
* (Cass | evel non-periodic bounded category
* Flow |l evel rate based unbounded category
* Flow level rate based | eft-bounded category
The solution described in this docunent belongs to the "Flow | evel
non- peri odi ¢ bounded category”, which is an on-tine solution with a
ti me-based service order characteristic that can adjust very |ow
jitter and delay according to the user’s requirenents.
I ANA Consi derations

Thi s docunent nakes no request of | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.

Security Considerations
TBD
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