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Abstract

Thi s docunent defines the "Paynent" HTTP aut hentication schene,
enabl ing HTTP resources to require a paynent challenge to be
fulfilled before access. The schene extends HTTP Aut henticati on,
usi ng the HTTP 402 "Paynent Required" status code.

The protocol is paynent-nmethod agnostic, supporting any paynent
network or currency through registered paynent nethod identifiers.
Speci fic paynent nethods are defined in separate paynent nethod
speci fications.
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

HTTP 402 "Paynent Required" was reserved in HTTP/ one-poi nt-one

[ RFC9110] but never standardi zed for common use. This specification
defines the "Paynment" authentication scheme that gives 402 its
semantics, enabling resources to require a paynent challenge to be
fulfilled before access.
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1.

4.

4.

1. Relationship to Paynent Method Specifications

Thi s specification defines the abstract protocol framework. Concrete
paynent nethods are defined in paynent nethod specifications that:

* Register a paynent nethod identifier
* Define the request schema for that method
* Define the payl oad schema for that nethod
* Specify verification and settl enment procedures

Requi renment s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Ter mi nol ogy

Paynment Chal |l enge A WWM Aut henticate header with schene "Paynent"
i ndi cating the paynment requirenents for accessing a resource.

Payment Credential An Authorization header with scheme "Paynent"
cont ai ni ng paynent authori zation dat a.

Payment Method A nechanismfor transferring value, identified by a
registered identifier.

Payment Intent The type of paynent request, identified by a
registered value in the | ANA "HTTP Paynent Intents" registry.
Intents are defined by separate intent specifications.

Request Met hod-specific data in the chall enge enabling paynent
compl etion. Encoded as base64url JSON in the request paraneter.

Payl oad Method-specific data in the credential proving paynent.
Pr ot ocol Overvi ew

1. Request Flow
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dient Server

(1) GET /resource

(2) 402 Paynent Required
WAV Aut hent i cate: Paynent id="..",

met hod="..", intent="..", request=".."

(3) dient fulfills paynent chall enge
(signs transaction, pays invoice, etc.)

(4) GET /resource
Aut hori zation: Paynment <credential >

(5) Server verifies and settles

(6) 200 K
Paynent - Recei pt: <receipt>

4.2. Status Codes

The foll owi ng table defines how servers MJST respond to paynent -
rel ated conditions.
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| Condition | Status | Response |
[S eemesfems b esos s esoefsesos s ese s ess s es s fes e ey s s
| Resource requires paynent, no | 402 | Fresh challenge in |
| credential provided | | WAV Aut henti cat e |
o m e e e e e e aaao o T g +
| Malforned credential (invalid | 402 | Fresh challenge + |
| base64url, bad JSON) | | mal f or med- credenti al

| | | problem |
o mm e e e e e e a— oo oo S SRR o e e e e e oo oo +
| Unknown, expired, or already- | 402 | Fresh challenge + |
| used challenge id | | invalid-challenge |
| | | problem

o e e e e e e e meme oo Fomm e - o - o e e e e e e oo +
| Paynent proof invalid or | 402 | Fresh challenge + |
| verification failed | | verification-failed

| | | problem |
o m e e e e e e aaao o T g +
| Paynent verified, access | 200 | Resource + optional

| granted | | Paynent - Recei pt |
o e e e e e e e e e e aa o - Fomm oo T +
| Payment verified, but policy | 403 | No chall enge

| denies access | | (paynment was valid)

o m e e e e e e aaao o T g +

Table 1
Servers MJST return 402 with a WNWV Aut henticate: Paynment header when
paynent is required or when a paynent credential fails validation
(see Section 4.4 for details).

Error details are provided in the response body using Problem Details
[ RFC9457] rather than in the WNWVM Aut henti cate header paraneters

4.3. Relationship to 401 Unaut horized
Thi s specification uses 402 (Paynent Required) consistently for al
paynment -rel ated chal | enges, including failed credential validation
This diverges fromthe traditional 401 pattern used by other HITP
aut henti cation schemes. The distinction is intentional

*  *402* indicates a paynent barrier (initial challenge or retry
needed)

* *401* is reserved for authentication failures unrelated to paynent

*  *403* indicates the paynent succeeded but access is denied by
pol i cy
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Thi s design ensures clients can distinguish payment requirenments from
ot her authentication schenes that use 401

4.4. Usage of 402 Paynent Required

4.4.1. Wen to Return 402
Servers SHOULD return 402 when
* The resource requires paynent as a precondition for access

* The server can provide a Paynent challenge that the client may
fulfill

* Paynent is the primary barrier to access (not authentication or
aut hori zati on)

Servers MAY return 402 when
* Ofering optional paid features or prem um content

* |Indicating that a previously-paid resource requires additiona
paynent

* The paynment requirenment applies to a subset of request nethods
4.4.2. Wien NOT to Return 402

Servers SHOULD NOT return 402 when

* The client |acks authentication credentials (use 401)

* The client is authenticated but | acks authorization (use 403)

* The resource does not exist (use 404)

* No Payment challenge can be constructed for the request

Servers MJST NOT return 402 without including a WWV Aut henticate
header containing at |east one Paynent chall enge.

4.4.3. Interaction with & her Authentication Schenes

When a resource requires both authentication and payment, servers
SHOULD:

1. First verify authentication credentials
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2. Return 401 if authentication fails

3. Return 402 with a Paynent challenge only after successfu
aut henti cation

This ordering prevents information | eakage about paynent requirenents
to unaut henticated clients.

5. The Paynent Authentication Schene
5.1. Chall enge (WNWV Aut henti cate)
The Paynment challenge is sent in the WWMAut henticate header per

[ RFC9110]. The challenge uses the auth-param syntax defined in
Section 11 of [RFC9110]:

chal | enge = "Paynment" [ 1*SP auth-parans |
aut h- par ans = auth-param*( OA5 "," OWS5 auth-param)
aut h- param = token BW5s "=" BWS5 ( token / quoted-string )

5.1.1. Required Parameters

*id*: Unique challenge identifier. Servers MJST bind this value to
the chal |l enge paraneters (Section 5.1.3) to enable verification
Clients MJST include this value unchanged in the credenti al

*real n¥: Protection space identifier per [RFC9110]. Servers MJST
include this paraneter to define the scope of the paynent
requi renent.

*met hod*: Paynent method identifier (Section 6). MJST be a | owercase
ASCI | string.

*intent*: Paynent intent type (Section 7). The value MJST be a
registered entry in the | ANA "HTTP Paynent Intents" registry.

*request*: Base64url -encoded [ RFC4648] JSON [ RFC8259] cont ai ni ng
payment - met hod- specific data needed to conpl ete paynent. Structure
is defined by the payment met hod specification. Padding characters
("=") MJST NOT be included. The JSON MJUST be serialized using JSON
Canoni cal i zati on Schenme (JCS) [RFC8785] to ensure determnistic
encodi ng across inplenmentations. This is critical for challenge
binding (Section 5.1.2.1): since the HVAC i nput includes the
base64url -encoded request as it appears on the wire, different JSON
serialization orders would produce different HVAC val ues, breaking
cross-inplenentation interoperability.
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5.1.2. Optional Paraneters

*di gest*: Content digest of the request body, formatted per

[ RFC9530]. Servers SHOULD include this paraneter when the paynent
chal l enge applies to a request with a body (e.g., POST, PUT, PATCH)
When present, clients MJST submit the credential with a request body
whose di gest matches this value. See Section 5.1.3 for body binding
requirenents

*expi res*: Tinmestanp indicating when this challenge expires,
formatted as an [ RFC3339] date-tine string (e.qg.,
"2025-01- 15T12: 00: 00Z"). Servers SHOULD i nclude this paraneter.
Clients MJUST NOT subnit credentials for expired chall enges.

*description*: Human-readabl e description of the resource or paynent
purpose. This paraneter is for display purposes only and MJST NOT be
relied upon for paynent verification (see Section 11.6).

*opaque*: Baseb64url - encoded [ RFC4648] JSON [ RFC8259] cont ai ni ng
server-defined correlation data (e.g., a payment processor intent
identifier). The value MJST be a JSON object whose val ues are
strings (a flat string-to-string map). Cients MJST return this
paraneter unchanged in the credential and MJST NOT nodify it. The
JSON MUST be serialized using JSON Canonicalization Scheme (JCS)

[ RFC8785] before base64url encoding. Servers SHOULD i ncl ude opaque
in the challenge binding (Section 5.1.2.1) to ensure tamper
protection.

Unknown paraneters MJST be ignored by clients.
5.1.2.1. Challenge Binding
Servers SHOULD bind the challenge id to the chall enge paraneters
(Section 5.1.1 and Section 5.1.2) to prevent request integrity
attacks where a client could sign or submt a paynent different from
what the server intended. Servers MJST verify that credentials
present an id matching the expected binding.
The bi ndi ng nmechani smis inplenentation-defined. Servers MAY use
stateful storage (e.g., database |ookup) or stateless verification
(e.g., HVAC, authenticated encryption) to validate the binding.
5.1.2.1.1. Recommended: HVAC- SHA256 Bi ndi ng

Servers using HVAC SHA256 for statel ess chall enge bi ndi ng SHOULD
conpute the challenge id as follows:
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The HVAC input is constructed fromexactly seven fixed positiona
slots. Required fields supply their string value; optional fields

use an enpty string (

) when absent. The slots are:

[ bl bl et o}
| Slot | Field | Val ue |
| O | realm | Required String val ue. |
R S R oo e m e e e e e e e e e e e e mm e mmmaa o - +
| 1 | method | Required String val ue. |
S S TRy O +
| 2 | intent | Required String val ue. |
oo T T T Tt +
| 3 | request | Required. JCS-serialized per |
| | | [RFC8785], then base64url -encoded.
+o-m - - R o e m e e e e e e e e e e e m—— oo oo +
| 4 | expires | Optional. String value if present; |
| | | enmpty string if absent. |
oo T T T +
| 5 | digest | Optional. String value if present;

| | | empty string if absent. |
+o-m - - R o e m e e e e e e e e e e e m—— oo oo +
| 6 | opaque | Optional. JCS-serialized per |
| | [ RFC8785], then base64url -encoded

| | | if present; enpty string if absent. |
Fom e e - - B o e e e e e e e e e e e e e e mmemamao o +

Table 2

The conputation proceeds as foll ows:

1.

2

Ryan,

Popul ate all seven slots as described above.

Join all seven slots with the pipe character (|) as delinmter
Every slot is always present in the joined string; absent
optional fields appear as enpty segnents (e.g.,

.. .| expires||opaque_b64url when digest is absent).

Conput e HVAC- SHA256 over the resulting string using a server
secret.

Encode the HVAC out put as base64url without paddi ng ([ RFC4648]
Section 5).
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input = "|".join([
realm
met hod,
intent,
request _h64url ,
expires or "",
digest or "",
opaque_b64url or "",
1)
id = base64ur| (HVAC- SHA256( server _secret, input))

Optional fields use fixed positional slots with enpty strings when
absent, rather than being onmitted. This avoids anbiguity between
combi nations of optional fields — for exanple, (expires set, no

di gest) and (no expires, digest set) produce distinct inputs — and
ensures that adding a new optional slot in a future revision does not
change the HVAC for challenges that omit it.

5.1.2.2. Exanple Challenge

HTTP/ 1.1 402 Paynent Required
Cache-Control: no-store
WAV Aut henti cat e: Paynent i d="x7Tg2pLgqROnKvNwY3hBcza",
real m="api . exanpl e. cont',
met hod="exanpl e",
i nt ent ="char ge",
expi res="2025-01-15T12: 05: 002",
request ="eyJhbVW@1bnQ O | xMDAWM i wi Y3VycmVuY3ki O JVUOQ LCIyZWNpcd | bnQ O JhY2NOXzEy M
yJo"

Decoded request exanpl e:

{
"amount": "1000",
"currency": "usd",
"recipient": "acct_123"
}

5.1.3. Request Body Digest Binding
Servers SHOULD i nclude the digest paraneter when issuing challenges

for requests with bodies. The digest value is conmputed per
[ RFC9530] :
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WAW Aut henti cate: Paynent id="...",
real n="api . exanpl e. cont',
met hod="exanpl e",
i nt ent ="char ge",
di gest =" sha- 256=: X48E9qQokqqr vdt s8nQIRIN3ONDUoy W Bf 7kbu9DBPE=: ",
expi res="2025-01- 15T12: 05: 00Z",
request="..."

When verifying a credential with a digest parameter, servers MJST:
1. Conpute the digest of the current request body per [ RFC9530]
2. Conpare it with the digest value fromthe chall enge
3. Reject the credential if the digests do not match

5.2. Credentials (Authorization)

The Payment credential is sent in the Authorization header using
base64url encodi ng without paddi ng per [RFC4648] Section 5

credential s
base64url - nopad

"Paynent" 1*SP base64url - nopad
1*( ALPHA/ DI T/ "-" [ "_ ")

The base64url -nopad value is a base64url-encoded JSON object (w thout
paddi ng) cont ai ni ng:

[ gt Cjesfes b pu gty © oo puesfspoeg o pum s fum s sy o}
| Field | Type | Required | Description |
F el el oo s oo =}
| challenge | object | Yes | Echoed chal | enge paraneters |
o m e e e - B Fomm e e e oo o mm e e e e e e e e e e e e e oo +
| source | string | No | Payer identifier (RECOMVENDED: |
| | | | DID format per [WBC-DI D) |
U S R S o m oo +
| payl oad | object | Yes | Met hod-specific paynent proof |
S S S Fo oo +
Table 3

The chal | enge object contains the paraneters fromthe origina
chal | enge
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| Field | Type | Description |
[§ oo ool oo s oo oo o e o}
| id | string | Challenge identifier |
S S SR o m o oo +
| realm | string | Protection space |
S S o m o e e e e +
| nethod | string | Payment method identifier |
S Fomm oo o e e e e e e e e e e e e e e me oo +
| intent | string | Paynment intent type |
S S SR o m o oo +
| request | string | Base64url -encoded paynent request

S S o m o e e e +
| description | string | Human-readabl e paynment purpose (if |
| | | present in challenge) |
S S SRR o e e e e e e e e e e m e ao- - +
| opaque | string | Base64url -encoded server correlation |
| | | data (if present in challenge) |
S S o m o e e oo +
| digest | string | Content digest |
S Fomm oo o e e e e e e e e e e e e e e me oo +
| expires | string | Challenge expiration timestanp |
S S SR o m o oo +

Table 4

The payl oad field contains the paynment-nethod-specific data needed to
conpl ete the paynent chall enge. Paynent nethod specifications define
t he exact structure.

5.2.1. Example Credentia

GET /api/data HTTP/ 1.1

Host: api.exanpl e. com

Aut hori zation: Paynment eyJjaGFsbGvuz2Ui Onsi aW@d O JANLRnWhBM:eVI 5bUt 2TndZM2hCY1phl i wi cnV
hb@i O JhcGkuzZXhhbXBsZS5j b20i LCIt ZXRob2Q G Jl eGFt cGx! |1 wi aWb0ZWE0I j oi Y2hhemd! |1 wi cnmivxdW/z
dCl 61 nvV5Smhi VzkxYnbRaU9pSXhNREF3SW 3aVkzVnl j bVZIWINr alQp Sl ZVMFFpTENKe VpXTnBj R2xs YnbRalWdpS
mhZMcAwWHpFeUL5Sj ki LCII eHBpcnVzl j oi M Ay NSOWMVBOX NVQxM owNTowVFoi f Swi cGF5bGOhZCl 6eyJwemBvZ
| 61 BAYW)j Ml zLi 4ul n19

Decoded credenti al

Ryan, et al. Expi res 19 Septenber 2026 [ Page 13]



I nternet-Draft Payment Auth Schene March 2026

"chal I enge": {
"id": "x7Tg2pLgROnKvNwY3hBcza",
"real nt': "api.exanple.cont,

"met hod": "exanple",
"intent": "charge",
"request": "eyJhbWo1lbnQ O | xMDAWM i wi Y3VycnvuY3ki G JVUOQ LCIyZWNpcd | bn@ G JhY2NOXz
Eyw‘] 9" ’

"expires": "2025-01-15T12: 05: 00Z"

}1

"payl oad": {
"proof": "Oxabcl23..."

}

}

5.3. Paynent - Recei pt Header

Servers SHOULD i nclude a Paynent - Recei pt header on successful
responses:

Payment - Recei pt = base64url - nopad

The decoded JSON obj ect contai ns:

[ bbb oo s ooy )
| Field | Type | Description |
[ bbb ey oo oo oo s e sy o}
| status | string | "success" — receipts are only |
| | | issued on successful paynent |
S S o m oo +
| nethod | string | Payment nethod used |
N Fomm e - o - o e e e e e e e meme oo +
| timestanp | string | [ RFC3339] settl enent |
| | tinmestanp |
U S R o m oo +
| reference | string | Method-specific reference (tx
| | | hash, invoice id, etc.) |
N Fomm e - o - o e e e e e e e meme oo +

Table 5

Payment nethod specifications MAY define additional fields for
receipts.

5.3.1. Receipt Status Senmantics
The status field MIUST be "success", indicating the paynent was

verified and settled successfully. Receipts are only issued on
successful paynent responses (2xx status codes).
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Servers MJST NOT return a Payment - Recei pt header on error responses.
Payment failures are communi cated via HTTP status codes and Probl em
Details [RFC9457]. Servers MUST return 402 with a fresh chall enge
and appropriate probl emtype when paynent verification fails.

6. Paynent Met hods

6.1. Method ldentifier Format
Payment nethods are identified by | owercase ASCI| letters:
paynent - met hod-id = 1* LONERALPHA
Met hod identifiers are case-sensitive and MJST be | owercase.

6.2. Method Registry
Payment nethods are registered in the HTTP Paynment Methods registry
(Section 12.3). Each registered nethod has an associ at ed
specification that defines the request and payl oad schenas.

7. Payment Intents

Paynment intents describe the type of paynment being requested.

7.1. Intent ldentifiers
intent = 1*( ALPHA/ DIG@T / "-" )
7.2. Intent Specifications

Paynment intents are defined in separate intent specifications that:
* Define the semantic neaning of the intent

* Specify required and optional request fields

* Specify payl oad requirenents

* Define verification and settlenment semantics

* Register the intent in the Paynent Intent Registry (Section 12.4)

See the Paynment Intent Registry for registered intents.
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7

3. Intent Negotiation

If a server supports nultiple intents, it MAY issue nultiple
chal | enges

WAV Aut henti cat e: Paynent id="abc", real m="api.exanple.com', nethod="exanple",

"charge", request="..."

8.

8.

WAV Aut henti cat e: Paynent id="def", real m="api.exanple.com, mnethod="exanple",
"aut hori ze", request="..

Clients choose which challenge to respond to. Cdients that do not
recogni ze an intent SHOULD treat the chall enge as unsupport ed.

Error Handl i ng
1. Error Response For nat

Servers SHOULD return Problem Details [ RFC9457] error bodies with 402
responses:

{
"type": "https://paynent aut h. or g/ probl ens/ paynent -requi red”,
"title": "Payment Required",
"status": 402,
"detail": "Human-readabl e description”
}

The type URI SHOULD correspond to one of the problemtypes defined
bel ow, and the canonical base URI for problemtypes is
htt ps:// paynent aut h. or g/ probl ens/ .

. 2. Error Codes

[ el ety e U
| Code | HTTP | Description |
| paynent-required | 402 | Resource requires paynent |
o e e e e e e oo Fom e e - - o e e e e e e e e e e e e e e e e e o +
| paynent-insufficient | 402 | Anount too |ow |
o e e e e e oo oo +o-m - - o e m e e e e e e e e e e +
| paynent - expired | 402 | Challenge or authorization expired

Fom e Foommo- o m oo +
| verification-failed | 402 | Proof invalid |
o e e e e e e oo Fom e e - - o e e e e e e e e e e e e e e e e e o +
| nethod-unsupported | 400 | Method not accepted |
o e e e e e oo oo +o-m - - o e m e e e e e e e e e e +
| mal formed-credential | 402 | Invalid credential fornat |
oo Foommo- o m oo +
| invalid-challenge | 402 | Challenge |ID unknown, expired, or

| | | already used |
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8.3. Retry Behavior

Servers SHOULD use the Retry-After HTTP header [RFC9110] to indicate
when clients may retry:

HTTP/ 1.1 402 Paynent Required
Retry-After: 60
WA Aut henti cat e: Paynent
9. Extensibility
9.1. Paynent Method Specifications
Paynment nethod specifications MJST defi ne:
1. *Method ldentifier*: Unique | owercase string
2. *Request Schema*: JSON structure for the request paraneter
3. *Payload Schema*: JSON structure for credential payl oads
4. *Verification Procedure*: How servers validate proofs

5. *Settlenment Procedure*: How paynent is finalized

6. *Security Considerations*: Method-specific threats and
mtigations

9.2. Versioning
The Paynment schene uses a | ayered versioning strategy:
9.2.1. Core Protoco

The Payment schenme nane is the stable identifier. The core protoco
does NOT carry a version on the wire, consistent with all depl oyed
HTTP aut hentication schemes (Basic, Bearer, Digest). Evolution
happens t hrough addi ng optional paraneters and fi el ds;

i mpl ement ati ons MJST i gnore unknown paraneters and fields. |If a
future change is truly inconpatible, a new schene nanme (e.qg.
Payment 2) woul d be registered.
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9.2.2. Paynent Methods
Payment nethod specifications MAY include a version field in their
met hodDetails. The absence of a version field is inplicitly version
1. \Wien a breaking change is needed, the nmethod specification adds a
version field starting at 2. Conpatibl e changes (addi ng opti ona
fields, defining defaults) do not require a version change. Methods
MAY al so register a new identifier for changes fundanental enough to
warrant a distinct nane.

9.2.3. Paynent Intents
Paynment intents do not carry a version. They evolve through the sane
compatibility rules as the core: adding optional fields with defined
defaults is conpatible, and breaking changes require a new intent
identifier (e.g., charge-v2)

9.3. Custom Paraneters
I mpl enent ati ons MAY define additional paraneters in chall enges:
* Parameters MJST use | owercase nanes
* Unknown paraneters MJST be ignored by clients

9.4. Size Considerations
Servers SHOULD keep chal l enges under 8KB. Cients MJST be able to
handl e chal |l enges of at |east 4KB. Servers MJST be able to handl e
credentials of at |east 4KB

10. Internationalization Considerations

10.1. Character Encoding
Al'l string values use UTF-8 encodi ng [ RFC3629]:
* The request and credential payl oads are JSON [ RFC8259]
* Paynent nethod identifiers are restricted to ASCII | owercase
* The real mparanmeter SHOULD use ASClI|-only val ues per [RFC9110]

10. 2. Human- Readabl e Text
The description parameter may contain |localized text. Servers SHOULD

use the Accept-Language request header [RFC9110] to deternine the
appropri ate | anguage.
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11.

11.

11.

11.

11.

Security Considerations
1. Threat Model
Thi s specification assunes:
* Attackers can observe all network traffic
* Attackers can inject, nodify, or replay nessages
* Attackers may control malicious servers or clients
2. Transport Security

Thi s specification REQU RES TLS 1.2 [RFC5246] or |later for al
Payment authentication flows. TLS 1.3 [RFC8446] is RECOVENDED.

I mpl enent ati ons MJUST use TLS when transmtting Paynent chal |l enges and
credentials. Paynent credentials contain sensitive authorization
data that could result in financial 1oss if intercepted.

Servers MJST NOT i ssue Paynment chal |l enges over unencrypted HTTP
Clients MJUST NOT send Paynent credentials over unencrypted HTTP

| mpl enent ati ons SHOULD rej ect Paynment protocol nessages received over
non- TLS connecti ons.

2.1. Credential Handling

Payment credentials are bearer tokens that authorize financial
transactions. Servers and intermediaries MJUST NOT | og Paymnent
credentials or include themin error nmessages, debugging output, or
anal ytics. Credential exposure could enable replay attacks or
unaut hori zed payments.

I mpl enent ati ons MUST treat Paynent credentials with the same care as
aut henti cati on passwords or session tokens. Credentials SHOULD be
stored only in menory and cl eared after use.

3. Replay Protection

Payment nethods used with this specification MJST provi de single-use
proof semantics. A paynent proof MJST be usabl e exactly once;
subsequent attenpts to use the same proof MJIST be rejected by the
payment met hod infrastructure.
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11.

11.

11.

11.

4. ldempotency and Side Effects

Servers MJST NOT performside effects (database wites, external API
calls, resource creation) for requests that have not been paid. The
unpai d request that triggers a 402 chall enge MJST NOT nodify server
state beyond recording the challenge itself.

For non-idenpotent methods (POST, PUT, DELETE), servers SHOULD accept
an | denpot ency- Key header to enable safe client retries. Wen a
client retries a request with the same |denpotency-Key and a valid
Payment credential, the server SHOULD return the sanme response as the
original successful request w thout re-executing the operation

5. Concurrent Request Handling

Servers MJST ensure that concurrent requests with the sane Paynent
credential result in at nost one successful paynent settlenment and
one resource delivery. Race conditions between parallel requests
coul d ot herwi se cause doubl e- paynent or doubl e-delivery.

I mpl enent ati ons SHOULD use atom c operations or distributed | ocks
when verifying and consum ng Paynent credentials. The credential
verification and resource delivery SHOULD be perforned as an atonic
operation where possible.

6. Amount Verification

Clients MJST verify before authorizing paynent:

1. Requested anpunt is reasonable for the resource

2. Recipient/address is expected

3. Currency/asset is as expected

4. Validity window is appropriate

Clients MJUST NOT rely on the description paraneter for paynent
verification. Malicious servers could provide a m sl eading
description while the actual request payload requests a different
amount .

7. Privacy

* Servers MJST NOT require user accounts for paynent.

* Paynent nethods SHOULD support pseudonynous options where
possi bl e.
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11.

11.

11.

11.

11.

* Servers SHOULD NOT | og Paynent credentials in plaintext
8. Credential Storage

| npl enent ati ons MJST treat Authorization: Paynment headers and
Paynent - Recei pt headers as sensitive data.

9. Internediary Handling of 402

HTTP internedi ari es (proxies, caches, CDNs) may not recognize 402 as
an aut hentication challenge in the same way they handle 401. Wile
this specification uses WWMAut henti cate headers with 402 responses
followi ng the sane syntax as [ RFC9110], internediaries that perform
speci al processing for 401 (such as stripping credentials or
triggering authentication pronpts) may not apply the sane behavior to
402.

Servers SHOULD NOT rely on intermediary-specific handling of 402
responses. Cients MIST be prepared to receive 402 responses through
any internediary.

10. Caching

Paynment chal | enges contain unique identifiers and tine-sensitive
paynment data that MJST NOT be cached or reused. To prevent chall enge
replay and stale paynent information

Servers MJST send Cache-Control: no-store [RFC9111] with 402
responses; this ensures no shared cache reuse.

Responses cont ai ni ng Paynent - Recei pt headers MJST i ncl ude Cache-
Control: private to prevent shared caches from storing paynent
receipts.

11. Cross-Origin Considerations

Clients (particularly browser-based wallets) SHOULD:

* (Cearly display the origin requesting paynent

* Require explicit user confirmation before authorizing paynents
* Not automatically respond to Paynment chall enges

12. Deni al of Service

Servers SHOULD i nplenent rate limting on challenges issued and
credential verification attenpts.
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12.

12.

12.

12.

12.

I ANA Consi derations
1. Authentication Schene Registration
Thi s docunent registers the "Paynent" authentication schenme in the
"Hypertext Transfer Protocol (HTTP) Authentication Schene Registry"
establ i shed by [ RFC9110]:
* *Aut hentication Scheme Name*: Paynent
* *Reference*: This docunment, Section 5
* *Notes*: Used with HTTP 402 status code for proof-of-paynment flows
2. Header Field Registration

Thi s docunent registers the foll owi ng header fields:

| Field Nane | Status | Reference |

[ et —————— e —_———(——_—_ Ll —p—_—_————(——(—————(——r L

| Payment-Receipt | permanent | This docunent, Section 5.3

S e +
Table 7

3. Payment Method Registry

Thi s docunent establishes the "HTTP Paynent Met hods" registry. This
registry uses the "Specification Required" policy defined in

[ RFC8126] .

Regi stration requests mnust include:

* *Method Identifier*: Unique |owercase ASCII letters (a-2z)

* *Description*: Brief paynent-nethod description

* *Specification pointer*: Reference to the specification docunent
* *Registrant Contact*: Contact information for the registrant

4. Payment Intent Registry

Thi s docunent establishes the "HITP Paynment |Intents" registry. This

registry uses the "Specification Required" policy defined in
[ RFC8126] .
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Regi stration requests nust include:

* *Intent ldentifier*: Unique | owercase ASCII string

* *Description*: Brief description of the intent semantics

* *Specification pointer*: Reference to the specification docunent
* *Registrant Contact*: Contact information for the registrant

The registry is initially enpty. Intent specifications register
their identifiers upon publication.
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; HTTP Aut hentication Challenge (follow ng RFC 7235 Section 2.1)
paymnent - chal | enge "Paynment" [ 1*SP aut h-parans ]

aut h- par ans auth-param*( ON8 ", " OAS aut h-param)

aut h- param token BWs "=" BW5 ( token / quoted-string )

; Required paraneters: id, realm nethod, intent, request
; Optional paraneters: expires, digest, description, opaque

; HTTP Aut horization Credentials
paynent-credentials = "Paynent" 1*SP base64url - nopad

; Paynent - Recei pt header field val ue
Paynent - Recei pt = base64url - nopad

; Base64ur| encodi ng w thout paddi ng per RFC 4648 Section 5

base64url -nopad = 1*( ALPHA / DGET / "-" [ "_" )
; Payment nmethod identifier (lowercase only)
payment - met hod-i d = 1* LONERALPHA

LONERAL PHA = %61-7A ; a-z

; Paynent intent
intent-token = 1*( ALPHA/ DIG T/ "-" )

Appendi x B. Exanpl es
B.1. One-Tinme Charge

A client requests a resource, receives a paynent challenge, fulfills
the paynent, and receives the resource with a receipt.
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dient Server
(1) GET /resource

(2) 402 Paynent Required
WAV Aut henti cat e: Paynent

(3) Fulfill paynent challenge
(et hod- speci fic)

(4) CGET /resource
Aut hori zation: Paynent

(5) 200 &K
Paynent - Recei pt:

*Chal | enge: *

HTTP/ 1.1 402 Paynent Required
Cache-Control: no-store
Cont ent - Type: appl i cation/probl em+j son
WAV Aut henti cat e: Paynent i d="qgB3wkr TyU7i OpAsDIf GhJk"
real n="api . exanpl e. cont',
nmet hod="i nvoi ce",
i nt ent ="char ge",
expi res="2025-01- 15T12: 05: 002",
request ="eyJhbV@1bnQ G | xMDAW i wi Y3VycnmVuY3ki O JVUOQ LCIpbnzvaWNl | j oi aWs2XzEyMz QLI

no"

{ .
"type": "https://paynentaut h. org/ probl ens/ paynent -required",
"title": "Payment Required",

"status": 402,
"detail": "Paynent required for access.",
"chal | engel d": "qgB3wkr TyU7i OpAsDOf GhJk"

}

Decoded request:

{

"anount": "1000",
"currency": "usd",
"invoice": "inv_12345"

}
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*Credential : *

CET /resource HITP/ 1.1
Host: api.exanpl e. com

Aut hori zation: Paynent eyJpZCl 61 nFCM3dFcl R5VTdpT3BBcO@zZkdoSnsi LCIWYXI sh2Fkl j p71 nByZW
t YWdI | j oi MHhhYmWKM MuLi 4i f X0

Decoded credenti al :

{
"chal I enge": {
"id": "qB3wkr TyU7i OpAsDOf GhJk",
"real m': "api.exanple.cont,
"met hod": "invoice",
"intent": "charge",
"request": "eyJhbWo1lbnQ O | xMDAWM i wi Y3VycnuY3ki G JVUOQ LCIpbnzvaWN | j oi aWb2Xz Ey Mz
QLI n0",
"expires": "2025-01-15T12: 05: 00Z"
}1
"payl oad": {
"preimge": "0xabc123..."
}

*Success: *

HTTP/ 1.1 200 K
Cache-Control : private

Payment - Recei pt: eyJzdGF0dXM QO JzdWNj ZXNzl i wi bW/0a@kl j oi aWb2b2l j ZSI sl nRpbW/zdGt cCl 6l
j 1wM Ut MDEt MITVUMTT 6 MDA6NVDBal i wi cnmivnizXJl bl | j oi aWb2XzEyMz QLI nO
Cont ent - Type: application/json

{"data": "..."}

B.2. Signed Authorization
A paynment met hod using cryptographi c signatures:
*Chal | enge: *

HTTP/ 1.1 402 Paynent Required
Cache-Control: no-store
WAV Aut henti cat e: Paynent id="zL4xCvBnMokJhG D8sAaVe",
real n="api . exanpl e. cont',
met hod="si gned",
i nt ent ="charge",
expi res="2025-01- 15T12: 05: 00Z",
request ="eyJhbV@1bnQ G | IMDAW i wi YXNzZXQ G JVUOQ LCIyZWNpcd | bnQ O | weDcOMMEZz NUNj N
i YZNEMMNTMy OT1 1YTNi ODQOQmVBZTc 10TVOGZFMDAI LCIub25j ZSI 61 j BAMTI zNDU2Nzg5MCJ 9"

Decoded request:
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{
"amount": "5000",
"currency": "usd",
"recipient": "0x742d35Cc6634C0532925a3b844Bc9e7595f 8f E0Q",
"met hodDet ai | s": {
"nonce": "0x1234567890"
}
}

*Credential : *

"chal l enge": {
"id": "zL4AxCvBnMskJhG D8sAave",
"real m': "api.exanple.cont,
"met hod": "signed",
"intent": "charge",
"request": "eyJhbWolbnQ G | 1MDAWM i wi YXNzZXQ O JVU0Q LCIyZVWNpcd | bnQ O | weDcOMTz NU
N N YZNEMMNTMy OT1 1YTNi ODQOQTVBZTc 1OTVNOGZFMDAI LCIub25j ZSI 61 j BAMIT zNDU2Nzg5MCJ 9",
"expires": "2025-01-15T12: 05: 00Z"
}

" ource": "did: key: z6MchaXgBZDvot DkL5257f ai zti G C2Qt KLGobnnEG a2doK",
"payl oad": {

"signature": "Oxlb2c3d4e5f..."
}

}
B.3. Miltiple Paynent Options

Servers MAY return nultiple Paynent challenges in a single 402
response, each with a different payment nmethod or configuration

HTTP/ 1.1 402 Paynent Required

Cache-Control: no-store

WAV Aut henti cat e: Paynent id="pT7yHnKm@wEr XsZ5vCbN ", real m="api . exanpl e. cont, net hod
="invoi ce", intent="charge", request="..."

WAV Aut hent i cat e: Paynent id="nF8uJkLp@3gRt YsA6wDcVb", real m="api.exanpl e.conl, method
="signed", intent="charge", request="..."

When a server returns nultiple challenges, clients SHOULD sel ect one
based on their capabilities and user preferences. Cdients MJIST send
only one Authorization: Paynent header in the subsequent request,
corresponding to the sel ected chall enge.

Servers receiving nmultiple Paynent credentials in a single request
SHOULD reject with 400 (Bad Request).

B.4. Failed Paynent Verification
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HTTP/ 1.1 402 Paynent Required
Cache-Control : no-store

Cont ent - Type: application/probl em+j son
WAV Aut henti cat e: Paynent

i d="aBlcDeF2gHi J3kLm\4oPgR",

March 2026

real n="api . exanpl e. cont',

="invoi ce", intent="charge", request="..."
{
"type": "https://paynmentauth. org/probl ens/verification-failed",
"title": "Paynment Verification Failed",
"status": 402,
"detail": "Invalid paynent proof."
}

The server returns 402 with a fresh chall enge,
retry with a new paynent credential.
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