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Abst r act

Thi s docunent defines a CBOR "sinple" value to be used as a uni que
| abel for a container map hol di ng an enbedded si gnature.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 21 Cctober 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent defines a CBOR [ RFC8949] "sinple" value to be used as
uni que | abels (map keys) to containers hol di ng enrbedded si gnature
constructs [CSF]. The primary purpose of the unique |abel is to
securely decoupl e application-specific |labels fromthe signature
container. 1In addition to elinmnating the need for application-
specific | abels for enbedded signature containers, the net result
includes sinplified signature APIs as well.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

3. Description and Rational e
This section describes the problemand its possible solution.

The CBOR exanpl es are provided in "Extended Di agnostic Notation
(EDN)" [I-D.ietf-cbor-edn-literals].

3.1. Current Sol ution

The [ CSF] enbedded signature schene currently depends on an
application-specific |abel holding the enbedded signature contai ner.

The foll owi ng CBOR code shows a very sinple exanpl e using an HVAC
si gnat ure:
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1: "data", # Application data
2: "nore data", # Application data
-1 { # Enbedded signature (CSF contai ner)
1: 5,
6: h’4853d7730cc1340682b1748dc346¢f 627a5e91ce62c67fff15c40257ed2a37al’

}
}

Havi ng to define an application-specific ("custont) |abel for the
enbedded signature container is certainly not a showstopper, but it

|l acks "finesse". 1In addition, signature APlIs need to deal with such
| abel s I'i ke the follow ng:

sign(_signatureLabel _, _applicationMap_).
3.2. Enhanced Sol ution

Repl aci ng the application-specific |abel with a CBOR sinple val ue,
woul d yield the foll ow ng:

1. "data", # Application data

2: "nore data", # Application data

sinpl e(99): { # Enbedded signature (CSF contai ner)
1.

3

6; h' 237e674c7bel818ddd7eaacf 40ca80415b9ad816880751d2136c45385207420c

}
}

The advant ages with using sinple(99) include:

* Elimnates the need for application-specific |abels for signature
cont ai ners.

* Sinplifies signature APIs: sign(_applicationMap_ ).

* Using deternministic encoding (a [CSF] prerequisite), CBOR sinple
types | exicographically follow after other CBOR el ements. This
makes perfect sense for enbedded signatures, since they usually
"attest" the application data that is (list-w se), situated above
the signature container, like in the exanple.

4. |1 ANA Consi derations

In the registry [I ANA cbor-sinple-values], IANA is requested to
all ocate the sinple value defined in Table 1.
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6.

6.

| Value | Semantics | Ref erence |
[§ gl bbb Cbumsboms e s e sy e oo oo oo e ey o}
| 997(*) | Unique |label | draft-rundgren-cbor-sinple-4-csf-XX |
oo oo oo o m oo i +

Table 1: Sinple Val ues

* TBD. The actual nunber is of no inmportance. The follow ng are
some nusical inspirations:

* NENA - 99 Luftballons
* Chuck Berry - (Get Your Kicks on) Route 66
* N ska - 44

Security Considerations

The proposed enhanced sol uti on does not reduce security conpared to
the current solution because duplicate |abels SHOULD in both cases be
rejected by conform ng CBOR encoders and decoders.
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