I nt ernet Engi neering Task Force A. Rundgren, Ed.
I nternet-Draft I ndependent
I ntended status: |nformational 1 Novenber 2025
Expires: 5 May 2026

CBOR : Core - CBOR Cross Platform Profile
draft-rundgren-cbor-core-16

Abst r act

Thi s docunent defines CBOR :Core, a platformagnostic profile for
CBOR (RFC 8949) intended to serve as a viable replacenment for JSON in
comput ational |y advanced systens |ike Internet browsers, nobile
phones, and Wb servers. For enhanced strictness, as well as for
enabl i ng cryptographic nethods |ike signing and hashing, to
optionally be applied to "raw' (non-w apped) CBOR data, determnistic
encoding is mandated. Furthernore, the docunent outlines AP
features for manipulating CBOR data in a secure manner. This
docunent mainly targets CBOR tool devel opers.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The CBOR : Core specification is based on CBOR [ RFC8949]. \VWhile there
are different ways you can encode certain CBOR objects, this is non-
trivial to support in general purpose platformbased tools, not to
mention the limted utility of such neasures. To cope with this,
CBOR: : Core defines a specific (non-variant) encodi ng schenme, aka
"Determ nistic Encoding". The selected encoding schene is believed
to be _compatible_ wth npst existing systems using CBOR  See al so
Appendi x D

CBOR : Core is intended to be agnostic with respect to programnm ng
| anguages and pl at f orns.

By conbi ning the compact binary representation and the rich set of
data types offered by CBOR, with a determ nistic encodi ng scheneg,
CBOR: : Core could for _new designs_, serve as a viable alternative to
JSON [ RFC8259] . Alt hough the mandat ed encodi ng schene i s depl oyabl e
i n [ CONSTRAI NED] environnments, the primary target is rather general -
pur pose conputing platforns |ike nobile phones and Wb servers.

However, for unleashing the full power of deterministic encoding, the
ability to perform cryptographic operations on "raw' (non-w apped)
CBOR data, conpliant CBOR : Core tools need additional functionality.
See al so Appendix C

1.1. Design Goals

The primary goal with this specification, is providing a foundation
for CBOR tools that enable application devel opers to use CBOR without
requiring insights in lowlevel details |ike encoding. |In nost
cases, it should be sufficient to consult a list of supported data
types. See also Section 2.3.2.

Section 2 contains the actual specification

1.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

1.3. Common Definitions

* This docunent uses the conventions defined in CDDL [ RFC8610] for
expressing the type of CBOR [ RFC8949] data itens.
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*  Exanpl es showi ng CBOR data, are expressed in "diagnostic notation”
(Section 2.3.4).

* The term "CBOR object” is equivalent to "CBOR data itenm used in
[ RFC8949] .

2. Detailed Description
This section describes the three pillars that CBOR :Core relies on.
2.1. Supported CBOR njects

The followi ng table shows the set of CBOR objects that conpliant
CBOR: : Core inplenmentations MJIST support:

[} e ———— Ll —_—(—————————(————————————————
| CDDL | Conment |
| i nt | Integer |
S o m e e e e e e e e e +
| bi gi nt | Big integer |
R T +
| fl oat | 16-, 32-, and 64-bit [|EEE754] |
| | floating-point numbers |
o e e o - o m e e e e e e e e e e aa oo +
| tstr | Text string encoded as UTF-8 |
| | [RFC3629] |
R T +
| bstr | Byte string |
oo s o m e e e e e e i e e ee oo +
| bool | Bool ean true and fal se |
S o m e e e e e e e e e +
| nul | | Object representing null |
R T +
I [] | Array I
oo s o m e e e e e e i e e ee oo +
I {} | Map I
S o m e e e e e e e e e +
| #6.nnn(type) | Tagged objects |
R T +
| #7. nnn | Sinple val ues |
oo s o m e e e e e e i e e ee oo +

Table 1: Supported CBOR (bjects
_Application-specific_ inplenentations nay (of course) only have to

support the CBOR : Core objects required by the targeted
application(s).
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2.2. Deterministic Encoding Schene

In CBOR : Core determnistic encoding is _mandatory_. The encodi ng

schene adheres to Section 4.2.1 of [ RFC8949] and Section 4.2.2 of

[ RFC8949], but adds a few constraints (denoted by RFC+), where the
RFC of fers choices. The following list contains a summary of the

CBOR: : Core deterministic encoding rules:

* RFC Integers, represented by the int and bigint types, MJST use
the int type if the value is between -2764 and 2764-1, otherw se
the bigint type MUST be used. Shortest representation (in
[ RFC8949] referred to as "Preferred Serialization"), MJST be
applied to both integer variants. Appendix A 1 contains a |list of
i nteger sanpl e values and their expected encodi ng.

Note that the shortest representation MJST al so be applied to
string |l engths, array/map counts, and tag nunbers.

* RFC+: Floating-point nunmbers MJST use the shortest [I|EEE754]
variant (64, 32, or 16 bits) that preserves the precision of the
ori gi nal value, including subnormal val ues. Appendix A 2 contains
a list of floating-point sanple values and their expected
encodi ng.

* RFC+: Non-finite numbers (Section 2.3.2.2) MJST use the shortest
[1 EEE754] variant (64, 32, or 16 bits) that preserves the origina
val ue. Appendi x B contains a sanple encoder in JavaScript, while
Appendi x A 2 and Appendix A 3 contain a few non-finite sanple
val ues and their expected encoding.

* RFC+: Floating-point and integer objects MJST be treated as
_distinct types_ regardl ess of their nuneric value. This is
compliant with "Rule 2" in Section 4.2.2 of [RFC3949].

* RFC. Map keys MUST be sorted in the bytew se | exicographic order
of their determ nistic encoding. Duplicate keys MJST be
_rejected._.

* RFC+: Since CBOR encodings according to this specification
mai ntai n uni queness, there are no specific restrictions or tests
needed in order to determ ne map key equival ence. As an (extrene)
exanmpl e, the floating-point nunbers 0.0 and -0.0, the integer
nunber 0, a NaN, and an enpty map {}, could represent the distinct
keys f90000, f98000, 00, f97e00, and a0 respectively.

* RFC Indefinite-length objects MJST be rejected .
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2.3. Inplenentation Considerations
In CBOR : Core there are three distinguishable |evels:

Encodi ng | evel :
"Wre format" as described in Section 2.2.

Encoder/ decoder | evel
Thi s section.

Application |evel
Constraints on data inposed by applications , like limting |SO
Dat eTi me objects to UTC notation, or requiring integers
representing enunmerations to be in a specific range, is _out-of-
scope_ for CBOR : Core.

2.3.1. APl Requirenents

Conpliant CBOR :Core inplenmentations MJST reject_ CBOR data not
adhering to the determnistic encoding schene. See al so Appendi x D.

An inportant feature that determ nistic encoding brings to the table
is the ability to performcryptographic operations on "raw' CBOR
data. Turn to Appendix C for an exanple of an application depending
on such features. However, to make this a reality as well as nmaking
it easy to mani pul ate CBOR objects, the follow ng functionality MJST
be provided by CBOR tools conpliant with this specification

* Decoded CBOR primtives MIUST remain _immutable , regardless if
they are stand-al one or being a part of a tagged object |ike
bi gf | oat (see Section 3.4.4 of [RFC8949]).

* To support _variant_ CBOR data, it MJST be possible to find out
the type of a CBOR object, before_ it is referenced.

* |t MJUST be possible to add , delete , and _update_the contents
of CBOR map and array objects, of decoded CBOR data.

* |t MJST be possible to _reserialize_decoded CBOR data, be it
updat ed or not.

* |rrespective of if CBOR data is decoded, updated, or created
programmatically, deterninistic encoding MJUST be naintai ned.

Appendi x C. 2 shows an exanple that _updates_ and _reserializes_
decoded CBCR dat a.
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2.3.1.1. Application/Encoding Level Considerations

As a consequence of these rules, CBOR data and application /
platform|evel data, MJST be separated_for cases where
_reserialization_ could present a problem

How this separation is acconplished is out of scope for this
specification. However, _encapsul ation_ of CBOR data in _high-
| evel , and _self-rendering w apper objects_, represents an
establ i shed nmethod, featured in simlar tools for ASN. 1.

The foll owi ng exanpl e, using the JavaScript Date object and
[CBOR. JS], highlights the difference between the application | eve
and the encoding | evel:

/] Sample CBOR tstr object: "2025-03-02T13:08:55.0201+03: 00"

| et cbor = CBOR fronmHex("781e323032352d30332d30325431333a30383a35352e303230312b30333a3
030");

| et cborject = CBOR decode(chor)

/1 JavaScript Date only supports mlliseconds and converts time to UTC
consol e. |l og(chor Cbj ect.getDateTine().tol SOCString());
> 2025-03-02T10: 08: 55. 0202

consol e. | og( CBOR. t oHex(cbor Obj ect.encode())); // Reencode returns identical CBOR data
> 781e323032352d30332d30325431333a30383a35352e303230312b30333a3030

As can be seen in the listing, at the _application_ level, data may
not always be 100% deternministic, while at the _encoding_ |level, data
MJUST remain intact. The only exception to this rule is if the data
was received in a non-deternministic format. See al so Appendi x D

2.3.2. Protocol Primtives
To facilitate cross-platform protocol interoperability_,

i mpl ementers of CBOR : Core conpatible tools SHOULD i ncl ude _decoder _
APl support for the following prinmitive data types
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[ oo oo sy oo oo el e
| CDDL | Primtive | Conmrent | Notes

[ e —— —————————— = ——————————————————————— Ll pp—p——_—r
| i nt | Int8 | 8-bit signed integer | 1

S S e S D +
| ui nt | Uint8 | 8-bit unsigned integer | 1 |
S IR S IR e Fommma - +
| i nt | Int16 | 16-bit signed integer | 1 |
R R o e e e e e e e e e o R, +
| ui nt | Untl6 | 16-bit unsigned integer | 1 |
S S N S D +
| i nt | I nt 32 | 32-bit signed integer | 1 |
S IR S IR o meemeeieeeeeccieemeaecaaas Fommma - +
| ui nt | Uint32 | 32-bit unsigned integer | 1 |
R R o e e e e e e e e e o R, +
| i nt | I nt 64 | 64-bit signed integer | 1, 2|
S S S S D +
| ui nt | Uint64 | 64-bit unsigned integer | 1 |
S IR S IR e Fommma - +
| integer | Biglnt | Integer of arbitrary size | 3 |
R R o e e e e e e e e e o R, +
| floatl6 | Floatl6 | 16-bit floating-point nunber | 4, 5

S S - S D +
| floatle / | Float32 | 32-bit floating-point nunber | 4, 5

| float32 | | I I
N N o e e e e e e e e m e e N +
| fl oat | Float64 | 64-bit floating-point nunber | 5 |
S S o e e e e e e e e e AR, +
| bool | Bool ean | Bool ean | |
- - TS dememaas +
| nul | | Nul | | Null | 6 |
N N o e e e e e e e e m e e N +
| #7.nnn | Sinple | Sinple values | 7 |
S S o e e e e e e e e e AR, +
| tstr | String | Text string | |
- S IS~ dememaas +
| bstr | Byt es | Byte string | |
N N o e e e e e e e e m e e N +
| See note | DateTine | Tine object expressed as a | 8 |
| | | text string | |
S S S S D +
| See note | EpochTine | Tine object expressed as a | 8, 9

| | | nunber | |
N N o e e e e e e e e m e e N +

Table 2: Protocol Primtives
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1. Range testing MJST be performed using the traditional ranges for
_unsigned_ respectively _two-conplement_ nunbers. That is, a
hypot heti cal getU nt8() MJST reject nunbers outside of 0 to 255,
whereas a hypothetical getInt8(), MJST reject nunbers outside of
-128 to 127

2. Although CBOR major type 1 supports a w der range of negative
val ues than offered by Int64, explicit use of this feature in
prot ocol s desi gned for cross-platformuse, is NOI RECOMWENDED; it
shoul d be reserved for the unconstrai ned integer object, Biglnt
where it is a necessity.

3. Note that a hypothetical getBiglnt() MJST al so accept CBOR int
objects since int is used for integers that fit in CBOR nmjor
type 0 and 1 objects. See also Appendix A 1 and Appendi x D.

4. Sone platforms do not natively support float32 and/or floatl6
In this case a hypothetical getFloatl1l6() would need to use a
bi gger floating-point type for the return val ue.

Note that a hypothetical getFloatl6() MJIST reject encountered
Fl oat 32 and Fl oat 64 objects. See al so Appendix D

5.  Floating-point nunmbers also include non-finite nunbers. See also
Section 2.3.2.2.

6. Since a CBOR null typically represents the absence of a value, a
decoder MJUST provide a test-function, like isNull ().

7. Sinple values include the ranges 0-23 and 32-255. Note that boo
and null actually are sinple val ues.

8. Since CBOR | acks a native-level tine object, Section 3.4 of
[ RFC8949] introduces two variants of tine objects using the CBOR
tags 0 and 1. The tine objects SHOULD al so be supported
_without _ the tag construct.

9. EpochTinme objects containing non-finite nunbers MJST be rejected.
See also Section 2.3.2. 2.

If a call does not match the underlying CBOR type, the call MJST be
rej ected,

Due to consi derable variations between platfornms, corresponding
_encoder _ APl support does not appear to be neaningful to specify in
detail: Java doesn’'t have built-in support for unsigned integers,
wher eas JavaScript requires the use of the JavaScript Biglnt type for
dealing with 64-bit integers
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2.3.2.1. CBOR Sequences

Decoders compliant with this specification MIJST support CBOR
sequences [ RFC8742].

For decoders of "true" (binary) CBOR, there are additiona
requirenents:

* |t MJST be possible to decode one CBOR object at a tine.

* Decoders MJUST NOT do any assunptions about the nature of unread
code (it m ght not even be CBOR).

2.3.2. 2. Non- Fi ni te Nunbers

Since non-finite nunbers like NaN, are rarely used in application
protocols, one could imgine a global option nmaki ng decoders reject
non-finite nunbers, which in turn would relieve applications from
having to _explicitly test_ decoded fl oat objects for being finite
("regular") floating-point nunmbers. Al though working, such an option
woul d not be particularly flexible.

To cope with this as well as the fact that platformnative support
for NaN with payl oads |ike fa7f801000 i s sonmewhat uneven, conpliant
CBOR: : Core inplenmentations MIST adhere to the schenme bel ow.

Enabl e application protocols to _selectively_ accept non-finite
nunbers, including distinguishing between "sinple" NaN (f97e00)
and NaN with payloads. This is acconplished by (internally)
treating non-finite nunbers as a _distinct, enul ated data type_,
making it possible to support the full range of floating-point
nunbers. The APl exposes this capability as three distinct |evels
of floating-point nunber support:

BASI C:
Supporting "regular" floating-point nunbers only.

EXTENDED:
Supporting "regular" floating-point nunbers, "sinple" NaN
Infinity and -Infinity.

COVPLETE:
Supporting all valid floating-point nunbers.

Sel ection of the |evel of floating-point number support required

for a specific float object in a protocol, is acconplished through
the use of different APl access nethods, |ike the follow ng:
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A hypot hetical getFloat64() would reject an encountered "sinple"
NaN, while a hypothetical getExtendedFl oat64() would treat the NaN
as any other [|EEE754] floating point nunber.

For a concrete solution, that al so addresses _encoding_of non-finite
nunbers, see [NON-FI N TE].

2.3.3. Media Type

Prot ocol s building on CBOR : Core, are RECOVMENDED using the nedia
type: application/cbor.

2.3.4. Diagnostic Notation

Conpl i ant CBOR: : Core inplementations SHOULD i nclude support for _bi-
directional _ diagnostic notation, to facilitate:

* Ceneration of developer-friendly debuggi ng and | oggi ng data
* Easy creation of test and configuration data

Not e that decoders for diagnostic notation, MJST al ways produce
determnistically encoded CBOR data, conpliant with this
specification. This includes _automatic_ sorting of map keys as
wel | .

The supported notation is conpliant with a subset of Section 8 of
[ RFC8949] (b32' and encoding indicators were left out), but adds a
fewitens to nmake diagnostic notation slightly nore adapted for

| Singl e-1ine coments are|
|terminated by a newine
| character ('\n’) or ECF.
| Single-line comments may|
| al so terminate |ines |
| hol di ng regul ar CBOR |

parsing, like single-line conments:
| CDDL | Synt ax | Conmrent | Notes
[ bbbl e e e sy e sy e ——_—
| | /[ _coment text_ / | Mul ti-1line comment. | 6 |
| | | Multi-line corments are | |
| | | treated as whitespace | |
| | | and may thus al so be | |
| | | used _between_ CBOR | |
| | | obj ect s. | |
Fomm o - o e e e e e e eee e Fom e e e e a e e oo Fomm o - +

| # _conment text_ | Singl e-1ine coment. | 6

I

I

|

I

I

I
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| i nt eger | _{sign}{_0Ob] 0o] Ox_}n_ | Arbitrary sized integers| 1
| | wi t hout fractional |
| | components or exponents.
| | See al so CBOR i nt eger |
| | encodi ng. For _input_ |
| | data i n diagnostic |
| | notation, binary, octal,
| | and hexadeci mal notation
| |is al so supported by |
| | prependi ng nunbers with

| | Ob, 0o, and Ox |
| | respectively. The |
| |latter also permt |
| |arbitrary insertions of |
| | ' characters between |
| |digits to enable |
| | groupi ng of data |ike

| | 0b100_000000001. |

| {sign}tn_. n{_ex n}_ | Fl oati ng- poi nt val ues | 1
| | MUST i nclude a decimal |
| | point and at |east one

| | fractional digit, |
| | wher eas exponents are |
| | _optional _. |

| float’ hex-data_’ | Any valid 16, 32, or | |
| | 64-bit float val ue, | |
| |including NaN with | |
| | payl oads |i ke | |
| | f1 oat’ 7f f 0800000000001" . | |

| float | NaN | Not a nunber (NaN) in | |
| | | the default CBOR | |
I I | encodi ng (f97e00). | |

| | Byte data provided in |
| | hexadeci mal not ati on. |
| | Each byte MJST be |
| | represented by two |
| | hexadeci mal digits. |

|  bstr | b64’ base64-data_’ | Byte data provided in | 3, 6|
I I | base64 or base64URL | |
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AR, +
|  bstr |
I I
Fommma - +
|  bstr |
| |
I I
I I
I I
Fommma - +
| tstr |
| |
AR, +
| bool |
dememaas +
| null |
N +
[
I I
I I
dememaas +
| {} |
I I
| |
I I
I I
I I
I I
N +
| #6. nnn|

I
S D +
| #7.nnn|
Fommma - +
I I
| |
AR, +
1. The |

2. The optiona
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| notation. Padding with
| =" characters is |
| _optional _. |
______________________________ e
" text | Byte data provided as | 4, 5,
| UTF- 8 encoded text. |
.............................. e
<< _object >> | Construct holding zero | 6
| or nore comma- separ at ed
| CBOR obj ects that are |
| subsequently wapped in
| a byte string. |
.............................. e
" text " | UTF- 8 encoded text | 4, 5
| string. |
______________________________ e
true| fal se | Bool ean val ue. | |
______________________________ e
nul | | Nul'l val ue. |
.............................. e
[ _object ] | Array with zero or nore
| comma- separ at ed CBOR |
| obj ect s. |
______________________________ e
{ _key_: _val ue. } | Map with zero or nore
| comra- separ at ed key/ |
| val ue pairs. Key and
| val ue pairs are |
| expressed as CBOR |
| obj ects, separated by a
|":" character. |
.............................. e
n_( _object_) | Tag hol ding a CBOR | 1 |
| obj ect. |
______________________________ o
sinple(_n_) | Si npl e val ue. | 1
.............................. e
, | Separ at or character for | 6
| CBOR sequences. |
______________________________ e
Tabl e 3: Diagnostic Notation
etter _n_in the Syntax colum denotes one or nore digits.
_{sign}_ MJST be a single hyphen ('-') character
Expires 5 May 2026 [ Page 13]
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5.

3. _Input only_: between tokens, the whitespace characters ' ',
"\Nt’, '"\r’, and '\n’, are _ignored._.

4. _Input only : inside of string quotes, the control character '\n’
becones a part of the text string. For normalizing |ine
termnators, a single '"\r’ or the conmbination "\r\n MJST
(internally) be rewitten as "\n’. To _avoid_ getting newine
characters ('\n’) included in nulti-line text strings, a _line

continuation marker_ consisting of a backslash ("\’) imrediately
preceding the new ine my be used.

5. Text strings nmay al so include the JavaScript conpati bl e escape
sequences '\’ \"' A\ \Db', AN An', "Ar’, '\t’, and
"\u_hhhh_".

6. _Input only_.

The [ PLAYGROUND| offers a sinple way to get acquainted with CBOR and
di agnostic notation.

I ANA Consi derati ons
This meno includes no request to | ANA
Security Considerations

CBOR: : Core does not introduce security issues beyond what is already
applicable to [ RFC8949].

Poorly witten tools and applications may certainly introduce
security issues, but this is out of scope for this specification
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Appendi x A.  Sanpl e Encodi ngs
A.1l. Integers

This nornmative_ section holds a selection of CBOR integer val ues,
wi th an enphasi ze on edge cases.

Smal | est |
positive |
inmplicit int |
| -1 20 | Smal | est |

| | | negative |
| | | implicit int |

| 23 | 17 | Largest |
| | | positive |
| | | inmplicit int |

| -24 | 37 | Largest |
| | | negative |
| | | implicit int |

| 24 | 1818 | Snall est |
| | | positive one- |
| | | byte int |

| -25 | 3818 | Smal | est |
| | | negative one- |
| | | byte int |

| 255 | 18ff | Largest |
| | | positive one- |
| | | byte int |
| -256 | 38ff | Largest |
| | | negative one- |
| | | byte int |

| 256 | 190100 | Small est |
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| | | positive two- |
| | | byte int |

| -257 | 390100 | Smal | est |
| | | negative two- |
| | | byte int |

| 65535 | 19f fff | Largest |
| | | positive two- |
| | | byte int |

| -65536 | 39ffff | Largest |
| | | negative two- |
| | | byte int |

| 65536 | 1a00010000 | Smal | est |
| | | positive four- |
| | | byte int |

| - 65537 | 3a00010000 | Small est |
| | | negative four- |
| | | byte int |

| 4294967295 | laf fffffff | Largest |
| | | positive four- |
| | | byte int |

| - 4294967296 | af fffffff | Largest |
| | | negative four- |
| | | byte int |

| 4294967296 | 1b0000000100000000 | Smal | est |
| | | positive |
| | | eight-byte int |

| - 4294967297 | 3b0000000100000000 | Snal | est |
| | | negative |
| | | eight-byte int |

| 18446744073709551615 | 1bffffffffffffffff | Largest |
| | | positive |
| | | eight-byte int |

| -18446744073709551616 | 3bffffffffffffffff | Largest |
| | | negative |
| | | eight-byte int |

| 18446744073709551616 | ¢249010000000000000000 | Smal | est |
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| | | positive |
| | | bigint |
o e e e e o e e e e e e e e oo o - o e +
| -18446744073709551617 | ¢349010000000000000000 | Smal | est |
| | | negative |
| | | bigint |
o o o a o +

Table 4: Integers
Fl oati ng- Poi nt Nunbers

This _normative_ section holds a selection of [|EEE754] 16, 32, and
64-bit values, with an enphasi ze on edge cases.

The textual representation of the values is based on the
serialization nethod for the Nunber data type, defined by

[ ECMASCRI PT] with one change: to conply with diagnostic notation
(Section 2.3.4), all values are expressed as floating-point nunbers.
The rationale for using [ ECMASCRI PT] serialization is because it is
supposed to generate the shortest and nobst correct representation of
[ 1 EEE754] nunbers.

| Di agnostic Notation | CBOR Encodi ng | Conment

| 0.0 | f90000 | Zero

o e e e e e e e oo o e e e e oo o e e e e oo oo
| -0.0 | f 98000 | Negative

| | | zero

o e e e e e e e e e e oo - Fom e e e e e oo o Fom e e e oo
| Infinity | f97c00 | Infinity

o e e e e e o e e e o e e e e oo oo
| -Infinity | fofcO0 | Negative

| | | infinity

o e e e e e e eie oo n o e e oo o e e oo
| NaN | f97e00 | Not a number
Tt Fom e e e e oo o Fom e e e oo
| 5.960464477539063e-8 | f90001 | Small est

| | | positive

| | | subnor nal

I | | float16

o e e e e e e e e e e oo - Fom e e e e e oo o Fom e e e oo
| 0. 00006097555160522461 | f903ff | Largest

| | | positive

| | | subnornal

| | | floatl6

o e e e e e e eie oo n o e e oo o e e oo
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0. 00006103515625 | f 90400

I

I
_______________________ Y
65504. 0 | fO7bf f

I

I
....................... i
1.401298464324817e-45 | f a00000001

I

I

I
....................... o
1.1754942106924411e- 38 | fao07fffff

I

I

I
_______________________ B
1.1754943508222875e- 38 | f a00800000

I

I
_______________________ Y
3.4028234663852886e+38 | farf7fffff

I

I
....................... i
5. 0e-324 | fb0000000000000001

I

I

I
....................... o

Expires 5 May 2026
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Smal | est
positive
float1l6

Lar gest
positive
float 16

Smal | est
positive
subnor mal
fl oat 32

Lar gest
positive
subnor mal
fl oat 32

Smal | est
positive
fl oat 32

Lar gest
positive
fl oat 32

Smal | est
positive
subnor mal
fl oat 64

Lar gest
positive
subnor mal
fl oat 64

Smal | est
positive
fl oat 64

Lar gest
positive
fl oat 64

Random y
sel ect ed
nunber

[ Page 20]
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| 10. 559998512268066 | fa4128f5c1

e e aa Fomm e +
| 10. 559998512268068 | fb40251eb820000001

I I I
o e e e e oo e ee oo +
|  295147905179352830000. 0 | f 261800000

I I I
I I I
| | |
I I I
o e e e e oo e ee oo +
| 2.0 | £ 94000 |
I I I
I I I
| | |
oo e e e eeeao oo o e e oo +
| -5. 960464477539063e- 8 | f 98001

I I I
I I I
I I I
e e e maeaaaaa o e eaaaa +
| -5.960464477539062e-8 | fbbebfffffffffffff |
I I I
I I I
I I I
I I I
e e e maeaaaaa o e eaaaa +
| -5.960464477539064e-8 | fbbe70000000000001

o e e e e oo e ee oo +
| -5.960465188081798e- 8 | f ab3800001
o e e eeea oo +
| 0. 0000609755516052246 | fbh3fOff 7ffffffffff |
| | |
I I I
I I I
g o e eeee oo +
|  0.000060975551605224616 | fb3f0f f 80000000001

e e aa Fomm e +
| 0.000060975555243203416 | f a387f c001

oo e e e eeeao oo o e e oo +
| 0. 00006103515624999999 | fh3fOfffffffffffff |
I I

I I I
e e aa Fomm e +
| 0. 00006103515625000001 | fhb3f 10000000000001

oo e e e eeeao oo o e e oo +
| 0. 00006103516352595761 | f a38800001
g o e eeee oo +

Rundgr en
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.................. +
Next in |
successi on |

__________________ +
2768 |
(diagnostic |
not ati on |
truncat es |
preci si on) |

__________________ +
Nunber |
without a |
fractional |
part |

__________________ +
Smal | est |
negative |
subnor mal |
floatl16 |

__________________ +
Adj acent |
smal | est |
negative |
subnor mal |
floatl16 |

__________________ +

e

__________________ +

SRR

.................. +
Adj acent |
| ar gest |
subnor nal |
floatl6 |

__________________ +

ST

.................. +

e

__________________ +
Adj acent |
smal | est |
float 16 |

.................. +

e

__________________ +

ST
__________________ +
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65503. 99999999999

o e e eeeieaao-- oo e eaao- +
| 65504. 00000000001 | fb40effc0000000001
o e e e eeiaiaao-- oo e e eaoao- +
| 65504. 00390625 | fa477f e001
o e e eeeeea oo o e eieao- +

Tabl e 5: Fl oati ng-Poi nt Nunbers
A.3. Mscell aneous |tens

This normative_ section holds a selection of nmisc
obj ects and their encodi ng.

Rundgr en Expires 5 May 2026
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Adj acent
| ar gest
float 16

Adj acent
smal | est
subnor mal
fl oat 32

Adj acent
| ar gest
subnor nal
fl oat 32

Adj acent
smal | est
fl oat 32

Adj acent
| ar gest
fl oat 32

el | aneous CBOR

[ Page 22]



Internet-Draft CBOR :Core -

o e e e e e e e e e e e e e e e e e e e e e — =
| {

|"a": 0,

| "b": 1,

|Ilaall: 2

[ }

o e e e e e e e e e e e e e e e e e e e e e — =

CBOR Cross Pl atform Prof
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Table 6: M scel |l aneous |tens

A. 4. Invalid Encodings

The following table holds a selection of CBOR-encoded objects, that
(by default) MJST be rejected by conpliant CBOR : Core

i mpl ement ati ons.

Rundgr en

Expires 5 May 2026

| CBOR Encodi ng | Conment
ety e ————————————————(———————— Ll p—p—p—p—_—(—————
| f5 | Bool ean true|
_______ 0
|f6 | Nul |
....... o
| f 863 | Si mpl e val ue|
_______ e
| c074323032352d30332d33 | 1 SO dat e/
| 305431323a32343a31365a [ time
_______ e
| 8301820203820405 | Array
| | conbi nat i ons|
_______ e
| a361610161620262616103 | Map obj ect
I I
I I
I I
I I
_______ e
| 4b48656c6¢c6f 2043424f 5221 | Bi nary
| | string
_______ e
| 6¢f 09f 9a8020736369656e6365| Text string
| |with enoji
_______ e
| fa7f 800001 | NaN wi t h
| | payl oad
_______ e
| f bf f f 0001230000000 | NaN wi th
| | payl oad and
| | sign
_______ o
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| CBOR Encodi ng | Diagnostic Notation | Conmrent | Not es|
[S e bemsesos s esoe s esoe s esoe s ess s es s esposses e es e es e es s ess e fesy e ess s ps e fesps e e b pu
| a2616201616100 | { | I mproper map key| 1
| | "b": 1, | ordering |
I |"a": 0 I I
I | '} I I
o e e e e e a oo Tt oo o - Fomm - -
| 98020405 |[4, 5] | Array | ength | 1
| | |with | eading |
| | | zero |
Fom e oo S S
| 1900f f | 255 | Number with | 1
| | | I eadi ng zero |
o e e e e e e e e oo o - o e e e e e oo - o e +--m - -
| c34a00010000000000000000] - 18446744073709551617| Nunber with | 1
| | | I eadi ng zero |
Fom e oo S S
| Fa41280000 | 10.5 | Not using | 1
| | | short est |
| | | encodi ng |
o e e e e e e oo oo oo o e e e e m oo oo S +-----
| fa7f c00000 | NaN | Not using | 1
| | | short est |
| | | encodi ng |
o e e e e e a oo Tt oo o - Fomm - -
| fa7fffe000 | float’ 7fff’ | Not using | 1
| | | short est |
| | | encodi ng |
Fom e oo S S
| 243010000 | 65536 | Incorrect value | 1
| | | for bigint |
o e e e e e e e e oo o - o e e e e e oo - o e +--m - -
| 5f 4101420203f f | (_ h"01', h'0203") | Indefinite | 2
| | | I engt h obj ect |
Fom e oo S S
| fc | | Reserved |
o e e e e e a oo Tt oo o - Fomm - -
| f 818 | | I'nvalid sinmple
| | | val ue |
Fom oo oo Fom e oo
| 5b0010000000000000 | | Extremely | arge
| | | bstr length |
| | | i ndi cat or: |
| | | 4503599627370496
o e e e e e e oo oo oo o e e e e m oo oo S +-----
Table 7: Invalid Encodings
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1. Enabled by the nmeasures nentioned in Appendix D
2. Not supported by CBOR : Core.
Appendi x B. Non-finite Nunber Encoder

The foll owi ng JavaScri pt sampl e encodes non-finite nunbers as
mandat ed by the determ nistic encoding rul es:

[l Input: 16, 32, or 64-bit non-finite nunber in a Biglnt.
/1 Returns: CBOR binary in a U nt8Array.
function nonFinite2Cbor(val ue) {
/] Errors force execution to the statenment after the while-Ioop
badVal ue:
while (true) {
if (value < 0On) break badVal ue;
/1 Convert the value into a byte array.
let array = [];
let i = value;
do {
array. push(Nunber (i & 0xffn));
} while (i >>= 8n);
| et ieee754 = new Ui nt8Array(array.reverse());
/1 Verify that the value is a valid non-finite nunber.
| et exponent;
switch (ieee754.length) {
case 2:
exponent
br eak;
case 4:
exponent
br eak;
case 8:
exponent = 0x7ff0000000000000n;
br eak;
def aul t:
br eak badVal ue;

0x7¢c00n;

0x7f 800000n;

}

if ((value & exponent) != exponent) break badVal ue;

/1l Get sign bit.

l et sign = ieee754[0] > Ox7f;

/1 1f not already a 16-bit value, try reducing

/1 the value to the next shorter variant.

/1 This done by testing if a right-shift to the

/1 next shorter variant would lead to lost bits

/1 in the significand. |If there would be |ost bits,

/1 the process termi nates (break), otherwise the shift is
/1 performed. Next all but the sign bit is nmasked away.
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/1 This also sets the exponent to the correct value for
/1 the shorter variant. Finally, the sign bit is
/1 restored and the process is restarted.
switch (ieee754.length) {
case 4:
if (value & ((1n << 13n) - 1n)) break;
val ue >>= 13n;
val ue &= Ox7fffn;
if (sign) value | = 0x8000n;
conti nue;
case 8:
if (value & ((1n << 29n) - 1n)) break;
val ue >>= 29n;
val ue &= Ox7fffffffn;
if (sign) value | = 0x80000000n;
conti nue;
}
/1 Reductions done, return proper CBOR encodi ng.
| et chor = new U nt8Array(1l + ieee754.1ength);
cbor.set(new U nt8Array([Oxf9 + (ieee754.length >> 2)]));
cbor . set (i eee754, 1);
return cbhor;

/1 lnvalid argunent.
throw new Error("Invalid non-finite numnber:

}
Appendi x C. Enbedded Si gnatures

+ val ue);

This is a _non-normati ve_ appendi x showi ng how CBCOR : Core can be used
for supporting enbedded signatures.

The primary advantages with _enbedded_ signatures compared to
_envel opi ng_ signatures (like used by COSE [ RFC9052]), i ncl ude:

* Keeping the structure_ of the original (unsigned) data intact, by
sinply making signatures an additional attribute.

* Enabling top-level, _object identifiers_to becone a part of the
signed data as well

123456789({ # CBOR tag (objectld)
1: "This is not rocket science!", # (bj ect instance data
2: [38.8882, -77.01988], # "
simple(99): signature covering the entire object

})

See al so [COTX] .
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* Pernmitting signing CBOR data and associated security attributes
(aka "headers"), _in one go_, without having to wap data in CBOR
"bstr" objects. Non-w apped data al so makes debuggi ng and
docunentati on easier.

Enbedded signatures are for exanple featured in Verified Credentials
[ CREDENTI ALS]. A drawback with designs based on JSON [ RFC8259] is
that they rely on _canonicalization schenmes_ |like JCS [ RFC8785], that
require specialized encoders and decoders, whereas CBOR : Core works
"strai ght out of the box".

C. 1. Sanple Signature

Al t hough this specification is not "married" to any particul ar
signature schema, the foll owi ng exanpl e uses the CBOR Signature
Format [CSF]. For the sake of sinplicity, the exanple uses an HVAC
(see Appendix C.1.4) as signature algorithm

For a nore sophisticated use of CBOR : Core, conbining signatures and
encryption, see [WALLET].

C.1.1. Unsigned Data

I magi ne you have a CBOR map object like the followi ng that you want
to sign:

{
1: "data",

2: "nore data"

}

C.1.2. Signature Process

Thi s section describes the steps required for addi ng an enbedded
signature to the CBOR nap object in Appendix C. 1.1. To avoid
confusing CBOR map keys with cryptographic keys, the forner are
referred to as "l abel s".

1. Add an enpty CSF container (a CBOR nap) to the unsigned CBOR nap
usi ng the CSF container |abel sinple(99).

2. Add the designated signature algorithmto the CSF container using
the CSF al gorithmlabel (1).

3. _Optional _. Add other signature nmeta data to the CSF contai ner.
Not used in the exanple.
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4. GCenerate a signature by invoking a (hypothetical) signature
met hod with the follow ng argunents:
* the designated signature key.
* the designated signature algorithm

* the _determnistic encoding_ of the current CBOR object inits

_entirety_ . In the exanple that woul d be
a301646461746102696d6f 7265206461746120a10105, if expressed in
hex code.

5. Add the returned signature value to the CSF container using the
CSF signature | abel (6).

The result after the final step (using the paraneters from
Appendi x C. 1.4), should natch the foll owi ng CBOR object:

1: "data"
2: "nore data",

simple(99): {
1. 5,
6: h'237e674c7bel818ddd7eaacf 40ca80415b9ad816880751d2136¢c45385207420c¢c

}
}

Note that the signature covers the _entire_ CBOR object except for
the CSF signature value and | abel (6).

C.1.3. Validation Process

In order to validate the enbedded signature created in the
Appendix C. 1.2, the follow ng steps are perforned:

1. Fetch a reference_to the CSF container using the CSF container
| abel sinmple(99). Next performthe foll owi ng operations using
the reference

1. Retrieve the signature algorithmusing the CSF al gorithm
| abel (1).

2. Retrieve the signature value using the CSF al gorithm| abe

(6).

3. Renove the CSF algorithmlabel (6) and its associ ated val ue.
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Now we shoul d have exactly the same CBOR object as we had
_before_ step #4 in Appendix C. 1.2. That is:

1: "data",
2: "nore data",
-1 {
1: 5
}

}

2. Validate the signature data by invoking a (hypothetical)
signature validation nethod with the follow ng argunents:

* the designated signature key (in the exanple taken from
Appendi x C. 1.4).

* the signature algorithmretrieved in step #1.
* the signature value retrieved in step #1.

* the _determnistic encoding_ of the current CBOR object inits
_entirety_.

Note: this is a "bare-bones" validation process, |acking the
ruggedness of a real-world inplenmentation.

C.1.4. Exanple Paraneters

The signature and validation processes depend on the COSE [ RFC9053]
al gorithm "HMAC 256/ 256" and an associ ated 256-bit key, here provided
in hex code:

7f dd851a3b9d2daf c5f 0d00030e22b9343900cd42ede4948568a4a2ee655291a
C. 2. Code Exanple

Using a JavaScript inplementation [CBOR JS] of CBOR :Core, together
with Node.js [NODE.JS], basic signature creation and validation
supporting the exanple in Appendix C 1, could be perfornmed by the
fol |l owi ng code:

/1 hmac.njs
i mport CBOR from '’ cbor-object’;
const crypto = await inport(’ node:crypto’);

/1 Application i ndependent CSF constants
const CSF_CONTAI NER _LBL = CBOR Si npl e(99);
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const CSF_ALG LBL
const CSF_SI G LBL

CBOR I nt(1);
CBOR. I nt (6);

/1 COSE => Node.js algorithmtranslation
const HASH ALGORI THVMS = new Map()
.set (5, "sha256").set(6, "sha384").set(7,

function hmac(coseAl g, key, data) {
l et alg = HASH ALGORI THVS. get (coseAl g) ;
if (alg === undefined) throw "Unknown al g:
return crypto.createHmac(al g,

}
const SHARED KEY = crypto. createSecret Key(

' 7f dd851a3b9d2daf c5f 0000030e22b9343900cd42ede4948568a4a2ee655291a’ ,

const APP_P1 LBL
const APP_P2_LBL

CBOR. I nt (1);
CBOR. I nt (2);

FEETEEEEEEr bbb rrirrn
/1l Create an unsigned CBOR object //
FEEEEEEEErrr bbb rrirrrt
| et object = CBOR Map()
.set (APP_P1 LBL, CBOR String("data"))
.set (APP_P2 |BL, CBOR String("nore data"));

LEEEEEEE bbb rrriirr
/1 Add a signature to the CBOR object //
FEEEEEEE bbb irr
const COSE_ALG = 5;

l et csf = CBOR Map()
.set (CSF_ALG LBL, CBOR Int(COSE_ALG));
obj ect . set (CSF_CONTAI NER_LBL, csf);
| et sig = hmac(COSE_ALG
SHARED KEY,
obj ect . encode());
csf.set (CSF_SI G LBL, CBOR Bytes(sig));
| et cborBinary = object.encode();

consol e.l og(object.toString());

FEEEEEEEErrr bbb rriirr

/1 Validate the signed CBOR object //
FEEEEEEEErrr bbb irnr

obj ect = CBOR decode(cborBi nary);

csf = object. get (CSF_CONTAI NER _LBL);

let alg = csf.get (CSF_ALG LBL).getlnt32();
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"sha512");

+ coseAl g;
key) . updat e(data). di gest();

"hex’);

Application | abel

Application data

Sel ected HVAC al gorithm

Create CSF contai ner and

add COSE algorithmto it

Add CSF container to object
Generate signature over

the current object

encode(): all we got so far
Add signature to CSF contai ner
Return CBOR as an Ui nt 8Array

Show i n Di agnostic Notation

Decode CBOR obj ect
Get CSF cont ai ner
Get COSE al gorithm
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l et sigval = csf.renove(CSF_SIG LBL). get Bytes(); [/ Get and REMOVE signature val ue

| et actual Sig = hmac(al g, /1 Cal cul ate signature over

SHARED KEY, /1 the current object

obj ect . encode()); /1 encode(): all but the signature
if (CBOR conpareArrays(sigVal, actual Sig)) { /1 HMAC validation

throw "Signature did not validate";

/1 Validated object, access the "payl oad":
let pl = object.get(APP_P1 LBL).getString(); /1 pl should now contain "data"

Note that this code depends heavily on the APl features outlined in
Section 2.3.1.

Appendi x D. Backward Conpatibility

It is assuned that nobst_ systens using CBOR are able to process an
_application specific_, selection of CBOR data itens that are encoded
in conpliance with [RFC8949]. Since the determnistic encoding
schene mandated by CBOR : Core, also is conmpliant with [ RFC8949],
there should be no major interoperability issues. That is, if the
previ ous assunption actually is correct

However, in the _other_direction (CBOR :Core tools processing data
fromsystenms using "l egacy" CBOR encodi ng schenes), the situation is
likely to be considerably nore chall enging since determnistic
encoding "by design" is _strict_. Due to this potential obstacle,

i mpl ementers of CBOR : Core tools, are RECOMVENDED to of fer _decoder _
options that permt "relaxing" the rigidness of determnistic
encodi ng with respect to:

Numnber s:
Nunbers MUST still be conpliant with [RFC8949], including "Rule 2"
in section 4.2. 2.

Sorted naps:
Dupl i cate keys MJUST still be rejected.

Note that regardless of the format of _decoded_ CBOR data, conpliant
CBOR: : Core inplementations MJST internally maintain the determnistic
encodi ng format.

That is, a bigint encoded as ¢c249000000000000000006 woul d after

decodi ng, be represented by an int encoded as 06. See al so
Appendi x A 4.
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Appendi x E.  Conpatible Online Tool s

For testing and | earning about CBOR : Core, there are currently a
nunber of conpatible online tools (subject to availability...).

[ PLAYGROUND] :
Br owser - based CBOR "pl aygr ound"

[ CSF- LAB] :
Server-based CBOR and [ CSF] test system

Appendi x F. Conpati bl e | npl enentations

For using CBOR : Core in applications, there are currently a number of
compatible libraries.

[CBOR JS]:
JavaScri pt - based i npl ementation supporting browsers as well as
[ NODE. JS]

[ OPENKEYSTORE] :
Java- based i npl enentation that al so supports [ CSF]

[ ANDRO D- CBOR] :
Androi d Java- based i npl enentati on that al so supports [ CSF]

Docurnent Hi story

/1l RFC Editor: Please renove this section before publication

* 00. First cut.

* 01. Editorial. Changed order of columms in invalid encoding.
* 02. Editorial. "unwapped" changed to "non-w apped".
*  03:

Tweaki ng the abstract.

Protocol Primtives sub-section added.
Di agnostic Notation sub-section added.
Updat ed CBOR Tool Requirenents

Updat ed code exanple to actually use crypto
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Updat ed Acknow edgenents.
Updat ed Security Consi derations.
* 04:
M nor addition in CBOR tools
Updat ed Acknow edgement s
*  05:
Regr essi on bug fix
*  06:
Medi a type added
* 07->00:
Renanmed from "Universal CBOR' to "CBOR Base"
Desi gn Goal s added
CBOR Sequences added
* 01:
#7.nnn (sinpl e) added
Language nits
* 02->00:
Renamed from "CBOR Base" to "CBCR Core"
Language nits
M scel | aneous |tens added
*  01:
Language nits
<table align="left">

*  02:
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Editori al
* 03
Added Dat e decode/ reencode exanpl e
¥ 04:
Editori al
Added bstr and tstr to Protocol Primitives
*  05:
Envel oped => Enbedded (signature)
*  06:
Updat ed Acknow edgenent s
* 07
Dropped CBOR/c. Nowit is just CBOR :Core
Introduced APl Level Considerations

Updat ed Date exanple, and added Rule 2 to Supporting Existing
Systens

*  08:
El aborated on "l evel s"
CBOR/ Core => CBOR: : Core (showing its close ties to software)
* 09
Enbedded signature sample => sinple(99)
* 10:
Editori al
CBOR Profile => CBOR PlatformProfile
* 11

Edi tori al
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Supporting Existing Systens => Backward Conpatibility
* o 12:

NaN wi t h payl oads added
* 13

Editori al

Non-finite nunber support

* 14
Edi tori al
* 15:

Revi sed: Application/Encodi ng Level Considerations
* 16:

Editori al

Revi sed Abstract

Non-finite nunber determ nistic encoding
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