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Abst ract

To address the issue of |ossless transm ssion for cross-data center
services, the PFC (Priority-based Fl ow Control) nechani smcan be
extended to wi de-area networks (WANs) to sol ve packet | oss caused by
net wor k congestion and the probl em of backpressure signha
transm ssi on between WAN and RoCEv2 network in data centers.

By | everaging SRv6 and slicing technologies, it is possible to
effectively control the propagation range and path of PFC
backpressure signals in w de-area networks, thereby avoiding issues
such as deadl ocks and t he excessive propagati on of congestion scope.

PFC is a hop-by-hop mechanism G ven that nost current WAN devi ces
do not support PFC function, this docunent proposes defining a new
type of SRv6 SID End. X. PFC to indicate the PFC- capable interface in
t he WAN net wor k.
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I nt roducti on

In the wake of the continuous energence of novel Al technol ogies,
i ncluding collaborative training, distributed inference and the |ike

CoONNNOPRRAD

3

the scenario in which different data centers communi cate via the RDVA

(Renote Direct Menory Access) protocol has energed as a new
requi renent.

G ven the high sensitivity of RDVA technol ogy to packet |oss, PFC

technology is w dely deployed in ROCEv2 networks within data centers.

The working flow of PFCis shown in Figure 1, which is mainly
conposed of the foll owing steps:

o + o a o +
| queues | | buffers |
I | 1st | | | | 1st | I
| | 2nd | | PFC back-pressure frame | | 2nd | |
I | 3rd | | SEEEEEEEEEEEEEEEEEE | | 3rd | I
| | Ath | e | | 4th | |
| | 5th | | Et hernet Link | | 5th | |
I | 6th | | | | 6th | I
| | 7th | | | | 7th | |
I | 8th | | | | 8th | I
oo + o a o +
Devi ce A (sender) Devi ce B (receiver)

Figure 1: Di agram of PFC Worki ng Mechani sm

a. Devices supporting PFC have nmultiple priority queues on the
transmt interface, and the receive interface has an equal nunber of
receive buffers

b. When a receive buffer on a downstream devi ce (such as Device B)
becones congested, that is, the queue buffer is consurmed quickly and
exceeds a certain threshold (such as 1/2 or 3/4 of the port queue
buffer), the correspondi ng mechanismw || be triggered.

c.Device B detects congestion sends a back-pressure signal "STOP" to
the upstream device (Device A) in the data-entry direction

d. After receiving the back-pressure signal, the upstream device
(Device A) stops sending the packets of the corresponding priority
queue according to the signal indication and stores the data in the
|l ocal interface buffer. |If the consunption of the local interface
buffer of Device A also exceeds the threshold, it will continue to
apply back-pressure to the upstream

e. Wen the congestion situation of the receive buffer is alleviated,
that is, the used buffer of the queue is reduced bel ow the PFC
threshol d, the receiving device (device B) will send a PFC back-



pressure stop nessage to the upstreamto notify the upstream device
to send packets again and resune the traffic transm ssion of the
corresponding priority queue

1.1. Requirements

In the scenario of cross-data center conmuni cation, back-pressure
franmes may need to be propagated across w de area networks. The
transm ssion conditions of wi de area networks are nuch nore
conmplicated than those of data center networks, and thus will face
sone constrains

a. Tenant-G anul ar Back-pressure In the wide area network scenari o,
a physical link may carry the services of multiple tenants

simul taneously.ln order to avoid the rmutual influence of traffic
anong different tenants, back-pressure signaling should support
tenant-1level granularity,this can be achi eved by | everaging the
technol ogy of SRv6[ RFC 8986] and network slicing.

b. Legacy Device Constraints Currently, nbpst WAN routers do not
support the processing of back-pressure signals except some new
versions of routers. Take the Figure 2 diagram as an exanple. The
direction of traffic is RL -> R2-> R5. Anpbng themthe two

devices Rl and R5 support the generation and processing of back-
pressure signals, while the device R2, R3, R4 does not support it.
When congestion occurs on the interface between R5 and DC2, if the
back-pressure signal can be transnmitted to the corresponding
interface of RL in a tinely nmanner, then it can be ensured that there
will be no packet loss in the traffic. Therefore, a nechanismis
needed that enables R5 to perceive the device and interface cl osest
to itself anbng the upstream devices of the current traffic that
support the processing of back-pressure signals.

R ——— R ———
| R3 | ----- | R4 |
S S
/ \
/ \
/ \
/ \
S + Rp—— Rp—— Rp—— R +
| DCL [---| RL|-=-=-] R |------ | RS |--- | D2 |
R S + I I I R S +

Figure 2: Topo for Cross-DC WAN network

1.2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC2119 [ RRFC8174] when, and only when, they appear in all

capitals, as shown here. Abbreviations and definitions used in this
docunent: WAN Wde Area Network SRv6 Segnent Routing over |Pv6

[ RFC8986] SID Segnent ldentifier ROCEv2 RDVA over Converged Ethernet
version 2 [|I BTA-ROCEv2] PFC Priority-based Fl ow Control RDMA Renote
Direct Menory Access DC Data Center

1.3. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and



"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

End. X. PFC SID for Flow Control in WAN network

This section defines a new SRv6 SID naned End. X. PFC, and provi des
specific descriptions regarding the functions and behaviors of this
Sl D.

The "Endpoint with L3 cross-connect and Priority-based Flow Control "
behavi or (abbreviated as "End. X. PFC') is a variant of the End. X
behavi or defined in [ RFC8986]. Based on the original End.X SID, it

i ncorporates additional neanings to facilitate the identification of
interfaces in the network that possess the capability to handl e PFC
packets. Its main use is to identify a PFC-capable interface within
the wi de area network. By advertising this information across the
network, it enables other devices and controllers in the network to
implement traffic control strategies nore easily.

Any SID instance of this behavior is associated with a set, J, of one
or nore L3 adj acenci es.

When N receives a packet destined to S and Sis a |ocal End. X PFC
SID, N does the foll ow ng:

S01. Wien an SRH is processed {
S02. If (Segments Left == 0) {
S03. Stop processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.

sSo4. 1}
S05. If (IPv6 Hop Limt <= 1) {
S06. Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop linmit exceeded in transit),
i nterrupt packet processing, and discard the packet.
S07.

}
S08. max_LE =(Hdr Ext Len / 2) - 1
S09. If ((Last Entry > max_LE) or (Segnments Left > Last Entry+1)) {
S10. Send an | CMP Paraneter Problemto the Source Address
with Code O (Erroneous header field encountered) and
poi nter set to the Segments Left field, interrupt
packet processing, and discard the packet.
S11. }
S12. Decrenent IPv6 Hop Limit by 1
S13. Decrenent Segnents Left by 1
S14. Update 1 Pv6 DA with Segment List[Segnments Left]
S15. Submit the packet to the IPv6 nodule for transm ssion to the new
destination via interface J
S16. }

When processing the Upper-Layer header of a packet matching a FIB
entry locally instantiated as an End. X. PFC SI D, N does the foll ow ng:

S01. If (Upper-Layer header type == 143(Ethernet) ) {

S02. Renpbve the outer I Pv6 header with all its extension headers
S03. | f (Destinati on MAC==01-80- C2- 00- 00-01)
S04. Interface J will performflow control actions based on the

content in the Priority - Flow Control (PFC) franes.
S05. } Else {
S06. Process as per Section 4.1.1 defined in [ RFC8986]
S07. }

Note that End. X. PFC SI Ds shoul d be announced using IGP or BGP-LS in a
simlar way to the announcenent of End. X SIDs, while they need to be
di stinguished fromthe End. X SID by both the network nodes and the



network controller. The detailed protocol extension will be
described in a separate docunent.

Usi ng Fl ow Control SID

In the topology shown in Figure 3, it is assumed that the edge
devices RL and R3 of the wi de area network support the processing of
PFC (Priority-based Flow Control) frames, while R2 does not. Rl and
R3 can generate the SID of End. X. PFC and advertise it by | GP and BGP-
LS protocol s.

R +
.......................... | Controller|........ ... . . ...
L +
/A A
/ | \
/ | \
/ | \
/ | \
/ | \
/ | \
/ | \
/ | \
/ End. X. | End. X. \
+omm e - + +----+PFC(R1)--+----+ PFC(R3) +----+ +omm e - +
| DC1 |---] Rl |--------- | R |-------- | R [----] DCZ |
Fom o - - + +----+ +----+ +----+ Fom o - - +

tunnel for PFC franes
Fi gure 3: End. X. PFC Worki ng Fl ow I n WAN Net wor k

Assune that a tenant needs to read data via RDVA protocol fromDC2 to
DCl. The operator can deploy an L3VPN over SRv6 Policy service in
the wide area network to carry this traffic.

When congestion occurs at interface between R3 and DC2, or when R3
recei ves a PFC back-pressure signal fromDC2 and its buffer exceeds
the set threshold, R3 needs to propagate a back-pressure signal
upstream There are two scenarios for how R3 can accurately send the
back- pressure signal to the corresponding interface on Rl:

Scenario 1: Controller-Pre-depl oyed Tunnel s for PFC Back-pressure
Frames The controller cal culates and distributes an SRv6 Policy for
the inter-DC service. The segnent list is {Rl.End. X. PFC, R2. End,

R3. End. X. PFC}, Then the controller identifies the upstream downstream
relationship between RL and R3 in the path. |t then pre-deploys an
SRv6 tunnel fromR3 to RL with a segment list of {R3.End, R2.End,

R1. End. X. PFC}. When R3 generates a PFC back-pressure frame, the frame
is encapsulated into this tunnel. Upon reaching the final hop Rl, Rl
processes the End. X. PFC action. Similarly, the controller pre-

depl oys a reverse tunnel fromRl to R3 for carrying PFC franes.

Scenario 2: Device-Auto-triggered Tunnel Creation for PFC Back-
pressure Franes Wien R3(PFC-capabl e node) receives the first data
packet of an SRv6 policy, it analyzes the segnent list in the SRH
header (e.g., {Rl.End. X. PFC, R2.End, R3.End. X}). Upon detecting an
End. X. PFC type SID in the upstream path, R3 dynamically creates a
reverse tunnel with a segnent list of {R3.End. X R2.End,

Rl. End. X. PFC} to carry PFC franes.



It should be noted that, in order to avoid packet | oss on devices
that do not support the PFC (Priority-based Fl ow Control)
functionality, network slicing technol ogy [ RFC9543]can be utilized.
Tenant -1 evel slices can be deployed on the interfaces traversed by
SRv6 to provide i ndependent queues and bandwi dth resources.|If slicing
technology is used, the information of the reverse tunnel should al so
i nclude the corresponding slicing information, such as the slice ID,
etc

4. Security Considerations
The security considerations of SRv6 in RFC8754 [ RFC8986] apply to
thi s docunent.
5. OAM Consi derati ons
TBD

The End. X. PFC SI D shoul d support response to some OAM packets, such
as ping,tracert.etc

6. | ANA Consi derations
Thi s docunent defines a new SRv6 Endpoi nt behavi or call ed END. X. PFC.
I ANA is requested to allocate four new code points fromthe "SRv6

Endpoi nt Behavi ors" sub-registry in the "Segnent-routing with | Pv6
data plane (SRv6) Paraneters" registry:

Fommma - Fommmaa - e S +
| Value | Hex | Endpoi nt Behavi or | Reference |
R, Fomm oo o e e e e e R +
| TBA | TBA | End. X. PFC | [This ID |
| TBA | TBA | End. X PFC with PSP | [This 1D |
| TBA | TBA | End. X PFC with USP | [This 1D |
| TBA | TBA | End. X PFCwith PSP & USP | [This 1D |
N Fomm e - o - Tt N +
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