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Abst r act

Thi s docunent describes the current web-based process for handling

t he subnission, verification, and posting of errata for the RFC
Series. The mmin concepts behind this process are (1) distributing
the responsibility for verification to the appropriate organi zation
or person for each RFC stream and (2) using a Wb portal to automate
the processing of erratumreports. This systemwas |aunched in
Novenber 2007

This draft documents the existing systemas a neans to facilitate
di scussion to revanp how errata are reported, reviewed, and
publici zed.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 3 Septenber 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent describes the procedures and nechani sns for handling
RFC erratumreports. The main concepts are (1) distributing
responsibility for report verification to the appropriate body or
person for each RFC stream and (2) using a Wb portal to autonate
the tasks for verifying and posting erratumreports.

Thi s process assunes the organization of RFC publication into five
docunent streans [RFC8729]: (1) the IETF Stream which includes both
wor ki ng group and individual subnm ssions (also known as "AD
Sponsored” or "non-working group" docunents) plus all RFCs that were
publ i shed before a formal source (e.g., working group or strean)

exi sted or was recorded (known as |egacy RFCs), (2) the | AB Stream
(3) the IRTF Stream (4) the I ndependent Submi ssion Stream and (5)
the Editorial Stream Personnel representing each stream called the
stream specific party (SSP), are responsible for verifying the
erratumreports for that streanis RFCs.
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At the organizational |evel, the SSPs are:
* | ESG for |egacy RFCs

* | ESG for | ETF Stream docunents

* | AB for | AB Stream docunents

* | RSG for | RTF Stream docunents

* | ndependent Submni ssions Editor for |ndependent Submi ssion Stream
docunent s

* RFC Series Approval Board for Editorial Stream documents

In addition, the RFC Production Center reviews editorial errata
reports fromall streanms and nmarks them as verified when possible, as
per [IESG Err-Proc-2021].

1.1. Background on RFC Errata

The RFC Production Center (RPC) began to collect and post RFC errata
in 2000. A very early snapshot

(https://web. archive. org/ web/ 20001029084225/ htt p: // www. r f c-
editor.org/errata. htim) can be seen at the Wayback Machine. The idea
was to discourage readers fromrepeatedly pointing out the same typos
in published RFCs. Initially, errata were not separated into
technical and editorial errata. This classification started in 2002
This evolved into an errata verification and posting process that was
a manual |y operated, enumil-based task. FErrata were listed on one
page and grouped by RFC nunber. See this snapshot from 2003
(https://web. archi ve. org/ web/ 20031202151009/ htt p: / / www. r f c-
editor.org/cgi-bin/errata.pl). FErrata fromthis period have been
made available in the current system and narked as Reported or
Verified, as appropriate. Generally, the nane of the verifier is not
given as this information was not associated with errata records
until the new systemwas put in place.

Because the number of errors reported turned out to be significantly
greater than anticipated, and the process of vetting and posting
required nore human resources, a web-based process

[ ERRATA_SYS PROPCSAL] was created and | aunched in Novenber 2007

Anot her reason for the current, web-based approach to handling
erratumreports is that about half the reports apply to the technica
contents of RFCs, and the posting of technical errata for Standards
Track docunents shoul d al ways involve the |ESG as a nmatter of
correct process. Technical errata nay require rmuch revi ew and
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di scussi on anong the author(s), Area Directors, and other interested
parties. (See [HOW TO REPORT] for guidelines regarding editorial vs.
technical classification.)

We note that allowing technical errata is a slippery slope: there may
be a tenptation to use errata to "fix" protocol design errors, rather
than to publish new RFCs that update the erroneous docunents. In
general, an erratumis intended to report an error in a document,
rather than an error in the design of the protocol or other entity
defined in the docunent, but this distinction may be too inprecise to
avoid hard choices. For the |ETF Stream these choices are made by
the I ESG and are discussed in their guidelines on errata processing
[1 ESG Err-Proc-2021] .

After consulting with the RPC in 2021, the I ESG requested that the
RPC performthe initial review of editorial errata reports (including
t he backl og of openeditorial reports) and resolve those that are
clearly editorial in nature [IESG Err-Proc-2021]. The other streans
adopted the sane processing for editorial reports.

1.1.1. The Creation of the ’'Hold For Docunment Update State

When errata reports started to be collected and posted, there were
only two states: Verified and Rejected.

The | ESG proposed the "Held for Document Update" (HFDU) state in
2008. See [IESG Err-Proc-2008]. HFDU initially applied to the
fol | owi ng:

* Things that are clearly wong but could not cause an
i mpl ement ati on or depl oynment probl em

* Trivial grammar corrections

* Typographical errors which would not cause any confusions to
i mpl ementati on or depl oynents

* Changes which are sinply stylistic issues or sinply make things
read better

* Changes that nodify the working of a protocol to sonething that
m ght be different fromthe intended consensus when t he docunent
was approved shoul d be either Hold for Docunent Update or
Rej ected. Deciding between these two depends on judgment. In
uncl ear situations, small changes can be Hold for Docunent Update.
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The application of HFDU changed when the | ESG updated their

gui delines in 2021 (see [IESG Err-Proc-2021]). The first three itens
above were noved fromHFDU to Verified. Currently, HFDU applies to
the foll ow ng:

* Changes that are stylistic issues or sinply nmake things read
better

* (Cearly wong technical itens that do not have a clear resolution
or requires further discussion

2. Current Errata Process Using the Wb Porta
To manage and automate the reporting, verifying, and posting of
errata, the rfc-editor.org website provides a web application
("portal"). This web portal allows for a nore uniformreporting
process, eases conmuni cation anong the parties responsible for
verification, and automates the posting of erratumreports as soon as
they are reported.
There are four possible states for an erratumreport:
1. Reported - The erratum has been reported but is unverified.
2. Verified - The erratum has been edited as necessary and verifi ed.

3. Rejected - The erratumwas redundant or incorrect and has been
di scar ded

4. Held for Docunent Update - The erratumis not a necessary update
to the RFC. However, it should be considered in future revisions
of the RFC

Currently, reports in all states are posted (see Section 2.3 for nore
details).

For nore information on the states and their definitions, and the
gui delines by which the ESG classifies erratumreports into the
above states, see [IESG Err-Proc-2021].

The Web interface supports the follow ng functions:

1. Retrieve -- display all posted errata for a specific RFC nunber
or display a particular erratumby its errata |ID nunber.

2. Report -- report a new erratum as described below. (See
[ HOW TO REPORT] for instructions on reporting a new erratum)
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3. Edit/Verify/Reject -- used by an SSP to edit the contents of an
erratum and change its status.

The foll owi ng sections describe the process in nore detail.
2.1. Reporting Errata

A menber of the Internet conmunity (the "reporter") navigates to the
RFC errata page [ ERRATA PAGE], enters the RFC nunmber of the docunent
containing the error, and clicks the Search button. Al earlier
erratumreports for that RFC are displayed. This includes reports of
any status (Verified, Reported, Held for Docunent Update, and
Rejected). The reporter is asked to check that the erratum does not
al ready appear on the errata page for any given RFC. This step is to
prevent multiple reports of the same error

The reporter then reports the erratumusing a Web formto create a
report record in the RFC errata database. The report is conposed of
i nformati on provided by the reporter and is suppl emented by data
drawn fromthe primary rfc-editor.org database. The erratumreport
record includes the follow ng fields:

The following information is requested fromthe reporter. Al fields
must be filled in:

* Reporter name

* Reporter email address (Note that the address is provided for
conmuni cati on purposes with the relevant SSPs and authors, but it
is not displayed in the online erratumreport.)

* Publication format: Text, PDF, HTM. (This field is present for
only RFC 8650 and hi gher.)

* Type: editorial, technica

*  Section #

* Oiginal text

* Corrected text

*  Notes

The reporter is asked to make a judgment on the erratumtype --
technical vs. editorial. |If the reporter has both editorial and

technical errors in the sanme RFC, the two classes of errata nust be
entered as separate reports. This initial classification is usefu
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to the SSP;, for exanple, it might allowtechnical errata to be
processed with higher priority than editorial errata, and it allows
the RPC to verify editorial erratumreports and to note frequent
editorial errors that could possibly lead to inprovenents in the
editorial process.

Wth the aid of published guidelines (see [ HONTO REPORT]), the
reporter should make the right technical/editorial classification.
However, if the reporter does misclassify the report, the SSP can fix
the classification when |logged in as a verifier.

The reporter should enter a new erratum using the Oiginal and
Corrected Text fields, as this allows for easier verification. The
reporter can use the free-text Notes field to provide the rationale
or to describe those errata that cannot easily be put into the
Oiginal/Corrected format.

When the reporter submits the report, they are shown a preview of it.
They can choose to edit the report, cancel, or submit. They nust
successfully navigate a reCAPTCHA in order to conplete the report
submi ssi on.

The information provided by the reporter is supplenmented by
information pulled fromthe database:

* FErrata | D nunber

* RFCtitle and associated draft string (if avail able)
* Publication Date

*  Aut hor (s)

* Category ("status") of RFC

* Source (working group nane, |ETF - NON WORKI NG GROUP, | AB, |RTF,
| NDEPENDENT, or Editorial)

* Area (for |IETF Stream
* Stream (I ETF, 1AB, | RTF, | NDEPENDENT, or Editorial)
* Verifying Party (SSP Identity)

* URL to the distinct erratumreport
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When a report is successfully submitted, a notification is sent via
emai|l (see Section 2.2), and the report is posted to the rfc-
editor.org website (see Section 2.3).

2.2. Initial Notification Message
Submitting the report triggers an email notification nmessage to
multiple parties; see the notification lists below |ncluding
multiple parties facilitates cooperation in verifying the error and
transparency in the process.

Notifications are determ ned by streamand type of erratumreport and
are sent by rfc-editor@fc-editor.org to the foll owi ng SSPs.

Note that while SSP emnil addresses are maintai ned by the database,
aut hor emmi| addresses, especially for older RFCs, are often out of
date. In these cases, the SSP has the option of seeking current
aut hor contact information or relying on other individuals with
know edge of the subject nmatter to help determine the validity of the
erratum report.

2.2.1. Technical Erratum Reports

Technical erratumreports are sent to SSPs, and the reporter and rfc-
editor@fc-editor.org are CCed.

Legacy RFCs:

* To: | ESG

* CC reporter, rfc-editor@fc-editor.org
| ETF Stream (wor ki ng group):

*  To: authors, ADs of the area from which the docunent cane,
docunent shepherd

* CC reporter, working group, rfc-editor@fc-editor.org
| ETF Stream (non-wor ki ng group):

* To: |IESG authors

* CC reporter, rfc-editor@fc-editor.org

| AB Stream

*  To: authors, |AB
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* CC reporter, rfc-editor@fc-editor.
| RTF Stream

* To: authors, |RSG

* CC reporter, rfc-editor@fc-editor.

I ndependent Subm ssion Stream

* To: authors, |SE

* CC reporter, rfc-editor@fc-editor.

Editorial Stream

* To: authors, RSAB

* CC reporter, rfc-editor@fc-editor.
2.2.2. Editorial Erratum Reports

Al editorial erratumreports are sent

and ot her SSPs are CCed:

Legacy RFCs:

* To: rfc-editor@fc-editor.org

* CC reporter

| ETF Stream (wor ki ng group):
* To: rfc-editor@fc-editor.org

* CC reporter, authors,

| ETF Stream (non-wor ki ng group):

* To: rfc-editor@fc-editor.org
* CC reporter, authors

| AB Stream

* To: rfc-editor@fc-editor.org
* CC. reporter, authors, |AB

Russo & Mahoney
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wor ki ng group
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| RTF Stream

* To: rfc-editor@fc-editor.org

* CC. reporter, authors, research group

I ndependent Submi ssion Stream

* To: rfc-editor@fc-editor.org

* CC. reporter, authors

Editorial Stream

* To: rfc-editor@fc-editor.org

* CC. reporter, authors, RSWG

The nessage includes the information listed in Section 2. 1.

2.3. Posting Erratum Reports

As soon as an erratumreport is submtted, it is available online as

descri bed below. The erratumreport is marked Reported until its

state is updated by verifiers as described in Section 2.4. Duplicate
and junk reports are available and narked as Reported only until they
are del eted fromthe database by the RPC.

In this docunment, posting an erratumreport neans that:

* The report can be discovered through the RFC errata search page:
https://www. rfc-editor.org/errata. php (https://wwv. rfc-editor.org/
errat a. php).

* Alink to the RFC s errata page appears on the foll ow ng:

- the results of the RFC search engine: https://ww.rfc-
editor.org/rfcsearch.htm (https://ww.rfc-editor.org/
rfcsearch. htm).

- the RFC s info page. For exanple, see https://ww.rfc-
editor.org/info/rfc2119 (https://ww.rfc-editor.org/infol/
rfc2119).

- On the HTM. format of the RFC. For exanple, https://ww.rfc-

editor.org/rfc/rfc2119. htmd (https://www.rfc-editor.org/rfc/
rfc2119. htm).
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- On the datatracker status page for the RFC. For exanple,
https://datatracker.ietf.org/doc/rfc2119/
(https://datatracker.ietf.org/doc/rfc2119/). The datatracker
| earns that at |east one erratumreport exists via
https://ww. rfc-editor.org/rfc-index.xm (https://ww.rfc-
editor.org/rfc-index.xm) and sets a badge on the RFC s
dat at racker status page.

Al erratumreports for a single RFC, except for obvious spam
reports, are posted in the follow ng order:

* Verified Technical
* Verified Editori al
* Held for Docurment Update Techni cal
* Held for Docurment Update Editorial
* Rejected Techni cal
* Rejected Editorial
* Reported Techni cal
* Reported Editorial

Al erratumreports are also available at https://ww.rfc-editor.org/
errata.json (https://ww.rfc-editor.org/errata.json).

2.4. Verifying Erratum Reports
The initial notification nessage starts the verification process.

The RPC determines the validity of editorial erratumreports and al so
handl es any junk or duplicate reports, whether they are | abeled as
editorial or technical.

Junk erratumreports contain bogus content in the Oiginal text,
Corrected text, and/or Notes fields. The RPC deletes such a report
fromthe database and sends an enmil nessage to all recipients of the
report notification, except for the reporter, notifying themthat the
report has been del et ed.

If an erratumreport duplicates an existing report, the RPC del etes

the report and sends a reply-all to the notification nessage to say
the report has been del et ed.
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The SSP and the authors are expected to determine the validity of any
technical erratumreport, by whatever procedure the SSP or the stream
owner determ nes.

The RPC does not track the verification process for technical erratum
reports. The SSP, not the author(s) or the RPC, has fina
responsibility for verifying or rejecting each technical erratum
report. This helps to avoid a great deal of conplexity and

conf usi on.

Each SSP has a login account on the errata portal to edit and verify
erratumreports. The SSP identity is added to the record and the
individual is able to edit, verify, hold, or reject each erratum

The Notes field allows reporters to submt information in any fashion
they like, so there is a possibility of nultiple errors being
reported in this field. The SSP is able to split the report into
multiple records to naintain one record per erratumreport, as
necessary.

Sone erratumreports require significant email discussion between the
reporter and the author(s) and/or SSPs (in particular, the | ESG
before the final decision on a report can be made. The final outcone
is captured in the erratumentry, and any controversy or expl anatory
material is recorded in the Notes field.

Once verified, the erratumis available for viewing in the RFC s HTM.
format "inline" (for exanple, see https://ww.rfc-editor.org/rfc/
inline-errata/rfc3261.htm (https://ww.rfc-editor.org/rfc/inline-
errata/rfc3261.htnl)) in addition to being on the RFC s errata page
and di scoverabl e through errata search functionality.

In addition, once a report is verified, it is |ocked against further
updates to ensure the stability of the report. However, sonetines
there are mistakes in the report that need correction. 1In this case,
the RFC Editor can update the report as requested by an SSP or can
grant an SSP temporary wite access to the report that needs to be
updat ed.

2.5. FErratum Report Announcenents
Li ke the notification of subm ssions, the announcenent of a verified

(or held or rejected) erratumreport varies by stream and type of
erratumreport.
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2.5.1. Technical Erratum Reports

The announcenent of technical erratumreports are sent fromrfc-
editor@fc-editor.org to the foll ow ng:

Legacy RFCs:

* To: reporter, authors

* CC. verifier, 1ESG rfc-editor@fc-editor.org

| ETF Stream (wor ki ng group):

* To: reporter, authors

* CC. verifier, 1ESG working group, IANA, rfc-editor@fc-editor.org
| ETF Stream (non-wor ki ng group):

* To: reporter, authors

* CC. verifier, 1ESG |ANA rfc-editor@fc-editor.org

| AB Stream

* To: reporter, authors

* CC. verifier, 1AB, IAB chair, rfc-editor@fc-editor.org
| RTF Stream

* To: reporter, authors

* CC. verifier, IRSG research group, IANA rfc-editor@fc-
editor.org

I ndependent Submi ssion Stream
* To: reporter, authors

* CC. verifier, I1SE, Docunment Shepherd, IANA, rfc-editor@fc-
editor.org

Editorial Stream
* To: reporter, authors

* CC. verifier, RSAB, RSW5 | ANA rfc-editor@fc-editor.org
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2.5.2. Editorial Erratum Reports

The announcenent of verified editorial erratumreports are sent from
rfc-editor@fc-editor.org to the foll ow ng:

Legacy RFCs:

* To: reporter, author

* CC. verifier, rfc-ed@fc-editor.org, |ESG |ANA

| ETF Stream (wor ki ng group):

* To: reporter, authors

* CC. verifier, rfc-ed@fc-editor.org, |IESG working group, |ANA
| ETF Stream (non-wor ki ng group):

* To: reporter, authors

* CC. verifier, rfc-ed@fc-editor.org, |ESG |ANA

| AB Stream

* To: reporter, authors

* CC. verifier, rfc-ed@fc-editor.org, |AB, |IAB chair

| RTF Stream

* To: reporter, authors

* CC. verifier, rfc-ed@fc-editor.org, |IRSG research group, |ANA
I ndependent Subni ssion Stream

* To: reporter, authors

* CC. verifier, rfc-ed@fc-editor.org, |SE, |ANA

Editorial Stream

* To: reporter, authors

* CC. verifier, RSAB, RSWG |ANA, rfc-ed@fc-editor.org
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3.

Rol e of the RPC
The role of the RPC in errata processing is to:
1. Qperate the Wb portal.
2. Miintain the errata database

3. Make changes in previously posted errata at the request of the
corresponding SSP, or give the SSP tenporary wite access to the
record

4. Act as verifier for editorial erratumreports.
5. Renove junk and duplicate reports.

6. Track SSP and community requests for various features that wll
make the job of reporting and verifying errata nore efficient.

Security Considerations

It is necessary to have access control in order to process erratum
reports. A logged-in SSP is able to edit, verify, or reject any
erratumreport on an RFC that is the product of their stream Once
the SSP has submitted an erratumis final state (Verified, Held, or

Rej ected) and the record entry has been conmitted to the erratum

dat abase, the SSP | oses wite access to it. This is to prevent

i nadvertent or nalicious changes to the database, even if the
passwords for sonme SSP | ogins may becone fairly widely known.

However, the RPC continues to have wite access to posted entries and
can nmake | ater changes if necessary.

The portal uses HTTPS as a reasonably secure |ogin nechanism Al so,
the rfc-editor.org website has a signed certificate froma CA so
that SSPs have confidence that they are logging into the rfc-
editor.org website.

I ANA Consi derati ons

Thi s docunment has no | ANA acti ons.
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