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Abst ract

The Mercurius Wndow System (MAB) is a networknative, serverside
rendering systemthat enabl es graphical sessions to be accessed
renotely with explicit semantics for w ndows, input, audio, and
session state. MAS allows a user to interact with a workstation
fromuntrusted or resourceconstrained client devices w thout
exposi ng application data, GPU workl oads, or conpositor state to
those devices. The protocol defines a zerotrust client nodel, a
structured session and wi ndow architecture, and distinct planes for
rendering, video, audio, and input over an SCTP multistream
transport profile. This docunment specifies the MAB architecture,
message formats, transport requirenments, and security nodel.

Executive Summary (NonNormati ve)

The Mercurius Wndow System (MAB) is a secure,

hi ghper f ormance wi ndow system for environnents where

applications run on one nachi ne but users work from anot her.

Whet her the host is a personal workstation, a shared server, a

| arge depl oynent, or a private cloud, MAS provides responsive
access fromany location wthout assuming that “local” networks
or client devices are trustworthy.

MAS is designed for nodern nmobility patterns: consultants,
renote workers, and digital nomads who nove between client sites,
hotels, airports, and home offices. These users often rely on



I'ightweight | aptops or tablets that may be | ost, stolen, or
conprom sed. MAB ensures that possession of a client device is
never sufficient to access the workstation. Authentication
requires explicit user presence, and no sensitive data,
credentials, or GPU workl oads reside on the client.

MAS preserves the network transparency that nade X11 val uabl e,
whilst replacing its inplicit trust and CPUbound rendering with
a nodern, zerotrust, GPUaccel erated architecture. The result
is a window systemthat feels |ocal even when the GPUis in
anot her room another building, or another country, supporting
wor kfl ows ranging fromoffice productivity to highrefreshrate
interactive applications on nodern networKks.
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I nt roducti on

The Mercurius Wndow System (MA5), nanmed for Mercurius, the Roman
messenger god of swift comrunication, is a secure w ndow system
for both I ocal and renote use. A user may work directly at the
consol e of a workstation as on a conventional Unixlike desktop,
with full access to its GPU, input devices, audio devices, and

| ocal display. The same session may al so be accessed from

i ghtweight, nmobile, or untrusted client devices el sewhere,

wi thout replicating the workstation’ s software environnment or
exposing its data or GPU resources. Conpute, storage, rendering,
and audi o processing remain on the workstation; clients act solely
as aut henticated di splay and input/audi o endpoints.

MAS is intended to et a workstation remain itself while being
reached from el sewhere. The workstation is treated as a |longlived
envi ronment that accurul ates tools, history, and identity; renote
devices are sinply places fromwhich the user inhabits that
environment. A user may begin work at a powerful nachine in the
office and later continue the sane session froma laptop, thin
client, or secondary desktop in another |ocation, wthout

mai ntaining multiple environnents or synchronising state. Renpte
access is an extension of the local workstation rather than a
separ at e node of operation.

MAS is not a |ocal display protocol, nor a pixel streamni ng

system It defines a structured, nessageoriented protocol for
presence, input, audio, and rendering state on a workstation
Rendering is serverresident and GPUaccel erated; audi o capture

and playback are explicitly negotiated streans; and the protoco
transmts structured comrands and nmedia units rather than raw
franebuffers. The transport is agnostic but optimised for SCTP s
mul ti stream messageoriented semantics [ RFC9260], with separate
streans for control, rendering conmands, input, video, and audio.

This architecture continues the |ineage of early Unix w ndow
systens such as X11, which supported networktransparent
interaction with applications running on central servers, while
appl yi ng nodern zerotrust security [N ST800207], authenticated
mul ti stream transport [ RFC9260][ RFC4895], and GPU i sol ati on.
Earlier systens such as NeWs expl ored serverside rendering but

| acked the transport and security mechani sns required for

cont enporary workl oads. Wayl and, by contrast, is intentionally
scoped to trusted |l ocal conpositing and does not address renote
GPUs, untrusted clients, or rel ocatable sessions. MA5S occupies a
di stinct design space: secure, zerotrust renote presence for
serverresi dent graphical environnents, w thout conprom sing
firstclass |ocal consol e use.

1.1. Scope and Applicability

Thi s docunent specifies the Mercurius W ndow System ( MAB)
protocol, the transportlevel protocol used by MAB to establish,
authenticate, and maintain a user’ s graphical presence on a

wor kst ati on. The MAS protocol defines nmessage framing, capability
negoti ati on, session attachment, and input/output semantics,



including structured handling of video and nultichannel audio,
over a secure transport profile based on TLS 1.3 [ RFC8446] and
SCTP [ RFC9260] .

MAS is intended for environnents where:

applications execute on a central workstation or server
users may work locally at the console or renotely from
ot her devi ces

clients may be untrusted, nobile, or epheneral

users may rel ocate sessions across devices

GPUaccel erat ed workl oads nust remai n serverresi dent
audi o capture and pl ayback nust remain serverresident or
explicitly brokered

network transparency is a firstclass requirenent

| oss or theft of a device must not conprom se workstation
security.

MAS does not replace | ocal display protocols such as Wayl and,
nor does it extend them It provides a conplenentary mechani sm
for secure local and renote presence in nultiuser and

di stributed environnents where |ocal display protocols do not

apply.
1.2. Design Rationale

Early Unix w ndow systens, including X11, were explicitly
desi gned for network transparency: applications executed on
powerful central servers while users interacted fromrenote
termnals. This nodel proved valuable in multiuser and

di stributed environments, but X11’ s permi ssive trust nodel,
unrestricted client capabilities, and CPUbound rendering are
i nconpatible with nodern zerotrust requirenments and
GPUaccel er at ed wor kl oads [ NI ST800207] .

Wayl and addresses these issues by assuming a single trusted
| ocal compositor, a local GPU, and a singleuser environment.
Thi s nodel provides excellent perfornmance on persona

wor kst ati ons but does not support renmpte GPUs, relocatable
sessions, multiuser deploynents, or untrusted clients. These
use cases |ie outside Wayland’ s design goals.

MAS intentionally revives and noderni ses the network

transparent workstation nodel. It retains the architectura
advant ages of centralised execution and renpte interaction while
adopting a zerotrust security nodel based on nutual TLS

[ RFC8446], authenticated SCTP [ RFC9260] [ RFC4895] streans, and
perclient GPU isolation. Rendering is serverresident and
GPUaccel erated; clients transmt structured renderi ng comuands
rat her than franebuffers, and audio is carried as explicit

ti mestanped streans rather than devicel ocal side effects. Al
conpositor policy, input routing, and wi ndow managenent occur on
the server, ensuring nultiuser correctness and preventing

privil ege escal ati on.

Crucially, possession of a client device is never sufficient

to access the workstation. Client certificates nust be protected
by the platform session resune requires fresh authentication,
and no sensitive data or credentials are stored on the client.
This ensures that a | ost or stolen | aptop cannot be used to
comprom se the workstation

The result is a wi ndow systemthat provides determnistic
semantics, strong isolation, and rel ocatabl e sessions, enabling
users to inhabit renote workstations with the performance and
responsi veness of a |ocal environnent, whilst preserving



firstclass | ocal console operation
1.3. Cdoud and Distributed Conputing Context

Many organi sati ons operate private cloud or workstationcl uster
envi ronments where users access centralised compute and GPU
resources fromthin clients or nobile devices. Public cloud

depl oynents exhibit simlar characteristics: applications execute
on renote servers while clients roam across untrusted networks.

MAS aligns with this nodel by centralising execution and
distributing only the user interface. This avoids the
inefficiencies of distributed conpute systens whilst preserving
the benefits of renpte access, session nmobility, and strong

i sol ati on between users. Because clients are untrusted, MAS
ensures that conmprom se or |loss of a client device does not grant
access to the workstation.

1. 4. Hi ghPerformance Rendering and Gam ng

MAS is primarily intended for workstation and privatecl oud

depl oynents in which term nals connect over well provisioned LANs
and VPNs, typically with DANE [ RFC6698] [ RFC7671] securing rutually
aut henticated transport over TLS 1.3 [RFC3446] carried over SCTP

[ RFC3436]. In these environments, nodern GPUs provide

har dwar eaccel erated AVl encoding with extrenely | ow | atency,
enabl i ng hi ghresol uti on and hi ghrefreshrate streaning for

everyday workstation workloads. Al workstation rendering in MAS
is performed using the Vul kan [ VK14] API

Nevert hel ess, the sane architecture coul d accombdate hi gh
performance renote rendering workl oads, including interactive 3D
applications and ganes. Support for such workloads is a stretch
goal rather than a prinmary target, but these use cases informthe
design of the transport, security, and rendering nodel to ensure
that MAS renmai ns viable for demandi ng graphi cal applications.

1.5. Ternminal Requirenents and Wrel ess Consi derations

MAS clients are treated as untrusted endpoints. Practica

depl oynents assunme a minimumlevel of capability. A typica

term nal is expected to provide a nodern CPU, a hardware

accel erated GPU capabl e of AVl decodi ng, and at |east gigabit

cl ass network connectivity. Hi gher resolutions or refresh rates
benefit from greater bandw dth, but MAS remmins usable at reduced
quality on | owercapacity links

Emergi ng wirel ess standards such as WFi 8 (I EEE 802.11bn) are
expected to deliver multigigabit throughput and submllisecond
airinterface latency, enabling MA5 terninals to operate over
wirel ess Iinks without conprom sing interactive perfornmance.

1.6. Session Mbility and Detachabl e Operation

Because sessions in MAS are serverresident and independent of
client connections, the systemnaturally supports detachable
operation. A user may disconnect fromone termnal and |ater
resune the same session from another device, with all w ndows,
GPU state, and conpositor context preserved

This nodel is conceptually simlar to termnal multiplexers such
as screen or tnmux, but applied to a full GPUaccel erated
graphi cal environnent. Session nobility is a core design goal of
MAE and informs its authentication, transport, and rendering
architecture.



Depl oyments are expected to configure a reconnection grace period

so that brief network outages or short unschedul ed breaks such as

to nove or charge a client device do not cause the user’ s session
to be lost.

Conventions Used in This Docunent

The key words MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMVENDED, NOT RECOMVENDED, MAY, and OPTI ONAL in
this docunment are to be interpreted as described in RFC 2119 and
RFC 8174 when, and only when, they appear in all capitals.

Term nol ogy relating to Vulkan follows the definitions and nam ng
conventions of the Vulkan 1.4 specification [VK14].

Term nol ogy relating to SCTP follows the Stream Control Transni ssion
Prot ocol specification [ RFC9260]. Terninology relating to TLS 1.3
follows the Transport Layer Security specification [ RFC8446].

Unl ess ot herw se st at ed:

“workstation” refers to the system on which applications execute,
and where all rendering, conpositing, and sessi on mahagenent occur.

“server” refers to the MA6 server daenon (masd) running on the
workstation. In this document, “workstation” and “server” refer
to the same systemat different |evels of abstraction

“client device” refers to the physical device used by a user to
access the workstation. Exanples include | aptops, tablets, phones,
thin clients, and enbedded devi ces.

“client” refers to the MAS client conponent (mwsc) running on the
client device. The client is the protocol endpoint that comrunicates
with the server.

“terminal” refers to the logical role a client assunmes once
connected: a seatproviding endpoint that delivers input and
recei ves rendered out put.

“session” refers to a persistent graphical environment maintained
on the workstation i ndependently of client connections.

“seat” refers to a set of input devices and output mappings
associated with a session and bound to a terninal

“surface” refers to a drawable regi on managed by the conpositor
and rendered by the workstation’ s GPU.

“command stream’ refers to the structured, Mercurius protoco
messages exchanged on SCTP stream O (control stream

“video surface” refers to a highnotion region encoded using a
har dwar eaccel er at ed codec such as AVI1.

The nanes Alice, Bob, Eve, and Mallory are used in their standard
roles fromsecurity literature. Alice and Bob denote honest users,
Eve denotes a passive eavesdropper, and Mallory denotes an active
attacker. These names are used solely for threatnodel examples and
do not correspond to real users or inplenentation artefacts.

Al multibyte integers are transnitted in network byte order
unl ess explicitly specified otherw se.



3. System Architecture

This section provides a highl evel overview of the Mercurius

W ndow System (MAB). It describes the conceptual nodel, mgjor
components, and architectural principles that informthe detail ed
design in Section 4 and the protocol specification in Section 5

MAS is designed around a workstationcentric nodel in which al
rendering, conpositing, audio processing, session managenent, and
wi ndowrmanagenment policy reside on a central server. Cient devices
act solely as authenticated display, audio, and input endpoints.
Thi s nodel preserves the semantics of a | ocal workstation while
enabl ing secure renote presence across nodern networks.

MAS assunes client devices with at |east gigabitclass
connectivity, including nodern WFi networks that routinely
exceed 1Gb/s. The protocol is optimsed for 10GhE LANs, where
unconpressed or lightly conmpressed surfaces, highnotion content,
and | ow atency audi o can be delivered with m nimal delay. Devices
with substantially | ower bandwi dth nmay operate at reduced quality
but are not a primary design target.

MAS al so provides a realtine audio transport suitable for

wor kst ati oncl ass medi a wor kl oads. The protocol supports

ful |l dupl ex, tinmestanped PCM audio with determnistic |atency,
enabling renote use of digital audi o workstations, conferencing
applications, and highfidelity nonitoring. Audio transport is
integrated into the same nultistream SCTP associ ation as
rendering, input, and video, but operates on dedicated streans to
ensure isolation fromcongestion and headofline bl ocking.

3.1. Architectural Principles
The design of MAS is guided by the follow ng principles:

Applications execute on a central workstation or server.
Local and renote interaction share identical session senmantics.
Client devices nay be untrusted, nobile, or epheneral.
Users may rel ocate sessions across devices without restarting
appl i cations.
GPUaccel erat ed workl oads remain serverresident.
Realtime audio is a firstclass subsystemwi th strict |atency
and ordering requirenents.
Network transparency is a firstclass requirenent.
Loss or theft of a client device nust not conprom se
wor kst ati on security.

These principles reflect the goal of treating the workstation as a
I onglived environnment with continuity of storage, configuration,
and identity.

Al ternative transports such as QU C were consi dered. However,
SCTP’ s native multistrean ng, nmessageoriented delivery, and
support for partial reliability align directly with the

requi renents of MAS. QUIC s nultiplexed bytestream nodel
together with the absence of partially reliable streans, would
require additional fram ng and scheduling logic to emul ate SCTP
semanti cs. For these reasons, SCTP is the primary transport for
MAB.

The protocol’ s guarantees depend on transport properties that
SCTP provi des natively, including i ndependent ordered streans,
preservation of nessage boundaries, optional partial reliability,
avoi dance of crossstream headofline bl ocking, and stable

associ ations. These properties are required to ensure
determ ni stic conpositor behaviour, responsive input under | oad,



support for highnotion video surfaces, |ow atency audio
transport, relocatable sessions, and nultiseat concurrency.

TCP does not provide these properties w thout substantia

addi tional protocol machinery. A TCPbased transport woul d
therefore be unable to neet the | atency, isolation, and
concurrency requirenents of MA5 as defined in this docunent, and
is out of scope for this specification

3.2. Maj or Conponents

MAS consists of the follow ng major conmponents, corresponding to
the object nodel defined in Appendix A

The conpositor, which nanages w ndows, surfaces, focus,
i nput routing, and presentation

The renderer, which executes GPUaccel erated draw ng and
performs surface conposition on the workstation

The audi o subsystem whi ch nanages audi o devi ce and audi o
stream obj ects, and provides fullduplex, tinestanped PCM
transport for playback and capture.

The session manager, which nmaintai ns Session objects
i ndependently of client connections and supports detachabl e
operati on.

The transport |ayer, which provides a secure, nultistream
messageori ented channel between workstation and client.

The i nput subsystem which manages Seat and | nput Devi ce
obj ects and forwards input events to the conpositor

The client device, which decodes surfaces, presents themto
the user, plays audio, and forwards input events to the
wor kst ati on.

These conponents interact to provide a deternministic, structured,
zerotrust w ndow system suitable for both |ocal console use and
renote presence

3.3. WirkstationCentric Mde

The workstation is the authoritative environment. It owns all GPU
resources, audi o devices, compositor state, and inputrouting
policy. Applications run exclusively on the workstation, and al
rendering and audi o processing are perforned on workstationresident
har dwar e.

Client devices own their physical input hardware. |nput events are
generated on the client and forwarded to the workstation, which
appl i es focus, routing, and seat senantics. The workstation never
interacts with the client’ s physical devices directly; it operates
only on the logical input events they produce.

GPU resources are exposed to MA5S excl usively through the Vul kan
APl . The workstation enunerates all avail able GPUs using
vkEnuner at ePhysi cal Devi ces() and creates one conpositor instance
per physical device. Al rendering, conposition, and presentation
operations are defined in terms of Vul kan objects and capabilities.

Audi o resources are exposed to MAS through audi o devi ces, each of

whi ch represents a physical or virtual playback or capture endpoint.
Audi o streans are created dynamically to transport PCM audi o between
the workstation and client devices.



A user may interact with the workstation in two ways:

Local consol e node, using the workstation’ s own keyboard,
poi nter, display, and audi o hardware.

Renot e presence node, using an authenticated client device
el sewhere on the network

Local and renpote interaction share the sane conpositor, w ndow
tree, audi o devices, and session state. Renote presence is an
ext ensi on of the local workstation, not a separate node of
operation. Sessions persist across transient disconnections, but
| ongt erm persi stence requires explicit detachnent.

3.4. Rendering and Surface Mdel
MAS supports two cl asses of graphical output:

structured rendering conmands, representing determnistic
drawi ng operations for |owrotion or vectororiented surfaces

vi deo surfaces, representing highnotion content encoded
usi ng har dwar eaccel erat ed codecs such as AVl

The conpositor selects the appropriate representati on based on
surface characteristics and avail abl e bandwi dth. This all ows MAS
to operate efficiently on both 1GhE and 10GbE networks, as well
as on nodern WFi I|inks.

Surface objects represent drawable regions within the conpositor

W ndow obj ects reference one or nore surfaces, and the conpositor
determ nes whether a surface is transmitted as structured comrands
or as a video stream The renderer produces Vul kan conmand streans
for structured surfaces, while video surfaces are encoded using
har dwar e accel erati on when avail abl e.

3.5. Session Model

Sessions are serverresident and persist independently of client
connections, but |ongterm persistence requires explicit
detachnent. MAS tolerates transient network interruptions; if a
client reconnects within the configured grace period, the session
continues without interruption. If a client disappears without
detaching, the session is preserved only for the duration of this
grace period. Once the period expires, the session is closed, and
applications termnate in the sane nanner as a workstation
session without an active seat. Because all application, w ndow,
and session state resides on the workstation, failure, |oss, or
destruction of a client device does not by itself risk |oss of

i nprogress work; the session remains intact on the server and

may be resuned from anot her device, subject only to the
reconnecti on grace peri od.

A user may explicitly detach a session to preserve it beyond the
reconnection grace period and may | ater resune it from any

aut hori sed device. A single transport association may provide
mul tiple seats for a session when pernitted by policy. The
preci se rul es governing how nmany transport associ ati ons nay
attach to a session, and under what conditions, are defined in
Section 4.7.

Sessions contain seats, each of which aggregates input devices,
audi o streans, and presentation state for a particular user
interaction context. Miltiple seats may be active concurrently,
enabling nultiuser or nultiterm nal operation



Thi s nodel enables nobility across devices while preserving the
semantics of a traditional workstation and avoi ding |onglived
or phaned sessi ons.

3.6. ZeroTrust Cient Nbdel

Al'l client devices are treated as untrusted endpoints, even on
| ocal LANs. Trust is established exclusively through
cryptographic identity and explicit authorisation rather than
network | ocation. A client device is not an identity and is not
aut horised to access a session by virtue of its presence on the
network; only the user is authorised.

Hi storically, X11 enabled a powerful and flexible nodel in which
users could inhabit renpte workstations as naturally as |oca

ones. Even on dedicated X terminals, users authenticated as
thensel ves and coul d not access another user’ s data. The flaw was
not the | ogin nodel but the assunption that any client on the
network was inherently trustworthy. Wayl and addressed this by
elimnating renpote clients entirely. Mercurius instead renoves

the assunption of trust: client devices nay be anywhere, but

trust is derived solely fromwhat the user can cryptographically
prove.

Device identity is established during the TLS 1.3 handshake
carried over SCTP. Deploynents SHOULD use DNSBased Authentication
of Named Entities (DANE) [ RFC6698][ RFC7671] to bind the server’ s
certificate to DNSSECprotected TLSA records, allowing clients to
verify that they are comunicating with the correct workstation
wi thout relying on public certificate authorities or assunptions
about | ocal network topology. Typically only the server requires
a TLSA record; client devices nay obtain certificates through

| ocal provisioning nechani sns. DANE prevents an attacker on the
same network frominpersonating a Mercurius server, wthout
dependi ng on public CA infrastructure.

User authentication is perfornmed at the application | ayer

usi ng the nechani smagnosti c nodel defined in Section 5.2.1

The server advertises supported nechanisns (for exanple, “PAM ,
“FIDR” ), and the client selects one. This allows deploynents
to integrate passwordbased, hardwaretoken, federated, or
certificatebased user authentication w thout nodifying the

pr ot ocol

A client device is assunmed to be nobile and at risk of |oss or
theft. To limt the inpact of device conprom se, a client stores
no confidential data, |ongterm session state, or reusable
credentials. Because all application and session state resides
excl usively on the workstation, |oss or conprom se of a client
devi ce does not expose user data or pernit nodification of

wor kst ationresident files. Authentication requires both
possession of the device’ s private key (validated via nmutual TLS
and, when depl oyed, DANE) and successful user authentication via
one of the advertised mechanisnms. Mallory stealing Bob” s |aptop
gives himno nore access to the workstation than if he had
purchased a brandnew | aptop; the device alone is insufficient to
access Or resune a session.

In contrast to traditional w ndow systens such as X11, client
devices in MAE are not part of the trusted conputing base; they
are nerely display, audio, and i nput conduits for a

wor kst ati onresi dent sessi on.

3. 7. Network Considerations



MAS is designed to operate over untrusted |IP networks, including
public networks and variablequality wireless links. The protoco
does not assune that ternminals are | ocated on the same LAN as the
wor kst ati on, nor that any network segnent provides meaningfu
security. Aterminal on a local LAN and a terminal on a renote
network are treated identically by the workstation

MAS i s designed for nodern networKks:

10GoE provides optinmal performance and headroom for nultiple
hi ghresol uti on seats on a single workstation

WFi 6/6E/7 provides nultigigabit throughput with variable
jitter and is fully supported for singleseat clients.

1GhE provides a usable baseline for typical desktop workl oads
and a small nunber of seats on a workstation.

Subgi gabit links are outside the primary design envel ope and
are not expected to provide an acceptabl e experience for
hi ghresol uti on, hi ghrefresh workl oads or | ow atency audi o.

The transport |ayer adapts to avail able bandw dth through dynanic
surface encodi ng, selective use of video surfaces, adaptive
refresh rates, and prioritised input, audio, and control streans.

The detailed architecture is specified in Section4, and the wire
protocol is defined in Sectionb.

3.8. Transport Requirenents

MAS requires a transport that provides structured,

nmessageori ented delivery with support for multiple independently
ordered channel s. The transport MJST preserve nessage boundari es,
MUST support concurrent streans with i ndependent ordering, and
SHOULD provi de nechani sns for partial reliability to avoid
retransm ssion of stal e highvol ume data such as video surfaces
and real -time audio frames.

The transport MJUST avoid crossstream headofline bl ocki ng.

I nput events, control nessages, rendering conmands, audi o streans,
and video surfaces are logically independent flows, and the
correctness of conpositor behavi our depends on their tinmely and
ordered delivery within their respective channels. A transport
that enforces global ordering across all data would introduce

| atency coupling between these flows and woul d not neet the
responsi veness requirements of MAS

The transport MJST support stable associations that survive
transi ent network changes, including client nobility across

net wor ks. Session attachment, reconnection semantics, and
mul ti seat operation rely on the ability to maintain a consistent
transportlevel association identity.

SCTP satisfies these requirenents through its native

mul ti stream ng nodel, nessageoriented delivery, optiona
partial reliability, and support for multihom ng. These
properties align directly with the architectural principles
defined in Section 3.1 and are required for determnistic
composi tor behavi our, responsive input under |oad, support for
hi ghnoti on video surfaces, |ow atency audi o transport,

rel ocatabl e sessions, and nultiseat concurrency.

TCP does not provide these properties w thout substantia
addi tional protocol machinery. TCP offers only a single inorder
byte stream | acks nmessage boundaries, enforces gl oba



headof | i ne bl ocki ng, and provides no support for partial
reliability or nultistream ng. A TCPbased transport woul d
therefore be unable to neet the |atency, isolation, and
concurrency requirenents of MA5 as defined in this docunment, and
is out of scope for this specification

4. Detailed Architecture

The Mercurius Wndow System (MAB) is structured around a centra
server (masd) that owns all GPU resources, audi o devices, input
routing, and conpositor state, and a set of untrusted client

devi ces that connect over a secure, messageoriented transport.
Once connected, a client device acts as a termnal providing a
seat. This section describes the architectural nodel of sessions,
seats, w ndows, rendering, and conpositor behaviour. The wire
protocol and message formats are defined in Section 5.

4.1. Sessions

A session represents the conpl ete graphical environnent
associated with a single authenticated user, including w ndows,
wor kspaces, GPU resources, audi o devices, and conpositor state.
Sessions are serverresident and MAY persist independently of
client connections when explicitly detached.

User identity is established during the secure transport
handshake. The authenticated identity (for exanple, the client
certificate subject or a federated identity token) is mapped to a
| ocal user account via the systeml s authentication framework
(such as PAM. All w ndows, seats, and conpositor state created
over that association belong to the resulting session

4.2. Seats

A seat represents a set of input devices, audio streanms, and an
out put binding for a session. A session MAY have multiple seats
si mul taneously. Each seat corresponds to a particular termnal,
whether that terminal is the |ocal console or a renpte client
device acting in the termnal role.

I nput events are tagged with a seat_id, and the conpositor routes
them according to seatspecific focus and pointer state. Qutput
mappi ngs (for exanple, which w ndows appear on which displays)
and audi o routing nmay al so be seatspecific.

4. 3. W ndows

W ndows are servermanaged objects representing topl eve
application surfaces. Each wi ndow bel ongs to exactly one session
and is associated with one or nore rendering surfaces (structured
swapchai ns or video surfaces) dependi ng on conpositor policy.

W ndow identifiers are scoped to a session. A termnal MJST NOT
reference or interact with wi ndows bel onging to any ot her
session. The server MJST enforce this isolation and MJST reject
or ignore any protocol nessage that attenpts to target a w ndow
out side the authenticated session

4. 4. Conpositor Mbddel
The conpositor mmintains the global w ndow tree, stacking order,
focus, workspaces, and output mappings for each session. It is
responsi ble for:

appl yi ng wi ndowranagenent policy



routing i nput events based on seat and focus

managi ng swapchai ns and presentation timng

sel ecting between structured rendering and vi deo fall back
revoki ng or reconfiguring wi ndows according to policy

The conpositor SHOULD expose a uservisible nechanismto
forcibly term nate an unresponsive wi ndow. This nechanismis

i npl ement ati on defined (for exanple, a “kill w ndow’ gesture
simlar to CGrlAltEsc in KDE).

The conpositor MAY revoke swapchai ns, reconfigure w ndows, or

m grate them between out puts according to | ocal policy, resource
constraints, or security requirenments. Wien a swapchain is
revoked, the server notifies the term nal and MAY substitute a
pl acehol der or video surface.

Each conpositor instance is bound to a single GPU or out put

pi peline. It owns the devicel evel rendering resources for that
GPU (devi ce context, queues, swapchains, and associated GPU
buffers), and no other conponent may submt rendering work
directly to that device

4.5. Rendering Model

Rendering in MAS is serverside. Applications submt rendering
commands to the server, which validates and executes themon the
GPU. Cient devices do not access GPU resources directly.

The conpositor selects the appropriate representation for each
surface:

structured rendering for |owrotion or interactive content
vi deo surfaces for highnotion or bandw dt hsensitive
cont ent

Because rendering is serverresident, a stalled or n sbehaving
term nal cannot bl ock the conpositor. The server MAY revoke a

wi ndow s rendering resources, substitute a placehol der surface,
or termnate the client if rendering deadlines are repeatedly

nm ssed.

The MAS specification assumes a nodern explicit GPU APl for
rendering and composition (for exanple, Vul kan [VK14]) and
requires that all rendering and presentation operations be
performed through the conpositor’ s devicel evel abstraction
Client devices are not required to inplement any graphics API

4. 6. Audi o Mdel

The audi o subsystem nmanages audi o devi ces and audi o streans and
provi des full dupl ex, tinestanped PCMtransport between the

wor kstation and client devices. Audio is treated as a firstcl ass
subsystemwith strict latency and ordering requirenents; audio
traffic is logically independent of rendering and control traffic
but shares the sane secure, nultistreamtransport.

An audi o device represents a physical or virtual playback or
capture endpoint on the workstation, such as speakers, headphones,
m crophones, instrunment inputs, multichannel m xers, |oopback

devi ces, and virtual sinks. Devices are enunerated and managed on
the server; client devices do not own or configure audi o hardware
directly.

Logi cal audio streans are created dynamically to carry PCM sanpl es
bet ween the workstation and the client. Each audio streamis
bound to a specific audio device and seat, and is direction



specific (playback or capture). Streans are timestanped at the
server, and the client mmintains playout buffers that honour these
timestanps while minimsing latency and jitter

Pl ayback streanms carry audio from applications on the workstation
to the client device for presentation. Capture streans carry audio
fromclientattached i nput devices to the workstation, where it

is injected into the appropriate session and applications
according to policy. The server MAY apply policy to limt or
redirect capture streans (for exanple, to prevent inadvertent
capture in shared environnents, or to restrict which nultichanne
devi ces are exposed to a given session).

In the base profile, audio nessages use a dedicated SCTP stream
(stream 4), separate fromcontrol, rendering, input, and the

Vi deo Pl ane, to avoid headofline blocking and to ensure
predictable | atency. |nplenmentations MAY all ocate additional SCTP
streans for audio as an optim sation, but MJST NOT nultipl ex audio
opcodes with control, input, or video opcodes on the sane SCTP
stream The wirelevel definition of the Audio Plane, including
opcodes and negoti ati on of playback and capture streans, is
specified in Section 5.6.

4.7. Stream Al l ocation

MAS uses SCTP nultistream ng to separate control traffic from
rendering traffic and to prevent headofline bl ocking between
i ndependent wi ndows. Stream allocation is defined as foll ows:

Stream O is reserved for control nessages and MJUST NOT carry
rendering dat a.

Each wi ndow i s associated with exactly one rendering stream
Al'l structured rendering conmands and vi deosurface updates
for that window are sent on its assigned stream

Mul tinonitor configurations do not affect stream allocation.
A wi ndow that spans nultiple outputs continues to use a single
rendering stream

The conpositor MAY allocate additional streans for specialised
rendering contexts (for exanple, offscreen surfaces or
auxi | iary swapchains), but these MJST be explicitly negotiated
during wi ndow creation and are scoped to the wi ndow t hat
requested them

Streans are not reused across wi ndows unl ess the conpositor has
explicitly revoked the prior w ndow and returned the streamto
the all ocator.

Thi s nodel ensures that rendering for one wi ndow cannot bl ock
or delay rendering for another, while avoi di ng unnecessary
proliferation of streams in nultinonitor environments

4.7.1. Session ldentity and Message Routing

Each SCTP associ ation corresponds to exactly one client session
The server MJST treat the SCTP association identifier (assoc_id)
as the authoritative session identity. No clientsupplied field
may sel ect, reference, or influence the session to which a
message i s delivered

A session is created only after successful conpletion of the
handshake defined in Section 5. Until the handshake conpl etes,
the server MJST ignore all nessages received on streans other
than 0.



For any nessage received on a nonzero stream the server MJST:
identify the session associated with the SCTP associ ation
verify that the session is active

di spatch the nessage to the subsystem corresponding to the
stream

reject or ignore the nmessage if it is malforned or references
resources outside the session

Messages referencing wi ndows, seats, or other resources not owned
by the session MJST be rejected with MAS ERROR(t ype=700,
fatal =0).

Messages referencing a session other than the one inplied by the
SCTP associ ati on MUST be i gnor ed.

If a nessage is received for an association that has no active
handshake or no active session, or whose session has been closed,
the server MJST silently discard the nessage.

4.8. Session Lifecycle

A session is a longlived serverside construct that persists

i ndependently of any particul ar network connection. A session
becones ACTI VE when a client conpl etes the handshake defined in
Section 5 and remains ACTIVE until it is explicitly term nated
or reclained by policy.

A new client device connection MIST create a new session in the
ACTI VE state unless the user explicitly requests to resune an
exi sting session. The server MJST NOT automatically reattach a
client device to a prior session solely on the basis of natching
user identity.

A client MAY explicitly detach froman ACTI VE session. Detach
transitions the session from ACTIVE to DETACHED. |n the DETACHED
state, the session continues to run without any attached
transport association; its w ndows, compositor state, audio
streans, and GPU resources remain serverresi dent. DETACHED
sessions MAY be resunmed by any authenticated client device

bel onging to the sanme user, subject to server policy.

Loss of the SCTP association (for example, network failure,
timeout, client crash) while a session is ACTIVE does not

imedi ately term nate the session. Instead, the server MJST
transition the session to a GRACE state and start a reconnection
grace tinmer. In the GRACE state, the session renmins active but
has no attached client. If a client reconnects and successfully
resunes the session before the grace timer expires, the server
MUST transition the session back to ACTIVE and the session
continues wthout |oss of state.

If the reconnection grace period expires wi thout a successfu
resume, the server MJUST treat the session as ABANDONED unl ess

the user has explicitly detached it. ABANDONED sessi ons MJST be
term nated and all associated resources reclaimed. |nplenentations
MJST provide a configurable reconnection grace interval and SHOULD
al | ow val ues sufficient to tolerate brief network outages on
typical WFi and WAN |inks. Servers SHOULD return a specific

error status when a resune request targets an expired session

Longterm persistence is an explicit, optin behaviour: a session



continues to exist beyond the reconnection grace period only if
the user has explicitly detached it or otherwi se marked it for

| ater resunption. |nplenentations MJST NOT retai n ABANDONED or
stal e sessions indefinitely. The server SHOULD recl ai mresources
associated with inactive sessions according to |ocal policy

(for example, idle timeout, |ogout event, or administrative
limts).

Only one transport association (client instance) MJST be

attached to a given session at a time in the base protocol. That
associ ation MAY provi de one or nore seats for the session,

subject to server policy. An inplenentation MAY provide a

mechani smthat allows additional associations to attach to the
sanme session (for exanple, for technical support), but such
behavi our is outside the scope of this specification and MJST NOT
alter the semantics defined for the singleassociation nodel

above.

4.9. Session and Seat Nbdel

Sessi ons MAY persi st independently of client connections. Wen a
client device disconnects, the associ ated session and its w ndows
MAY remain active in either the GRACE or DETACHED state. The
conposi tor MAY blank or lock the session’ s outputs according to
| ocal policy while no seat is attached.

When a user resunes a session (from GRACE or DETACHED), the
server:

1. Binds a new seat _id to the resuned session

2. Sends the current window |ist, geonetry, and focus state.

3. Associates the new seat’ s outputs and audio routing with
t he sessi on.

MAS supports both i ndependent sessions and mnultiseat attachment
within a single session. A user may maintain nultiple concurrent
sessions (for exanple, one on the |ocal console and anot her
accessed renotely), or may attach multiple seats to the sane
session via a single transport association, subject to the

singl eassociation rule in Section 4.7.

MAS al so supports explicit session detachnent. A user nmay detach
a running session, |leaving its w ndows, conpositor state, audio
streans, and GPU resources active on the server without any
attached seats. The user may then initiate a new session on the
same client device (for exanple, to performunrel ated work) and

| ater resune the detached session exactly where it was left. This
behavi our is directly anal ogous to detaching and reattaching a
G\U Screen or tnmux session, but applied to a full graphica
deskt op environnment spanni ng one or nore seats.

4.10. Local Transport Profile (NonNormative)

Al though MAS treats all client devices as untrusted endpoints and
appl i es the sane protocol semantics regardl ess of network

| ocation, inplenentations MAY apply transportlayer optim sations
when the client device and server reside on the sane physica
host. These optim sati ons MUST NOT alter protocol senantics,
message ordering, authentication requirenments, or session

i solation, and MJUST remain transparent to the terni nal

Permtted inpl enentationl evel optimnsations include:
| oopbackspecific SCTP accel eration

reduced cryptographi c overhead
sharednenory fast paths



GPUdi rect resource sharing where supported
These optinm sati ons MJST NOT:

grant additional privileges to local client devices
bypass certificate validation or user authentication

modi fy the behaviour of control, input, audio, or rendering
streans

i ntroduce protocol features unavailable to renote client
devi ces

MAS remai ns a transportagnostic, networktransparent w ndow
system Local optimsations exist solely to ensure that client
devi ces running on the sane host as the server achieve
performance conparable to traditional |ocalonly systens without
conprom sing the zerotrust security nodel

4.11. Security Model

Al client devices are treated as untrusted. Trust is established
excl usively through cryptographic identity and explicit

aut hori sation rather than network | ocation. The server enforces
strict isolation between users, sessions, seats, and w ndows. In
particul ar:

each session is bound to a single SCTP association, and the
association identifier serves as the authoritative session
identity

wi ndow identifiers are scoped to a session and cannot be
ref erenced by other sessions

i nput events are scoped to a seat and session, and cannot
target w ndows outside that session

clients cannot observe, enunerate, or reference resources
bel onging to ot her sessions

all clientoriginated nessages are validated before being
processed

Transport security is provided by rmutually authenticated TLS 1.3
carried over SCTP. Deploynents SHOULD use DNSBased Authentication
of Named Entities (DANE) to bind the server’ s certificate to
DNSSECpr ot ect ed TLSA records, allowing clients to verify that they
are conmmunicating with the correct workstation even in the presence
of conprom sed or misissued CA certificates. Device authentication
al one does not grant access to a user session

MAS does not nandate a specific encryption mechani sm beyond
requiring confidentiality, integrity, and nutual authentication of
endpoi nts. Depl oynents SHOULD use a transport that provides forward
secrecy, such as TLS 1.3, WreGuard, or |IPsec wth PFSenabl ed

ci pher suites. The choice of transportlayer security does not

af fect protocol semantics, and MA5 remai ns agnostic to whet her
encryption is provided directly by TLS or by an external secure

t unnel

User authentication is performed at the application |ayer using

the mechani smagnostic nodel defined in Section 5.2.1. The server
advertises supported nechanisns (for exanple, “PAM and “FID®R” ),
and the client selects one. This separation of device and user
identity ensures that conpronise of a device does not grant access
to a user’ s session without the corresponding user credential

The server validates all clientoriginated messages, including



5.

wi ndow creation, input events, and rendering conmmands. A client
may not reference wi ndows, sessions, or resources outside its
aut henticated session. Attenpts to do so are rejected with
MAS_ERROR(type=700, fatal =0). Malforned or semantically invalid
messages are ignored, and the session continues unless the error
is marked fatal

The client is not part of the trusted conputing base. It stores
no confidential data, |ongterm session state, or reusable
credentials. If a client disconnects unexpectedly, the session
persists only for the duration of the reconnection grace period
unl ess the user has explicitly detached. After this period, the
session is closed and applications term nate.

Loss of the transport association for any reason (network
failure, tineout, endpoint crash) is treated as a fatal transport
error. The session MAY persist according to the rules in Section
4.7 and MAY be resuned from another client device subject to

policy.

Pr ot ocol Specification

5.1. Message Fram ng

Al MA5 nessages consist of a fixed-size header followed by an
optional payl oad. Messages are carried within a single SCTP user
message and MUST NOT be fragnented across multiple SCTP user
nessages.

The header format is:

struct MaxsHeader {

uint32_t nmagi c; /1 MA5_MAG C_VALUE
uint1l6_t type; [l MAS_* opcode

uint1l6_t reserved, /1 MJUST be zero

uint32_t | ength; /'l payload length in bytes

}s

The payl oad i medi ately foll ows the header. |nplenentations MJST
val i date the magic value, type, and length before processing the
payl oad. Messages with invalid headers MJST be rejected with
MAS_ERRCR _PROTCCCL (type=701).

Al multi-byte integer fields in MAS nessages are encoded in
networ k byte order (big-endian). |Inplenentations MJST convert
val ues to and from host byte order when constructing or parsing
messages. Structures shown in this document illustrate field

| ayout only and do not inply host endi anness.

5.2. Control Messages (Stream 0)

Control messages nmanhage authentication, session establishnent,
wi ndow |ifecycle, and conpositor state. Al control nmessages MJST
be sent on SCTP streamO

The control channel is strictly ordered and defines the protoco
state nmachi ne for session creation, resunption, and teardown.
Rendering, input, audio, and video streans operate independently
and are not bl ocked by control -pl ane | atency.

5.2.1. Initial Handshake (001099)

The initial handshake establishes protocol version, user identity,
and session paranmeters. Mitually authenticated TLS 1.3 [ RFC3446]
over SCTP [ RFC3436], optionally validated using DANE (Section 9.1),



aut henticates the client device at the transport |ayer. The
appl i cation-layer handshake aut henticates the user and establishes
a session.

User authentication is nechani smagnostic. The server advertises
one or nore supported authenticati on mechanisns, and the client

sel ects one. This allows deploynments to integrate PAM WbAut hn,
FI D02, Kerberos, QAuth2, or future nechani sns w thout nodifying

t he protocol

The handshake proceeds as follows on SCTP stream O:

1. MA5_QUERY (type=001) — dient — Server
Initiates protocol negotiation and requests session
par ameters

2. MAS_AUTH CHALLENGE (type=002) — Server — Cdient
Advertises the avail abl e aut henticati on nechani sns. The
payl oad contains a list of mechanismidentifiers.

Payl oad format:
ui nt 8_t mechani sm count;

repeat ed mechani sm count tines
uint8 t nane_| en;
char nane[ nane_| en] ;

Mechani sm names are UTF8 strings and are not NULterm nat ed.
nane_| en specifies the length in bytes and MJST be greater
than zero. mechani sm count MAY be zero, in which case the
client MJUST abort the handshake.

3. MA5_AUTH RESPONSE (type=003) — Cdient — Server
Sel ects an aut hentication nmechani sm and provi des
mechani sm specific credenti al s.

Payl oad format:

uint8 t nech_nane_|en;

char mechani sni mech_nane_| en] ;
uintl6_ t credential |en;

uint8 t credential[credential _I|en];

mechani sm MUST exactly match one of the nanes advertised in
MAS_AUTH CHALLENGE. |f the nmechanismis unknown or the

payl oad length is inconsistent, the server MJST respond with
MAE_ERROR PROTOCOL (type=701, fatal =1).

4. MA5_SURFACE CAPS (type=004) — Server — dient
Returns surface and WSl capability information, including
supported WVul kan [ VK14] extensions, swapchain formats,
presentati on nmodes, and structured-surface features. The
payl oad format is defined in Section 5.3.

5. MAS_AUDI O CAPS (type=005) — Server — dient
Returns audi o capability information for playback and
capture. The payl oad describes the audio formats supported
by the workstation, including:

supported sanple rates (e.g., 44100, 48000, 96000)
supported sanple formats (e.g., S16, S24, F32)
supported channel counts (e.g., nono, stereo)

whet her audi o capture is avail abl e

m ni mum and maxi mum buffer sizes or |atency cl asses



The payl oad format is extensible. Unknown fields MJST be
ignored by the client. A server w thout audi o devices MJST
send MAS_AUDI O CAPS with an enpty capability set.

The client MJUST select a configuration conmpatible with the
advertised capabilities before initiating audio playback or
capture. Audi o stream paraneters MJST be reestablished
during session resune (Section 5.7.2).

6. MAS_SESSI ON | NFO (type=006) — Server — dient
Ret urns session paraneters, including:

session identifier

initial conpositor state
seat and input configuration
resune token (if applicable)

After successful conpletion of this sequence, the client is fully
aut henticated and may create wi ndows or resume an existing session
on the appropriate rendering, input, audio, and video streans.

5.2.1.1. Session ldentifier Semantics

The session identifier returned in MAS_SESSION | NFO i s assi gned
solely by the server. Cients MIUST treat this val ue as opaque and
MUST NOT attenpt to select, predict, or construct session
identifiers. Al client-originated nessages that include a
session_id field are advisory; the server MJST validate the
session_id against the session associated with the SCTP

associ ation on which the nessage was received.

A client MUST NOT assunme that a session identifier remains valid
across reconnects unless the server has explicitly offered the
session for resunption. Session identifiers fromtermn nated or
recl ai med sessi ons MJUST NOT be reused by the server.

Resune tokens included in MA5_SESSION I NFO are hints that allow
clients to correlate local state with resunmabl e sessi ons. Resune
tokens are not client-authoritative and MJUST be validated by the
server during MAS_SESSI ON RESUME REQUEST processi ng.

5.2.2. Session Managenment (100199)

Session resune allows a client to reattach to an exi sting session
previously detached by the user or preserved during the
reconnecti on grace peri od.

MAB_SESSI ON RESUME_COFFER (type=100) — Server — dient
I ndicates that a resunmmbl e session exists for the
aut henti cat ed user.

MAS_SESSI ON_RESUME_REQUEST (type=101) — Cdient — Server
Requests resunption of the indicated session

MAS_SESSI ON_RESUME_COVPLETE (type=102) — Server — Cient
Confirms that the session has been resunmed and provi des
updat ed conpositor state.

Server-side application launch allows a client to request that the
compositor start a program under the authenticated session

MAS_EXEC REQUEST (type=110) — dient — Server
Requests execution of a conmand under the current session.
The payl oad carries a UTF8 comand |ine and OPTI ONAL
execution paraneters.



MAS_EXEC RESULT (type=111) — Server — dient
Reports the outcone of an EXEC REQUEST. The payl oad carries
a status code indicating success or failure and MAY incl ude
an exit status, process identifier, or diagnostic message.

5.2.2.1. Resune Semantics

A session becones resumabl e when the user has explicitly detached
it or when the SCTP associ ation has been | ost and the session has
entered the reconnection grace period defined in Section 4.7. The
server MJST NOT offer resunption for sessions that have been
term nated or reclaimed by policy.

After successful user authentication, the server MJST send
MAS_SESSI ON_RESUME_CFFER (type=100) if and only if one or nore
resunmabl e sessions exist for the authenticated user. The offer
includes a list of resumabl e session identifiers and MAY incl ude
met adata such as creation tine, last activity time, or a summary
of conpositor state. If no resunmabl e sessions exist, the server
MJUST NOT send a resune offer

To resume a session, the client sends MAS_SESSI ON_RESUVE REQUEST
(type=101) specifying the session identifier. The server MJST
validate that the requested session

bel ongs to the authenticated user

is currently resunabl e

is not attached to another client device, unless local policy
permits forced detachnent

If validation succeeds, the server MJST attach the client to the
session, cancel any active reconnection grace tiner, and send
MAS_SESSI ON_RESUME_COVPLETE (type=102) containing the updated
compositor state.

MAS_SESSI ON_RESUME_COVPLETE MUST include a conmpl ete reconstruction
of session state sufficient for the client to synchronise its

| ocal representation, including the window list, geonetry,
stacking order, focus state, and seat/output nappings.

If validation fails, the server MJST reject the request with
MAS_ERROR SESSI ON (type=702, fatal =0) and MJST NOT reveal the
exi stence or attributes of sessions belonging to other users.

Resune tokens provided in MAS_SESSI ON | NFO are advi sory hints that
allowclients to identify resunabl e sessions across reconnects.
Resurme tokens are not client-authoritative; the server MJST
validate all resume requests against its internal session table.

Only one client device MAY be attached to a session at a tine. |f
a second device attenpts to resune an active session, the server
MJST either reject the request or forcibly detach the existing
client, according to local policy.

5.2.3. Wndow Lifecycle (200299)

W ndow creation, destruction, mapping, and configuration are
managed t hrough the foll owi ng nmessages:

MAS_CREATE_W NDOW (type=200) — dient — Server
Requests creation of a new toplevel w ndow. The w ndow
is created within the session associated with the SCTP
associ ation on which the request was received.

MAS_W NDOW CREATED (type=201) — Server — dient



Confirms wi ndow creation and returns wi ndow id and initial
geonetry.

MAS_DESTROY_W NDOW (type=202) — dient — Server
Requests destruction of a wi ndow owned by the session.

MA5_W NDOW DESTROYED  (type=203) — Server — dient
Confirms destruction of a w ndow.

MAS_VAP_ W NDOW (type=204) — dient — Server
Requests that a w ndow becone vi sible.

MAS_UNMAP_W NDOW (type=205) — dient — Server
Requests that a wi ndow becone hi dden.

MAS_CONFI GURE_ W NDOW  (type=206) — Server — dient
Notifies the client of geonetry or state changes.

MAS_FOCUS_ W NDOW (type=207) — Server — (dient
Notifies the client that a wi ndow has gai ned or |ost focus.

MAS_SWAPCHAI N REVOKED (type=208) — Server — dient
I ndicates that a window s swapchain has been revoked due
to policy, tineout, or resource constraints.

5.2.3.1. Wndow ldentifier Scope

W ndow identifiers are scoped to the session that created them A
client MJUST NOT reference, manipulate, or query w ndows bel ongi ng
to any other session. The server MJST validate that all

wi ndow-r el at ed nessages refer to wi ndows owned by the session
associated with the SCTP associ ati on on which the nessage was
recei ved.

If aclient attenpts to reference a wi ndow outside its session,
the server MJST reject the nessage with MAS _ERROR SESSI ON
(type=702, fatal=0). The server MJST NOT reveal the existence,
geonetry, focus state, or any other attributes of w ndows

bel ongi ng to ot her sessions.

W ndow identifiers are never reused across sessions, and the
server MJST ensure that identifiers fromone session cannot
collide with or be interpreted as identifiers from anot her.

I npl enent ati ons MAY use per-session identifier nanmespaces,
random sed identifiers, or any other nechani smthat guarantees
i sol ation.

These rul es ensure that wi ndows are private to the session that
owns them and that clients cannot observe or interfere with the
graphi cal state of other users.

5.3. Rendering Conmands (300399) — Stream 1

Renderi ng comands are delivered on SCTP Streaml. Conmands are
val i dat ed and executed by the server.

MA5 VK SUBMT  (type=300) — dient — Server
Submts a VkCommandBuffer for execution.

MAS_VK_SYNC (type=301) — dient — Server
Requests synchroni sation of GPU state.

MAS VK DESTROY (type=302) — dient — Server
Requests destruction of Vul kan resources associated with a
wi ndow or pi peline.



5.4. Input Events (400499) — Stream 2

I nput events are delivered on SCTP StreanR2. Al input events MJST be
tagged with a seat_id and wi ndow i d.

MAS_ | NPUT_EVENT (type=400) — Cdient — Server
Delivers an Xl 2conpati bl e i nput event.

MAS_| NPUT_ACK (type=401) — Server — dient
Acknow edges recei pt of an input event.

5.4.1. Pointer Mtion Events

Pointer notion is reported using both absolute and relative
coordinates. Al notion events, including nouse nove and
mouse_drag, MUST include the follow ng fields:

X, y: absolute pointer position in surfacel ocal pixel units
(uint32)

delta x, delta_y: relative notion since the previous pointer
event, in signed pixel units (intl6)

Term nal s MUST send both absolute and relative val ues. The
compositor uses absolute coordinates for hittesting and focus
routing, and MAY use relative deltas for highprecision notion,
gesture recognition, or subpixel accunulation. A delta of zero
i ndi cates no relative notion.

nouse_nove
Gener ated when the pointer noves with no buttons hel d.

nmouse_dr ag
Gener ated when the pointer noves while one or nore buttons are
hel d. Encoded identically to nmouse_nove, with the addition of a
bi t mask of currentlyheld buttons.

5.4.2 I nput Scoping and Session |solation

I nput events are scoped to the session and seat from which they
originate. A client MJUST NOT send input events targeting wi ndows
bel onging to any other session. The server MJST validate that the
seat _id and window id in every MA5 | NPUT_EVENT refer to resources
owned by the session associated with the SCTP associ ati on on

whi ch the nessage was received.

If a client attenpts to deliver input to a window outside its
session, the server MJST reject the nmessage with

MAS_ERROR SESSI ON (type=702, fatal =0). The server MJST NOT revea
the existence, geonetry, focus state, or any other attributes of
wi ndows bel ongi ng to other sessions.

Each session owns exactly one |ogical seat unless additiona
seats have been explicitly negotiated. seat_id values are
therefore scoped to the session and MJUST NOT collide with or
ref erence seats belonging to other sessions.

These rul es ensure that input events cannot be redirected,
spoof ed, or injected across session boundaries, and that clients
cannot observe or influence the input state of other users.

5.5. Video Fall back (500599) — Stream 3
Video fallback is used when serverside rendering produces a

pi xel streamrather than a Vul kan comrand stream StreanB uses
PRSCTP to allow frame drops under congestion



MAS_AV1_ FRAME (type=500) — Server — dient
Del i vers an AVlencoded vi deo frane.

MAS_PLACEHOLDER_FRAME (type=501) — Server — dient
Del i vers a pl acehol der frane when rendering i s unavail abl e.

5.6 Audio Plane (600699) — Stream 4

The Audi o Pl ane provides full-duplex, tinestanped PCM audi o
transport between client and server. Unlike video, audio is

| atency-critical and MJST be delivered on a dedicated SCTP stream
(Stream 4) to avoid interference fromrendering, input, or video
traffic. Audio streans are independent: each has its own
paraneters, tinebase, and flowcontrol state.

Two cl asses of audi o streans exist:

Pl ayback streams (server — client):
Audio the client is expected to play.

Capture streanms (client — server):
Audi o the server is expected to record or process.

Each | ogical audio streamis identified by a 32-bit streamid
assigned by the endpoint that initiates that stream A session
MAY contain zero or nore playback streans and zero or nore
capture streans. Streans are negotiated explicitly and MJST NOT
begin transmitting PCM data until accepted by the peer

Audi o nessages MJUST NOT be sent on Stream O or on any stream
reserved for control, rendering conmands, input events, or the

Vi deo Plane. For a given audio streamid, all audio data for that
stream SHOULD be carried on Stream 4 and MJST be processed in
order. Inplenentations MAY all ocate additional SCTP streans for
audi o as an optim sation (for example, one SCTP stream per

| ogi cal audio stream provided that audi o opcodes (600699) are
not nultiplexed with control, input, or video opcodes on the sane
SCTP stream

The foll owi ng opcodes are defined for playback streans
(server — client, 600619):

MAS_AUDI O PLAYBACK_COPEN  (type=600)
Server — Client. Qpen a playback stream
Payl oad: MaxsAudi oOpenPl ayback
Advertises sanple rate, channel |ayout, format, and a
server-assigned streamidentifier. The client replies with
MAS_AUDI O PLAYBACK_ACCEPT or MAS_AUDI O PLAYBACK REJECT

MAS_AUDI O_PLAYBACK_ACCEPT (type=601)
Client — Server. Accept a playback stream
Payl oad: MasAudi oPl aybackAccept .
Confirms that the client will play audio for the given
stream.id. MAY include |ocal constraints (for exanple,
| atency hints or vol une policy).

MAS_AUDI O PLAYBACK _REJECT (type=602)
Client — Server. Reject a playback stream
Payl oad: MasAudi oPl aybackRej ect .
Indicates that the client cannot or will not play this
stream The server MJUST NOT send MAS AUDI O PLAYBACK DATA for
a rejected stream.d.

MAS_AUDI O PLAYBACK _DATA  (type=603)
Server — Client. PCM audio frames for playback



Payl oad: MasAudi oPl aybackData foll omed by PCM franes.
Frames are tagged with a tinestanp in the streami s tinebase.
For a given stream.id, data MJST be delivered in order.

MAS_AUDI O PLAYBACK CLCSE (type=604)
Server — Client. C ose a playback stream
Payl oad: MasAudi oPl aybackd ose.
Indicates that no further audio will be sent on this
pl ayback stream The client MAY recl ai massoci ated
resources.

The foll owi ng opcodes are defined for capture streans
(client — server, 620639):

MAS_AUDI O_CAPTURE_OPEN (type=620)
Client — Server. Qpen a capture stream
Payl oad: MasAudi oOpenCapt ur e.
Requests capture with a given sanple rate, channel |ayout,
and format. The server responds with
MAS_AUDI O_CAPTURE_ACCEPT or MAS_AUDI O_CAPTURE_REJECT.

MAS_AUDI O CAPTURE_ACCEPT (type=621)
Server — Client. Accept a capture stream
Payl oad: MasAudi oCapt ur eAccept.
Confirms that the server will accept audio for the given
stream.id and MAY adjust paraneters.

MAS_AUDI O CAPTURE_REJECT (type=622)
Server — Client. Reject a capture stream
Payl oad: MasAudi oCapt ur eRej ect.
I ndicates that the server cannot accept this stream The
client MJUST NOT send MAS AUDI O CAPTURE DATA for a rejected
stream. d.

MAS_AUDI O CAPTURE_DATA (type=623)
Client — Server. PCM audio frames for capture.
Payl oad: MasAudi oCaptureData fol |l owed by PCM franes.
Frames are tagged with a tinestanp in the streami s tinebase.

MAS_AUDI O CAPTURE_CLOSE  (type=624)
Client — Server. C ose a capture stream
Payl oad: MasAudi oCapt ured ose.
Indicates that no further audio will be sent on this capture
stream The server MAY recl ai massoci ated resources.

Audi o sanple formats are identified using conventional shorthand
widely used in digital audio APIs:

S16 — signed 16bit |inear PCM
S24 — signed 24bit |inear PCM (packed or padded)
F32 — 32bit | EEE 754 fl oatingpoint PCM

These identifiers are unanbi guous and correspond to the formats
commonl y supported by ALSA, Pul seAudi o, PipeWre, CoreAudi o,
WASAPI , JACK, and ot her audi o subsystens. |nplenentations that do
not support a given format MJUST omit it from MAS_AUDI O CAPS.

5.7. Protocol State Machine
5.7.1. Initial Connection

client server streans

(TLS/ SCTP handshake) [ TLS]
MAS_ QUERY ------------- o mm e > Stream O



MAS_SURFACE_CAPS <- - - - -
MAS_AUDI O_CAPS ~ <-----
MAS_SESSI ON_| NFO <- - - - -

MAS_MAP_\W NDOW
MAS_VK_SUBM T

> Stream O
> Stream 1

Stream 3
> Stream 2

MAB_| NPUT_ACK <--------

MAS_| NPUT_EVENT

[optional MAS_CONFI GURE_W NDOW
[optional MAS_FOCUS W NDOW
[optional MAS_SWAPCHAI N REVOKED]
[optional MAS_ W NDOW DESTROYED]
5.7.2. Session Resune
client server
(TLS/ SCTP handshake)
MAB_ QUERY ------------------- >
O T MAS_SESSI ON_RESUME_COFFER
MAS_SESSI ON_RESUME_REQUEST - - >
L R MAS_SESSI ON_RESUME_COMPLETE

[audi o stream paraneters MJST be reestablished]

5.8. WAl Extension (Surface Creation)

MAB defines a Vul kan W8I
associated with MAB wi ndows. Al
by the server.

W

extension for creating surfaces
requests are validated

typedef struct VKMASSurfaceCreat el nfoMAS {

VkStructureType sType;

const voi d* pNext ;

VkDevi ce devi ce;
uint32_t session_id;

ui nt 32_t sctp_stream.d;
uint32_t wi ndow i d;
VKExt ent 2D initial _extent;

} VKMASSur f aceCr eat el nf oMAS;

VkResult masCr eat eMABSur f ace MAS(
VKl nst ance
const VKMASSur f aceCr eat el nf oMAB*
const VKAl | ocati onCal | backs*
VkSur f aceKHR*

Surface creation proceeds as follows:

1. The client calls vkCreatelnstance(),

2. The client calls mwsCreat eMASSur f ace
wi ndow par anet ers.

3. The server validates the request and
bound to the specified w ndow._id.

4.

5.8.1. Surface Binding and Session Validation

i nst ance,
pCr eat el nf o,
pAl | ocat or,
pSurface

recei vi ng MA5_SURFACE_CAPS.
MAS() with session and

creates a VkSurfaceKHR

The client calls vkCreateSwapchai nKHR() on the returned surface.

The fields session_id,

VKMABSur f aceCreat el nfoMA5S are not client-authoritative.
treated as requests that the server

sctp_streamid, and window.id in
They are
MJUST val i dat e agai nst the



sessi on associated with the SCTP associ ati on on whi ch the W5l
request was received.

The server MJUST enforce the follow ng rules:

session_id MJUST match the authenticated session associ at ed
with the SCTP association. A client MUST NOT request creation
of a surface for any other session.

wi ndow_id MJUST refer to a wi ndow owned by the sane session.
The server MJST reject any request that attenpts to bind a
surface to a wi ndow bel ongi ng to anot her session

sctp_streamid MJST match the rendering streamall ocated to
the specified window. The server MJST reject requests that
specify an incorrect or unauthorised stream

If any of these validations fail, the server MJST reject the

request with MA5_ ERROR SESSI ON (type=702, fatal =0). The server MJST NOT
reveal the existence, geonetry, or state of w ndows belonging to

ot her sessions.

These rul es ensure that surface creation cannot be used to infer
or access the graphical resources of other users, and that Vul kan
surfaces remain correctly bound to the wi ndow and rendering
stream al | ocated by the conpositor

5.8.2. Required Enuns
#def i ne VK_STRUCTURE_TYPE_MA5_SURFACE_CREATE_I NFO_MAS 1000053000
5.9. Error Handling (700799)

Errors are reported using the MA5_ ERROR nessage. Errors are
asynchronous and MAY be sent by either endpoint on any stream
Control -plane errors SHOULD be sent on Stream 0. Errors relating
to rendering, input, or video fallback MAY be sent on the stream
on which the of fendi ng nessage was received.

Recei pt of an error does not termi nate the SCTP association
unl ess the error is nmarked fatal

MA5_ERRCR (type=700)
Reports a protocol, semantic, transport, policy, or
resource-related error

Fi el ds:
uint32_t error_code;
uint32_t of fendi ng_type; /'l MAS_* opcode that caused error

uint32_t wi ndow.id; /1 0 if not applicable
uint32 t fatal; /1 0 = recoverable, 1 = fata
char description[]; /1 UTF-8 diagnostic string

Error cl asses:

Protocol errors:
unknown or unsupported opcode
mal f or med header or payl oad
invalid magi c val ue
message sent on the wong SCTP stream
invalid length field
fram ng viol ations

Protocol errors SHOULD use MA5 ERROR PROTOCCOL (type=701) as
error_code. Protocol errors are fatal unless explicitly stated
otherw se or the endpoint can reliably discard the offending



message w t hout desynchroni sing protocol state.

Semantic errors:
referenci ng a wi ndow outside the authenticated session
referencing a destroyed or revoked resource
message not valid in the current protocol state
invalid seat _id or session_id

Senantic errors SHOULD use MAS ERROR SESSI ON (type=702) as
error_code. Semantic errors are recoverabl e unl ess otherw se
st at ed.

Policy errors:
conpositor policy violation
swapchai n revoked due to tineout or resource pressure
access control or authorisation failure

Policy errors SHOULD use MA5 ERROR POLI CY (type=704) as
error_code. Policy errors are recoverable unless the conpositor
explicitly marks them fatal

Resource errors
server unable to allocate nmenory for a new handshake,
session, or w ndow
exhaustion of file descriptors or other kernel resources
failure to create required GPU, Vul kan, or kernel objects
due to resource limts

Resource errors SHOULD use MA5 ERROR RESOURCE (type=705) as
error_code. Resource errors are recoverabl e unless the endpoint
explicitly marks themfatal. Transient overload conditions

(for exanple, “server too busy to handl e your request right
now’” ) SHOULD be reported as MA5_ERROR RESOURCE with fatal =0 so
that the client can retry at a later tine.

Ti meout errors:
expected reply not received wthin inplenentation-defined
limts
client or server unresponsive

Ti meout errors MAY be nmapped to MA5_ERROR_SESSI ON (type=702) or
MAS_ERROR TRANSPORT (type=703) dependi ng on i npl enentation
policy.

Transport errors:
SCTP associ ation | oss
excessi ve retransni ssi ons
PR- SCTP frame di scard (non-fatal)

Transport errors SHOULD use MA5 ERROR TRANSPORT (type=703) as
error_code. Association loss is always fatal

Endpoi nt failures:
server crash or restart
client crash or term nation

Endpoint failures are fatal conditions and do not generate
MA5_ERROR messages

Recoverable errors (fatal =0) indicate that the offendi ng nessage
has been ignored and the session MAY continue. Fatal errors
(fatal =1) indicate that the SCTP associ ati on MJST be cl osed
imediately after transmtting the error, unless the error
prevents the nmessage from bei ng parsed

Loss of the SCTP association for any reason (network failure,



ti meout, endpoint crash) is treated as a fatal error. The session
MAY persist according to the rules in Section 4.7.

Al'l error_code and wi ndow_id fields follow the network-byte-order
rules defined in Section 5.1

5.9.1. Session and Resource Validation Errors

The server MJUST validate that all wi ndow.id, seat id, and
session_id fields in client-originated nessages refer to
resources owned by the authenticated session associated with the
SCTP associ ati on on which the nmessage was received.

The foll owing conditions constitute session and resource
validation errors (a subclass of semantic errors) and MJST be
reported using MA5_ ERROR SESSI ON (type=702, fatal =0):

ref erenci ng a wi ndow bel ongi ng to anot her session
referencing a seat bel onging to another session

attenpting to bind a Vul kan surface to a wi ndow outsi de

t he aut henticated session

specifying an sctp_streamid that does not natch the
rendering streamallocated to the w ndow
attenpting to resume or mani pul ate a session not associ ated
with the current SCTP associ ation

providing a session_id that does not match the authenticated
session

When reporting such errors, the server MJUST NOT reveal the

exi stence, geonetry, focus state, or any other attributes of
resources belonging to other sessions. The window id field in the
error nessage MUST be set to zero if revealing the true
identifier would disclose cross-session state.

These rul es ensure that clients cannot infer the presence of
ot her users, w ndows, or seats, and that all resource identifiers
remain strictly scoped to the authenticated session

6. Reference |nplenmentation

The Mercurius reference inplenmentation provides a conplete,

i nteroperable inplenmentati on of the protocol, conpositor, transport
stack, and session nodel described in this docunent. It is designed
to be small, conprehensible, and faithful to the specification while
remai ni ng capabl e of running real applications, including ful
deskt op environments.

The inpl enentation targets contenporary UN Xl i ke systems, with
Debi an and FreeBSD as the primary devel opnent platforns. All
conmponents rely only on portable interfaces avail abl e across BSD
and PCSI X systens. The code builds and runs on Linux, but Linux
is not assumed or required.

Mercurius follows the sane nental npdel as SSH. A user on a renpte
dev