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Abst ract

Thi s document defines a TLS extension that allows clients to indicate
one or nmore workload identifier scopes in the ClientHello nmessage.
Each scope consists of a URI schenme and trust domai n conponent,
representing the administrative donmain and identifier nanespace in
which the client operates. These identifier scopes serve as hints to
enabl e the server to determ ne whether client authentication is

requi red and which policies or trust anchors should apply. This
mechani sm i nproves efficiency in nutual TLS depl oynments while

m nim sing the exposure of sensitive identifier information. To
protect confidentiality, this extension can be used in conjunction
with Encrypted Cient Hello (ECH

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://yarosl avros. github.io/tls-w nse-cert-hint/draft-rosonakho-
tls-winse-cert-hint.htm. Status information for this document may
be found at https://datatracker.ietf.org/doc/draft-rosomakho-tls-

Wi nmse-cert-hint/.

Di scussion of this docunent takes place on the Transport Layer
Security mailing list (mailto:tls@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/tls/. Subscribe at
https://ww.ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github. com yarosl avros/tls-w nse-cert-hint.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1.

I nt roducti on

Mutual TLS (mfLS) is commonly used to authenticate both endpoints of
a [TLS] connection, especially in service-to-service comunication
within distributed systens. In nany depl oynents, client
authentication is conditional: only certain clients are required to
present a certificate, and the decision is based on the nature of the
client.

This docunent defines a TLS extension that allows clients to indicate
one or nore workload identifier scopes in the ClientHello nessage
(Section 4.1.2 of [TLS]). Each identifier scope is a subset of
Wor kl oad I dentifier [Reference TBD] and consists of a URI schene and
trust domain (e.g., spiffe://exanple.org or
https://botfarm exanpl e.con) and indicates a nanespace under which
the client nay present an authenticated identifier. Wrkload
identifier scopes act as hints that informthe server of the client
intended identifier before the TLS handshake is conpleted. Based on
this information, the server can determ ne whether client certificate
authentication is desirable and, if so, what policy or certificate
validation rules should apply.

Thi s approach enables nore flexible and efficient authentication
strategies in environments where different clients nay be subject to
different requirenents. For exanple:

* A server may enforce mlILS only for clients of specific workload
identifier scope and allow others to connect wi thout client
certificate authentication on TLS | ayer

* A server may use the provided workload identifier scopes to
generate an appropriate list of Certificate Authorities extension
(Section 4.2.4 of [TLS]) in CertificateRequest message
(Section 4.3.2 of [TLS]).

* The server may reject the connection early if none of the
advertised workl oad identifier scopes are authorized.

By only sending schene and trust domain (onmitting the path), this
extension limts exposure of cleartext information. Were further
confidentiality is desired, clients are encouraged to include this
extension only in CientHellolnner of Encrypted Client Hello ([ ECH)
to ensure confidentiality of the workload identifier scopes.
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3.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

TLS Ext ensi on For mat

Thi s docunent defines a new TLS extension naned

wor kl oad_i dentifier_scope_hint, which is carried in the ClientHello
message. The extension provides the server with one or nore workl oad
identifier scopes that the client associates with itself. This

all ows the server to evaluate authentication requirements prior to
sending a CertificateRequest nmessage.

The workl oad_i dentifier_scope_hint extension is structured as
fol | ows:

opaque Wor kl oadl denti fi er Scope<1..2"16- 1>;

struct {
Wor kl oadl denti fi erScope identifierscopes<3..2"16-1>;
} Workl oadl denti fi er ScopeH nt Ext ensi on;

identifierscopes: A list of UTF-8 encoded absolute URI absolute UR
strings as defined in [URI] containing only the schene and trust
domai n conponents of Workload Identifiers defined in TBD.

The path, query, and fragment conponents MJST NOT be incl uded.
Clients MAY include nultiple identity scopes if they operate within
more than one trust domain or nanmespace

The extensi on MUST appear only in the ClientHello. Servers MJST
abort TLS handshake with an illegal paraneter alert if this extension
appears in any other handshake nmessage. Simlarly, clients MJST
abort TLS handshake if this extension appears in any nessage fromthe
server.

1. Server Processing Rul es
Upon receiving the extension, the server

* MAY use the identifier scopes to determ ne whether to send a
CertificateRequest nessage.
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4.

4.

* MAY use the identifier scopes to construct Certificate Authorities
extension in the CertificateRequest message.

* NMAY use the identifier scopes to select a trust anchor or policy.

* DMAY reject the handshake early with handshake failure alert if
none of the identifier scopes are acceptable.

*  MJST NOT treat inclusion of the extension as proof of identity.
The identifier scopes are advisory and unaut henticated unti
verified during client authentication

If the extension is absent, the server proceeds with the default
client authentication behavior.

Security Considerations

This extension is intended to inprove the flexibility of client
authentication policies in TLS. However, because it introduces
unaut henticated identity hints early in the handshake, severa
security considerations apply.

1. Confidentiality of Wrkload Identifier Scopes

Wor kl oad identifier scopes may contain sensitive information, such as
depl oynent structure or tenant-specific data. Since this extension
is sent in the clear as part of the CientHello, exposure of these
identifier scopes may all ow passive observers to infer client roles,
access patterns, or security posture.

To mitigate this risk, clients SHOULD include this extension only in
ClinetHellolnner if [ECH is available. ECH encrypts the
ClinetHellolnner and its extensions under the server’s public key,
preventing visibility of the identifier scopes to on-path observers.

If ECHis not in use, clients SHOULD avoi d including sensitive or
detailed identifier scopes in this extension unless required by

policy.
2. Unauthenticated Hi nts

The workl oad identifier scopes conveyed in this extension are not
aut henticated. They are advisory in nature and MJUST NOT be treated
by the server as a proof of identity. Servers MJST perform ful
cryptographic verification of the client certificate before relying
on any identity claim
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Servers MAY enforce policies based on the presence or absence of
expected identifier scopes in the CientHello. However, this
enforcement nust be restricted to access control decisions prior to
aut hentication, such astriggering client authentication or rejecting
t he handshake.

Identifier Scopes Enuneration

If ECH is not deployed, an attacker with network visibility may

coll ect workload identifier scopes by observing repeated TLS
handshakes. This could aid in reconnai ssance or allow inference of
infrastructure details. To reduce this risk, clients nmay:

* Use generic or opaque identifier scopes when full disclosure is
not required.

* Limt use of the extension to trusted networks or peers.

* Use ECH to encrypt the extension contents.

Server Response Behavi our

Servers receiving unknown or nmalformed identifier scopes SHOULD

i gnore them and proceed with the default authentication policy.
Servers SHOULD NOT term nate connections solely due to unrecogni sed
identifier scopes unless explicitly configured to do so.

| ANA Consi der ati ons

I ANA is requested to assign a new value fromthe TLS Extensi onType
Val ues registry:

* The Extension Nane shoul d be workl oad_identifier_scope_hint
* The TLS 1.3 val ue should be CH

*  The DTLS-Only val ue should be N

* The Recommended val ue should be Y

* The Reference should be this docunent

Nor mat i ve Ref erences
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