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Abst r act

Thi s docunent defines an extension to QAuth 2.0 Denonstrating Proof-
of - Possessi on at the application | evel (DPoP, RFC 9449) that allows
refresh tokens to be bound to a different proof-of-possession key
than access tokens. In the existing specification, a single DPoP
proof is used to bind both tokens to the sane key material. However,
in many depl oynents, refresh tokens and access tokens are stored and
managed in different security contexts. To support this operationa
separation, this docunment introduces a new HTTP header field, DPoP-
RT, and correspondi ng DPoP- RT- Nonce nechani sm enabling i ndependent
pr oof - of - possessi on for refresh token use while preserving
conpatibility with existing DPoP-bound access tokens.

About This Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://yarosl avros. gi t hub. i o/ oaut h- dpop-rt/draft-rosonmakho- oaut h-
dpop-rt.htm. Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-rosomakho-oaut h-dpop-rt/.

Di scussion of this docunent takes place on the Wb Aut horization
Protocol Working Group mailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com yar osl avr os/ oaut h-dpop-rt.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

QAuth 2.0 Denonstrating Proof-of - Possessi on [ DPoP] defines an
application-level nechanismby which a client proves possession of a
crypt ographi ¢ key when obtaining and usi ng access tokens. The sane
proof is applied when the client requests new tokens fromthe

aut hori zati on server (AS), binding both access and refresh tokens to
the sane DPoP key materi al

In practice, nany deploynents store and nanage refresh tokens and
access tokens in different security donmains. For exanple, refresh
tokens are often retained by a secure backend service or hardware-
prot ected conponent, while access tokens are consunmed by short-1lived
front-end i nstances or nobile applications. Binding both token types
to the same DPoP key limts operational flexibility, conplicates key
rotation, and increases the inpact of key conprom se.

Thi s docunent defines a |ightweight extension to DPoP that enables
the refresh token to be bound to a distinct proof-of-possession key
fromthe one used for access tokens. The nechani smintroduces a new
HTTP header field, DPoP-RT, which carries a signed JW proving
possession of the refresh token key when the client redeens a refresh
token at the token endpoint. An optional DPoP-RT-Nonce response
header provides replay protection and freshness guarantees anal ogous
to the existing DPoP-Nonce mechani sm

Thi s separation all ows depl oynents to:

* |solate long-termrefresh token credentials fromshort-1lived
access token keys

* Rotate or revoke access token keys without affecting the refresh
token fl ow

* Reduce the bl ast radius of access token key conprom se
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The extension is fully backward conpatible with [ DPoP] as clients and
aut hori zation servers that do not inplenment this specification
continue to operate unchanged, while those that support DPoP-RT can
negotiate its use on a per-client basis.

A nmotivating scenario for this extension is an agent nanagi ng
numerous | ong-1lived tokens on behalf of its users, where user
participation is often required for revocation. Wen conbined with a
hardware security nodule (HSM, DPoP allows use of a refresh token to
be halted i mediately by disabling the associated key naterial. The
token remains valid but unusable until the key is reactivated. In

| arge, distributed systens with many wor ker nodes, however, involving
an HSMin every transaction is operationally inpractical, notivating
thi s extension.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

The term nol ogy and conventions defined in [DPoP] apply. In
addi tion, this document uses the follow ng terns:

DPoP- RT proof: A JW carried in the DPoP-RT HITP header that proves
possession of the refresh token key when a refresh token is
presented at the token endpoint.

Refresh token key: The asymmetric key used to generate DPoP-RT
proofs and to which a refresh token is bound.

Access token key: The asymetric key used to generate DPoP proofs
and to which access tokens are bound (as defined in [ DPoP]).

DPoP- RT- Nonce: An aut horization-server-generated val ue used to
ensure freshness of DPoP-RT proofs, anal ogous to the DPoP-Nonce
defined in [ DPoP].

3. Overview

Thi s specification extends [ DPoP] by introducing a second proof-of-
possessi on header, DPoP-RT, which is used to bind refresh tokens to a
distinct key fromthe one used for access tokens. The mechani sm

all ows aut horization servers (AS) and clients to maintain separate
key lifecycles for access and refresh tokens while preserving
backward conpatibility with existing DPoP depl oynments.
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Wien a client initially requests tokens (for exanple, during an
aut hori zati on code exchange), it MAY include both

* a DPoP header — proving possession of the access token key, and

* a DPoP-RT header — proving possession of the refresh token key to
whi ch any issued refresh token will be bound.

If the DPoP-RT header is omtted, the AS foll ows the behavi or defined
in [DPoP] and binds both tokens to the sane key fromthe DPoP proof.

When the client |ater uses the refresh token to obtain a new access
token, it includes a new DPoP-RT proof (signed by refresh key) and a
DPoP proof (signed by access key) if a DPoP-bound access token is to
be issued. The authorization server MJUST NOT infer the access token
key from earier tokens.

The AS validates the DPoP-RT proof before processing the refresh
request. If validation succeeds, the AS issues a new access token
bound to the key denonstrated in the DPoP header, and, optionally, a
new refresh token bound to the key denonstrated in the DPoP-RT
header .

To ensure freshness and replay protection, the AS may provi de a DPoP-
RT- Nonce response header, whose value the client includes as a nonce
claimin subsequent DPoP-RT proofs. This nonce nechani sm operates

i ndependently fromthe DPoP-Nonce defined in [ DPoP].

The following diagramillustrates a conplete fl ow
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| | | Server |

I

| (1) Authorization code exchange
| DPoP: <proof with AT key>

| DPoP- RT: <proof with RT key>

AS bi nds:
Access Token to AT key (DPoP)
Refresh Token to RT key (DPoP-RT)

I
(2) Refresh token request |
DPoP: <proof with new AT key> |
DPoP- RT: <proof with RT key> |

I

I

I

| AS validates DPoP-RT and issues new AT
| optionally rotates RT bound to RT key
Figure 1: Overall DPoP and DPoP-RT fl ow
This explicit dual -key nodel ensures that each token binding key is
known and verifiable by the AS at issuance time, sinplifying
val idation and preventing rebinding attacks during refresh
operati ons.
4. dient Use of DPoP-RT

This section defines how clients use the new DPoP-RT HTTP header
field and its relationship to the existing DPoP header when
interacting with the authorization server (AS).

4.1. Including DPoP-RT during Token |ssuance

VWhen a client requests tokens fromthe AS (for exanple, during an
aut hori zati on code exchange) with DPoP nmechanismin use, it:

* MJST include a DPoP header containing a proof signed with the
access token key; and

* MAY include a DPoP-RT header containing a proof signed with the
refresh token key.
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If a valid DPoP-RT proof is provided, the AS MJUST bind any issued
refresh token to the key represented by that proof. |f DPoP-RT is
omtted, the AS MIST bind both the access token and refresh token to
the key conveyed in the DPoP proof, follow ng the behavior defined in
[ DPoP] .

4.2. Including DPoP-RT during Token Refresh

VWhen using the refresh token to obtain a new access token, the client
MJST i ncl ude bot h:

1. A DPoP-RT header proving possession of the refresh token key, and

2. A DPoP header proving possession of the access token key to which
the new access token will be bound.

The AS MJST NOT infer the new access token key from any previously
i ssued tokens or server-side state. The only valid source for the
access token binding key in a refresh request is the key proved in
the DPoP header of that request.

I f the DPoP header is absent, the AS MUST NOT issue a DPoP-bound
access token. It MAY issue an unbound (bearer) access token only if
explicitly permitted by policy or by the client registration netadata
(e.g., when dpop_bound_access_tokens is false). Oherw se, the
request MJST be rejected according to the rules in [DPoP].

I f the DPoP-RT header is absent or invalid and the client is
regi stered with dpop_bound refresh tokens set to true, the AS MJST
reject the request using the invalid dpop_rt_proof error
4.3. Exanpl e Requests
Aut hori zation code exchange wi th dual proofs:
POST /oaut h2/token HTTP/ 1.1
Cont ent - Type: application/ x-wwmwform url encoded
DPoP: eyJhbCGci GO JFUzI 1N | sl nR5¢cCl 61 mRwb3Araj ... (AT key)
DPoP- RT: eyJhbGeci O JFUzI 1Ni | sl nR5¢Cl 61 mRwb3At cnQran. .. (RT key)
grant _type=aut hori zati on_code&
code=Spl x| OBeZQQYbYS6WShl A&
redirect _uri=htt psY%8AWRF¥®2Fcl i ent. exanpl e. org¥%2Fcb
Figure 2: Authorization code exchange with dual proofs

Ref resh t oken exchange:
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POST /oaut h2/token HTTP/ 1.1

Cont ent - Type: appli cati on/ x-wwform url encoded

DPoP: eyJhbGeci O JFUzI 1N | sl nR5¢cCl 61 nRwb3Araj ... (new AT key)
DPoP- RT: eyJhbGei O JFUzI 1N | sl nR5¢Cl 61 nRwo3AtcnQ an. .. (RT key)

grant _type=refresh_t oken&
refresh_t oken=eyJhbCGci G JFUzI 1Ni | sl nR5cCl 61 kpXVC. . .

Figure 3: Refresh token exchange with dual proofs
4.4, Use of Nonces

The DPoP-RT proof may contain a nonce clai mwhen the AS requires
proof freshness. |If the AS returns a DPoP-RT- Nonce response header,
the client MJST include that value in the nonce claimof the next
DPoP- RT proof it constructs.

The DPoP- RT- Nonce nechani smis independent fromthe DPoP-Nonce
defined in [DPoP]; each proof type maintains its own nonce sequence
and replay protection.

5. DPoP-RT Proof Structure

A DPoP-RT proof is a JSON Wb Token [JWI] carried in the DPoP-RT HTTP
header. |t proves possession of the refresh token key when a client
presents or obtains a refresh token at the authorization server (AS).

The proof follows the sane overall structure and construction rules
as the DPoP proof defined in [DPoP], but with several distinct
requirenents.

5.1. JWE Header

The JOSE Header of a DPoP-RT JWI MJUST contain at |east the follow ng
par anet ers:

typ: Afield with the val ue dpop-rt+j wt

alg: An identifier for a JWs asymetric digital signature algorithm
It MJUST NOT be none or an identifier for a symetric al gorithm
It MAY differ fromal gorithmused in DPoP JW.

jwk: Represents the public key chosen by the client in JSON Wb Key

[JWK] format as defined in Section 4.1.3 of [JWK]. It MJST NOT
contain a private key.
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5.2. JW dains

The payl oad of a DPoP-RT proof MJST contain at |east the foll ow ng
cl ai ms:

jti: Unique identifier for the DPoP-RT proof JWI. It MJST NOT natch
any ot her DPoP or DPoP-RT proof used in the same context during
the time wi ndow of validity.

htm The value of the HTTP nethod (Section 9.1 of [HTTP]) of the
request to which the JW is attached.

htu: The HTTP target URI (Section 7.1 of [HTTP]) of the request to
which the JWI is attached, w thout query and fragment parts.

iat: Creation tinestanp of the JW (Section 4.1.6 of [JW]).

When refresh token is presented al ongsi de with DPoP-RT proof, it MJST
contain the following claim

rth: Hash of the refresh token. The value MJST be the result of a
base64url encoding (as defined in Section 2 of [JW5]) the SHA-256
hash of the ASCI| encoding of the associated refresh token val ue.

When the AS provi des a DPoP- RT- Nonce HTTP header in a response, the
DPoP proof MJST al so contain the follow ng claim

nonce: A recent nonce provided via the DPoP-RT-Nonce HTTP header.

A DPoP- RT proof MAY contain other JOSE Header Paranmeters or clainms as
defined by extension, profile, or deploynent-specific requirenents.

5.3. Construction and Signing
To provide a DPoP-RT proof a client:
1. Creates a JWI with the header and cl ai ns descri bed above.

2. Computes the base64url-encoded SHA-256 digest of the refresh-
token value and include it in the rth claim

3. Signs the JWI with the private key corresponding to the public
key in the jwk header paraneter.

4. Includes the resulting conpact serialization value in the DPoP-RT
HTTP header.

A conceptual exanple of decoded content of DPoP-RT proof:
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{
"typ":"dpop-rt+jw”,
"al g": " ES256",
" wk"
"kty":"EC',
"x": "1 8t Frhx-34t V3hRI CRDY9zCkDl pBhF42UQUf WAWBFs" ,
"y":"9VE4j f _Ok_064zbTTI cuNJaj Hnt 6v9TDVr U0OCdv GRDA",
"crv":"P-256"
}
}
{
"jti":"f62b7f 84- eaf d- 44d8- 88b3- ba4f 6a574744",
"htm': " POST",
"htu":"https://as. exanpl e. conf oaut h2/t oken",
"iat":1760400097,
“rth":"f UHyQ2r 2Z3DZ53EsNr VBbOxWKoaNy 591 i KCAgksnQEo"
}

Figure 4: Exanple JW Content of a DPoP-RT Proof
6. Authorization Server Processing

This section defines the processing requirenents for authorization
servers (AS) when handling requests that include the DPoP-RT header

6. 1. Proof Validation

When a request containing a DPoP-RT header is received, the AS MJST
performthe follow ng checks in order:

1. Verify the JW5 signature using the public key contained in the
j Wk header paraneter. The algorithm MJUST match the al g header
val ue, and the algorithm MJST be supported and permtted by the
AS.

2. Confirmthat the typ header value is "dpop-rt+jwt". Proofs with
any ot her val ue MJST be rejected.

3. Ensure that the htmand htu clains exactly match the HTTP net hod
and absolute URI of the current request to the token endpoint.
I mpl enent ati ons MJUST conpare the schenme, host, and path
conponents in a case-sensitive manner as defined in [ DPoP].
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4. Validate that the iat claimis within an acceptable tine w ndow
and that the jti value has not been used before with the sane key
and nonce context. The AS MUST maintain state or use another
mechanismto prevent re-use of jti values for the lifetinme of the
nonce or replay w ndow.

5. If the AS previously issued a DPoP-RT-Nonce value, it MJST verify
that the proof contains a matching nonce claim |If the nonce is
m ssing, invalid, or expired, the AS MIST reject the request with
the use_dpop rt_nonce error and include a new DPoP-RT- Nonce
response header.

6. If the request includes a refresh_token paraneter, the AS MJST
comput e the base64url -encoded SHA- 256 di gest of the presented
refresh token value and conpare it to the rth claimin the proof.
A msmatch or mssing rth claimin this case MJST cause the
request to fail with invalid dpop_rt _proof. |If no refresh token
is included in the request (for exanple, during the initial
aut hori zati on code exchange), the rth claimMJST NOT be present.

If any of the above checks fail, the AS MIST reject the request with
an appropriate error.

Successful validation proves that the client possesses the private
key corresponding to the refresh-token binding and that the proof is
specific to the current token request.

6.2. Token Binding and | ssuance

When both DPoP and DPoP-RT proofs are successfully validated, the AS
MUST bi nd tokens as foll ows:

* The access token is bound to the public key carried in the jwk
header of the DPoP proof, as specified in [ DPoP].

* The refresh token is bound to the public key carried in the jwk
header of the DPoP-RT proof.

If the client omts the DPoP-RT header, the AS MJST bi nd both tokens
to the same key proved in the DPoP header, preserving conpatibility
with [DPoP]. If the client onmits the DPoP header and policy allows
bearer tokens, the AS MAY issue an unbound (bearer) access token

O herwi se, the request MJST be rejected according to [ DPoP].

If the AS rotates refresh tokens as part of the response, the newy

i ssued refresh token MJUST be bound to the sane refresh token key
proven in the current request.

Rosormakho & Weith Expires 17 April 2026 [ Page 11]



Internet-Draft Separate DPoP for access and refresh tok Cct ober 2025

6. 3. DPoP- RT Nonce | ssuance

The AS MAY return a DPoP-RT-Nonce header in success or error response
to signal that the client nust include this value in subsequent DPoP-
RT proofs. The AS SHOULD periodically refresh the nonce to limt
replay potential. Nonce values are opaque to the client and MJST be
treated as short-Iived.

The DPoP- RT- Nonce mechani sm oper ates i ndependently fromthe DPoP-
Nonce defined in [DPoP]. Each proof type naintains its own nonce
sequence and state.

7. dient Registration Metadata

Thi s specification introduces a new bool ean client registration
met adat a paramet er named dpop_bound_refresh_t okens.

Wth true value of this paraneter client indicates that its refresh
tokens are always bound to a proof-of-possession key, as denonstrated
by a DPoP-RT proof, and that the AS MJST enforce the use of such
proof s whenever a refresh token is presented.

Thi s paraneter can be supplied during client registration

[ CAUTH- DYNAM C]. Authori zation servers that support this extension
MAY advertise support for this netadata in their documentation or

di scovery interfaces, but no new AS netadata fields are defined by
this specification.

7.1. Server Enforcenent

If aclient is registered with dpop_bound_refresh_tokens = true, the
AS MUST:

1. Reject any request using a refresh token that does not contain a
val id DPoP-RT header. The AS MJST return the
invalid dpop_rt_proof error when a proof is malforned, invalid,
or fails validation. The AS MJST return use_dpop_rt_nonce when a
fresh proof with a valid nonce is required.

2. Bind all refresh tokens issued to that client to the key
denonstrated by the correspondi ng DPoP-RT proof at issuance tine.

3. AS MUST reject unbound refresh token use including refresh token

previously issued w thout binding information (for exanple,
before registration or mgration).
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If aclient is registered with dpop_bound_refresh_tokens = fal se or
the paraneter is omtted, the AS MAY treat DPoP-RT as optional and
continue to foll ow the behavi or defined in [ DPoP].

8. Security Considerations

Thi s extension introduces an additional proof type (DPoP-RT) and the
ability to bind refresh tokens to a distinct proof-of-possession key.
I mpl enent ati ons MUST apply all security considerations of [DPoP] in
addition to those described bel ow.

8.1. Key Separation and Conpartmentalization

Using di stinct keys for access and refresh tokens Iimts the inpact
of key conprom se

* |f the access token key is conpronised, an attacker can invoke
protected APIs until the access token expires but cannot obtain
new t okens.

* |f the refresh token key is conprom sed, an attacker can redeem
the refresh token and obtai n new access tokens, binding themto an
attacker-control |l ed access token key. Separation nerely forces AS
i nteraction.

I mpl enenters SHOULD store the refresh-token key in an HSM or hardened
server-side environnent and MAY allow the access-token key to reside
in a nore transient context such as a front-end instance or nobile
device. Key separation materially reduces the blast radius of access
t oken key conprom se but does not reduce the inpact of a full refresh
t oken key conprom se

8.2. Replay Protection and Nonces

DPoP- RT proofs are bearer artifacts and are therefore susceptible to
replay if intercepted. To mitigate this risk:

* Cients MJIST include unique jti values and use short-lived proofs.

* Authorization servers MIST detect and reject replayed jti val ues
within the nonce or replay w ndow.

*  When the AS requires additional freshness, it SHOULD use the DPoP-
RT- Nonce mechani sm defined in this docunent. The AS MJST return
use_dpop_rt_nonce to request a fresh proof with the supplied
nonce.
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* Nonces for DPoP and DPoP-RT are independent and MJST NOT be
i nt er changed.
9. | ANA Consi derations
Thi s docunent nakes the follow ng registrations.
9.1. HITP Header Field Registrations
I ANA is requested to register the followi ng HTTP header fields, as
specified by this docunent, in the "Hypertext Transfer Protoco
(HTTP) Field Nane Registry":
DPoP- RT:
* Field name: DPoP-RT
* Status: Provisional (Permanent if approved)
* Reference: This docunent
DPoP- RT- Nonce:
* Field name: DPoP-RT-Nonce
* Status: Provisional (Permanent if approved)
* Reference: This document
9.2. C(QAuth Extensions Error Registry

I ANA is requested to register the following entries to the "QAuth
Extensi ons Error Registry":

i nval i d_dpop_rt_proof:

* Nane: invalid_dpop_rt_proof

* Usage Location: token error response
* Protocol Extension: This document

* Change Controller: IETF

* Reference: This docunent

use_dpop_rt_nonce:
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9. 3.

Nane: use_dpop_rt_nonce

Usage Location: token error response
Prot ocol Extension: This document
Change Controller: |ETF

Ref erence: This docunent

QAuth Dynanmic Cient Registration Metadata

I ANA is requested to register the following value in the 1 ANA "CQAuth
Dynamic Client Registration Metadata" registry:

*

9. 4.

Client Metadata Name: dpop_bound refresh_tokens

Client Metadata Description: Bool ean val ue specifying whether the
client always uses DPoP-RT for refresh token requests

Change Controller: |ETF
Ref erence: Thi s documnent

Medi a Type Registration

I ANA is requested to register the application/dpop-rt+w media type
in the "Media Types" registry.

*

Type name: application

Subt ype name: dpop-rt+j wt

Required paraneters: n/a

Optional paraneters: n/a

Encodi ng consi derations: binary. A DPoP-RT JW is a JW; JWI
val ues are encoded as a series of base64url-encoded val ues (sone
of which nay be the enpty string) separated by period ('.")
characters.

Security considerations: This docunent

Interoperability considerations: n/a

Publ i shed specification: This docunent
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10.

10.

Applications that use this nmedia type: Applications using this
specification for application-level proof of possession of refresh
t okens

Fragnment identifier considerations: n/a

Addi tional infornmation:

- File extension(s): n/a

- Mcintosh file type code(s): n/a

Person & email address to contact for further information:
Yar osl av Rosomakho, yrosomakho@scal er.com

I nt ended usage: COVMON

Restrictions on usage: none

Aut hor: Yarosl av Rosonakho, yrosomakho@scal er.com
Change controller: |ETF
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