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Abst r act

Thi s docunment specifies an extension to the HTTP CONNECT net hod,
enabling a proxy client to accept inbound TCP and UDP sessions
proxi ed through HTTP/ 1.1, HITP/2, or HITP/3. This nechanism all ows
the client to dynami cally advertise available local or interna
networ k services and expose themthrough a HTTP proxy wi thout
reliance on I P routing.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://yarosl avros. gi thub.io/draft-nmasque-reverse-connect/draft-

r osonmakho- masque-reverse-connect. htm . Status information for this
docunent may be found at https://datatracker.ietf.org/doc/draft-

r osomakho- masque-r ever se- connect /.

Di scussion of this docunent takes place on the Multipl exed
Application Substrate over QU C Encryption mailing |ist
(mailto: masque@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/ masque/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/msque/.

Source for this draft and an issue tracker can be found at
https://github. com yarosl avros/draft-nmasque-reverse-connect.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

Reverse HTTP CONNECT for TCP [TCP] and UDP [UDP] extends the

traditi onal CONNECT nethod (see Section 9.3.6 of [HITP]) by enabling
a proxy client to accept inbound TCP and UDP sessi ons proxied through
HTTP/ 1.1 [HTTP/1.1], HTTP/2 [HTTP/ 2], or HTTP/3 [HTTP/3]. In
contrast to the traditional CONNECT net hod, which establishes

out bound sessions to renote servers, this extension facilitates

i nbound sessions to the proxy client, allow ng access to |ocal or

i nternal services

Unlike Proxying IPin HTTP [ CONNECT-1P], this approach sinplifies
depl oynent in dynamic or constrained network environments by renoving
reliance on IP routing. By elimnating the need for routing
configurations, this approach reduces operational conplexity and
allows for easier integration in scenarios where traditional IP
routing is inpractical. On top of that, Reverse HITP CONNECT reduces
overhead as it does not carry IP or transport |ayer headers.

Since Reverse HTTP CONNECT is built on top of existing HITP
transport, it can be efficiently conbined with outbound CONNECT and
ot her HTTP communi cati ons.

The primary use cases for this extension include:

* *Access to Local Services*: A proxy client can expose its own
| ocal services by accepting inbound TCP or UDP sessions from an
HTTP server. For exanple, this can enabl e renpote nmanagenent or
access to local application servers that can only be accessed
t hrough an out bound connection to the proxy.

B + Fomm e oo - +
| --+----Qutbound HTTP connection----- +--. |
| Proxy <#------- I nbound TCP session------- +-- \ Proxy |
| dient <#------- I nbound UDP session------- +-- | Server |
| e e e e e ee e eeeeaeeaaaaa +- - |
S + T +

Figure 1: Accessing local client services

* *Gateway to Internal Networks*: A proxy client acts as a gateway,
facilitating access to internal network services provided over TCP
or UDP sessions. |n this scenario, the proxy client forwards
i ncom ng session originating froman HITP server to specific
internal services, enabling secure comunication with private
net wor k resources.
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R +

i e - . | Proxy |
| o-------- +-. | Adient | A +
| .- +-. | ----+--Qutbound HTTP connection--+--. |

-+ | Internal |<---+----<---+----- I nbound TCP session----+-- \ Proxy

"-+ Services |<---4----<---H----- I nbound UDP session----+-- / Server |
R, ! | B S +- - |
Fomm e - o - + Fomm e oo - +

Figure 2: Accessing internal services through client

As expl ained in the specification both use cases can be conbi ned on
the same proxy client.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. dient Configuration

To use a Reverse Connect proxy HITP clients are configured with two
URI Tenpl ates [ TEMPLATE] :

* Listener Control Channel described in Section 4.1
* Accepting Connection Requests described in Section 5. 2.
4. Listener Control Channe

The Listener Control Channel enables the HITP server to request the
establ i shnent of inbound TCP or UDP sessions on the proxy client.
This is necessary because the HITP protocol inherently expects the
client to initiate connections. To address this, the Listener
Control Channel uses the Capsul e Protocol (see Section 3.2 of
[HTTP-DGRAM ) to carry connection requests fromthe server to the
client.

Additionally, the Listener Control Channel can carry optional Service
Di scovery Capsul es, which allow the proxy client to advertise

avail abl e 1 ocal or internal services to the HITP server. This
feature facilitates dynam c service discovery and ensures that the
server has up-to-date information about the services accessible
through the proxy client.
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4.1. Listener Control Channel URI Tenplate
The Listener Control Channel tenplate is simlar to the one defined
in Section 3 of [CONNECT-I1P] and it MAY contain two vari abl es:
"target" and "ipproto". These variables are used to define the scope
of network services that the client accepts connectivity for
Exanpl es are shown bel ow
https://exanpl e.org/.wel |l -known/ masque/listen/{target}/{i pproto}/
https://proxy. exanpl e. org: 4443/ masque/ | i sten?t ={target}& ={i pprot o}
https://proxy. exanpl e. org: 4443/ masque/ | i st en{?t arget, i ppr ot o}
htt ps:// masque. exanpl e. or g/ ?user =bob

Figure 3: Listener Control Channel URI Tenpl ate Exanples

Al tenplate requirenents listed in Section 3 of [CONNECT-1P] apply
her e.

If set, the variable "target” MJST contain one of the follow ng
val ues:

* A hostnane according to Section 4.6 of [ CONNECT- | P]
* |Pv4 or IPv6 prefix according to Section 4.6 of [ CONNECT-I P]
* "*" that does not limt scope

* A wldcard: a domain nane prefixed by "*.". This inplies that
client MAY accept inbound sessions for any host in a given donain

* " " which neans that the client will accept sessions to |oca
services only and will not forward to other hosts

If set, the variable "ipproto" MJST contain one of the follow ng
val ues:

* "6" which neans that the client will only accept TCP sessions.
* "17" which neans that the client will only accept UDP sessions

* "*" which nmeans that the client will accept both TCP and UDP
sessi ons.

As with [ CONNECT-1P], sone client configurations for Reverse Connect
proxies will only allow the user to configure the proxy host and
proxy port. Clients with such Iinmtations MAY attenpt to access
proxying capabilities using the default tenplate, which is defined
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as: "https://$PROXY_HOST: $PROXY_PORT/ . wel | - known/ masque/
listen/{target}/{ipproto}/", where $PROXY_HOST and $PROXY_PORT are
the configured host and port of the proxy, respectively. Reverse
Connect proxy depl oynents SHOULD offer service at this location if
they need to interoperate with such clients.

4.2. Establishing Listener Control Channel over HTTP/ 1.1

When establishing the Listener Control Channel using HITP/ 1.1
[HTTP/ 1. 1], the client follows the requirenents from Section 4.2 of
[ CONNECT-1 P] but uses "connect-listen" as the value for the Upgrade
header .

For exanple, the client configured with the default URI Tenpl ate
"https://exanpl e. org/.well-known/ masque/listen/{target}/{ipproto}/"
can establish the Listener Control Channel for |ocal TCP and UDP
services by sending the follow ng request:

GET https://exanple.org/.well-known/ masque/listen/./*/ HITP/ 1.1
Host: exanple.org

Connecti on: Upgrade

Upgr ade: connect-listen

Capsul e-Protocol: ?1

Fi gure 4: Exanmple HTTP/ 1.1 Request

The server confirnms successful registration of the client as
described in Section 4.3 of [CONNECT-1P], but with "connect-listen"
for the value for Upgrade header.

An exanpl e of the server confirm ng successful registration of the
client is provided bel ow

HTTP/ 1.1 101 Switching Protocols
Connection: Upgrade

Upgrade: connect-1listen

Capsul e-Protocol : ?1

Figure 5: Exanple HITP/ 1.1 Response
4.3. Establishing Listener Control Channel over HITP/2 and HTTP/ 3
When establishing Listener Control Channel using HTTP/ 2 [HTTP/ 2] or
HTTP/ 3 [HTTP/ 3], the client follows requirements from Section 4.4 of

[ CONNECT-1P], but uses "connect-listen" as the value for :protocol
pseudo- header .
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For exanple, the client configured with the default URI Tenpl ate
"https://exanpl e. org/.well-known/ masque/listen/{target}/{ipproto}/"
can establish the Listener Control Channel for |ocal TCP and UDP
services by sending the follow ng request:

HEADERS
:met hod = CONNECT
:protocol = connect-listen

:schene = https

:path = /.well-known/ masque/listen/./*/
;authority = exanple.org

capsul e-protocol = ?1

Figure 6: Exanple HTTP/2 or HTTP/ 3 Request

The server indicates a successful registration of the client as
described in Section 4.5 of [ CONNECT-IP].

Exanpl e of server confirm ng successful registration of the client is
provi ded bel ow:

HEADERS
:status = 200
capsul e-protocol = ?1

Figure 7: Exanple HTTP/ 2 or HTTP/ 3 Response
4.4. Service Discovery

The Reverse Connect client MAY advertise offered TCP and UDP services
to the proxy server through the AVAI LABLE SERVI CES Capsul e over the
established Listener Control Channel. This information serves as a
hint for the proxy server and does not constrain the server from
attenpting to establish sessions with services that were not
advertised. The presence of a service in the AVAI LABLE SERVI CES |i st
does not guarantee actual service availability, as the client may not
be able to track the health of the service.

Capsul e format for AVAILABLE SERVICES is the foll ow ng:

AVAI LABLE_SERVI CES Capsul e {
Type (i) = OxTBD
Length (i),
Service (..) ...,

}

Fi gure 8: AVAI LABLE SERVI CES Capsul e For nmat
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The AVAI LABLE_SERVI CES capsul e contains a sequence of zero or nore
Servi ces.

Service {
Destination Type (8),
Destination (..),
Prot ocol (8),
Port (16),

Figure 9: Service Fornmat

Each service record represents potential connection destination and
contains the follow ng fields:

Destination Type: A single byte value defining type and fornat of
Destination field. Valid destination types are:

* 0: Destination is local for the client.

* 1. Destination is specified by a hostnane.

* 4. Destination is specified by an | Pv4 address.

* 6: Destination is specified by an | Pv6 address.

Destination: Content of the Destination field is determ ned by the
Destination Type. For |ocal destination type destination is
omitted. |Pv4 destination carries 32 bits of |Pv4 address. |Pv6
destination carries 128 bits of |Pv6 address. Hostnane
destination (destination type 1) is provided in the foll ow ng
format:

Host nanme_Destination {

Length (i),

Host name (..),
}

Fi gure 10: Hostnanme Destination For mat

Length is encoded as a variable-1ength integer and Hostnane contains
t he host name string.

Protocol: A single byte value of 6 for TCP and 17 for UDP

Port: Two bytes value of target TCP or UDP port.
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AVAI LABLE_SERVI CES nessages are not increnental. A new nessage
completely overwites the previous hint.

If any of the capsule fields are mal forned upon reception, the server
MUST foll ow the error-handling procedure defined in Section 3.3 of
[ HTTP- DGRAM, .

5. Connection Lifecycle
5.1. Requesting Connection

To request a new out bound connection fromthe client for an inbound
TCP or UDP session, the server sends a CONNECTI ON_REQUEST Capsul e.
The CONNECTI ON_REQUEST Capsul e is defined as foll ows:

CONNECTI ON_REQUEST Capsul e {
Type (i) = OxTBD,
Length (i),
Request 1D (i),
Service (..),

}

Figure 11: CONNECTI ON_REQUEST Capsul e For mat

Request ID: A unique request identifier, encoded as a vari abl e-
Il ength integer. The Request | D MJST be unique for a given
Li stener Control Channel.

Service: Session destination as described in Section 4. 4.

If any of the capsule fields are mal fornmed upon reception, or if the
Request 1D has been previously used on the same Listener Control
Channel, the client MJST follow the error-handling procedure defined
in Section 3.3 of [HITP- DGRAM .

If the client declines the connection request it responds with a
CONNECTI ON_REQUEST_DECLI NED Capsule in the follow ng format:

CONNECTI ON_REQUEST_DECLI NED Capsul e {
Type (i) = OxTBD,
Length (i),
Request 1D (i),

}

Fi gure 12: CONNECTI ON_REQUEST_DECLI NED Capsul e For mat
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If any of the capsule fields are mal formed upon reception, or if
the Request |ID does not correspond to an outstandi ng

CONNECTI ON_REQUEST on the sane Listener Control Channel, the server
MUST follow the error-handling procedure defined in Section 3.3 of
[ HTTP- DCRAM .

5.2. Accepting Connection

To accept the inbound session, the client sends a new out bound
request to the server. This request uses an Accepting Connection URI
Tenpl ate [ TEMPLATE]. The URI Tenplate MJST contain "request id"

vari abl e.

Exanpl es are shown bel ow

https://exanpl e. org/ . wel | -known/ masque/ accept/{request i d}/
https://proxy. exanpl e. or g: 4443/ masque/ accept ?i d={request i d}
https://proxy. exanpl e. org: 4443/ masque/ accept { ?request i d}
htt ps:// masque. exanpl e. or g/ ?user =bobé&r equest _i d={request _i d}

Figure 13: Accepting Connection URI Tenpl ate Exanpl es

The followi ng requirenents apply to the Accepting Connecti on UR
Tenpl at e:

* The URI Tenplate MIST be a level 3 tenplate or |ower.

* The URI Tenpl ate MJST be in absolute formand MJST incl ude non-
enpty schene, authority, and path conponents.

* The path component of the URI Tenplate MJUST start with a slash
"

* Al tenplate variables MJST be within the path or query conponents
of the URI.

*  The URI Tenplate MJST contain variable "request_id" and MAY
contain other variabl es.

* The URI Tenplate MJUST NOT contain any non-ASCI| Unicode characters
and MUST only contain ASCI| characters in the range 0x21-0x7E
inclusive (note that percent-encoding is allowed; see Section 2.1
of TURIT.

* The URI Tenplate MJUST NOT use Reserved Expansion ("+" operator),
Fragment Expansion ("#" operator), Label Expansion with Dot -
Prefix, Path Segnment Expansion with Slash-Prefix, nor Path-Style
Par anmet er Expansi on with Semi col on-Prefi x.
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Clients SHOULD validate the requirenments above; however, clients MAY
use a general - purpose URI Tenplate inplenmentation that |acks this
specific validation. |If a client detects that any of the

requi renents above are not net by a URI Tenplate, the client MJST
reject its configuration and abort the request without sending it to
the | P proxy.

As with [ CONNECT-1P], sone client configurations for Reverse Connect
proxies will only allow the user to configure the proxy host and
proxy port. Clients with such Iimtations MAY attenpt to access
proxying capabilities using the default tenplate, which is defined
as: "https://$PROXY_HOST: $PROXY_PORT/ . wel | - known/ masque/
accept/{request _id}/", where $PROXY_HOST and $PROXY_PORT are the
configured host and port of the proxy, respectively. Reverse Connect
proxy depl oynents SHOULD offer service at this location if they need
to interoperate with such clients.

5.2.1. Accepting Connection over HTTP/ 1.1

When accepting an i nbound session over HTTP/ 1.1 [HITP/1.1], the
client sends to the proxy a new request as foll ows:

*  The nmethod SHALL be "GET"

* The request SHALL include a single "Host" header field containing
the origin of the proxy.

* The request SHALL include a "Connection" header field with the
val ue "Upgrade" (note that this requirenment is case-insensitive as
per Section 7.6.1 of [HTTP]).

* The request SHALL include an Upgrade header field with val ue
"connect - accept".

A request that does not natch the above restrictions is considered
mal formed. A proxy server receiving a mal fornmed request MJST respond
with an error and SHOULD use the 400 (Bad Request) status code. |If
request _id tenmplate variable is not matching an outstandi ng
connection request for given client, proxy server MJST respond with
an error and SHOULD use the 404 (Not Found) status code.

The proxy SHALL indicate a successful response by replying with the
foll owi ng requirenents:

* The HITP status code on the response SHALL be 101 (Switching
Pr ot ocol s) .
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* The response SHALL include a Connection header field with val ue
"Upgrade" (note that this requirement is case-insensitive as per
Section 7.6.1 of [HITP]).

* The response SHALL include a single Upgrade header with val ue
"connect - accept".

* The response SHALL neet the requirements of HITP responses that
start the Capsul e Protocol according to Section 3.2 of
[ HTTP- DGRAM .

A response that does not match these requirenents MJUST be treated as
fail ed and correspondi ng connecti on MJST be aborted by the client.

For exanple, the client configured with the URI Tenpl ate
"https://exanpl e. org/.well-known/ masque/ accept/{request _id}/" can
accept the inbound Connection as a response to a connection request
with Request ID 1:

GET https://exanpl e. org/.well-known/ masque/ accept/1/ HITP/ 1.1
Host: exanple.org
Connection: Upgrade
Upgr ade: connect-accept
Capsul e-Protocol : ?1
Figure 14: Exanple HITP/ 1.1 Request Accepting Connection

The proxy server could respond with the foll ow ng:
HTTP/ 1.1 101 Switching Protocols
Connection: Upgrade
Upgr ade: connect-accept
Capsul e-Protocol : ?1

Fi gure 15: Exanple HTTP/ 1.1 Response Accepting Connection

5.2.2. Accepting Connection over HITP/2 and HTTP/ 3

When accepting an i nbound sessions over HITP/2 [HITP/ 2] or HITP/ 3
[HTTP/ 3], the client sends to the proxy a request on a new Stream of
the connection that carries the Listener Control Channel as follows:
* The :nethod pseudo-header field SHALL be " CONNECT".
* The :protocol pseudo-header field SHALL be "connect-accept”.

* The :authority pseudo-header field SHALL contain the authority of
t he proxy.
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* The :path and :schenme pseudo-header fields SHALL contain the path
and schenme of the request URI derived fromthe Accepting
Connection URI tenplate for the proxy.

A request that does not nmatch the above restrictions is considered
mal formed. A proxy server receiving a mal fornmed request MJST respond
with an error and SHOULD use the 400 (Bad Request) status code. |If
"request _id" tenplate variable is not matching an outstandi ng
connection request for given client, proxy server MJST respond with
an error and SHOULD use the 404 (Not Found) status code.

The proxy SHALL indicate a successful response by replying with the
foll owi ng requirenents:

* The HITP status code on the response SHALL be in 2xx (Successful)
range.

* The response SHALL neet the requirenents of HITTP responses that
start the Capsul e Protocol according to Section 3.2 of
[ HTTP- DGRAM .

A response that does not match these requirenents MIUST be treated as
failed and correspondi ng connecti on MJST be aborted by the client.

For exanple, the client configured with the URI Tenpl ate
"https://exanpl e. org/.well-known/ masque/ accept/{request _id}/" can
accept the inbound session as a response to a connection request with
Request I D 1:

HEADERS
:met hod = CONNECT
:protocol = connect-accept

:schene = https

:path = /.well-known/ masque/ accept/ 1/
;authority = exanple.org

capsul e-Protocol = ?1

Figure 16: Exanple HTTP/2 or HITP/3 Request Accepting Connection

The proxy server could respond with the foll ow ng:

HEADERS
:status = 200
capsul e-Protocol = ?1

Figure 17: Exanple HTTP/2 or HITP/ 3 Response Accepting Connection
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5

7

7

3. Establishing Connection

Once the client receives a successful response fromthe proxy for the
request accepting the connection it establishes the requested TCP or
UDP socket to a local or internal destination. |If the socket failed
to establish, the client MJST i medi ately cl ose the request stream

For TCP flows, comunicating parties carry TCP payl oad data in the
payl oad of DATA Capsul es over the established stream according to
Section 8.3 of [Tenpl ate- TCPCONNECT]. Either party MAY cl ose the
streamif TCP connection is term nated.

UDP data is carried in DATAGRAM capsul es or encoded in QU C DATAGRAM
franes as explained in Section 5 of [CONNECT-UDP]. The lifetime of
the UDP socket is tied to the request stream as described in

Section 3.1 of [ CONNECT- UDP]

Security Considerations

Proxy servers providi ng Reverse HITP Connect services MJST restrict
their services to authenticated users. An unauthorized user
accepting an i nbound session fromthe proxy server nay cause
availability risks and conprom se the w der systens by m srouting
communi cations. Cients that advertise services through the

AVAI LABLE_SERVI CES Capsul e may inadvertently expose sensitive or
private services. Proxy servers MJST verify that advertised services
comply with organi zational security policies.

To avoid exposing local or internal services to unauthorized parties,
clients MUST confirmidentity of the proxy service that they connect
to and all ow i nbound sessions only to services that should be

accessi ble fromthe proxy.

Proxi es providing Reverse HITP Connect service over HITP/ 1.1 MJST
consistently authenticate clients on both Listener Control Channe

and i ndi vi dual Connection Acceptance Requests. To ninimze the risks
of m srouting connection request to a rogue client, HTTP/1.1 Reverse
Connect proxies SHOULD generate Request |ID randomy instead of using
a predictabl e sequence.

| ANA Consi der ati ons
1. HTTP Upgrade Tokens

I F APPROVED, | ANA is requested to add the following entries to the
HTTP Upgrade Token Registry:
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| Val ue | Description | Reference |
[ gt ———————— Ll p—p—p—_—————————————————— Ll
| "connect-listen" | Listening for inbound | (This |
| | connection requests | docunment) |
e e . +
| "connect-accept" | Accepting an inbound | (This |
| | connection request | document) |
o e e e e oo oo o e e e e R +

Table 1
7.2. New MASQUE Default Tenpl ates

I F APPROVED, | ANA is requested to add the following entries to the
MASQUE URI Suffixes Registry:

| Val ue | Description | Reference |
| "listen" | Listening for inbound connection requests | (This |
| | | docunent) |
S o m e e e e e e e e e e e e e e e e e eeee e Fom e +
| "accept" | Accepting an inbound connection request | (This |
| | | document) |
Fomm oo - o e e e e e e e e e e e e e e e e e e e e e emaeao - N +

7.3. New HTTP Capsul e Types

I F APPROVED, | ANA is requested to add the following entries to the
HTTP Capsul e Types Registry:

g ettty bt e el
| Value | Capsule Type |
il Sty o
| (TBD) | AVAI LABLE_SERVI CES |
+------- I T il +
| (TBD) | CONNECTI ON_REQUEST |
+------- I T +
| (TBD) | CONNECTI ON REQUEST DECLI NED |
+----- - I T +
Tabl e 3

Al of these new entries use the follow ng values for these fields:
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Status: pernmanent Reference: (this docunent) Change Controller: |ETF
Contact: MASQUE Notes: None
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