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Abst ract

Thi s docunent defines extensions for HITP Datagram based protocols
that inprove transm ssion efficiency by introducing tenplates for
conmpressing or deriving datagram fi el ds.

These tenplates allow endpoints to define parts of datagrans that are
static and can be renpved, and other parts that can be derived (such
as packet |engths and checksum val ues).

Additionally, this docunment defines a checksum offl oad procedure
enabling receivers to conplete Internet checksunms using sender-
provi ded partial val ues.

These optimi sati ons reduce per-packet overhead, processing cost, and
increase the effective maxi mumtransm ssion unit (MIU) when datagrans
are encapsul ated in QU C DATAGRAM franes.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://yarosl avros. gi t hub.i o/ connect-i p-optim zations/draft-

r osomakho- masque- connect -i p-optim zations. htm. Status information
for this docunent may be found at https://datatracker.ietf.org/doc/
draft -rosomakho- masque-connect -i p-opti ni zati ons/.

Di scussion of this docunent takes place on the Miltipl exed
Application Substrate over QU C Encryption Working Group mailing |ist
(mailto: masque@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ masque/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/masque/.

Source for this draft and an issue tracker can be found at
https://github. com yarosl avros/ connect-i p-opti m zati ons.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 31 August 2026.
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1. Introduction

The CONNECT-1P nmet hod [ CONNECT-1P] allows an HTTP client to establish
an | P tunnel through an HTTP proxy and exchange | P packets using
either HTTP/ 3 Datagranms (Section 2.1 of [HITP- DATAGRAMS]) or DATAGRAM
capsul es (Section 3.5 of [HITP-DATAGRAMS]). Simlarly, CONNECT-
ETHERNET [ CONNECT- ETHERNET] al | ows sendi ng Et hernet franmes over HTTP
Dat agrans. These protocols send conpl ete packets or franmes by
default, including all transport and network headers. This is a
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si mpl e approach, but incurs per-packet overhead due to the repeated
transm ssion of largely invariant header fields.

O her HTTP Dat agram based protocols share sim | ar properties
datagrans often contain structured packets where nmany header fields
remai n constant across a flow while only a subset of bytes change
bet ween packets. Transnmitting conpl ete packets therefore wastes
bandwi dt h and processi ng resources.

Thi s docunent introduces a set of optional extensions that define
Processi ng Contexts for HITP Datagram payl oads. A Processing Cont ext
describes transformations applied to a received datagram payl oad
prior to delivery to the target protocol and rmay reference a parent
context, form ng a processing chain.

Reusabl e tenpl ates all ow endpoints to associate a Context ldentifier
with a reusabl e packet |ayout consisting of static and variable byte
regions. Once a tenplate has been installed using reliable Capsul es,
dat agrams referencing the same Context ldentifier carry only the

vari abl e portions of the packet. This reduces the size of

transm tted datagrans and processing overhead, while remaining
conpatibile with internediaries that are unaware of these
opti m sations.

Derived field processing allows the receiver to reconstruct certain
header fields (for exanple packet length fields and conplete
checksuns) based on the size and structure of the reconstructed
packet. This elimnates the need for the sender to transmt such
fields for every packet.

In addition, this docunment defines a checksum of fl oad procedure

enabl ing endpoints to cooperatively conpute Internet checksums, where
the sender provides a partial checksum and the receiver conpletes the
conputation after reconstruction. This mrrors hardware checksum

of fl oad behavi or used on network interfaces and tunnel devices,
reduci ng per-packet CPU cost for encapsul ating or decapsul ating
CONNECT- | P and CONNECT- ETHERNET traffic.

VWhen HTTP Dat agrams are encapsul ated in QU C DATAGRAM franes, these
optimsations also increase the effective maxi mumtransm ssion unit
(MTU) by reducing the nunber of bytes carried inside each QU C
packet .
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Al'l extensions are negotiated during the HTTP request/response
handshake and signall ed using Capsules on the reliable contro
stream Endpoints can always fall back to transmtting conplete
dat agrans using Context ldentifier 0, which represents unoptim sed
datagrans containing the full payload as defined by the underlying
HTTP Dat agr am pr ot ocol

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The following terns are used in this docunent:

Context ldentifier (Context ID): A nuneric identifier associated
with a Processing Context. Context ID encoding and all ocation
follow the rules defined in Section 4 of [ CONNECT-UDP]. Context
ID O indicates that the datagram payload is delivered wi thout
addi tional processing as defined by the underlying HTTP Dat agram
pr ot ocol

Processing Context: A set of rules describing how an HTTP Dat agram
payl oad is transformed before delivery to the target protocol. A
Processi ng Context may reference a parent context, forming a
processing chain. Processing Contexts are imrutable once created.

Tenpl ate: A reusabl e packet |ayout consisting of a sequence of
static and variable segnments. Static segments contain bytes
renoved fromoptim zed datagranms, while variable segnents
correspond to bytes still carried in the datagram payl oad.

Derived Field: A header field whose value is generated by the
recei ver during reconstruction and witten into the reconstructed
packet rather than being transmitted in the datagram payl oad.
Derived fields include length fields and conpl ete checksuns.

Checksum O fl oad: A capability allowing the receiver to conplete the
I nternet checksum accordi ng to [l NCREMENTAL- CHECKSUM using a
sender - provi ded partial checksum after reconstruction of the
packet .

Capsule: A reliable control -stream nessage, as defined in Section 3

of [HTTP- DATAGRAMS], used in this specification to signa
creation, acknow edgenent, or del etion of Processing Contexts.
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3. Negotiation of Capabilities

Endpoi nts negoti ate support for HITP Dat agram processi ng contexts
during the HTTP request/response handshake by using the http-

dat agram contexts HTTP header field, whose value is a Structured
Field Dictionary as defined in Section 3.2 of [STRUCTURED HTTP] .

3.1. Header Definition
htt p- dat agram contexts = sf-dictionary
Figure 1. http-datagram contexts header field
Thi s docunent defines the follow ng optional dictionary keys:

max-tenpl ates (I nteger): Maxi num nunber of concurrently active
tenpl ate contexts the sender is willing to maintain for tenplates
created by the peer. Absence of this key or value of 0 indicates
that the sender does not support reusable tenplates.

max-t enpl at es-segnents (I nteger): ©Maxi mum nunber of static segments
accepted within a single tenplate. Absence of this key or val ue
of 0 indicates that the sender does not inpose a limt on number
of static segnents in a single tenplate.

derived (Inner List): A list of supported Derived Field Types as
defined in Section 8.3.

checksum (Bool ean): Indicates support for the checksum of fl oad
procedure defined in this docunment. A value of ?1 neans the
endpoint is willing to conpl ete checksuns usi ng sender-provi ded
partial values. |If omtted or set to ?0, checksum offload is not
support ed.

mu (Integer): Upper limt on maxi numreconstructed packet size the
receiver is willing to accept.

Endpoi nts MUST i gnore unknown dictionary menbers. The absence of a
menber inplies that the corresponding capability is not supported for
contexts created by the peer.

3.2. Negotiation Behavior
Capabilities are directional. Each endpoint advertises the
processing contexts it is willing to receive and maintain for

datagrans sent by the peer. An endpoint MAY create a context only if
the peer advertised support for the correspondi ng capability.
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3.2.1. Tenplates

If the peer advertises the max-tenpl ates value greater than 0, the
endpoi nt MAY create tenplate contexts up to that |limt using capsul es
defined in Section 4.

An endpoi nt MJST NOT create tenpl ates exceeding the peer’s advertised
max-tenpl at e-segnents limt when that paranmeter is present.

If the peer advertises an ntu limt, the sender MJUST NOT transmit a
datagramthat woul d reconstruct into a packet |arger than the
advertised limt after all processing contexts have been appli ed.

3.2.2. Derived Fields

An endpoint MAY create a derived context only if every operation in
the capsul e appears in the peer’s derived |ist.

3.2.3. Checksum O fl oad

An endpoi nt MAY create a checksum of fl oad context only if the peer
advertised checksunm=?1.

3. 3. Exanpl e
HTTP/ 3 sanpl e request (client to proxy):

:met hod = CONNECT

:protocol = connect-ip

:schene = https

path = /.well-known/ masque/ip/*/*/

cauthority = proxy.exanpl e. net

capsul e-protocol = ?1

htt p- dat agram cont exts = max-t enpl at es=20000, max-tenpl at es- segnent s=32, derived=(0 2 4),
checksum=?1, m u=1500

Figure 2: CONNECT-I1P with http-datagram contexts request exanple
HTTP/ 3 sanpl e response (proxy to client):
:status = 200
capsul e-protocol = ?1
ht t p- dat agr am cont ext s = max-t enpl at es=65535, derived=(0 1), checksum=?0, ntu=1500
Figure 3: CONNECT-IP with http-datagram contexts response exanpl e
In this exanple, both peers support reusable tenplates. The proxy

supports a subset of derived fields (ipv4-total-Ilength, ipv4-udp-
| engt h and i pv4-header-checksum) and the checksum of fl oad. The
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client supports a different subset of derived fields (ipv4-total-

| ength and i pv6-payl oad-1ength) w thout the checksum offload. Both
endpoints indicate that the maxi num packet size after reconstruction
must not exceed 1500 byt es.

4. Processing Context Capsul es

Thi s specification defines nultiple capsule types to construct,
acknow edge, and del ete processing contexts.

4.1. Processing Context Overview
4.1.1. Processing Context Construction

Processing contexts are created using capsules that define a new
uni que non-zero Context |ID encoded as a variable-length integer. A
Context I D MJUST NOT be reused. As specified in Section 4 of

[ CONNECT- UDP] , even-nunbered Context IDs are allocated by the client
and odd- nunbered by the proxy.

Each processing context MAY reference an al ready-defined parent
context using Next Context ID encoded as a variable-length integer.
A context MJST reference only a Context ID previously defined by the
peer. Forward references are not pernmitted. Processing context
without a parent is identified by Next Context ID set to 0. A
processing chain MJUST NOT contain nore than one context of the same
type. A receiver that detects such a condition MJST treat the
context as malforned and foll ow the error-handling procedure defined
in Section 3.3 of [HTTP- DATAGRAMS] .

A receiver of an *_ASSIGN capsule with an invalid Context ID or
unknown Next Context ID MJST treat it as nal formed and foll ow the
error-handling procedure defined in Section 3.3 of [HITP- DATAGRAMS] .

4.1.2. Processing Context Acknow edgenent

For each *_ASSI GN capsul e received, the receiver MJIST transmt the
correspondi ng *_ACK capsul e after successfully installing the
cont ext .

Endpoi nts MAY transmit datagrans referencing contexts prior to
receiving the *_ACK. A receiver MAY buffer datagrans referencing
unknown Context |Ds but MJST bound buffering by time and nenory.

A receiver of an *_ACK capsule with an unknown Context |ID or any data

after Context ID MIUST treat it as mal forned and foll ow the error-
handl i ng procedure defined in Section 3.3 of [HTTP- DATAGRAMS] .
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4.1.3. Processing Context C osure

Processing Contexts are retired by sending correspondi ng * CLOSE
capsule. Cosing a context inplicitly closes all contexts that
reference it directly or transitively.

A receiver of a *_CLOSE capsule SHOULD retain the closed context and
its descendants for a short period to allow in-flight datagrams to
arrive, but MJST bound the retention time and nenory usage.

* CLOSE capsul es with unknown Context ID or any data after Context ID
MUST be treated as nal formed. Receiver of such capsules MJIST foll ow
the error-handling procedure defined in Section 3.3 of

[ HTTP- DATAGRAMS] .

4.2. Tenpl ate Capsul es
4.2.1. TEMPLATE_ASSI GN Capsul e

TEMPLATE_ASSI GN Capsul e {
Type (i) = Ox3ee3143f,
Length (i),

Context ID (i),
Next Context 1D (i),
Static Segment (..)

Fi gure 4: TEMPLATE_ASSI GN Capsul e For mat

The TEMPLATE _ASSI GN capsul e contai ns a sequence of one or nore Static
Segnent s.

Static Segnment {
Segnent Offset (i),
Segnent Length (i),
Segnment Payl oad (..),

}

Figure 5: Static Segnent Format
Each Static Segnent contains followi ng fields:

Segment Offset: Byte offset fromthe start of the reconstructed
packet, encoded as a variabl e-length integer

Segnent Length: Length of the Segenent Payload field, encoded as a
vari abl e-1 ength integer
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Segment Payl oad: Static bytes to insert at the Segnent O fset
4.2.1.1. Parsing and validation

The receiver parses a TEMPLATE ASSI GN capsul e by reading, in order
the Context I D, the Next Context |ID, and one or nore static segnents
whose encodi ngs consune exactly the remaining |l ength of the capsule.
Context I D and Next Context |ID processing is described in

Section 4.1.1.

Each Static Segnent consists of a Segnent O fset, a Segnent Length,
and exactly Segment Length octets of Segnent Payload. Static
segnments MUST appear in strictly increasing Segment O fset order and
MUST NOT overlap. There MJIST be at |east 1 byte between consecutive
segment s.

A receiver that advertised a nmax-tenpl ates-segnents linmt MJST ensure
that the tenplate does not contain nore static segnents. A receiver
that advertised a mu linit in http-datagramcontexts MJST ensure
that the sum of Segnent O fset and Segment Length of the fina

segnment does not exceed the MU limt. Final reconstructed packet
size validation is perfornmed during packet reconstruction

(Section 5.2). The capsule MJUST end i medi ately after the | ast
static segnent.

If any of the capsule fields are mal forned upon reception, the
recei ver of the capsule MJIST follow the error-handling procedure
defined in Section 3.3 of [HITP- DATAGRAMS]

A receiver that has already accepted the maxi nrum nunber of tenpl ates
it advertised via the max-tenpl ates nenber in http-datagramcontexts
MJUST treat any additional TEMPLATE_ASSI GN capsul e an error and MJST
follow the sanme error-handling procedure.

Per - packet validation uses the reconstruction procedure described in
Section 5. 2.

4.2.2. TEMPLATE _ACK Capsul e
TEMPLATE_ACK Capsul e {
Type (i) = 0x3ee31440,
Length (i),

i
Context ID (i),
}

Figure 6: TEMPLATE_ACK Capsul e For mat

Processi ng of the TEMPLATE ACK capsul e is described in Section 4.1.2
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4.2.3. TEMPLATE CLOSE Capsul e

TEMPLATE_CLOSE Capsul e {
Type (i) = 0x3ee31441,
Length (i),

Context 1D (i),

}

Figure 7: TEMPLATE_CLOSE Capsul e For mat

Processi ng of the TEMPLATE CLOSE capsule is described in
Section 4.1.3

4.3. Derived Field Capsul es
4.3.1. DERIVED ASSI GN Capsul e

DERI VED _ASSI GN Capsul e {
Type (i) = Ox3ee31442,
Length (i),

Context ID (i),
Next Context 1D (i),
Derived Field Type (i)

Fi gure 8: DERI VED _ASSI GN Capsul e For mat

The DERI VED ASSI GN capsul e defines a processing context that
generates and inserts one or nore derived fields into the
reconstructed packet. The sender does not transmit these fields in
t he dat agram payl oad.

4.3.1.1. Parsing and validation

The receiver parses a DERI VED ASSI GN capsul e by reading, in order:
the Context I D, the Next Context ID, and one or nore Derived Field
Type val ues encoded as variable-length integers. Context |ID and Next
Context I D processing is described in Section 4.1.1.

If a Derived Field Type is not present in the receiver’s advertised
derived capability list in http-datagramcontexts or if any Derived
Fi el d Type appears nore than once in the capsule, the receiver MJST
treat the capsule as nalfornmed and follow the error-handling
procedure defined in Section 3.3 of [HITP- DATAGRAMS] .

Per - packet validation uses the reconstruction procedure described in
Section 5. 2.
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4.3.2. DERIVED ACK Capsul e

DERI VED_ACK Capsul e {
Type (i) = 0x3ee31443,
Length (i),

Context 1D (i),

}

Fi gure 9: DERI VED ACK Capsul e For mat
Processi ng of the DERI VED ACK capsule is described in Section 4.1.2
4.3.3. DERIVED CLCSE Capsul e

DERI VED_CLCSE Capsul e {
Type (i) = 0x3ee31444,
Length (i),

Context ID (i),

}

Fi gure 10: DERI VED CLOSE Capsul e For mat
Processi ng of the DERI VED CLOSE capsule is described in Section 4.1.3
4.4. Checksum O fl oad Capsul es
4.4.1. CHECKSUM ASSI GN Capsul e

CHECKSUM ASSI GN Capsul e {
Type (i) = 0x3ee31445,
Length (i),

Context ID (i),

Next Context 1D (i),
Checksum Field O fset (i),
Checksum Start O fset (i),

Figure 11: CHECKSUM ASSI GN Capsul e For mat
The CHECKSUM ASSI GN capsul e defines a processing context that
conpl etes an Internet checksumfor the reconstructed packet using a

sender - provi ded partial checksum

In addition to Context I D and Next Context |D CHECKSUM ASSI GN capsul e
contains follow ng fields encoded as variabl e-1ength integers:

Checksum Field O fset: Byte offset of the 16-bit Internet checksum
field within the reconstructed packet
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Checksum Start Offset: Byte offset where checksum coverage begins.
Coverage runs fromthis offset to the end of the reconstructed
packet .

4.4.1.1. Parsing and validation

The recei ver parses a CHECKSUM ASSI GN capsul e by reading, in order
the Context ID, the Next Context ID, ChecksumField Ofset and
Checksum Start O fset. Context ID and Next Context |ID processing is
described in Section 4.1.1

If the peer did not advertise checksum=?1 in http-datagram contexts,
the receiver MIST treat the capsule as mal forned and foll ow t he
error-handling procedure defined in Section 3.3 of [HITP- DATAGRAMS] .

If Checksum Start O fset is 0, the receiver MIST treat the capsule as
mal formed and foll ow the same error-handling procedure.

Per - packet validation uses the reconstruction procedure described in
Section 5. 2.

4.4.2. CHECKSUM ACK Capsul e
CHECKSUM ACK Capsul e {
Type (i) = 0x3ee31446,
Length (i),
Context ID (i),
}
Figure 12: CHECKSUM ACK Capsul e For mat
Processi ng of the CHECKSUM ACK capsul e is described in Section 4.1.2
4.4.3. CHECKSUM CLOSE Capsul e
CHECKSUM CLOSE Capsul e {
Type (i) = O0x3ee31447,
Length (i),
Context ID (i),
}
Fi gure 13: CHECKSUM CLCSE Capsul e For mat

Processi ng of the CHECKSUM CLOSE capsule is described in
Section 4.1.3
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5.

5

5.

5.

Processi ng Context Operation

Thi s section defines how endpoints construct and consune HITP
Dat agr am payl oads usi ng Processi ng Cont exts.

A datagramcarries a Context Identifier that selects the initial
Processing Context. A context MAY reference a parent context using
Next Context ID. The complete behavior is defined by recursively
foll owi ng parent contexts until reaching Context 1D O.

Context ID O indicates that no processing is applied and the payl oad
i s delivered unchanged to the underlying HTTP Dat agram pr ot ocol

1. Sender behavi or

When sendi ng a datagram usi ng a Processi ng Context, the sender
constructs the payload so that the receiver can reconstruct the fina
packet after applying the processing chain.

The sender MUST use a Context ID only after the correspondi ng
* ASSI GN capsul e has been transmtted.

1.1. Tenplate Contexts

If the selected context chain contains a Tenpl ate context, the sender
constructs the datagram payl oad as the concatenation of all variable
byte regi ons not covered by static segnents.

Variable regions are emtted in strictly increasing offset order
starting at offset O.

If the context chain contains no Tenpl ate context, the payl oad MJST
be the conpl ete packet.

1.2. Derived Field Contexts

Derived fields are not transmtted by the sender. When a derived
context is in use, the sender MJST renove the octets corresponding to
derived fields fromthe datagram payl oad. These octets are supplied
by the receiver during reconstruction

The sender MUST construct the payload as if the derived field octets
were not part of the variable regions. That is, the payl oad MJST
contain only the remaining variable octets in strictly increasing
of f set order.
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5.1.3. Checksum O fl oad Contexts
If the context chain contains a checksum offl oad context, the sender
MUST pl ace a preconputed partial Internet checksumvalue into the
checksum field at Checksum Field Offset in the reconstructed packet
image prior to transnmission. This value is conbined with the
recei ver conputation as described in Section 5. 2.

5.1.4. Context Selection

If a packet does not match any avail able context, the sender MJST use
Context ID O and transnmit the conpl ete packet.

5.2. Receiver behavior
Upon receiving an HTTP Datagramwith a non-zero Context ID, the
receiver retrieves the referenced Processing Context and recursively
resolves its parent contexts until Context ID O is reached.

If any referenced context is unknown, the receiver MAY buffer the
dat agram as described in Section 4.1.2 or drop it.

If multiple processing contexts are present in a chain, the receiver
MUST apply themin the followi ng order:

1. Template reconstruction (if present)

2. Derived field processing (if present)

3. Checksum of fl oad processing (if present)
5.2.1. Tenplate Reconstruction

If a Tenplate context is present, the receiver reconstructs the
packet as foll ows:

1. Alocate a buffer large enough to contain the reconstructed

packet .
2. Insert static segnent bytes at their specified offsets.
3. Fill all remaining gaps using bytes fromthe datagram payload in

strictly increasing offset order

I f payl oad bytes are exhausted before all gaps have been filled the
dat agram MUST be dr opped.
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Packets larger than the advertised nmtu in http-datagram contexts MJST
be dropped.

5.2.2. Derived Field Processing
For each derived field present in the context chain, the receiver
conputes the field value and inserts it into the reconstructed packet
at the location defined by the derived field type.

Derived fields are inserted into the packet inmage and therefore

i ncrease the reconstructed packet size. The receiver MJST conpute
derived field values based on the final reconstructed packet size and
structure.

Initial field definitions are specified in Section 8. 3.

If the required header cannot be |ocated, the packet MJST be dropped.

5.2.3. Checksum O fl oad Processing

If a checksum of fl oad context is present, the receiver conpletes the
Internet checksumafter all derived fields have been inserted.

The receiver conpletes the checksum as foll ows:
1. Treat the checksumfield as zero.
2. Compute the one’ s-conpl enent sum from Checksum Start Offset to L.

3. Add (fold) the 16-bit value currently present at the checksum
field.

4. Wite the final one’ s-conmplenent result to the checksumfield.

If any offset exceeds the reconstructed packet |ength, the packet
MUST be dropped.

6. Exanples
This section illustrates how contexts are created and how senders
form conpact payloads. All offsets and lengths are in bits in the

packet diagranms and field tables. Al offsets and lengths are in
bytes in segnent tables and sanpl e capsul es.
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6.1. CONNECT-IP: TCP over IPv6 with tenplate, derived fields and
checksum of f | oad
Original sanple [TCP] over [IPv6] packet layout is illustrated bel ow
In addition to basic IPv6 and TCP headers it contains Tinestanp

option as defined in Section 3 of [TCP-PERF].

This packet is to be transmitted fromthe client to the proxy over
CONNECT- | P
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|0 718 15| 16 23] 16 31|
Fomm e - o - N N Fomm e - o - oo o - oo o - +
|01 10| 0x00 | Ox4bcde | ~
| Version | Traffic dass | FI ow Label | |
S S S U U + |
| 0x0020 | 0x06 | 0x79 | 1
| Payl oad | ength | Next header | Hop limt | P
St oo o - oo o - +
| | H
| 2001: 0db8: 85a3: 0000: 0000: 8a2e: 0370: 7334 | E
| Sour ce Address | A
I | D
o + E
I | R
| 2001: 0db8: a42b: 0000: 0000: 7c3a: 143a: 1529 | |
| Destination Address | |
I | v
o m oo o m o e e +
| 0x0050 | 0xd475 | ~
| Sour ce port | Destination port | |
o e e e e e e e e e e e oo oo o e e e e e e e e e e e oo oo + |
| Ox6caadbd7 | |
| Sequence numnber | |
N . + |
| 0x9b16794e | T
| Acknow edgrent number | C
Fomm oo o e e e e e e e e oo o - o e e e e e e e e e e e e e e + P
|]1000|]000000010000 | 0x041e |
| Hdr Len | TCP Fl ags | W ndow | H
S oo o m oo + E
| 0x8f 6b | 0x0000 | A
| Checksum | Urgent Pointer | D
i T i T i T i T + E
| 0x01 | 0x01 | 0x08 | 0x0a | R
| No-Op Option | No-Op Option |TimeStanp Option| Length | |
- - - - + |
| 0x119a5db3 ||
| Ti mest amp val ue | |
o m o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m—— o= + |
| 0xd9b4d48d | |
| Ti mestanp echo reply | v
o +
Figure 14: Exanple TCP over |Pv6 packet before optimzation
Rosomakho & Paul y Expi res 31 August 2026 [ Page 18]



I nternet-Draft HTTP Dat agr am Conpr essi on February 2026

Thi s exanpl e assunes that the peer supports tenplates with at |east
two segnments per tenplate, |1Pv6 payload | ength derived field and
checksum of fl oadi ng. These capabilities were conmmuni cated using the
foll owi ng http-datagramcontexts HTTP field in proxy response
confirm ng CONNECT-| P ext ended CONNECT

htt p- dat agram contexts = max-tenpl ates=1, nax-tenpl at es-segnment s=2, derived=(1), checksum
=?1, mu=1500

Fi gure 15: http-datagram contexts response exanpl e

Since the proxy does not support TCP checksum derivation, but it
supports checksum of fl oadi ng, the client cal cul ates checksum of |Pv6
pseudo- header and places it in the TCP checksumfield. Context for
the of fl oaded checksumis defined using the CHECKSUM ASSI GN capsul e:

CHECKSUM ASSI GN Capsul e {
Type (i) = 0x3ee31445,
Length (i) = 4,

Context ID (i) = 2,

Next Context ID (i) = 0,
Checksum Field O fset (i)
Checksum Start O fset (i)

56,
40,

Figure 16: CHECKSUM ASSI GN Capsul e for exanple | Pv6/ TCP packet

Payl oad I ength field in IPv6 header can derived by the peer, so it is
renoved before calculating static segnents. Resulting context for
the derived field is defined using DERI VED ASSI GN capsul e:

DERI VED_ASSI GN Capsul e {
Type (i) = Ox3ee31442,
Length (i) = 3,

Context ID (i) = 4,
Next Context ID (i) = 2,
Derived Field Type (i) =1

Figure 17: DERI VED ASSI GN Capsul e for exanple | Pv6/ TCP packet
The table belowillustrates fields present in |IPv6 and TCP headers
after derived field was renoved, their offsets in bits fromthe

begi nni ng of the packet and whether they are likely to be static for
nmost packets of a given traffic flow
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b ool oo oo el o es ey e et o}
| O fset| Field nane | Lengt h| Val ue | Static|
[ oot * s sl ool ool e pe e
|0 | Ver si on | 4 | 0110b | Yes |
T oo T o e e ee e T +
| 4 | Traffic ass |8 | 0x00 | Yes |
R o e oo R o R +
| 12 | Fl ow | abel | 20 | Ox4bcde | Yes |
R T R o e e e e e e e e e o R +
| 32 | Next header | 8 | 0x06 | Yes |
T oo T o e e ee e T +
| 40 | Hop limt | 8 | Ox79 | Yes |
R oo R o R +
| 48 | Source address | 128 | 2001: 0db8: 85a3: : 8a2e: 0370: 7334| Yes |
R T R o e e e e e e e e e o R +
| 176 | Desti nati on | 128 | 2001: 0db8: a42b: : 7c3a: 143a: 1529| Yes |
| | addr ess | | | |
E oo E o e e e e eeao - E +
| 304 | Source port | 16 | 0x0050 | Yes |
Fom e e - - o m e e e oo - Fom e e - - o e e e e e e e e m e e Fom e e - - +
| 320 | Destination | 16 | 0xd475 | Yes |
| | port | | | |
T oo T o e e ee e T +
| 336 | Sequence nunber| 32 | Ox6caadbd7 | No |
R o e e oo R o R +
| 368 | Acknow edgenent | 32 | 0x9b16794e | No |
| | nunber | | | |
+o-m - - S +o-m - - o e e e e e e e e e +o-m - - +
| 400 | TCP header | 4 | 2000b | Yes |
I | I'ength I I I I
R o e - - R o R +
| 404 | TCP Fl ags | 12 | 000000010000b | No |
R T R o e e e e e e e e e o R +
| 416 | W ndow | 16 | 0x041le | No |
T oo T o e e ee e T +
| 432 | Checksum | 16 | Ox8f 6b | No |
R o e oo R o R +
| 448 | Urgent pointer |16 | 0x0000 | Yes |
R T R o e e e e e e e e e o R +
| 464 | No- Op option | 8 | 0x01 | Yes |
T oo T o e e ee e T +
| 472 | No- Op option | 8 | 0x01 | Yes |
R oo R o R +
| 480 | Ti mest anp | 8 | 0x08 | Yes |
| | option | | | |
+o-m - - S +o-m - - o e e e e e e e e e +o-m - - +
| 488 | Ti mest anp | 8 | Ox0a | Yes |

| |option length | | | |
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| 528

S RIS oo S oo +
| Ti mestanp val ue| 32 | 0x119a5db3 | No |
T R o e e e e e e e e e o R +
| Ti mest anp echo | 32 | 0xd9b4d48d | No |
| reply I I I I
. S TS S +

Table 1: 1 Pv6 and TCP header fields in exanpl e packet

Static segnents nodel the invariant parts except for the isolated
4-bit TCP header | ength.

Resulting static segnents:

Segnent

+ +
I I
I I
+ +
| Version, |
| Traffic |
| dass, Flow |
| Label, Next |
| header, Hop |
| Timt, |
| Source |
| address, |
| Destination |
| address, |
| Source port, |
| Destination |
| port I

| Urgent |
| pointer, 2 |
| No-Op TCP |
| options, |
| Timestanp |
| option code |
| and length |

Table 2: Static segnents for exanple | Pv6/ TCP packet

Resul ti ng TEMPLATE_ASSI GN capsule with client-all ocated even context
idis illustrated bel ow
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TEMPLATE_ASSI GN Capsul e {
Type (i) = Ox3ee3143f,
Length (i) = 54,
Context ID (i) = 6,
Next Context ID (i) = 4,
Static Segnent {
Segment Offset (i) o,
Segnment Length (i) = 42,
Segnent Payl oad = 0x6004bcde067920010db885a3000000008a2e0370733420010db8a42b000000007
c3a143a15290050d475,
1
Static Segnent {
Segment Offset (i) 56,
Segnment Length (i) 6,
Segment Payl oad = 0x00000101080a,

}
}

Fi gure 18: TEMPLATE_ASSI GN Capsul e for exanple | Pv6/ TCP packet

The resulting processing context chain reduces per-packet overhead by

renovi ng 50 bytes of repeated header material, increasing the
ef fective MIU when datagrans are encapsul ated in QU C DATAGRAM
franes.

The sender concatenates all variable regions in increasing offset
order. Packets that do not match this tenmplate (for exanple packets
with | Pv6 extension headers or without TCP options) are sent using
Context 1D O or associated with a new context.

Upon receiving the datagramwi th Context 1D 6, proxy re-assenbles the
dat agram by concatenating static and variable segments according to
the offsets, re-cal cul ates Payl oad Length and inserts it into | Pv6
header and conpl etes the TCP checksum usi ng the sender - provi ded
pseudo- header partial checksum

6.2. CONNECT- ETHERNET: UDP over IPv4 with tenplate and derived fields

Oiginal sanple [UDP] over [IPv4] Ethernet frane |ayout is
illustrated bel ow

This frame is to be transnmitted fromthe proxy to the client over
CONNECT- ETHERNET.
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|0 718 15|16 23|24 31|32 39|40 47|

| Destinati on MAC address |
| 00: 00: 5E: 00: 53: 01 |

| Sour ce MAC address |
| 00: 00: 5E: 00: 53: 02 |

Fomm e - o - Fomm e - o - Fomm e - o - Fomm e - o - Fomm e - o - Fomm e - o - +
| 0x0800 |

| Et her Type | ETHERNET HEADER

o e e e oo +

|0 7] 8 15| 16 23] 16 31|
Fomm e - o - N oo o - oo o - oo o - +
|01 00]010 1 0x02 | 0x04cc | »
| Version |Hdr Len| Traffic dass | Total length | |
F-------- +------- I I T +------ I T + |

| 0x0000 |01 0|000000000O0O00O0O0O0]| P
| I dentification | Fl ags | Fragment of f set |
oo o - oo o - Fom e e - - o e e e e e e oo o + H
| 0x40 | 0x11 | 0xb21b | E
| TTL | Pr ot ocol | Header checksum | A
I I T I I T B T I + D
| 192.0.2.1 | E
| Sour ce Address | R
o m m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emma- +|
| 192.0.2.2 | ]
| Destination Address | v
o mm e e e e e e eee oo s o mm e e e e e e eee oo s +

| 0xc199 | 0x1151 | ~
| Sour ce port | Destination port | |
o mm e e e e e e e e e e e meamaoo- o mm e e e e e e e e e e e meamaoo- + |
| 0x04b8 | 0x72de | U
| Lengt h | Checksum | D
o mm e e e e e e eee oo s o mm e e e e e e eee oo s + P
I | |

| UDP payl oad (1200 byt es) | |
| .. | v

Figure 19: Exanple UDP over |Pv4 Ethernet frame before optimzation

Thi s exanpl e assunes that the peer supports tenplates, |Pv4d tota

I ength, 1Pv4 header checksum UDP length in |IPv4 packet and UDP
checksumin | Pv4 packet derived field. These capabilities were
communi cated using the follow ng http-datagramcontexts HITP field in
client requesti ng CONNECT- ETHERNET ext ended CONNECT

htt p- dat agram contexts = max-tenpl ates=1, nax-tenpl at es-segnents=1, derived=(0 2 4 7),

u=1500
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Fi gure 20: http-datagram contexts request exanple

Total |ength and header checksumin |IPv4 header as well as |ength and
checksum in UDP header can be derived by the peer, so these fields
are renoved before calculating static segnents. Resulting context
for the derived field is defined using DERI VED ASSI GN capsul e:

DERI VED_ASSI GN Capsul e {
Type (i) = Ox3ee31442,
Length (i) = 6,

Context ID (i) = 1,

Next Context ID (i) =0
Derived Field Type (i)
Derived Field Type (i)
Derived Field Type (i)
Derived Field Type (i)

~NA~ADNO

}
Fi gure 21: DERI VED ASSI GN Capsul e for exanple | Pv4/UDP et hernet frane

Table below illustrates fields present in Ethernet, |IPv4 and UDP
headers after derived fields were renpved, their offsets in bits from
the beginning of the frane and if they are likely to be static for
nmost packets of a given traffic flow
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[ Sl s oo oot Lo e U
| Ofset | Field name | Length | Value | Static

[ bbb Cbumsboms s oo s oo oo =gt e e pep
| O | Destination | 48 | 00:00:5E:00:53:01 | Yes |
| | MAC address | | | |
S S S Fom oo S +
| 48 | Source MAC | 48 | 00:00:5E:00:53:02 | Yes |
| | address | | | |
Fomm oo o e Fomm oo o e e e o Fomm oo +
| 96 | EtherType | 16 | 0x0800 | Yes |
S R oo e oo S R Fom e S R +
| 112 | Version | 4 | 0100b | Yes |
S S S Fom e S +
| 116 | Header length | 4 | 0101b | Yes |
Fomm oo o e Fomm oo o e e e o Fomm oo +
| 120 | Traffic Class | 8 | 0x02 | Yes |
S R Fom e S R Fom e S R +
| 128 | Identification | 16 | 0x0000 | Yes |
S S S Fom e S +
| 144 | Fl ags | 3 | 010b | Yes |
Fomm oo o e Fomm oo o e e e o Fomm oo +
| 147 | Fragnent | 13 | 0000000000000b | Yes |
| | of fset | | | |
S S S Fom oo S +
| 160 | TTL | 8 | 0x40 | Yes |
Fomm e - o - oo o - Fomm e - o - o e e e e oo oo Fomm e - o - +
| 168 | Protocol | 8 | Ox11 | Yes |
S SRR S S SRR o e e e e oo S SRR +
| 176 | Source address | 32 | 192.0.2.1 | Yes |
S S S Fom oo S +
| 208 | Destination | 32 | 192.0.2.2 | Yes |
| | address | | | |
Fomm oo o e Fomm oo o e e e o Fomm oo +
| 240 | Source port | 16 | 0xcl199 | Yes |
S R Fom oo S R Fom e S R +
| 256 | Destination | 16 | 0x1151 | Yes |
I | port I I I I
Fomm e - o - oo o - Fomm e - o - o e e e e oo oo Fomm e - o - +
| 272 | UDP payl oad | 9600 | | No |
S SRR S S SRR o e e e e oo S SRR +

Table 3: Ethernet, |Pv4 and UDP header fields in exanple frane

A single static segnent nodel can be used for the initial part of the
HTTP datagram after derived fields were renoved

Rosomakho & Paul y Expi res 31 August 2026 [ Page 25]



I nternet-Draft HTTP Dat agr am Conpr essi on February 2026

| Segrent | Segnent | Segnent | Segnent Payl oad

| Offset | Length | Contents |
I

|0 | 34 | Source MAC | 0x00005E00530100005E00530208004502000040004011¢c000020
1c0000202c1991151|
| | | addr ess, |

| | | | Desti nation MAC
| | | addr ess, |
| | | Et her Type, |
I | | Versi on, Header |
| | |l ength and |
I | | | Traffic Cass, |
I | | Identification,|
| | | Fl ags, Fragnent|
| | | | of fset, TTL, |
| | | Protocol , |
| | | Sour ce address, |
| | | Dest i nati on |
| I | addr ess, Source|

| | | port and |

| | | Destination |

| | | port |

Table 4. Static segnent for exanple Ethernet/I|Pv4/UDP frane

Resul ti ng TEMPLATE_ASSI GN capsul e with proxy-allocated odd Context ID
is illustrated bel ow

TEMPLATE_ASSI GN Capsul e {
Type (i) = 0x3ee3143f,
Length (i) = 38,
Context ID (i) = 3,
Next Context ID (i) = 1,
Static Segnment {
Segnent Offset (i) o,
Segnment Length (i) = 34,
Segnent Payl oad = 0x00005E00530100005E00530208004502000040004011c0000201c0000202c1991
151,



Fi gure 22: TEMPLATE_ASSI GN Capsul e for exanple | Pv4/UDP et hernet
frame

The resulting processing context chain reduces per-frame overhead by
renovi ng 34 bytes of repeated header material, increasing the

ef fective MIU when datagrans are encapsul ated in QU C DATAGRAM
frames.
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7

7

8.

8.

The sender concatenates all variable regions in increasing offset
order.

Upon receiving the datagramwith Context ID 3, client re-assenbles
t he dat agram by appendi ng vari abl e segnments to the static, re-
cal cul ates derived fields and inserts themat appropriate |ocations
in the datagram

Security Considerations

Thi s specificati on changes how HTTP Dat agrans are reconstructed but
does not weaken transport-layer integrity or confidentiality
protections provided by the underlying HITP mappi ng. All Capsul es
travel on the reliable control streamand inherit those protections.

1. Resource Exhaustion

Processing contexts introduce receiver state and reconstructi on work.
An attacker could attenmpt to exhaust nenory or CPU by creating
excessi ve nunbers of tenplates and static segnents, purposely sending
dat agranms referencing not-yet-installed contexts and causi ng
excessi ve buffering of unknown Context | Ds.

I mpl ement ati ons MUST enforce limits on nunmber of active tenplates and
static segnents and restrict menory used for buffering datagrans with
unknown cont exts.

2. Amplification

Derived fields and tenplate reconstruction increase the size of the
reconstructed packet relative to the received datagram payl oad. An
attacker could exploit this to anplify processing cost and performa
deni al - of -servi ce attack

Endpoi nts MUST ensure that reconstructed packet size does not exceed
the negotiated MU and SHOULD apply rate limting when expansi on
rati os are abnormal |y hi gh.

I ANA Consi derati ons
1. HTTP Capsul e Types Registration

This specification registers the followi ng values in the "HTTP
Capsul e Types" registry:
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[ oo s
| Val ue | Capsul e Type |
B el ety
| 0x3ee3143f | TEMPLATE_ASSI GN |
I I +
| Ox3ee31440 | TEMPLATE_ACK |
I I i IR +
| Ox3ee31441 | TEMPLATE_CLOSE |
R I I e I T +
| 0x3ee31442 | DERI VED ASSIGN |
I I +
| Ox3ee31443 | DERI VED ACK |
I I i IR +
| Ox3ee31444 | DERI VED CLOSE |
R I I e I T +
| 0x3ee31445 | CHECKSUM ASSI GN |
I I +
| 0x3ee31446 | CHECKSUM ACK |
I I i IR +
| 0x3ee31447 | CHECKSUM CLOSE |
R I I e I T +

Table 5
Al of these new entries use the follow ng values for these fields:
Status: provisional (permanent if this docunment is approved)
Reference: This docunent
Change Controller: |ETF
Contact: MASQUE Working Group masque@etf.org
Not es:  None
8.2. HITP Field Name Registration

This specification registers the following value in the "HITP Field
Nane" registry:

* Field Nane: http-datagram contexts
* Status: provisional (permanent if approved)
* Structured Type: Dictionary

* Reference: This docunent
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*  Comments: None
8.3. HITP Datagram Derived Field Types Registry

IANA is requested to create a newregistry titled "HTTP Dat agram
Derived Field Types". The registration policy is expert review as
specified in Section 4.5 of [IANA-POLICY]. This new registry governs
the Derived Field types that appear in DERI VED ASSI GN capsul e and
derived list of http-datagramcontexts dictionary.

This new registry contains five col ums:

Type: A positive integer identifying the field type
Nanme: A short name of the field

Description: A description of the field

Protocols: A list of HITP Upgrade Tokens that the derived field type
can apply

Ref erence: An optional reference defining the use of the entry.
The registry’'s initial entries are as foll ows:

[ el oo oo el s sl s sl ool °)
| Type| Nane | Description |Protocols | Ref erence|
[ el e e e et e el s fuss s gy e —p—j—r
0 | i pvd4-total -1ength | 1 Pv4 Tot al | connect -i p, | Thi s |
| Length field | connect-ethernet|docunent |
| derived from | | |
| reconstruct ed| | |
| packet size | | |

1 | i pv6-payl oad-1ength |1 Pv6 Payl oad | connect-ip, | Thi s |
| | Length field | connect-ethernet|docunent |
| | derived from | | |
| | reconstruct ed| | |
| | packet size | | |

| 2 | i pv4-udp-1 ength | UDP Length | connect -i p, | Thi s |
| | | derived from | connect - et hernet| docunent |
| | UDP header to] | |

I

|

I

| | | end of 1Pv4 | |

| | | packet | |

Fom e e e e e e oo oo S S R +
| 3 | i pv6-udp-1 ength | UDP Length | connect -i p, | Thi s |

| | | derived from | connect - et hernet| docunent |
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9.

9.

1

| | UDP header to] | |
| | end of 1Pv6 | | |
I | packet I I I

4 | i pv4- header - checksum | Pv4 header | connect-ip, | Thi s |
| | checksum | connect - et her net | docunent |
| | comput ed over | | |
| | 1 Pv4 header | | |

I
| | comput ed over| connect - et her net | docunent |
| | I Pvd pseudo- | | |
| | header and | | |
I | segnent I I I

I

I

I

+

I

I

I

I

+

| 5 | i pv4-tcp-checksum | TCP checksum | connect -i p, | This

I

I

I

I

+

| 6 | i pv6-tcp-checksum | TCP checksum | connect -i p, | This |

| | | comput ed over| connect - et her net | docunent |

| | | 1 Pv6 pseudo- | | |

| | | header and | | |

I I | segnent I I I

| 7 | i pv4-udp-checksum | UDP checksum | connect -i p, | This |

| | | comput ed over| connect - et her net | docunent |
| | I Pvd pseudo- | | |
| | header and | | |
I | segnent I I I

I
| | comput ed over| connect - et her net | docunent |
| | 1 Pv6 pseudo- | | |
| | header and | | |

I

I

I

I

+

| 8 | i pv6-udp-checksum | UDP checksum | connect -i p, | This
I

I

I

I I | segnent I I

+
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