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Abst ract

Thi s docunment defines a nmechanismfor HTTP/2 and HTTP/3 clients to
provi de additional certificate-based credentials after the TLS
handshake has conpl eted, using TLS Exported Authenticators. Unlike
traditional client authentication during the TLS handshake, this
mechanismallows clients to present nultiple certificates over the
lifetime of a session.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://yarosl avros. gi t hub.i o/ httpbi s-secondary-client-certs/draft-
r osomakho- ht t pbi s-secondary-client-certs.htm. Status information
for this docunent may be found at https://datatracker.ietf.org/doc/
draft-rosonmakho- htt pbi s-secondary-client-certs/.

Di scussion of this docunent takes place on the HITP nailing |ist
(mailto:ietf-http-wg@a3.org), which is archived at
https://lists.w3.org/Archives/Public/ietf-http-wy/.

Source for this draft and an issue tracker can be found at
https://github. com yarosl avros/ httpbi s-secondary-client-certs.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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I nt roduction

[ TLS] provides an option for client authentication during the initial
handshake, but this approach has several linmtations. It requires
early conmitnent to a single identity and can expose identifying

i nformati on prematurely.

Thi s docunent defines a protocol extension that allows [HITP/ 2] and
[HTTP/ 3] clients to provide certificate-based credentials after the
TLS handshake, using TLS Exported Authenticators [ EXPORTED- AUTH] .
This enables clients to authenticate in a flexible and dynanic
manner, for exanple when accessing specific resources, elevating
privileges, or switching identities.

An inportant use case for this nechanismis the ability for a client
to provide nultiple identities or contextual information distributed
across several certificates, such as separate device and user
credenti al s.

Thi s nmechani sm builds on and conpl enents the secondary certificate
support for HITP servers defined i n [ SECONDARY- SERVER] .

Aut hentication Ilnitiation

Client authentication is initiated by the server once both peers have
negoti ated support for this nechani sm

The client signals support and the maxi mnum nunmber of certificate-
based credentials it is expecting to provide during the lifetine of
the connection using HTTP/ 2 or HTTP/ 3 SETTINGS paraneters. The
server may request client credentials by sending an

AUTHENTI CATOR_REQUESTS frane, and the client responds with a sequence
of CERTI FI CATE franes, each containing an Exported Authenticator

The server may initiate additional authentication exchanges later in
the connection, provided the total nunber of requested credentials
does not exceed the client’s declared limt.
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1.2. Certificate Validation and Authorization

Client authentication using this nechanismis initiated by the server
in response to the client’s advertised support.

Servers are expected to evaluate the received credentials according
to their policy and deci de whether to:

* Accept the certificate and associate it with the client session or
with a specific set of future HITP requests;

* |gnore the certificate and proceed without adjusting the client’s
aut hori zation state;

* Termnate the connection if the certificate is unacceptable or
appears malici ous.

Thi s mechani sm does not define any explicit protocol-level signaling
for certificate rejection. Applications may inplenent their own
logic to determ ne how aut henticati on success or failure affects
access to resources, but such decisions are nmade outside the scope of
this protocol extension.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Negotiating Support for HITP-layer Client Certificate Authentication
Support for HTTP-layer client certificate authentication is
negotiated via a SETTINGS paraneter. An endpoint MJST NOT send
franes related to client authentication (AUTHENTI CATOR REQUESTS, or
client-initiated CERTIFI CATE) unl ess the peer has explicitly
advertised support via the SETTINGS paraneter defined in Section 3. 1.

This restriction does not apply to server-initiated CERTIFI CATE
frames, which are governed by [ SECONDARY- SERVER] .

3.1. SETTINGS_HTTP_CLI ENT_CERT_AUTH

A new SETTINGS paraneter is defined for both HITP/2 and HTTP/3 to
i ndi cate support for HITP-layer client certificate authentication

Rosomakho & Hoyl and Expi res 8 January 2026 [ Page 4]



I nternet-Draft Secondary Clients Certificates July 2025

3.

3.

Clients use this parameter to advertise the maxi mum nunber of
certificate-based credentials they are expecting to provide during
the lifetime of the connection. This value MJST be a non-zero
integer. A value of zero indicates that the client does not support
client certificate authentication

Servers that support this mechani sm MUST respond with a value of 1 to
confirm support. The server’s val ue does not affect the nunber of
aut henticator requests it can send; it merely confirnms participation
in the protocol

Each endpoint nust advertise its own support. A client MJST NOT send
CERTI FI CATE franes unl ess both parties have advertised support for
this mechanism Sinilarly, a server MJUST NOT send an

AUTHENTI CATOR_REQUESTS frane unl ess both parties have adverti sed
support.

Endpoi nts MUST NOT send a SETTI NGS_HTTP_CLI ENT_CERT_AUTH par anet er
with a value of 0 after previously sending a value greater than O.
Once support for this extension has been advertised, it is considered
enabled for the lifetine of the connection
1.1. HITP/ 2 Definition

In HTTP/ 2, this paraneter is defined as an entry in the SETTI NGS
frane as specified in Section 6.5.2 of [HITP/2].

* |dentifier: SETTINGS_HTTP_CLI ENT_CERT_AUTH (0xTBD)

* Value set by clients: A positive integer indicating the nunber of
credentials they are willing to provide.

* Value set by servers: 1 to indicate support.
1.2. HITP/ 3 Definition

In HTTP/ 3, this paranmeter is defined as a SETTINGS paraneter in
accordance with Section 7.2.4.1 of [HITP/3].

* |dentifier: SETTINGS_HTTP_CLI ENT_CERT_AUTH (0xTBD)

* Value set by clients: A positive integer indicating the nunber of
credentials they are willing to provide.

* Value set by servers: 1 to indicate support.
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4.

4.

Aut henti cati on Procedure

Once bot h endpoi nts have negoti ated support for HITP-layer client
certificate authentication via SETTINGS HTTP_CLI ENT_CERT_AUTH as
described in Section 3.1), the server nay initiate client

aut hentication at any tine by sendi ng an AUTHENTI CATOR REQUESTS
frane.

The AUTHENTI CATOR REQUESTS frame contains a |list of authenticator
requests, as defined in Section 4 of [EXPORTED- AUTH]. Each request
presents a cryptographic challenge for the client to use in the
construction of a correspondi ng Exported Authenticator

The client MAY use provi ded authenticator requests to send
CERTI FI CATE franes. Each CERTIFI CATE frane carries an Exported

Aut henticator that includes a certificate chain and proof of
possession, as specified in Section 5 of [ EXPORTED- AUTH]. A client
MAY send an enpty authenticator as defined in Section 6 of

[ EXPORTED- AUTH] in cases where it declines to authenticate for a

gi ven request.

This section defines the structure of the AUTHENTI CATOR REQUESTS
frame and outlines how it and the CERTIFI CATE franes, as defined in
[ SECONDARY- SERVER], are exchanged, ordered, and validated during the
aut henti cati on process.

1. AUTHENTI CATOR_REQUESTS Fr ane

The AUTHENTI CATOR REQUESTS frane is sent by the server to deliver
aut henticator requests to the client. It may be sent at any point
after the client has advertised support via the

SETTI NGS_HTTP_CLI ENT_CERT_AUTH par anet er

The server MAY send nul tiple AUTHENTI CATOR REQUESTS franmes over the
lifetime of the connection. However, the total nunber of outstanding
aut henti cator requests (those for which the client has not yet
responded with a CERTI FI CATE franme) MJST NOT exceed the maxi mum
specified by the client in its SETTINGS HTTP_CLI ENT_CERT_AUTH
paraneter. If this limt is exceeded, the client MIST treat it as a
connection error.

The server MAY send additional AUTHENTI CATOR REQUESTS franes after
recei ving one or nore CERTIFI CATE franmes fromthe client, in order to
replenish the client’s pool of active challenges. This allows the
server to control the pace of client authentication while adhering to
the negotiated limts.
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The list of authenticator requests in AUTHENTI CATOR REQUESTS frane
MUST NOT be enpty.

Each authenticator request is used by the client to construct an
Exported Authenticator as defined in Section 5 of [ EXPORTED- AUTH].
This frame is a control frane and MJST be sent on stream O in HITP/ 2
or the control streamin HITP/ 3.

4.1.1. HITP/ 2 Definition

AUTHENTI CATOR_REQUESTS Fr ane {
Length (24),
Type (8) = OxTBD,
Unused Fl ags (8),

Reserved (1),
Stream ldentifier (31) = 0,

Aut henti cator Request (..) ...,

Figure 1: HTTP/ 2 AUTHENTI CATOR_REQUESTS Frane

If this frame is received by a server on any stream or by a client
on a streamother than stream 0, the recipient MIST treat it as a
connection error of type PROTOCOL_ERROR according to Section 5.4.1 of
[ HTTP/ 2] .

If the frane payload is malformed or contains mal forned authenticator
requests (e.g., inconplete length-prefixes or invalid encoding), the
recipient MIST treat it as a connection error of type PROTOCOL_ERRCR

4.1.2. HITP/3 Definition
AUTHENTI CATOR_REQUESTS Frane {
Type (i) = OxTBD,
Length (i),

Aut henti cator Request (..) ...,

}
Fi gure 2: HTTP/ 3 AUTHENTI CATOR_REQUESTS Fr ane

If this frame is received by a server on any stream or by a client
on a streamother than the control stream the recipient MIJST treat
it as a connection error of type H3 FRAME UNEXPECTED according to
Section 8 of [HTTP/3].
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If the frame payload is nmal formed or contains mal forned authenticator
requests, the recipient MIST treat it as a connection error of type
H3_MESSAGE_ERRCR.

4.1.3. Authenticator Request Format

Each Aut henticator Request is an encoded structure consisting of a
vari abl e-1 ength integer I ength and the correspondi ng bi nary val ue of
the request:

Aut henti cat or Request {
Length (i),
ClientCertificateRequest (..),
}

Figure 3: Authenticator Request structure

* Length (i): A variable-length integer specifying the length, in
bytes, of the CientCertificateRequest.

* dientCertificateRequest: A structure as defined in Section 4 of
[ EXPORTED- AUTH] .

The payl oad of the AUTHENTI CATOR_REQUESTS frane consists of a
sequence of these Authenticator Request el enents. The list MJST NOT
be enpty. dients parse the payload by reading the I ength, then
interpreting the followi ng bytes as a ientCertificateRequest
structure.

4.1.4. Request Odering and Pacing

Clients MJST respond to each authenticator request context with a
correspondi ng CERTI FI CATE franme, in the same order as the
aut henti cator requests appeared in the AUTHENTI CATOR REQUESTS frane.

The total nunber of outstandi ng authenticator requests MJST NOT
exceed the value the client advertised in the

SETTI NGS_HTTP_CLI ENT_CERT_AUTH paraneter. |If the server exceeds this
limt, the client MUST treat it as a connection error.

In HTTP/ 2, the connection MJST be closed with a PROTOCOL_ERROR
according to Section 5.4.1 of [HITP/2]. |In HITP/3, the connection
MUST be cl osed with H3_FRAME UNEXPECTED according to Section 8 of
[HTTP/ 3] .
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4.2. CERTI FI CATE Frane

The CERTI FI CATE frane is used by the client to respond to each
aut henti cator request previously delivered by the server in an
AUTHENTI CATOR_REQUESTS frane. Each CERTIFI CATE frame carries a
singl e Exported Authenticator structure constructed using the TLS
Exported Authenticator nechanismdefined in Section 5.2 of

[ EXPORTED- AUTH] .

The format and semantics of the CERTIFI CATE frane are defined in
[ SECONDARY- SERVER], and are reused w thout nodification for client
aut henti cati on.

Clients MJST send exactly one CERTIFI CATE frame for each

aut henti cator request context received. These frames MJST be sent in
the sane order as the correspondi ng authenticator requests appeared
in the AUTHENTI CATOR_REQUESTS frane.

A CERTI FI CATE frame MAY carry an enpty authenticator, as described in
Section 6 of [EXPORTED-AUTH]. This allows the client to decline

aut hentication for a particul ar request context without term nating

t he connecti on.

Clients MJST NOT send CERTIFI CATE frames unless they are in response

to an outstandi ng AUTHENTI CATOR REQUESTS frame. |If a server receives
a CERTI FI CATE franme when no authenticator request is outstanding, it

MJST treat this as a connection error

Servers MJST NOT send CERTI FI CATE franes unl ess the secondary
certificate authentication mechanismfor HTTP servers has been
negoti ated according to [ SECONDARY-SERVER]. |If a client receives a
server-generat ed CERTIFI CATE frane wi thout such negotiation, it MJST
treat this as a connection error of type PROTOCOL_ERROR (HTTP/2) or
H3_FRAME_UNEXPECTED (HTTP/ 3)

4.2.1. Certificate Validation and Authorization

The validation of client-provided certificates and any associ at ed

aut hori zation |l ogic are outside the scope of this specification. The
server is responsible for interpreting the CERTIFI CATE franes it

recei ves and deci ding how they inpact the session state or access
control

A server MAY associate an accepted certificate with the connection,
use it for access control decisions on subsequent requests, or ignore
it entirely. The application determ nes whether authentication is
required, optional, or sufficient for specific operations.
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If a server receives a certificate that it considers invalid,
untrusted, or inappropriate, it MAY respond by limting the client’ s
access, rejecting individual requests, or closing the connection.
Thi s specification does not define protocol-level error signaling for
certificate rejection.

5. Security Considerations

Thi s mechani sm builds on TLS Exported Authenticators [ EXPORTED AUTH|,
whi ch provide cryptographic binding to the underlying TLS connection
and strong guarantees of authenticity, integrity, and freshness.
However, several considerations renmain relevant for inplenenters and
depl oyers

5.1. Inpersonation and Trust

Servers MJST carefully validate client-provided certificates and
ensure that they are trusted, appropriate for the context, and bound
to the intended identity. Failure to enforce proper certificate
validation could allow an attacker to inpersonate another client or
gai n unaut hori zed access.

Aut hori zation deci sions based on certificates are application-
specific and nmust be handled with care. A certificate' s presence
does not inply entitlenent.

5.2. Replay Prevention

Exported Authenticators are constructed using uni que per-session
crypt ographi ¢ context and include binding to the TLS connection via
the handshake transcript. This provides replay protection across
different sessions, provided the ClientCertificateRequest includes a
fresh context value. Reuse of identical request contexts across
connecti ons SHOULD be avoi ded.

5.3. Exposure of dient ldentity

Certificates often contain long-lived identifiers (such as nanes,
device serial nunbers, or emnil addresses). When a client presents
such certificates, it exposes identity information to the server
Clients should avoid presenting identifying certificates unless
necessary for the resource or context being accessed.

If client authentication is not required, clients may prefer to
respond with an enpty Exported Authenticator
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5.4. Binding to the Connection

Exported Authenticators are cryptographically bound to the TLS
session in which they are sent. A certificate authenticated using
this nmechanismapplies to the entire HITP connection and all streans
within it. Servers MJST NOT assune that certificate-based identity
can vary between streans on the same connection

Applications MIST ensure that any authenticated identity is scoped to
the connection lifetine, and not reused across connections unless
explicitly permtted by policy.

5. 5. Deni al - of - Servi ce Ri sk

The process of generating authenticator requests, tracking their
state, and verifying the resulting authenticators can be
conputationally expensive for the server. A nmalicious or m sbehaving
client could send excessive CERTIFI CATE frames to force the server to
consume menory, perform cryptographic operations, or naintain

aut hentication state unnecessarily.

Servers SHOULD enforce limts on the nunber of authenticator requests
they are willing to issue. Servers MAY respond with fewer
Aut henti cat or Requests than requested by the client or choose not to

repel i sh consunmed requests with new ones. |Inplenentations SHOULD
bound menmory and conpute usage per connection to nitigate such
att acks.

5.6. Timng Side Channels
Appli cations shoul d consider the potential for timng side channels
in certificate validation and authenticator generation. Variations
in processing time may reveal information about internal policies,
trust anchors, or user behavior. Constant-tine validation and
random zed del ays are potential mitigations in sensitive depl oynents.
6. | ANA Consi derations

Thi s docunent registers the AUTHENTI CATOR REQUESTS franme type and
SETTI NGS_HTTP_CLI ENT_CERT_AUTH for both [HTTP/ 2] and [HTTP/ 3].

6.1. HTTP/ 2 Franme Types

This specification registers the following entry in the "HITP/ 2 Frame
Types" registry defined in [HITP/ 2]:

AUTHENTI CATOR_REQUESTS fr ame:
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* Code: 0OxTBD
* Frane Type: AUTHENTI CATOR_REQUESTS
* Reference: This docunent

6.2. HITP/ 3 Frame Types

This specification registers the following entry in the "HITP/ 3 Frame

Types" registry defined in [HITP/ 3]:

AUTHENTI CATOR_REQUESTS f r ane:

* Val ue: OxTBD

*  Frame Type: AUTHENTI CATOR REQUESTS

* Status: provisional (permanent if this docunment is approved)
* Reference: This docunent

* Change Controller: Yaroslav Rosonmakho (IETF if this docunent
appr oved)

* Contact: yrosomakho@scal er.com (HTTP_W5 HTTP wor ki ng group
ietf-http-wg@3.org if this docunment is approved)

*  Notes: None
6.3. HITP/2 Setting

This specification registers the following entry in the "HTTP/ 2
Settings" registry defined in [HITP/ 2]:

* Code: 0OxTBD
*  Nane: SETTINGS_HTTP_CLI ENT_CERT_AUTH
* Initial Value: O
* Reference: This document
6.4. HTTP/3 Setting

This specification registers the following entry in the "HITP/ 3
Settings" registry defined in [ HTTP/ 3]:

*  Code: O0xTBD
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* Setting Name: SETTI NGS_HTTP_CLI ENT_CERT_AUTH

* Default: O

* Status: provisional (permanent if this docunment is approved)
* Reference: This docunent

* Change Controller: Yaroslav Rosomakho (I ETF if this document is
appr oved)

* Contact: yrosonmakho@scal er.com (HTTP_WG HTTP wor ki ng group;
ietf-http-wg@3.org if this docunment is approved)

*  Notes: None
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