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Abst r act

Thi s docunent defines a |ightweight nmechanismthat allows explicit
HTTP proxies to informclients when their proxy configuration, such
as a Proxy Auto-Configuration (PAC) file or Provisioning Domain (PvD)
proxy configuration, is outdated. dients signal to the proxy the
configuration URL and the tinmestanp of when it was last fetched. In
response, the proxy may indicate that a newer version of the
configuration is available. This enables clients to refresh their
configuration without relying on frequent polling or short expiration
intervals. The mechanismis designed to be conpatible with existing
proxy depl oynent nodel s and supports both PAC-based and PvD-based
configurations.

About This Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://yarosl avros. gi t hub. i o/ htt pbi s- out dat ed- pr oxy-confi g/ draft-

r osonmakho- ht t pbi s- out dat ed- proxy-config. htm . Status infornmation for
this docunment may be found at https://datatracker.ietf.org/doc/draft-
r osomakho- ht t pbi s- out dat ed- proxy-confi g/.

Di scussi on of this docunent takes place on the HITP Wirki ng G oup
mailing list (mailto:ietf-http-wg@a3.o0rg), which is archived at
https://lists.w3.org/Archives/Public/ietf-http-wy/.

Source for this draft and an issue tracker can be found at
https://github. com yarosl avros/ htt pbi s- out dat ed- pr oxy-confi g.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Copyri ght Notice
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1.

I nt roducti on

Explicit HTTP proxies are wi dely deployed in enterprise and nanaged
network environnents to enforce routing policies, enable traffic

i nspection, or inplenent access control. Cients relying on such
proxies typically obtain configuration through a Proxy Auto-
Configuration (PAC) file [PAC-FILE] or a Provisioning Domain (PvD)
[ PROXY-PVD]. |In many deploynents, it is necessary to update these
configurations in response to operational changes such as service
onboardi ng, energency routing adjustnments, or policy corrections.

Currently, clients have limted nmechanisnms to detect whether the
proxy configuration they are using is stale. As a result, PAC files
are often polled at short intervals, and PvD expiration tines are
configured with | ow values to accelerate refreshes. These approaches
are inefficient and may introduce unnecessary network traffic or
del ay the application of inportant updates.

Thi s docunent defines a sinple nmechani smthat enables a proxy to
informa client that its current configuration is outdated. The
client includes in its request a structured field indicating the URL
of the PAC file or PvD and the tinestanp of when it |ast fetched the
configuration. |f the proxy recognizes the configuration and
determines that a newer version is available, it may respond with a
bool ean i ndicator pronpting the client to refresh the configuration

Thi s mechani sm applies to forms of explicit proxying over HITP where
there is a clear separation between client headers intended for the
proxy and headers intended for the origin server. This includes:

* HITP CONNECT as defined Section 9.3.6 of [HITP]

* [ CONNECT- UDP]

* [ CONNECT- | P

*  Tenpl at ed [ CONNECT- TCP]

This mechanismis not applicable to HITP/ 1.1 proxyi ng nodes that use
the "absolute-form request URI defined in Section 3.2.2 of
[HTTP/ 1. 1] with HTTP net hods ot her than CONNECT.

The nechanismis optional, conpatible with existing protocols, and
requires no persistent state. It allows clients to discover

configuration updates proactively while preserving the existing
operational nodel.
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2

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Pr ot ocol Overvi ew

To enabl e detection of stale proxy configuration, clients may include
a Proxy-Config HTTP header field in requests sent to an explicit
proxy. This header communi cates the URL of the proxy configuration
(such as a PACfile or PvD) and the tinestanp of when the client |ast
fetched it.

Upon receiving a request containing the Proxy-Config header, a proxy
that supports this nechani smconpares the provided tinestanp with the
nmost recent update time of the corresponding configuration. |If the
proxy determnes that the client configuration is outdated, it can
signal this condition using the Proxy-Config-Stal e response header

This mechanismis optional and advisory. Proxies are not required to
track or respond to client configuration netadata, and clients are
not required to act i mediately upon receiving a stal eness

i ndi cation. The nechanismis designed to supplenment, not replace,

exi sting configuration refresh behaviors.

Pr oxy- Confi g Header

The Proxy-Config request header field is used by a client to inform
an explicit proxy about the proxy configuration it is currently
using. The field conveys a dictionary structured field as defined in
Section 3.2 of [STRUCTURED-FIELD] with the follow ng keys:

* url (optional): A string identifying the URL fromwhich the client
fetched the configuration. This may point to a PACfile or a PvD
configuration. It MAY be onmtted in the foll ow ng cases

- The client is using the default PvD URI based on proxy hostnane
and ".wel | -known/pvd" path as defined in Section 4.1 of
[ PVDDATA .

- The configuration was provisioned through a mechanismthat is
not associated with a specific URL, such as enterprise device
managenent or a local policy engine
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4.

4.

* fetched (required): A date value indicating when the client |ast
fetched the configuration. The value MJST use the Date format
defined in Section 3.3.7 of [STRUCTURED- FI ELD] .

1. Handling Unknown or Sensitive URLs

Clients MJUST NOT include URLs that expose |ocal systeminformation
(e.g., file:// URLs). Cients SHOUD limt use of the Proxy-Config
header to contexts where it does not introduce privacy or security
ri sks, such as trusted or encrypted proxy connections.

2. Exanpl es

A client using a PACfile retrieved fromhttps://config.exanple. net/
proxy.pac at 2025-06-01T00: 00: 00Z MAY include the foll ow ng header:

Proxy-Config: url="https://config.exanpl e.net/proxy.pac", fetched=@748736000

Figure 1: Example of Proxy-Config header with url field

If the client is using the default PvD URI associated with the proxy
hostnanme, it nay omt the url key:

Proxy-Config: fetched=@748736000
Figure 2: Exanpl e of Proxy-Config header without url field
Pr oxy- Confi g- St al e Header

The Proxy-Config-Stale response header field is used by a proxy to
informthe client whether its current proxy configuration is

consi dered outdated. This allows the client to nake inforned

deci si ons about whether to refresh the configuration.

The field is a boolean as defined in Section 3.3.6 of
[ STRUCTURED- FI ELD], where:

* 2?1 indicates that the configuration used by the client is stale
and a newer version is avail able.

* 2?0 indicates that the configuration used by the client is current.

The proxy MUST only include this header if it has received a valid
Proxy-Config header fromthe client and is able to recognize and
eval uate the configuration URL. If the proxy does not recognize the
provi ded configuration URL, does not track updates for it, or does
not support this nechanism it MJST onit the Proxy-Config-Stale
header .
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The Proxy-Config-Stale header MAY appear in both successful and error
responses, except for responses related to client authentication
(e.g., 407 Proxy Authentication Required). Including the header in
such authentication-rel ated responses could result in unintended
exposure of configuration netadata and nmay interfere with

aut henti cati on wor kfl ows.

The Proxy-Config-Stale field is advisory. |Its presence does not
af fect the processing of the current request or response. Cients
MAY choose how and when to act upon the information, including
deferring configuration refresh until convenient.

6. Security Considerations

Clients using the Proxy-Config header field nust take care to avoid
di sclosing sensitive information in the URL or netadata they send to
t he proxy.

6.1. Avoiding Sensitive URLs

Clients MJUST NOT include configuration URLs that reveal |ocal system
details, such as file:// URI's or paths containing user-specific or
internal directory structures. To reduce exposure, clients SHOULD
only use this nechani smwhen proxy configuration is relevant to the
proxy (e.g., hosted on the proxy or a part of the sane enterprise
domai n) .

6.2. Trusted Communi cati on Channel s

The Proxy-Config header is intended for use over secure and trusted
conmuni cation channels. Cients SHOULD send this header only when
usi ng TLS or when ot herw se confident that the request is not
observabl e or nodifiable by unauthorized internediaries.

6.3. Authentication-rel ated Responses

Proxi es MUST NOT include the Proxy-Config-Stal e header in responses
related to client authentication (e.g., 407 Proxy Authentication
Required). This avoids potential |eakage of client configuration
met adata during authentication flows that may be visible to other
conponents or exposed through | ogging or error handling.
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6.4. Denial -of -Service Considerations

A m sconfigured or malicious proxy could include Proxy-Config-Stale:
?1 in every response, causing the client to repeatedly refetch proxy
configuration. This behavior can |lead to excessive network traffic,
CPU usage, or degraded performance on the client, particularly in
envi ronnments where configuration retrieval is resource-intensive.

To mitigate this risk, clients MJST inplement appropriate rate
limting or throttling nmechani sns when acting on stale configuration
i ndi cations. For exanple, a client may choose to ignore repeated ?1
responses within a mninumrefresh interval or apply exponentia
backof f when encountering nmultiple stale signals in quick succession

Clients SHOULD validate the authenticity and integrity of any fetched
configuration before applying it, and ensure that configuration
refreshes do not interfere with ongoing connection or session state.

6.5. Inapplicability to Non- CONNECT Proxyi ng Mddes

This mechanismis not intended for use with HITP/ 1.1 proxyi ng nodel s
that rely on the "absolute-form request URI defined in Section 3.2.2
of [HTTP/1.1] with nethods other than CONNECT. In such
configurations, all client headers nmay be forwarded by the proxy to
the destination server. This can result in unintended disclosure of
internal configuration netadata.

Clients MJST ensure that the Proxy-Config header is only sent when
the proxying node provides a cl ear separation between hop-by-hop
headers (intended for the proxy) and end-to-end headers (intended for
the destination server). This includes CONNECT-based methods such as
CONNECT (Section 9.3.6 of [HTTP]), [ CONNECT-UDP], [CONNECT-IP] and
tenpl ated [ CONNECT-TCP]. These nethods establish a tunnel or
encapsul ati on that ensures Proxy-Config header is visible only to the
proxy and is not forwarded to the destination server even if the
proxy does not recognize it.

7. | ANA Consi der ati ons

Thi s docunent registers the follow ng HTTP header fields in the
"Hypertext Transfer Protocol (HTTP) Field Nane Registry":

Proxy- Config
* Field Nane: Proxy-Config

* Status: pernmanent

Rosomakho Expi res 3 Septenber 2026 [ Page 7]



I nternet-Draft Det ecti ng Qutdated Proxy Configuration March 2026

* Reference: this docunent
Proxy-Config-Stal e
* Field Nane: Proxy-Config-Stale
* Status: permanent
* Reference: this docunment
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