HTTP Y. Rosomakho

I nternet-Draft Zscal er
I nt ended status: Standards Track D. Schi naz
Expires: 31 August 2026 Googl e LLC

27 February 2026

Unbound DATA for CONNECT in HTTP/ 3
draft-rosomakho- htt pbi s- h3- unbound- dat a- 01

Abst ract

Thi s docunent defines a new HITP/3 frame type, UNBOUND DATA, and a
correspondi ng SETTI NGS paraneter that enables endpoints to negotiate
its use. Wen an endpoint sends an UNBOUND _DATA frame on a CONNECT
request or response stream it indicates that all subsequent octets
on that streamare interpreted as tunneled bytes. This applies both
to octets transnitted after CONNECT or extended CONNECT. The use of
UNBOUND_DATA renoves the need to encapsul ate each portion of the data
i n DATA frames, reducing fram ng overhead and sinplifying

transm ssion of |ong-lived CONNECT tunnels.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://yarosl avros. gi thub.io/draft-httpbis-h3-unbound-data/draft-

r osomakho- htt pbi s- h3-unbound-data. htnl. Status information for this
docunent nay be found at https://datatracker.ietf.org/doc/draft-

r osomakho- ht t pbi s- h3- unbound- dat a/ .

Di scussion of this docunent takes place on the HTTP Wirki ng G oup
mailing list (mailto:ietf-http-wg@B3.0rg), which is archived at
https://lists.w3.org/Archives/Public/ietf-http-wy/.

Source for this draft and an issue tracker can be found at
https://github. com yarosl avros/draft-httpbis-h3-unbound-dat a.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 31 August 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

[HTTP/ 3] transnits nessage content on client-initiated bidirectional
QUIC streans. On these streans, the request and response nmessages
are carried using a sequence of HITP/3 frames. The DATA frame is
used to encapsul ate octets of the opaque data associated with CONNECT
and its extensions.
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CONNECT and extended CONNECT establish Iong-1ived bidirectional
tunnels. These tunnels commonly carry transport protocols (TCP

[ CONNECT- TCP], UDP [ CONNECT- UDP], | P [ CONNECT-IP], Ethernet

[ CONNECT- ETHERNET], [ WebSockets], [WbTransport]) that produce
arbitrarily fragnmented and continuous byte streans. Senders
therefore generate | arge nunbers of DATA frames whose boundaries have
no semantic meani ng. Al though DATA franes are |ightweight, each adds
fram ng overhead and requires the sender to manage frame boundari es.
For long-lived or high-volume streans, this overhead i s unnecessary
because the end of the QU C stream al ready provi des a natural nessage
boundary.

According to Section 4.4 of [HITP/ 3], once HTTP/3 CONNECT tunnel is
established, the stream carries opaque bytes until the QUC FIN
CONNECT streams do not carry trailers and no additional HTTP franes
are defined after tunnel establishnment. Therefore, ceasing frane
parsing after UNBOUND DATA does not change HTTP semantics and only
renoves fram ng over head.

Thi s docunent defines a new HITP/3 frame type, UNBOUND DATA, and a
correspondi ng SETTI NGS paraneter that endpoints use to negotiate
support. Once an UNBOUND DATA franme is sent on a CONNECT stream al
subsequent octets on that streamare interpreted as data. This
mechani smelimnates the need to encapsul ate each portion of the
tunnel payload in separate DATA franes.

The goal s of UNBOUND DATA ar e:

* Reduce fram ng overhead for CONNECT tunnels carrying continuous
byte streans.

* Sinplify sender and receiver state machines by elimnating
repeat ed DATA frane headers.

* Enable efficient transport of tunneled protocols carried over
CONNECT st rearns.

The use of UNBOUND DATA does not alter HITP semantics, flow control,
or prioritization; it is strictly a framng optim zation

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3.

4.

Capabi lity Negotiation

Endpoi nts indicate support for unbound data transm ssion by sendi ng
t he SETTI NGS_ENABLE_UNBOUND_DATA (0x282cf 6bb) setting with a val ue of
1.

The valid val ues of the SETTI NGS_ENABLE UNBOUND DATA setting are O
and 1. If the SETTI NGS_ENABLE UNBOUND DATA setting is received with
a different value, the receiver MJST treat it as a connection error
of type H3_SETTI NGS_ERROR

A value of 1 indicates that the sender of the SETTINGS frane is
willing to receive UNBOUND DATA franes.

Endpoi nts MUST NOT send an UNBOUND DATA frame to a peer that has not
advertised SETTI NGS ENABLE UNBOUND DATA with a value of 1. Endpoints
that receive an UNBOUND DATA franme w t hout having advertised support
MUST treat it as a connection error of type H3_FRAME_UNEXPECTED.

The SETTI NGS_ENABLE UNBOUND DATA paraneter is directional: each
endpoi nt i ndependently advertises whether it accepts receiving
UNBOUND DATA. An endpoint that has not indicated support cannot be
assuned to understand or correctly process the frane.

UNBOUND_DATA Fr ane

The UNBOUND_DATA frame (type=0x2a937388) is used on CONNECT streans
to indicate that all subsequent octets on the streamare interpreted
as dat a.

1. Frane Layout

UNBOUND_DATA Frame {
Type (i) = 0x2a937388,
Length (8) = 0,

}

Figure 1: HTTP/ 3 UNBOUND _DATA Frame

The UNBOUND DATA frame has no payl oad. The Length field of the frame
MUST be zero. |If a nonzero length is received, the endpoint MJST
treat this as a connection error of type H3_FRAME_ERROR

The UNBOUND DATA frame is only valid on CONNECT streans. |[|f an
endpoi nt recei ves an UNBOUND DATA frane on a streamthat is not a
CONNECT stream it MJUST treat it as a connection error of type
H3_FRAME_UNEXPECTED.
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Simlar to DATA frames, endpoints MJST send a HEADERS frane before
sendi ng an UNBOUND DATA frane on a given stream Receipt of an
UNBOUND DATA frame on a streamthat hasn’t received a HEADERS frane
MUST be treated as a connection error of type H3_FRAVE UNEXPECTED.

4.2. Semantics

Upon receiving an UNBOUND DATA franme on a CONNECT stream the
recei ver enters unbound node for that stream |n unbound npde:

* Al renmaining octets on the stream up to the QU C FIN, are
interpreted as data.

* No further HITP/ 3 franes (including DATA, HEADERS, or any
ext ensi on frames) can be received on the stream

* The end of the data is indicated by the QU C FIN on the stream
Unbound node is direction-specific: receipt of UNBOUND _DATA only
affects the interpretation of octets received in that direction of
the stream Each endpoint can independently send UNBOUND DATA to
i ndi cate unbound node for its sending direction.

5. Stream State Transitions

The use of the UNBOUND DATA frame nodifies the sequence of franes
exchanged on request and response streans.

I'n normal operation, a CONNECT request or response is carried as a
sequence of one or nore DATA franes:

New bi-direcitonal QU C stream----> +---------c-omommomon +
| HEADERS ( header s) |

o e e e e e e oo oo oo +

| [ DATA ] |

QUC FIN ----> Hommmmmmi oo +

Figure 2: Regular HTTP/ 3 CONNECT frane sequence on bi-directional
stream

When UNBOUND DATA is used, the sender signals that all subsequent
octets on the streamare data. Regul ar DATA franes MAY be sent on a
stream prior to the UNBOUND DATA. After the UNBOUND DATA frame, the
sender cannot send any further HTTP/3 frames on the stream The end
of the tunnel is signaled by the QU C stream FIN:
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New bi -directional QU C stream----> +---------oommmmooo- +
| HEADERS (header s) |

o e e e e e e e e oo o - +

| [ DATA ] |

e +

| UNBOUND_DATA |

T +

| Raw octets (data only) |

QUC FIN ----> Hocmmmmmmi e oo - +

Figure 3: HITP/ 3 Frane sequence w th UNBOUND DATA
6. Security Considerations
The introduction of UNBOUND _DATA does not alter the security
properties of HTTP/3 or QU C. It only changes how t he CONNECT
payl oad is framed on request and response streans.
7. | ANA Consi derations
7.1. HITP/3 Setting

This specification registers the following entry in the "HTTP/ 3
Settings" registry defined in [ HTTP/ 3]:

*  Val ue: 0x282cf 6bb

* Setting Name: SETTI NGS_ENABLE_UNBOUND_DATA

* Default: O

* Status: provisional (permanent if this docunment is approved)
* Reference: This document

* Change Controller: Yaroslav Rosomakho (I ETF if this docunent is
appr oved)

* Contact: yrosomakho@scal er.com (HTTP_W5 HTTP wor ki ng group
ietf-http-wg@3.0org if this docunent is approved)

* Notes: None
7.2. HITP/ 3 Frame Type

This specification registers the following entry in the "HTTP/ 3 Frane
Types" registry defined in [HTTP/ 3]:
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*  Val ue: 0x2a937388

*  Frame Type: UNBOUND_DATA

* Status: provisional (permanent if this docunment is approved)
* Reference: This docunent

* Change Controller: Yaroslav Rosomakho (I ETF if this document is
appr oved)

* Contact: yrosonmakho@scal er.com (HTTP_WG HTTP wor ki ng group;
ietf-http-wg@3.org if this docunment is approved)

*  Notes: None
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