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Abst r act

Thi s docunent explores architectural considerations for digital

enbl ens as discussed in the DIEM working group. It is intended to
compl enent the use cases and requirements in [ DI EM REQS] by sket ching
one way to think about how the pieces of a DIEM architecture m ght
fit together. This docunent does not seek to propose a specific

architecture. It instead captures the author’s current nental nodel
to help informthe requirenents process and subsequent architectura
wor K.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://ohmantics. gi thub.i o/ di emarchitecture/draft-rosenberg-di em
architecture.htm . Status information for this docunment may be found
at https://datatracker.ietf.org/doc/draft-rosenberg-diem
architecture/.

Source for this draft and an issue tracker can be found at
https://github. com ohmanti cs/di emarchitecture

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 16 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The DI EM wor ki ng group i s devel opi ng standards for digital enblens: a
means for associating nmetadata with physical or virtual assets,
perhaps to indicate what treatnents they should receive by reference
to various normative franeworks [DI EM REQS]. The requirenents
docunent identifies use cases ranging fromlnternational Humanitarian
Law protections to trade and |l ogistics |abeling, and derives

requi renents for enblem format, discovery, validation, and
extensibility.
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Thi s docunent sketches one way to think about the architecture. It
is not a formal proposal of any kind, but an attenpt to capture the
author’s nental nodel that may inform ongoing discussions. This is
of fered as points for conversation, not renpotely as concl usions.

The nental nodel described here is primarily concerned with the shape
of the data: what an enblemrecord | ooks |ike and how use cases
configure it. Discovery follow naturally fromDNS (given a FQDN,
query for records), and trust follows fromthe existing DNSSEC chain
of trust.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

The following terns are used in this document to describe concepts in
the mental nodel. These are not formal definitions and may evol ve as
the working group devel ops its architecture:

Profile: A description of how a particul ar use case shapes the data
in an enblemrecord. Oher possible ternms are "schema" and
"tenplate" but this document uses "profile" for now and the fina
term nology is an open question

Terminology for "(digital) enblem" "asset," "enbl emissuer,"”

"authorizing entity," "validator," and "validation" is defined in

[ Dl EM REQS] and used here with the same neaning

3. Rol es

Fromthe perspective of this nmental nodel, there are really only two
actors: a donmain hol der who publishes enblemrecords, and a validator
who queries for them The FCQDN identifies the asset, and the DNSSEC
based chain of trust provides attestation

Everything el se (who authorized the enblemin the real world, what

| egal franmework applies, what visual synbol is associated with it)
lives in the data as (possibly) optional fields defined by the
profile. An enmblemw th specific |egal protections would include a
field referencing those protections. An enblemw th a specific

vi sual appearance (a Red Cross, a UN logo) would include a field
carrying that representation, possibly as SVG or an i mage fornmat.

The architecture does not need to distinguish these concerns from any
ot her net adat a.
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4.

Dat a Mbdel

At its sinmplest, an enblemrecord is a dictionary data structure: a
coll ection of key-value pairs, including arrays and dictionaries as
val ue types. Sone fields are conmon across use cases (the asset
identifier, enblemtype, issuer identity, profile identifier).

O hers are defined by the profile for a specific use case, such as a
UN Nunber for hazardous materials or a serial nunber for a consumer
devi ce.

Sone val ue types are nore conplicated and require consideration such
as the bounds of a protected location. Are such types constrained to
the surface of Earth? Are they two-dinmensional or three-dinmensional ?
Must they be presented as pre-deconposed into convex shapes? Nearly
every other value type the author has considered is sinpler or has
obvi ous precedent.

There are fields whose values are included in a cryptographic hash of
the record (proving the record has not been tanpered with) and fields
that are not part of the hash and may change over tine. Live GPS
coordi nates from an |0T-enabl ed shi ppi ng contai ner are an exanpl e of
the latter.

H erarchi cal Structure

Enmbl emrecords are presented in a hierarchy. It is easiest to reason
about this with physical assets, though the same structure applies to
virtual ones. A pallet of smartphones, for exanple, has a record for
the wood pallet itself (citing | SPM 15 conpliance) and roughly 1400
records for each boxed smartphone. Each phone night carry an
identifier record (serial nunmber, nodel, color, branding), a
hazardous materials record for its lithiumbattery (UN 3481), and
recycling instruction data. The manufacturer attests to these
device-level records. (Conceptually, sone of this data could al so
live on the device itself and be read out via RFID, though that |eve
of discovery is beyond this scope.) That may then be wapped in

shi pper or custonms facilitator records for |ogistics purposes
(custons valuation, origin, carrier details).

This hierarchy is effectively a Merkle tree of chains of trust. Each
| evel includes hashes of its children, so the integrity of the entire
structure can be verified fromthe root. Different |levels can be
attested by different domain holders: the manufacturer attests to the
devi ce records, and the shipper waps themin their own attestation
at their own domai n.
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How deeply a validator wal ks the tree depends on the use case. A
custons officer scanning a pallet mght verify only the shipper’s
top-level attestation. A recycling facility processing an individua
device mght need to verify the hazmat data back to the manufacturer
A full audit would verify everything. The architecture supports the
full tree; the use case determ nes how deep you go.

6. Serialization

Al nost every realistic use case produces records |larger than the
roughly 1500 bytes of a typical UDP DNS response, so a nechanismfor
delivering larger payloads is needed. DNS could serve as a bootstrap
(pointing to where the full record can be fetched), with the actua
data retrieved over HITPS, an extension to TCP DNS, or DoH

An enblemrecord is a dictionary, and the choice of serialization
format is an open question. Typical dictionary serialization formats
are JSON, XM., Property Lists, and CBOR O these, only CBOR has
direct support for selective disclosure through sub-dictionary
encryption, allowing different fields to be readable by different
validators. This is needed for use cases where sone enblemdata is
confidential. Similar selective disclosure could be achieved in
other formats through application-layer encryption of individua
field val ues.

7. Discovery

G ven an asset’s FQDN, a validator queries DNS for enblemrecords.
Enbl emrecords are nost likely to be published in a designated
subdormai n of the asset’s domain (e.g., _diemhospital.exanple.org).
This would allow the zone to be del egated fromthe asset’s regul ar
DNS server to a DI EM enabl ed authoritative server, which would use a
di fferent backing database |aid out for enmblemrecords and possibly
integrated with an asset nmanagenent or inventory ERP system

For payl oads that exceed DNS response sizes, the data could be
retrieved via an extension to TCP DNS or DoH, or DANE coul d bridge
fromthe DNS | ookup to an HTTPS endpoi nt, naintaining the DNSSEC-
based chain of trust through the transition

8. Profiles

Profiles are expected to be defined in separate docunents as
extensions to the base standard, each specific to a use case.

Fields fall into two categories. Signed fields are included in a

crypt ographi ¢ hash of the record, proving it has not been tanpered
with. These are the immutable assertions |ike identifiers,
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10.

11.

classifications, and legal protection citations. |Informationa
fields are not part of the hash and may change over the lifetinme of
the enblem such as live GPS coordinates or estimated arrival tines.

Sone signed fields may al so be encrypted (for exanple, interna
forensic data about who created the record, when, and on what

equi prent). This raises an open question: howis an encrypted
subrecord included in the hash when the raw data is not accessible
for validation? The ciphertext itself could be hashed, or a hash of
the plaintext could be presented al ongside the encrypted data, or
sonme conbination. This is a question for the cryptographi c design
wor K.

Security Considerations

Thi s docunent sketches architectural considerations rather than
proposi ng specific mechani snms, so detailed security analysis is |eft
to the standards-track docunents. A few observations

The DNSSEC- based chain of trust proves integrity and authenticity for
a given domain, but does not help a validator distinguish a
legitimate domain froma deceptive | ookalike. For exanple, a domain
using Cyrillic "a™" (U+0430) in place of Latin "a" (U+0061) is
visual ly indistinguishable fromthe real domain but resolves to a
completely different zone. How validators establish that they are
querying the correct domain is an unsol ved problem

Sone use cases (notably IHL) require that the act of querying for an
enbl em be undetectable. This involves nmaki ng DNS queri es anonynous,
which is not the author’s area of experti se.

A full audit of a hierarchical enblemstructure (validating every
sub-record back to its origin) is a case of wite anplification. For
a pallet of small itenms, this could nean thousands of cryptographic
verifications each including a DNS query. Use cases shoul d consi der
whet her full audit is actually required or whether top-I|eve
verification is sufficient.

Use cases enpl oying sel ective disclosure (encrypted subrecords
visible only to certain validators) introduce trade-offs between
confidentiality and transparency that each profile will need to
addr ess.

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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