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1. I ntroduction and Overvi ew

Manuf act urer Usage Descriptions (MJDs), which have been specified in
[ RFC8520], provide a neans for end devices to indicate to the network
what sort of access and network functionality they require to
properly function. This information enables autonmatic configuration
of firewall appliances to linit device network access to the

speci fied network resources only, which in turn reduces the attack
surface for MJD capabl e devices.

Whi | e [ RFC8520] contenpl ates the use of CoAP-rel ated [ RFC7252]
policies, the MJID URL discovery nethods it specifies (DHCP/ DHCPvGE,
LLDP, and X. 509 certificates) are not well-suited for constrained
environments (e.g., 802.15.4 networks using 6LOWPAN and SLAAC)

Therefore, this docunment introduces a nunber of additional ways for
distributing MJUD URLs using CoAP -- such as well-known URIs and
paraneters for the CoRE Link-Format -- which are better suited for
constrai ned devices. Furthernore, this docunent specifies a nethod
of encoding MUD URLs in (signed) CBOR Wb Tokens (CW's) [RFC8392],

whi ch all ows MJD managers to better validate the authenticity of both
the URL itself and the associated MJID file.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Thi s specification re-uses the term nology defined in [ RFC8520].
2. Architecture

Bui | di ng upon the MJUD architecture specified in [ RFC8520], there are
two mai n network conponents relevant for this document: The _Thing_
that wants to obtain network access via a Router or Switch, and the
_MJD Manager _ that processes MJD URLs, retrieves MID files fromthe
MJD file server, and configures other network components accordingly.
For the purposes of this docunent, we extend the MJD architecture

wi th anot her conponent: The _MJD Receiver_ . The MJD Receiver is the
devi ce responsi ble for providing and/ or perforning CoAP requests to
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resources intended for MJID URL delivery. While this conponent can

al so be a part of the same physical device as the MJD Manager or the
router/switch, this is not required. Both the Thing and the MJD
Recei ver can play active rol es when using CoAP [ RFC7252] for exposing
and di scovering MJUD URLs.

A general overview of the MJID architecture adjusted for using CoAP in
a constrained environment can be seen in Figure 1. Here, we can see
that both the Thing and the MJD Receiver (as the recipient of the MID
URLs) may initiate the MJD di scovery process: The Thing can contact
and register with MJD URL recipients, e.g. by sending a CoAP POST
request via Milticast and/or addressing a well-known registration
endpoint. Conversely, a MJD Receiver can initiate the discovery
process, e.g. by sending a CoAP CET request to a well-known UR via
mul ti cast.

Note that the protocol used for conmunication between the MJD
Recei ver and MJUD Manager is considered out of scope for this docunent
and is considered inplenentation-specific.

Forward valid

+ + MJD URLs + +
| COAP MUD +---------=-- >+ MUD |
| Receiver | | Manager |
+ + + +
AN
I
Provi de MJD | End system net wor k
URL (CoAP) |
+
+ + (DHCP et al.) + router +
+--- | Thing +---->MJD URL+->+  or |
|MID + + | switch |
|File | + +
Fomm o - +

Figure 1: Exposing and di scovering MJD URLs via CoAP

Optionally, Things may al so provide additional neans for proving the
authenticity of the MJUD URL associated with them For this purpose,
this docunment specifies howto use CBOR Wb Tokens [ RFC8392] to
include MJD URLs as part of a signed and therefore authenticable

t oken.
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2.1. Methods of MUD URL Distribution

In general, we consider two nechanisns for exposing M URLs in a
constrai ned network: Using dedicated resources and enbedding into
existing self description formats.

Thi ngs can expose MJD URLs as a dedi cated resource, which may ease

di scovery of MJD-capabl e Things through said resource and enabl es the
transm ssion of arbitrary payl oad types, including ones that provide
aut hentication (e.g., CAMs [ RFC8392]).

Alternatively, MJD URLs can al so be referenced through ot her self
description formats such as SU T manifests [I-D.ietf-suit-nud].
Including MJUD URLs with other self descriptions can be advant ageous
with regard to the availability of said information (e.g., by making
the MUD URL avail able through a central directory). |If the other
self description format or its nethod of distribution provides neans
for authentication, they may al so be used for validating MJD URLs.

In this specification, we will describe howto enbed a MJD URL into a
CoRE Link Format [ RFC6690] resource, which may itself be retrieved
directly fromthe device or through a CoRE Resource Directory

[ RFC9176]. Additionally, we will define dedicated CoAP resources
both for providing and receiving MJD URLs.

2. 2. MUD URL CoAP Subm ssion Fl ows

In general, this specification provides two ways by which a MJD URL
transm ssi on can be perforned using a dedi cated CoAP resource.

In environnents where many Things need to be managed over severa
subnets and where multicast usage is not desirable, it may be
advant ageous if MJD URLs are submitted by the Thing through a CoAP
resource provided by the MDD Receiver. This will be referred to as
the "Thing-initiated" submission flow for the remainder of this
speci fication.

Conversely, in environments where multicast is not an issue and
things mght be limted in their capabilities, it nmay be easier for
the MJUD Receiver to retrieve the MJID URL froma CoAP resource
provided by the Thing. |In this specification, this will be referred
to as the "Receiver-initiated" subnission flow

2.2.1. Using the MJD URL Resource (Receiver-initiated)
In the Receiver-initiated flow, Things provide a CoAP resource

di scoverabl e by the nmeans provided in Section 2.5, which is then
requested by MJD Receivers to retrieve the MJD URL.
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In general, the Receiver-initiated MJID URL fl ow can be divided into
these steps:

1.

2.2.2.

After joining the network, the Thing starts providing a CoAP
resource to retrieve the MU URL. This resource should provide
the MUD URL in one of the formats specified in Section 2.3. It

al so makes this resource discoverable for MJD Receivers using the
met hods specified in Section 2.5.

The MJD Receiver discovers the resource using the aforenentioned
met hods, e.g., by periodically requesting a well-known UR using
mul ti cast.

The MJD Receiver retrieves the discovered resource for devices
for which the MJD Controller does not have a current MJUD URL. To
do so, it performs a CoAP request for the discovered MDD URL
resource URI using the GET nethod, which is responded to with the
appropri ate payl oad. Receivers MJST specify their desired

payl oad format using the Accept option Section 5.10.4 of

[ RFC7252]. During content negotiation, Receivers MJST start with
requesting the Content-Format that provides the greatest degree
of authenticity protection (i.e., prefer CWs over plaintext
transm ssi on).

Using the MJUD URL Subni ssion Resource (Thing-initiated)

In the Thing-initiated flow, Things di scovery a subm ssion resource
provi ded by the MJD Receiver and subnit their MJD URLs to this
resource.

This flow can be divided into these general steps:

1.

Romann,

The MJD Recei ver provides a CoAP resource that Things can submt
their MID URLs to. It also nmakes itself discoverable for Things
usi ng the nethods specified in Section 2.5.

The Thing connects to the network. After connecting, it

di scovers the MJD URL subni ssion resource using the
af or ementi oned net hods.
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3. The Thing subnits the MJUD URL to the previously discovered URI.
To do so, it perforns a CoAP request to the discovered URI with
the POST method. The MJD URL is contained as the nessage payl oad
in this request using one of the content formats defined in
Section 2.3. Receivers MAY be configured by the network
administrator to limt the accepted Content-Formats to ones that
provi de sone | evel of authenticity for the MJD URL. However,
recei ver inplenmentati ons MIUST al so support unauthenticated MJD
URL transm ssions unless said policy forbids it.

2.3. MJD CoAP Payl oads

For the purposes of this specification, we will define two formats
for transmtting MJD URLs, which are suitable for different
environments. MJD Receivers that conformto this specification MJST
support both formats.

2.3. 1. Pl ai n URL

The easiest nethod of transmitting MJUD URLs is using a plain text
payl oad containing only the MJD URL. While this nethod has the
advantage of sinplicity, it does not contain any additiona
informati on that could be used by a MJD Receiver to authenticate the
supplied MJD URL.

CoAP requests and responses that use this format MJST use the
Content-Format option with the value corresponding to the
"application/mud-url +plain" media type.

2.3.2. MJD URLs inside of CBOR Wb Tokens

Previ ous nmethods of transmitting MJD URLs do not allow for

aut henti cation of supplied MJID URLs. To acconodate for environnments
where authentication of MJUD URLs is desired, it is also possible to
include the MJUD URL as a claiminside of a CBOR Wb Token [ RFC8392].
This allows for MJD Receivers or MID Controllers to verify the
authenticity of the provided MJID URL, given that the key used for
signing the CW is known to belong to the Thing s manufacturer.

CBOR Wb Tokens that contain MJUD URL infornmation have the foll ow ng
properties:

* The MJUD URL is contained as an ASCI|-encoded string in the rud-url
claim

* The Token MAY contain proof-of-possession clains [RFC8747]. If it

does, the MJD Receiver MJST verify that the Thing is in possession
of the key specified in the cnf claim(see Section 2.4).
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* The Token MAY contain an expiry tine. |If an expiry tine is
specified, the MJD URL should be resubnitted or requested again
shortly before the original CM expires. Note that using an
expiry tine could cause problens if the device is unable to
performa refresh, e.g., due to a power outage.

CoAP requests and responses that use this format MJST use the
Content-Format option with the value corresponding to the
appl i cation/ nmud-url +cwt nedi a type.

2.4. Proof-of-Possession for CBOR Wb Tokens with MJD URLs

If the MUD URL is transmitted as a CBOR Wb Token that includes

pr oof - of - possessi on clains, that claimMJST be verified. |In general,
nmost al ready specified PoP methods aimto reduce overhead by
conbi ni ng proof -of -possession with the authenticity-, integrity-, and

repl ay-protection of the underlying CoAP session. Sonme exanpl es of
this approach may be found in the specifications for ACE-QAuth
profiles found in [ RFC9202], [RFC9203], and [ RFC9431].

Thi s specification provides two different nmethods for performng
proof - of - possession in Section 3.3, which are adapted fromthe ACE-
QAuth DTLS profile [RFC9202] and OSCORE profile [ RFC9203],
respectively. Additionally, we will describe the necessary steps
required for defining additional proof-of-possession nmethods in TODO

2.5. Resource Discovery

In this section, additional nethods for resource discovery in
constrai ned environnents are defined.

2.5.1. Well-known URI and Multicast Addresses

Thi s docunent introduces a new well-known URI for discovering MDD
URLs directly: /.well-known/ mud-url.

[ .well -known/ mud-url MAY be used to expose a URL pointing to a MJID
file hosted by an external MJD file server. This MJD file MJST
describe the device the URL was retrieved fromor is referring to
within a list of CoRE |inks.

[ RFC7252] registers one | Pv4 and one | Pv6 address each for the
purpose of CoAP multicast. |In addition to these already existing
"All CoAP Nodes" multicast addresses, this docunment defines an
additional "All MJD CoAP Nodes" IPv6 multicast addresses that can be
used to address only the subset of CoAP Nodes that support M. If a
devi ce exposes a MJD URL via CoAP, it SHOULD join the respective

mul ticast groups for the IP versions it supports. Lastly, this
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docunent al so defines an additional "All MJD Receivers" |Pv6
mul ti cast address that can be used by Things to interact with MJD
Receivers in their vicinity.

2.5.2. CoRE Link Format and CoRE Resource Directories

Resour ces which either host MJD URLs or MJID files MAY be indicated
usi ng the CoRE Link Format [RFC6690]. For this purpose, additiona
link paranmeters are defined: Wth the resource-types nud-file and
mud-url, a link MAY be annotated as pointing to a MU file or a MID
URL, respectively. |If a MID URL is included as a resource in a list
of CoRE web links, the supported Content-Formats MJST be indicated
usi ng the ct paraneter.

MJD Receivers or other devices can send a GET requests to a CoAP
server for /.well-known/core and get in return a list of hypernedia
links to other resources hosted in that server, encoded using the
CoRE Link-Format [ RFC6690]. Anobng those, it will get the path to the
resource exposing the MJID URL, for exanple /.well-known/ nud-url and
resource-types like rt=nud-url.

Thi ngs SHOULD only provide at nost one link of resource type nud-url
and nud-file each, unless they use MJD URLs encoded as CWMs with
expiry times and provide an additional, basic MJID URL to enabl e token
refresh. However, if a CoRE Link Format description contains
multiple mud-url or nud-file entries of the sane type, MJD Receivers
MJST choose the MJUD URL that provides the highest degree of
authenticity protection (where CWIs with expiry time take precedence
over CW's without expiry tine). If multiple MJID URLs with the sane

| evel of authenticity protection exist, the MJD Receiver SHOULD try
themin an arbitrary order until one is successfully validated.

By using CoRE Resource Directories [RFCO176], devices can register a

MUD file or MUD URL and use the directory as a MJD repository, naking
it discoverable with the usual RD Lookup steps. A MJD nmanager itself
MAY al so act as a Resource Directory, directly applying the policies

fromregistered MID files to the network. |In addition to the

regi stration endpoint defined in [ RFC9176], MJD managers MAY define a
separate registration interface when acting as a CoRE RD.

3. Obtaining a MJID URL via dedi cated CoAP Resources

Wth the additional mechanisms for finding MUD URLs introduced in
this document, MJD managers can be configured to play a nore active
role in discovering MJD-enabl ed devices. Furthernore, 10T devices
could identify their peers based on a MJD URL associated with these
devices or performa configuration process based on the |inked MJD
file's contents. However, the |oT devices thensel ves al so have nore

Romann, et al. Expires 9 May 2026 [ Page 9]



Internet-Draft MUD and CoAP Novenber 2025

options for exposing their MJD URLs nore actively, using, for
i nstance, a MJD manager’s registration interface.

In the remai nder of this section, we will outline potential use-cases
and procedures for obtaining a MJUD URL with the additional nmechani sns
defi ned above.

3.1. Thing Behavior

This section outlines specifics of this specification regarding the
behavi or of Thi ngs.

3.1.1. Exposing MJID URLs

Thi ngs MAY expose their MJD URL using a dedicated resource hosted
under /.well-known/mud-url. |If a MJD URL is exposed this way, the
resource MJST offer at |east one of the specified serialization

met hods and MJUST allow clients to choose between them using the
Accept option, if provided. |If the Thing supports resource discovery
using a /.well-known/core resource, MJD URL resources SHOULD be
advertised there using the CoRE Link-Format [RFC6690], indicating the
avai l abl e Content-Formats using the ct paraneter.

3.1.2. Registering MID URLs with MJD Receivers

Thi ngs MAY actively register their MJD URLs with MJD Recei vers
offering a registration interface. To performthe registration
process, Things can perform a discovery process using the CoRE Link
Format or directly include their MJID URL as a payl oad of a CoAP POST
request. If Things are actively registering their MJD URLs with MJD
managers, they SHOULD regul arly repeat the process to keep interested
parties informed about their presence and their associated MJD URL.

Usi ng the CoRE Link Format, Things MAY send a CET request to the A
CoAP Nodes (I Pv4) or the AlIl MJD Receivers (I1Pv6) multicast address,
requesting the /.well-known/core resources and includi ng an
(optional) query parameter rt=nud.url-register. After filtering the
obtained |inks for the Resource Type mud.url-register to identify
avai | abl e submi ssion interfaces, the Thing MAY then send a uni cast
PCST request to the discovered MJD manager, containing the MJID URL as
a payl oad and a correspondi ng Content-Format option. Alternatively,
a Thing MAY al so use a CoRE Resource Directory [RFC9176] to perform
the di scovery process.
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Things MAY also directly send a POST request containing the MJD URL
as a payload and a correspondi ng Content-Format option via unicast or
to the All CoAP Nodes (IPv4) or the All MJD Receivers (IPv6)
mul ti cast address, using the well-known URI /.well-known/ nud-
submi ssi on.

3.1.3. Finding MID URLs of O her Things

If a Thing should be interested in the MJD URLs of one or nore of its
peers, it MAY use the sane nechani sns specified for MJD Receivers
described in the foll owi ng section.

3. 2. Recei ver Behavi or

MJD Receivers are assumed to be nostly non-constrai ned devices
Accordingly, this specification puts nost of the inplenentation
burden regardi ng support for flows and formats on the receivers,
whi |l e keeping the requirenments for Things as small as possible. In
general, it is recomended that MJD Receivers support as much of the
specification as possible in order to support as many different

Thi ngs as possi bl e.

3.2.1. Discovery

For the discovery process described in Section 2.5, the foll ow ng
consi derations apply to MJD Recei vers:

*  MJD Receivers that support |Pv6 SHOULD regularly performa CoAP
request to the "All MJD CoAP Nodes" nulticast address for the
/. well -known/ mud-url URI.

*  MJD Receivers that support |Pv4 SHOULD regul arly perform a CoAP
request to the "All CoAP Nodes" mnulticast address for the /.well -
known/ nud-url URI.

*  MJD Receivers that support |Pv6 devices MIST join the "All MJID
Recei vers" 1 Pv6 nulticast group

*  MJD Receivers that support |Pv4 devices MIST join the "All CoAP
Nodes" | Pv4 multicast group.

*  MJD Receivers SHOULD regul arly query any CoRE Resource Directories
rel evant for the subnet they are responsible for

*  MJD Receivers SHOULD regi ster their subm ssion resource to any

CoRE Resource Directories relevant for the subnet they are
responsi ble for.
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3. 2.

2

MJUD URL Subm ssion Resource

This section describes the behavior for MJD Receivers regarding the
Thing-initiated subm ssion fl ow

*

3.2.3.

MJD Recei vers MJST provide a submi ssion resource under the /.well-
known/ mud- submi ssi on wel | - known URI

MJD Recei vers SHOULD i nclude their subm ssion resource in any CoRE
Li nk Format descriptions of their resources (both in /.well-known/
core and in CoRE RD registrations, if applicable).

MJD Receivers MAY indicate failure of MJD URL subm ssion using a
CoAP Error Code. If the submitted MJID URL is encoded in a CBOR
Web Token incl udi ng proof - of - possession clainms, MJD Receivers MJST
return the appropriate error code to initiate the proof of
possession flow as described in Section 2.4.

MJUD URL Resource

Thi s section describes considerations for MJID Receivers regarding the
Receiver-initiated submi ssion flow

*

3. 2.

4.

MJUD Receivers MJST request MJD URLs from any resources known to
t hem

MJD Receivers MJST re-request MJUD URLs subnmitted as a O claimif
the CWI has an expiry tine that passed.

MJUD URL Payl oad

Regardi ng the actual MJD URL payl oad transnitted using CoAP, the
foll owi ng consi derations apply:

*

MJUD Receivers SHOULD treat devices for which MJUD URL retrieva
failed as devices the sane way as devices that do not provide a
MJUD URL at all, unless an explicit differing policy is defined.

MJD Recei ver inplenentati ons MJST support the plain MJD URL
payl oad, al though support for these MAY be disabl ed by policy.

MJD Recei vers MJST support the CAT MJUD URL claim

MJD Recei vers SHOULD be configured with a policy as to which
signers are authorized to sign tokens.
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3. 3.

MJUD Recei vers SHOULD support proof-of-possession semantics in CBOR
Web Tokens and validate them before treating submtted MJD URLs
using this format as valid.

Pr oof - of - Possessi on Met hods

TODO
3.3.1. Requirements for Proof-of-Possession
TODO
3.3.2. Proof-of-Possession using DILS
TODO
3.3.3. Proof-of-Possessi on usi ng OSCORE
TODO
4. Security Considerations
(Very WP for now)
The security considerations from|[RFC8520] also apply to this
docunent. Regardi ng CoAP specifics,
[I-Dirtf-t2trg-anplification-attacks] provides information on

possi bl e attack scenarios. Additionally, the follow ng
consi derations should be taken into account.

For Thing manufacturers that intend to inplenent this specification

*

It is recommended to use CBOR Wb Token-encoded MJD URLs wher eever
possible to allow for better integrity checking

Using expiry times for CMs containing MJID URLs can be

advant ageous, but also has its shortcom ngs. Mst notably, expiry
times are not recommended if it is possible for Things to reach a
state where they have neither the nmeans to update their CAM nor a
non-expired token in their persistent storage As devices may be
out of service for |onger periods of tinme, preventing themfrom
refreshing CW's, this state is unavoidable for the vast majority
of devi ces.
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*

For network operators:

Novenber 2025

In order to use expiry times anyways, manufacturers could use two
different CWs: A backup COM without an expiry time with a MJD URL
pointing to a very restricted MID file that only allows updating
the main CW, and a nmain CW that has an expiry tine but has a

more broad MUD file referenced init.

descri bes:

*

Net wor k operators SHOULD specify a policy that

Whet her to accept unauthenticated MJID URLs (those that were not

submitted as part of CWSs).

The keys whose signatures should be accepted by the MJD Recei ver

if a subm ssion using CMs is perforned.

| ANA Consi der ati ons

CoAP Resource Media Types Registry
CoAP Content Format Registry
wel | -known URI Registry

I Pv6 Multicast Address Registry
Vel | - Known ' rmud-url’ UR

Vel | - Known ’'nud-file UR

Vel | - Known ' nud- subni ssion’ UR
New ' nud’ Resource Type

Medi a Types Registry

appl i cation/ nud-url +pl ai n

appl i cati on/ nmud- url +cwt

CoAP Cont ent - Format Regi stry
appl i cation/ nud-url +pl ai n

appl i cati on/ nmud- url +cwt
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