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Abst r act

Exi sting protocols authenticate users to services, negotiate session
keys, or protect nessage content from eavesdroppers. None verify
that a rempote party is the sane individual whose key was accepted
during an earlier in-person exchange and has just now physically

aut horized a signature on the device holding that key. Advances in
synthetic nedia make it increasingly difficult to trust

unaut henti cated audi o, video, or text for sensitive authorizations.

Thi s docunent defines transport-independent CBOR- and COSE- based
objects that chain every renote interaction back to a bilateral in-
person contact exchange -- not a certificate authority, identity
provi der, or key server. The protocol specifies Key Binding Objects,
short-lived Session Credentials, replay-protected Signed Messages, a
Presence Chal l enge requiring fresh platform nedi ated user
verification, and a Rel ationship Fingerprint for out-of-band key
confirmation. It does not claimto prove biological humanness, |ega
identity, or voluntary action

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://github. com rol abtech/ h2h. Status information for this
docunent nay be found at https://datatracker.ietf.org/doc/draft-
rodri guez- h2h- presence-attestation/.

Source for this draft and an issue tracker can be found at
https://github. com rol abt ech/ h2h

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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I nt roduction
Pr obl em St at enent

Exi sting protocols authenticate users to services (WbAuthn

[ WebAut hn], FIDO2 [FIDX2]), services to users (TLS [ RFC8446]), or
protect message content from eavesdroppers (Signal Protocol [Signal],
M.S [ RFC9420]). However, sone deploynments require a narrower but
different property: one peer wishes to verify that the renote party
is continuing a relationship previously anchored by an in-person
exchange, and that the renote party has recently produced a | oca

aut hori zati on event on the device bound to that rel ationship.

Exanpl es include high-trust nessagi ng, approval workflows, operator
handof fs, and other interactions where account-|evel authentication
alone is insufficient.
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Recent advances in synthetic media and automated inpersonati on make
unaut henti cated audi o, video, or text unreliable for sensitive
approval s. This docunment does not detect synthetic media or prove
bi ol ogi cal humanness. Instead, it specifies interoperable signed

2026

objects and verification rules that bind sensitive authorizations to

a prior relationship cerenony
user-verification event.

and to a fresh, pl

at f orm nedi at ed | ocal

1.2. Design Goa

This protocol does not prove a universally valid human identity. It

lets a relying peer verify all of the foll ow ng:

1. A public key was previously accepted during an in-person
exchange.

2. The corresponding private key renmains non-exportable and device-
bound according to the local platfornms key store semantics.

3. The renmpte device recently produced a signature using that key,
or a key delegated by it, followng a | ocal user-verification
event reported by the platform

1.3. Overview

The protocol operates in four |ogical phases:

Phase 1 Phase 2 Phase 3 Phase 4

CONTACT KEY Bl NDI NG SESSI ON DATA

EXCHANGE PRESENTATI ON DELEGATI ON TRANSFER

Fomm oo - + Fomm oo - + Fomm oo - + Fomm oo - +

| Meet in | | Connect | | 'K signs | | SSK signs

| person, |--->| renptely,|--->| epheneral|--->| app |

| exchange | | present | | SSK via | | units |

| Contact | | Key | | Session | | |

| ojects | | Binding | | Credenti al | | |

Fomm oo - + Fomm oo - + Fomm oo - + Fomm oo - +

[user-verify] [verify chain] [user-verify] [aut omati c]

At any point: Presence Challenge --> fresh I K signature

Phases 1 and 3 require platformnedi ated user verification (e.g.,

bi ometric or PIN) because they use the hardware-bound Identity Key.

Phase 4 is automatic because the SSK is a software key del egated

during Phase 3 -- no user interaction is needed for signing.

Rodri guez Expires 18 COctober 2026 [ Page 5]
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1.

*Cont act Exchange*: Two peers meet in person and exchange Contact
hjects -- signed structures containing their ldentity Keys,
Transport Keys, and addressing information

*Key Bi nding Presentation*: Wen connecting renotely, peers
present Key Binding Objects and verify the trust chain: stored IK
(fromthe in-person cerenony) = IK in binding = key that signed
TK = TK of the transport peer.

*Sessi on Del egation*: Peers create Session Credentials (IK signs
an epheneral SSK) for efficient signing wthout repeated user-
verification pronpts.

*Data Transfer*: Peers exchange Signed Messages (SSK signs
application-defined units). Every signed unit chains back to the
i n-person cerenony.

At any point, either peer MAY issue a Presence Chall enge requesting a
fresh 1K signature that requires a | ocal user-verification event on
the chal | enged device

4.

Scope

Thi s docunent specifies:

*

The Contact Object format and verification rules (Section 4)

The Key Binding Object format and verification rules (Section 5)
The Session Credential format and verification rules (Section 6)
The Signed Message format and verification rules (Section 7)

The Presence Chal |l enge and Presence Response formats (Section 8)
A Rel ationship Fingerprint conputation (Section 9)

Transport Key rotation guidance (Section 3.3)

Prot ocol constants for object types, assurance val ues, and
transport key al gorithns

Thi s docunent does not specify:

*

*

Pr oof - of - per sonhood

Legal, civil, or governnent identity

Rodri guez Expires 18 COctober 2026 [ Page 6]
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* Transport protocol selection or configuration

* End-to-end encryption

* Milti-party relationships

* Revocation or recovery

* Application-layer trust policy

* UX requirenments beyond protocol -visible semantics
1.5. Reuse and Interoperability Scope

The objects and verification procedures in this docunment are intended
for reuse across nultiple peer-to-peer applications and transports
that require relationshi p-bound authorization. This docunent does
not define a single application protocol or user experience.

Instead, it standardi zes conpact object formats and verification

rul es that can be enbedded into messagi ng, approval, or rendezvous
syst ens.

1.6. Trust ©Mddel Summary
This protocol relies on two external trust assunptions.

First, peers are assuned to have conpleted an earlier in-person
cerenony and to have accepted each other’s Contact Ohjects during
t hat cerenony.

Second, relying parties trust the local platform s key store and
user-verification semantics. A valid signhature under the stored
identity key indicates only that the platformpernitted use of that
key under its configured policy. It does not, by itself, prove

bi ol ogi cal humanness, voluntary action, or legal identity.

1.7. End-to-End Message Fl ow
The foll owi ng | adder di agram shows a conpl ete post-contact session
bet ween two peers, Alice and Bob, who have al ready exchanged Contact

oj ects in person. Phases 2 through 4 occur each tine the peers
reconnect renotely.

Rodri guez Expires 18 COctober 2026 [ Page 7]
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=—=========== Phase 2: Key Bi ndi ng ============
--- KBO(IK_ A signs TKA) ----------------------- >
---------------------- KBO(I K B signs TK B) ---

Both sides verify:
- IKin KBO matches stored | K from cerenony
- TK in KBO matches transport peer key
- KBO signature valid, not expired

========= Phase 3: Session Del egati on ========

Al'ice generates epheneral SSK A
| KA signs Session Credential (SSK_A)
[user-verification: bionetric/PIN|

--- SessionCredential (SSK_A pub) --------------- >

Bob generates epheneral SSK B
| K B signs Session Credential (SSK_B)
[user-verification: bionetric/PIN|

Bot h sides verify:
- SC signed by stored IK
- peer_i k_hash matches own | K
- SC not expired
- Cache SSK pub for nessage verification

=========== Phase 4: Data Transfer ===========
--- SignedMessage(id=1, SSK A signs content) --->

Bob verifies:
- SSK A signature valid
- nmessage_id > |l ast seen (replay check)
- Trust chain: SSK A->SC->1KA
-> cerenony

-- SignedMessage(id=1, SSK B signs content) ---

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
-------------- Sessi onCredenti al (SSK_B pub) --- |
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
--- SignedMessage(id=2, SSK_A signs content) --->|
I
I

<--- SignedMessage(id=2, SSK B signs content) ---

Rodri guez Expires 18 COctober 2026
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| ====== Optional: Presence Chall enge ==========
--- PRESENCE_CHALLENCE {nonce} ----------------- >

Bob’' s device pronpts bionmetric/PIN
| K_B signs nonce + channel _bi ndi ng

I
I
I
I
I
[ <---mmmmmmeeee - PRESENCE_RESPONSE {nonce, sig} ---
I
| Alice verifies:

| - sig valid against stored |K B

| - nonce matches

| - assurance >= required

I

| ====== Session Credential Renewal ============

I
| (When SC expires, peer creates a new SC

| requiring fresh user-verification; old SSK
| i s discarded from menory)

I

The di agram above is informative. Nornative requirenents for each
object are specified in their respective sections (Section 4,
Section 5, Section 6, Section 7, Section 8).

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2.1. Term nol ogy

Identity Key (IK): A long-term P-256 ECDSA key pair [FlIPS186-5]
generated in a platformkey store. The private key is non-
exportable. Use of the private key requires |ocal user
verification according to platformpolicy.

Transport Key (TK): A transport-facing key pair used by a peer-to-
peer transport or rendezvous mechanism The TK is bound to the IK
by a Key Binding Object. The algorithmis determned by the
transport layer and is not constrained by this docunent.

Session Signing Key (SSK): A short-lived P-256 ECDSA key pair

Rodri guez Expires 18 COctober 2026 [ Page 9]
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generated in software, delegated by the I K for signing
application-defined units. The SSK private key MJST be held in
menory only and MJUST NOT be persisted to disk. Not al
application data requires SSK signing; see Section 7.1 for

gui dance on when Si gned Messages add val ue beyond transport

aut henti cati on.

Platform Key Store: A platformconponent that generates, stores, and
uses cryptographi c keys w thout exposing private key material to
application software. Exanples include secure encl aves, secure
el ements, TPMs, and trusted execution environnments.

Contact hject: A COSE_Signl object exchanged during an in-person
cerenony that conveys the sender’s ldentity Key, Transport Key,
and rel ated net adat a.

Key Binding Object (KBO: A COSE Signl object that binds a Transport
Key to a previously exchanged ldentity Key.

Session Credential: A COSE_Signl object delegating signing authority
fromthe 1K to a short-lived SSK. Anal ogous to TLS Del egat ed
Credential s [ RFC9345].

Si gned Message: A COSE_Signl object wapping application content,
signed by the SSK and verifiable via the Session Credential trust
chai n.

Presence Response: A COSE_Signl object produced in response to a
chal | enge and bound to a connection context.

Assurance Val ue: A protocol -visible value reported by the signer
describing the type of local verification event used for a signing
operation. Assurance values are clains reported by the platform
not independently verifiable facts.

2.2. Assurance Val ues

Thi s docunent defines three assurance values. Higher nuneric val ues
i ndi cate stronger assurance

Rodri guez Expires 18 COctober 2026 [ Page 10]
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| Value | Label | Meani ng |
[ gty s ————(——(————_ Ll —p—_—————r L
| 1 | CREDENTI AL | The platformreported know edge- |
| | | based verification (PIN, password, |
| | | pattern) for this signing |
| | | operati on. |
N o e e e e oo oo o e e e e e e e e e e e e e e e e e o +
| 2 | BIOWETRIC | The platformreported biometric |

| | | verification (face, fingerprint, |
| | | iris) for this signing operation. |

| The signing operation includes |
| hardware attestation evidence from |
| the platformis root of trust, |
| proving the key is hardware-bound |
| and the verification event is |
| genuine. See Section 2.3. |

Table 1

A response with assurance value N satisfies a requirenent for
assurance value Mif and only if N>= M Values 4 and above are
reserved for future extensions; the N >= Mrule ensures forward
compatibility.

Values 1 and 2 are application-reported clains; a conpronised
application could misrepresent them Value 3 includes cryptographic
evidence fromthe platform s hardware root of trust that cannot be
forged by a conprom sed application (see Section 2.3). A verifier
MJST treat assurance values as local policy inputs; they do not inply
equi val ent security across platforms. Relying parties MIST be

i nformed of the assurance val ue and SHOULD nake it visible to the
user.

2.3. Hardware Attestation

When the assurance value is set to 3 (HARDWARE VERI FI ED), the signed
obj ect MJST include hardware attestation evidence in an additiona
field (attestation_evidence). This evidence is a platformspecific
certificate chain or attestation object that allows the verifier to
confirm

1. The ldentity Key was generated inside a genuine hardware security
nmodul e (Secure Encl ave, StrongBox, TPM.

Rodri guez Expires 18 COctober 2026 [ Page 11]
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2. The ldentity Key is non-exportable, as enforced by the hardware
-- not nmerely claimed by the application

3. The key is configured to require user verification (bionetric or
credential) before each signing operation

| mpl enent ati ons running on platforns that support hardware key
attestation (e.g., Android Key Attestation, Apple Secure Encl ave key
attestation) SHOULD include attestati on evidence in Contact Objects
exchanged during the in-person cerenobny. This allows the receiving
peer to verify the lIdentity Key's hardware properties at the nonent
of initial trust establishnent.

The attestation evidence is opaque to this specification. Its format
and verification procedure are determ ned by the platformvendor. A
verifier that does not recognize or cannot verify the attestation

evi dence MUST treat the assurance value as 2 (BIOVETRI C) rather than
3.

I ncludi ng hardware attestation introduces a trust dependency on the
pl atform vendor’s certificate chain for the specific claimthat the
key store properties are genuine. It does not replace the in-person
cerenony as the trust anchor for identity.

2.4. CBOR and COSE Conventi ons

Al'l protocol payloads in this docunent are encoded as CBOR maps

[ RFC8949] with integer keys. All signed objects are encoded as
COSE_Si gnl [ RFC9052] with al gorithm ES256 (ECDSA w SHA-256 using
P- 256, COSE algorithmidentifier -7).

I mpl enent ati ons MJST use determni stic CBOR encoding as defined in
Section 4.2 of [RFC8949] (Core Deterninistic Encodi ng Requirenents).
This ensures that the sane payl oad al ways produces the sane byte
sequence, which is critical for signature verification

Each payl oad includes a structure_type discrimnator at key 0. A
verifier MJST check this val ue before processing any other payl oad
semantics. This prevents type confusion attacks where a signed
structure of one type is substituted for another

Identity Key public keys are encoded as COSE Key structures [ RFC9053]
with kty=2 (EC2) and crv=1 (P-256).

3. ldentity and Bi ndi ng Mdde

Rodri guez Expires 18 COctober 2026 [ Page 12]
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3.1. Two-Key Model

The protocol uses a long-termldentity Key and a rotatable Transport
Key per peer.

| Identity Key (1K) |
| Algorithm P-256 ECDSA |
| Storage: Platform key store (non-exportable) |
| Access: User-verification-gated |
| Lifetinme: Permanent (until device |oss/reset) |
| Purpose: Relationship anchor and trust root |

| Transport Key (TK) |
| Algorithm Transport-deternined |
| Storage: Software |
| Access: No per-operation user verification |
| Lifetime: Rotatable |
| Purpose: Peer-to-peer transport identity |

NN NN +
The ldentity Key is the relationship anchor. It is exchanged during
the in-person cerenony and later used to verify continuity. |Its

private key never |eaves the platformkey store, and every use
requires a local user-verification event.

The Transport Key identifies the peer at the transport |ayer
Transport operations (handshakes, session resunption) require a key
that the transport library can use w thout per-operation user
verification. A Key Binding Object (Section 5) links the TK to the
I K, extending the trust anchor to the transport |ayer

3.2. ldentity Key Requirenents
An i mpl enentation claimng conformance for | K generati on MIST ensure:
1. Non-exportable: No interface SHALL allow extraction of the

private key material, including backup, sync, or mgration
i nterfaces.

Rodri guez Expires 18 COctober 2026 [ Page 13]
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2. User-verification-gated: The platform MJST enforce |ocal user
verification before each |IK signing operation, or before each
operation within a bounded and explicitly docunmented pl atform
policy wi ndow The platform MJST NOT cache verification results
indefinitely.

3. Enrollnent-sensitive: If the device' s bionmetric enrollnent data
changes (e.g., a new fingerprint is added), the platform SHOULD
invalidate the Ildentity Key. This prevents an attacker who gains
tenmporary physical access fromadding their bionetric and
subsequent |y producing valid Bl OVETRI C-| evel signatures.

4. The platform MIST expose sufficient information for the
i mpl ementation to | abel the resulting signature with one of the
defined assurance val ues.

5. Hardware attestation: On platforns that support hardware key
attestation (e.g., Android Key Attestation, Apple Secure Enclave
key attestation), inplenentations SHOULD obtain attestation
evidence for the ldentity Key at generation tinme and include it
in Contact Objects (see Section 2.3).

Thi s docunent does not require any specific hardware architecture.
It intentionally abstracts over secure enclaves, secure elenents,
TPMs, TEEs, and conparabl e nechani sns. However, platforns that can
provi de hardware attestati on evidence offer a stronger assurance
| evel (HARDWARE_VERI FIED) that is independently verifiable by the
recei ving peer.

3.3. Transport Key Rotation

The Transport Key MAY be rotated to limt network-1evel correlation.
Rot ati on compri ses:

1. Cenerate a new Transport Key pair.

2. Sign a new Key Binding Object binding the IKto the new TK
(Section 5).

3. Distribute the new KBO to connected peers.
4. Discard old TK private nmaterial .
Peers that receive a new KBO for a known | K MUST verify the KBO

signature. If valid, the peer updates its stored TK for that
contact.
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3.

4.

4.

4.

3.

1.

2.

1. Ofline Rotation

VWhen the Transport Key is rotated while a contact is offline, the
contact will be unable to |locate the key holder on the network using
the previous Transport Key. Inplenentations MJUST address this using
one or nmore of the follow ng nechani sns:

*St abl e addressi ng (RECOVMMENDED) *: The addressing field in the
Contact (hject (Section 4, field 8) SHOULD contai n addressing
informati on that survives Transport Key rotation (e.g., a relay
server address or discovery service endpoint). Wen a contact
reconnects using the stable address, the key hol der presents the
current KBO containing the new Transport Key.

*Mai | box deposit*: If the inplenmentation supports a mail box or store-
and- forward mechani sm the key hol der SHOULD deposit the new KBO at
their mailbox. Ofline contacts retrieve the updated KBO upon
reconnecti on.

*Overl ap period*: The key hol der MAY continue to accept connections
on the old Transport Key for a limted time after rotation
(RECOMMVENDED: no nore than 24 hours). Connections on the old
Transport Key SHOULD be used only to deliver the new KBO and redirect
the contact. After the overlap period, the old Transport Key MJST be
di scar ded.

I mpl enent ati ons MUST NOT rotate the Transport Key without a nechanism
for offline contacts to di scover the new key.

Cont act nj ect
Pur pose

The Contact Ohbject is exchanged during an in-person cerenpny and
anchors the long-termrel ati onship.

For mat

The Contact Object is a COSE_Signl structure:
Cont act Obj ect = COSE_Si gni(

protected: { 1 (alg): -7 (ES256) },

unprotected: {},
payl oad: Contact _payl oad

Cont act _payl oad is a CBOR nap:
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The tk_public field MJUST contain the raw public key bytes in the

canoni cal encoding for the algorithmidentified by tk_algorithm

attestation_evi dence

Table 2

P2P Presence Verification

MJUST be 0x02
( CONTACT_OBJECT)

Sender ldentity Key
( P- 256)

Sender Transport Key
public bytes

Algorithmidentifier
for tk_public

Unix tine in
m | liseconds

16 bytes,
crypt ographically
random

Transport-specific,
max 1024 bytes

Assur ance val ue for
si gni ng

OPTI ONAL. Har dwar e
attestati on evi dence
(platformspecific).
Present when
assurance is 3

( HARDWARE_VERI FI ED) .

Apri

2026

See

the transport key algorithmtable (Section 11) for defined encodi ngs.
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The addressing field is opaque to this specification. It MJST carry
only the mni mum i nformati on needed for rendezvous or re-contact in
the enbeddi ng application. |nplementations SHOULD prefer
application-scoped or short-lived addressi ng val ues where practica
and SHOULD avoi d enbeddi ng identifiers that are broader or nore
stabl e than operationally required.

4.3. Creation
The sender MJST:

1. Cenerate a 16-byte nonce (field 7) using a cryptographically
secure random nunber generator (CSPRNG) .

2. Set timestanp (field 6) to the current tinmne.

3. Populate all other fields.

4. |If the platform supports hardware key attestation, obtain
attestation evidence for the Identity Key and include it in field
10 (attestation_evidence). Set assurance (field 9) to 3
(HARDWARE_VERI FI ED). O herwi se, set assurance (field 9) to the
value the platformw |l report for the signing event (1 for
CREDENTI AL, 2 for BIOVETRI Q).

5. Serialize Contact_payl oad as determ nistic CBOR

6. Sign using COSE Signl with the Identity Key. This operation
triggers a |local user-verification event.

4.4. Verification
Upon receiving a Contact Cbject during the in-person cerenony, the
recei ver MIST performthe foll owing checks. Checks are ordered so
that inexpensive validations precede cryptographic signature
verification:
1. Decode the COSE Signl structure. |If decoding fails, reject.
2. Extract the Contact_payl oad.

3. Verify that structure_type (field 0) is 0x02 (CONTACT _OBJECT).
If not, reject.

4. Verify that version (field 1) is supported. |f unsupported,
reject.
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5. Verify that tinestanp (field 6) is within a 5-m nute w ndow of
the receiver’s current time: abs(now - tinmestanp) <= 300000
mlliseconds. |If outside the wi ndow, reject.

6. Verify that nonce (field 7) has not been seen in a previous
Contact Object within the current 5-minute window. |f duplicate,
reject.

7. Verify the COSE _Signl signature using ik _public (field 2). |If
signature verification fails, reject.

8. If attestation_evidence (field 10) is present and assurance
(field 9) is 3 (HARDWARE_VERI FI ED), verify the attestation
evi dence against the platformvendor’s certificate chain. If the

attestation evidence is present but verification fails, reject.
If the verifier cannot process the attestation format, it MJST
treat the assurance value as 2 (BIOVETRIC) rather than 3 and MAY
accept the Contact Object at the reduced assurance | evel

9. If all checks pass and the exchange is bidirectional (the loca
device has also transmitted its own Contact Chject to this peer),
store the contact: ik _public, tk public, tk_algorithm
di spl ay_nane, addressing, assurance val ue, attestation evidence
(if present), and the timestanp of the exchange.

A verifier MAY compute and conpare a Rel ati onshi p Fi ngerprint
(Section 9) as an additional defense if the exchange path incl udes
i nternediaries.

4.5. Cerenony Requirenent
The Contact Object exchange MJST be bidirectional: both parties MJST
exchange and verify Contact Objects before either party stores the
other as a verified contact. An inplenentation MUST NOT store a
contact froma unidirectional exchange.
The proximty nechani sm MIST satisfy the foll owi ng requirenents:
1. Both parties are physically co-present during the exchange.
2. The nmechani smcan transfer at |east 512 bytes of binary data.
3. The nechani sm provi des a human-verifiable indication that the

exchange is occurring with the intended party (e.g., visua
confirmation, physical proximty constraint).
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4. For mechani sms that do not provide visual confirmation of the
peer (e.g., wireless discovery), the inplementation MJST require
explicit user confirmation of the peer’s display_nane before
storing the contact.

The choice of proximty nmechanismis an inplenentation decision.
4.6. Size Considerations

A Contact (Object without attestation evidence typically serializes to
300-500 bytes; with attestation evidence (field 10) it may reach 1-2
KB. I nplenentations SHOULD ensure their proximty mechani sm supports
at least 512 bytes, or at |least 4,096 bytes when attestation is
included. Bandwidth-limted mechanisnms (e.g., QR codes) MAY onit
attestation evidence fromthe initial exchange and deliver it over
the transport connection after rendezvous.

4.7. dock Skew
The 5-m nute timestanp w ndow accommopdat es reasonabl e cl ock skew
bet ween devices. |nplenentati ons SHOULD use network time
synchroni zati on (NTP) when avail abl e but MJST NOT reject payl oads
solely due to mnor clock differences within the w ndow.

4.8. Replay Protection
The nonce field prevents replay of a captured Contact Chject within
its validity window. After the 5-m nute wi ndow expires, the
ti mestanp check prevents replay. Inplenentations MJUST naintain a set
of seen nonces for at least 5 m nutes and SHOULD di scard them after
10 minutes.

5. Key Bi ndi ng hj ect

5.1. Purpose

The Key Bi ndi ng Obj ect proves continuity between the stored | K and
the currently offered TK

5.2. Format
The Key Binding Ohject is a COSE_Signl structure:
KeyBi ndi ngObj ect = COSE_Si gni(
protected: { 1 (alg): -7 (ES256) },

unprotected: {},
payl oad: KBO payl oad
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KBO payl oad is a CBOR map:

[ bbb Chumsbomms s fuses oo sl oo oo sy o}
| Key | Nane | CBOR Type | Description |
[ ety sy Ll el e el o
| 0 | structure_type | uint | MUST be 0x01 (KEY_BINDI NG |
Fo-m - T S T > +
| 1| version | uint | MUST be 1 |
+--m - - o e R o e e e e e e e e m o +
| 2 | ik_public | COSE_Key | ldentity Key (P-256) |
S e S S I iy +
| 3| tk_public | bstr | Transport Key public bytes |
Fo-m - T S T > +
| 4 | tk_algorithm | int | Algorithmidentifier |
+--m - - o e R o e e e e e e e e m o +
| 5| timestanp | uint | Unix time in mlliseconds |
S e S I Sy +
| 6 | expiry | uint | Unix time in mlliseconds |
Fo-m - T S T > +
| 7 | assurance | uint | Assurance val ue for signing |
+--m - - o e R o e e e e e e e e m o +
Tabl e 3

The tk_public and tk_algorithmfields follow the same encodi ng rul es
as in the Contact Ohject (Section 4).

5.3. Creation
The signer MJST:

1. Populate all fields of KBO payload, including assurance (field 7)
based on the key’'s configured authentication policy.

2. Set expiry (field 6) to no nore than 30 days (2,592, 000, 000
mlliseconds) after tinestanp (field 5).

3. Serialize KBO payload as determnistic CBOR

4. Sign using COSE Signl with the Identity Key. This operation
triggers a local user-verification event.

5.4. Verification
The verifier MIST performthe foll owi ng checks. Checks are ordered

so that inexpensive validations precede cryptographic signature
verification:
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1. Decode the COSE Signl structure. |f decoding fails, reject.

2. Verify that structure_type (field 0) is Ox01 (KEY_BINDING. If
not, reject.

3. Verify that version (field 1) is supported. |f unsupported,
reject.

4. Verify that the current tinme is >= timestanmp (field 5) and <
expiry (field 6). |If outside the wi ndow, reject.

5. Verify that expiry (field 6) minus timestanp (field 5) does not
exceed 30 days (2,592,000,000 nmilliseconds). If it does, reject.

6. Extract ik _public (field 2) fromthe payl oad.

7. Verify that ik _public matches the expected ldentity Key for this
contact (froma prior contact exchange, Section 4). |If no match,
reject.

8. Verify that tk_public (field 3) matches the Transport Key of the
transport peer as observed during the transport handshake. If no
mat ch, reject.

9. Verify the COSE_Signl signature using ik_public. [If signature
verification fails, reject.

If ANY check fails, the verifier MJST reject the KBO and term nate
t he connecti on.

5.5. Renewal

I mpl enent ati ons MJST re-sign the KBO before its expiry. Renewa
requires a fresh user-verification event, providing periodic evidence
of continued platformauthorized use.

6. Session Credentia
6.1. Purpose

The Session Credential allows efficient signing of application-
defined units without requiring a fresh I K operation for each unit.
Not all data types require this signing; enbedding applications

det erm ne which content warrants Signed Message protection (see
Section 7.1). The delegation pattern is anal ogous to TLS Del egat ed
Credentials [ RFC9345]: a long-termtrust anchor (the IK) signs a
short-lived operational credential (the Session Credential), which in
turn authenticates individual operations (messages, file transfers).
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Stored I K public (fromin-person cerenony)

v verifies

Sessi on Credenti al

| contains SSK public
v verifies
Si gned Message (COSE_Si gnl signed by SSK)

6. 2. For

The Session Credentia

Sessi onCredenti al
protected: { 1 (alg):

mat

= CCSE_Si gn

unprotected: {},
payl oad: SC payl oad

SC payload is a CBOR map:

Rodri guez

ooy o}
Nare |

s
structure_type |

I

................ +
version |

________________ +
ssk_public |

I

................ +
i k_public |

|

________________ +
peer _i k_hash |

I

................ +
ti mestamp |

|

________________ +
expiry |

I

................ +
assurance |

________________ +
Expires

1(

-7 (ES256) },

bbb 0}
CBOR Type |
e
ui nt |
I
----------- +
ui nt |
----------- +
COSE _Key |
I
----------- +
COSE _Key |
|
----------- +
bstr |
I
----------- +
ui nt |
|
----------- +
ui nt |
I
----------- +
ui nt |
----------- +
Tabl e 4
18 Cct ober

(CCOSE_Si gnl signed by IK)

is a COSE_Signl structure:

Apri

s e
Descri ption |
e
MUST be 0x03 |
( SESSI ON_CREDENTI AL) |
...................... +
MJUST be 1 |
______________________ +
Epheneral P-256 |
public key |
...................... +

Issuing ldentity Key |

(reference)

SHA- 256 of peer’s

| K _public

Unix tine in
mlliseconds

Unix time in
mlliseconds

2026

2026
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6.3. Creation
The signer MJST:

1. Cenerate an epheneral P-256 key pair (the Session Signing Key).
The SSK is generated in software; it is not required to reside in
the platformkey store.

2. Compute peer_ik _hash as SHA-256 of the peer’s | K public encoded
as an unconpressed P-256 point (65 bytes starting with 0x04).
Thi s encodi ng MUST match the encoding used in the Relationship
Fi ngerprint conputation (Section 9).

3. Set expiry to a value after tinmestanp. |nplementations MIST set
a finite expiry (unlimted Session Credentials are prohibited).
A RECOMMENDED default is 1 hour. Applications with different
risk profiles MAY choose shorter durations (e.g., 5 mnutes for
financial transactions) or |onger durations (e.g., 8 hours for a
wor kday session).

4. Set assurance (field 7) based on the key's configured
aut henti cation policy.

5. Serialize SC payl oad as determ nistic CBOR

6. Sign using COSE Signl with the Identity Key. This operation
triggers a local user-verification event.

The SSK private key MJST be held in nmenory only and MJUST NOT be

persisted to disk. It MJIST be discarded when the session expires or

the connection closes. |Inplenentations SHOULD store the SSK in a

menory region that is not swappable to disk (e.g., mock on Linux).
6.4. Verification

The verifier MJST:

1. Decode the COSE Signl structure. |If decoding fails, reject.

2. Verify that structure_type (field 0) is 0x03
(SESSI ON_CREDENTI AL). If not, reject.

3. Verify that version (field 1) is supported. |f unsupported,
reject.

4. Verify that the current tine is between tinmestanp (field 5) and
expiry (field 6). |If outside the wi ndow, reject.
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6

6

7

5

6

5. Verify that ik _public (field 3) matches the stored Identity Key
for the peer. |If no match, reject.

6. Verify that peer_ik _hash (field 4) matches SHA-256 of the
verifier’s owm I K public (confirns the credential is scoped to
this relationship). |If no match, reject.

7. Verify the COSE _Signl signature using the stored K public. If
signature verification fails, reject.

The Session Credential is typically verified once per session (when
first received) and the ssk _public is cached for subsequent nessage
verifications.

Credential Lifecycle

* A Session Credential SHOULD be created at connection
establishment, inmediately after KBO exchange.

* The credential MJST have a finite expiry. The maxi mumduration is
appl i cation-defined. RECOMVENDED default: 1 hour.

* \When a credential expires, the sender MJST create a new one, which
requires a fresh user-verification event.

* |f the connection closes, the SSK private material MJST be
di scarded i medi at el y.

* A peer MAY reject an expired Session Credential and request that
the sender re-authenticate by issuing a Presence Chall enge
(Section 8).

Security Note

Use of the SSK is weaker than direct use of the IK because the SSK is
a software key. See Section 10.14 for a detailed analysis of SSK
conmprom se risks and mitigations. Applications SHOULD require direct
| K-based Presence Responses for high-risk actions such as key changes
or privileged approvals.

Si gned Message

Rodri guez Expires 18 COctober 2026 [ Page 24]



I nternet-Draft P2P Presence Verification April 2026

7.1. Applicability

Not all application data requires Signed Message w apping. Wen
peers have exchanged and verified Key Binding Objects (Section 5),
the transport peer’s identity is bound to the stored IK fromthe
cerenony, and data in transit is authenticated by the KBO verified
connection. Signed Messages are useful when content nust be
verifiabl e i ndependent of the transport session -- for exanple,
stored messages, forwarded content, or operations requiring non-
repudi ation. Real-tinme streans (audio, video) over an authenticated
direct connection typically do not require per-unit signatures; the
KBO-verified transport and Presence Chal | enges provide sufficient
assur ance.

Enbeddi ng applications define which data types require Signed
Messages and which rely solely on transport authentication

When Signed Messages are stored for later verification,
i npl ement ati ons MUST al so persist the Session Credential that

aut hori zed the signing key. The full verification chain -- stored IK
(fromthe cerenony), Session Credential (1K signed SSK), and Signed
Message (SSK signed the content) -- is required to verify a nessage

after the transport session has ended.
7.2. Format

Application-defined units authenticated by a Session Credential are
wrapped in a COSE Signl structure signed by the SSK. A unit MAY be a
text nessage, a video keyfrane, a file, a batch of events, or any

ot her application-neani ngful boundary. The signing granularity is
determ ned by the enbeddi ng application’s security requirenents:

Si gnedMessage = COSE_Si gni(
protected: { 1 (alg): -7 (ES256) },

unprotected: {},
payl oad: SM payl oad

SM payl oad is a CBOR map:
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| Key | Nane | CBOR Type | Description |
[ bl oo fumsboms o oo el oo oo oo oo o s e
| 0 | structure_type | uint | MJST be 0x04 (SI GNED_MESSAGE) |
oo oo o m oo +
| 1| nessage_ id | uint | See nmessage ordering bel ow |
S Fom oo S o m oo +
| 2 | timestanp | uint | Unix time in mlliseconds |
+--m - - o e R o e e e e e e e e e e aa o - +
| 3 | content_type | uint | Application-defined (e.g., |
I I I | 1=text) I
S S S o m oo +
| 4 | content | bstr/tstr | Message content |
Fomm - - oo o - N o e e e e e e e meme oo +
Table 5

The SSK signing operation does NOT require a user-verification event
(it uses the software-held epheneral key). This enables signing
application units wthout user interaction.

7.3. Message Ordering and Replay Protection

The nessage id field MUST be uni que anong all Signed Messages
produced by the sanme sender within the scope of a single Session
Credential. The sender MJST assign nessage_id values as a strictly
i ncreasi ng sequence starting from 1.

7.3.1. Reliable Transports
When the underlying transport guarantees in-order delivery (e.g.,
TCP, QUIC streams), the receiver MJST reject any Signed Message whose
message_id is less than or equal to the highest nmessage_id previously
accepted fromthe same Session Credential .

7.3.2. Unreliable Transports

When the underlying transport does not guarantee ordering (e.g., UDP,
DTLS, WebRTC data channel s in unordered node), nessages MAY arrive

out of order or be lost intransit. |In this case, the receiver MJST
mai ntain a sliding replay wi ndow of at | east 64 entries and apply the
following rules. Inplenmentations SHOULD size the w ndow to

acconmodat e t he expected nmaxi mum reordering delay of the transport
(e.g., a larger w ndow for high-throughput video streans than for
i nfrequent text nessages):

1. If nessage_id > highest seen: accept, update highest seen.
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2. |If nessage_id < highest_seen - wi ndow size: reject (too old).

3. If message_id is within the wi ndow and has NOT been seen: accept,
mark as seen.

4. |f message_id is within the wi ndow and HAS been seen: reject
(replay).

Thi s approach follows the anti-replay nechani smdefined in
Section 4.5.1 of DTLS 1.3 [RFC9147].

7.4. Replay State

Verifiers MIST maintain replay state scoped to the validated Session
Credential. At mininum a verifier MJST renenber the highest
accepted nessage id (and, for unreliable transports, the sliding

wi ndow bitrmap) for each active Session Credential until that
credential expires or is otherw se discarded.

If replay state is lost, the verifier MJST treat subsequently

recei ved Signed Messages under the affected Session Credential as
potentially replayed. 1In that case, the verifier MJST either reject
those nessages or require a new Session Credential, or a direct

I dentity-Key-based re-synchronization step, before accepting further
messages in that session.

7.5. Verification

The full trust chain froma signed nessage back to the in-person
cer enony:

| n- person cer enony
|
v
Stored IK public ----- > verifies Session Credential signature

v
SSK public (extracted from SC)
|
%
verifies Signed Message signature

%

Message content is authenticated
as originating fromthe peer whose
I K was accepted in person

To verify a Signed Message, the verifier MJST:
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8.

8.

1. Obtain the sender’s Session Credential for this connection
2. Verify the Session Credential (see Section 6).
3. Extract ssk public (field 2) fromthe Session Credential

4. Decode the Signed Message COSE Signl structure. |f decoding
fails, reject.

5. Verify that structure_type (field 0) is 0x04 (SI GNED MESSAGE)
If not, reject.

6. Verify that tinmestanp (field 2) is >= the Session Credential’s
timestanp and <= the Session Credential’s expiry (plus any
| ocally configured grace period; RECOMVENDED: no nore than 60
seconds past expiry). |If outside the wi ndow, reject.

7. Apply the replay check for nessage_id (field 1) according to the
transport type: strict nonotonic for reliable transports, or
sliding window for unreliable transports (see Section 7.3). |If
the check fails, reject.

8. Verify the COSE Signl signature using ssk public. |If signature
verification fails, reject.

If any check fails, the verifier MIST reject the nessage.
Presence Chal |l enge and Presence Response
Pur pose

A Presence Chal l enge requests fresh evidence that the peer can
performan | K operation on the current connecti on.

After a connection is established and aut henticated via KBO exchange,
ei ther peer MAY issue a Presence Challenge to request on-denand

evi dence that the renote device has recently produced a locally

aut hori zed si gnhature.
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Alice (challenger) Bob (responder)
I I
| 1. Generate 32-byte random nonce |
I I
| --- PRESENCE CHALLENGE {nonce, req} -->
I I
| 2. Bob’'s device pronpts |
| | ocal user verification |
| |
| 3. I K signs nonce + binding |
| [user-verification event] |
I I
| <-- PRESENCE_RESPONSE {nonce, sig} --- |
I I
| 4. Alice verifies: |
| - sig valid against Bob's IK |
| - nonce nmtches |
| - channel _bi ndi ng mat ches |
| - assurance >= required |
I I
| Result: Bob's platform authorized |
| an IK operation on this connection |
I I
8.2. Chall enge For nat
The Presence Challenge is an unsi gned CBOR map:
[ bl sl e oo s e e e s e e e s e e e s s s
| Key | Nane | CBOR Type | Description |
B ool oo oo s e sy oo s e
| 0 | structure_type | uint | MUST be 0x10 |
| | | | ( PRESENCE_CHALLENGE) |
+- - - - - o e e e o - M o e e e e o - +
| 1 | challenge_nonce | bstr | 32 bytes, |
| | | | cryptographically random |
e - e e eeea oo e e oo - i +
| 2 | required_assurance | uint | M nimmrequired |
| | | | assurance val ue |
+- - - - - o e e e o - M o e e e e o - +
Table 6

The chal | enger

MJUST generate chal | enge_nonce using a

crypt ographi cally secure random nunber gener at or
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The required_assurance field allows the challenger to demand a

m ni mum assurance level. |If set to 2 (BIOVETRIC), the responder MJST
aut henticate via biometric or equival ent; a CREDENTI AL-| evel response
to a BIOVETRI C-required chall enge MIST be rejected by the chal |l enger
If set to 1 (CREDENTIAL), any assurance |level is acceptable. |[If set
to 3 (HARDWARE VERI FI ED), the response MJST incl ude hardware
attestation evidence (see Section 2.3).

8.3. Response Format
The Presence Response is a COSE Signl structure:
PresenceResponse = COSE_Si gnl(
protected: { 1 (alg): -7 (ES256) },

unprotected: {},
payl oad: PR _payl oad

PR payl oad is a CBOR nap:

[ el Cbomsboms s oo s s s oo oo e
| Key | Nane | CBOR | Description |
I I | Type | I
[ bbb oo oo ool e e s
| 0 | structure_type | uint | MJST be 0x11 |
| | | | ( PRESENCE_RESPONSE) |
+--m - - T R o e e e e e +
| 1 | chall enge_nonce | bstr | Echoed from chall enge |
oo Fom oo Foommo- oo +
| 2 | assurance | uint | Reported assurance val ue

S Fom e ommmo - o m oo +
| 3 | channel _bi ndi ng | bstr | SHA-256 of connection |
| | | | context |
+----- o e e e e e oo oo +o-m - - o e e e e e e e oo +
| 4 | tinestanp | uint | Unix time in nmilliseconds

S Fom e Foommo- oo +
| 5 | attestation_evidence | bstr | OPTIONAL. Hardware |
| | | | attestation evidence. |
| | | | Present when assurance is

| | | | 3 (HARDWARE_VERI FI ED) . |
oo Fom e Foommo- o m oo +

Table 7

The responder signs the response with their ldentity Key. This
signing operation triggers a local user-verification event.
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The channel _binding field (key 3) MJST contain the SHA-256 hash of a
connecti on-specific value agreed upon during the transport handshake.
This prevents relay attacks where an attacker forwards a challenge to
the victims device and relays the response to a different

connecti on.

The mandat ory-to-inpl enent channel binding conmputation is:

cb_input = sort_|exicographic(TK | ocal, TK renote)
channel _bi ndi ng = SHA-256(cb_i nput[0] || cb_input[1])

where TK | ocal and TK renote are the raw Transport Key public bytes
(as carried in tk_public fields) and sort_|exi cographic orders them
by byte-w se | exi cographi c compari son

Transport profiles MAY define alternative channel binding
conputations (e.g., a transport-provided session identifier or TLS
Exporter value). Both peers MJST agree on the conputation nethod
before issuing or responding to challenges. Wen no transport
profile is in effect, inplenmentati ons MIST use the mandatory-to-

i mpl ement conput ati on above.

8.4. Verification
The chal | enger MJST:
1. Decode the COSE Signl structure. |If decoding fails, reject.

2. Verify that structure_type (field 0) is Ox11l ( PRESENCE RESPONSE)
If not, reject.

3. Verify that challenge_nonce (field 1) matches the nonce sent. |If
no match, reject.

4. Verify that tinmestanp (field 4) is within 60 seconds of the
chal l enge issuance tinme. |f outside the wi ndow, reject.

5. Verify that channel _binding (field 3) matches the expected
SHA- 256 hash of the current connection context. |If no match,
reject.

6. Verify that assurance (field 2) is >= required_assurance fromthe
challenge. |If not, reject.
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7. If assurance is 3 (HARDWARE_VERI FI ED), verify the
attestation_evidence (field 5) against the platformvendor’s
certificate chain. |If attestation evidence is present but
verification fails, reject. |If the verifier cannot process the
attestation format, it MJST treat the assurance value as 2
(BIOVETRI C) rather than 3.

8. Verify the COSE Signl signature using the stored Identity Key for
the peer. |If signature verification fails, reject.

8.5. Timng

9

9

* | npl ementati ons SHOULD NOT i ssue chall enges nore frequently than
once per 300 seconds (5 mnutes).

* The responder MJST produce a response within 60 seconds.

* |If no valid response is received within 60 seconds, the chall enger
SHOULD i nform t he user.

* Failure to respond MJUST NOT automatically term nate the
connecti on.

A successful Presence Response denonstrates only that the peer’s
pl atform aut hori zed an | K operation on the current connection. See
Section 1.6 for scope limtations.

Rel ati onshi p Fi ngerprint
1. Overview

The Rel ationship Fingerprint enables two peers to verify out-of-band
that they hold each other’s correct ldentity Keys, detecting man-in-
the-m ddl e key substitution

Fi ngerprint verification is OPTIONAL. |Its necessity depends on the
cont act exchange nechani sm

* \When Contact Objects are exchanged via a physical proximty
mechani sm where both parties can visually confirmthe exchange,
man-in-the-mddl e substitution is not feasible and fingerprint
verification MAY be ski pped.

* \When the exchange nechani sminvolves an internediary (e.g., a code
di spl ayed on one devi ce and phot ographed by another, or a wreless
exchange wi thout visual confirmation of the peer), fingerprint
verification SHOULD be perforned even when both parties are
physically co-present.
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Thi s specification does not support Contact Object exchange over
channel s that do not guarantee physical proximty (e.g., server
relay, emmil, or nessaging application). Such usage violates the
Cer enony Requirenent (Section 4) and falls outside this docunent’s
trust nodel; any security clains in such deploynents derive fromthe
relay channel’s own authentication, not fromthis protocol

Conput ati on

Gven two ldentity Key public keys, 1K A and I K B, encoded as
unconpressed P-256 points (65 bytes each, starting with 0x04):

sorted = sort_I exi cographic(lK_A 1K B)
prefix = "H2H Rel ati onshi pFi ngerprint-v1"
di gest = SHA-256(prefix || sorted[0] || sorted[1])

SHA- 256 is as defined in [ FI PS180-4].

Thi s docunent defines only the digest conputation. Any hunman-
readabl e rendering is application-defined.

I mpl enent ati ons MAY encode the digest for human conparison (e.g., as
grouped nuneric bl ocks, hexadeci mal, base32, or an enpbji sequence
mapped from di gest bits). The security of any such encodi ng depends
on the nunber of digest bits it exposes. Renderings that expose
fewer than 30 bits of the digest offer only weak resistance agai nst
man-i n-the-m ddl e substitution and SHOULD NOT be used for security-
critical conparisons. See Section 10.8 for analysis.

Properties

* The fingerprint is determnistic: the same pair of ldentity Keys
al ways produces the sane fingerprint.

* The fingerprint is symmetric: it is the sane regardl ess of which
party conputes it (due to the |exicographic sort).

* The fingerprint changes if and only if either party' s Identity Key
changes.

9.4. Key Change Notification

10.

Rod

I mpl ement ati ons SHOULD al ert the user when a stored contact’s
ldentity Key changes (and therefore the fingerprint changes). This
may indicate a new device (benign) or a man-in-the-mddle attack

Security Considerations
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1. Linmtations

Thi s protocol does not provide:

*  proof - of - personhood

* universal identity proof

* protection agai nst coercion

* protection against a conprom sed platformkey store

* protection against a conprom sed application fal sely descri bing
the platfornis assurance event unless the depl oynent adds
attestation

* unlinkability across contacts that receive the sane |K
* revocation or recovery
2. Platform Trust, Conprom sed Applications, and Device State

Al'l meani ngful security properties of this protocol depend on

pl at f orm behavi or when using the ldentity Key. |If the platform
all ows the key operation w thout the expected | ocal verification
event, the protocol cannot detect that failure by itself.

A conprom sed or nmlicious application can alter what is being
signed, msrepresent why a signing operation is requested, or present
application-specific content to the user in a nsleading way. Unless
the depl oyment provides trusted display, platformattestation, or

ot her out-of-band confirmation of signing intent, a verifier MJST NOT
assune that a valid protocol object inplies that the signer saw or
under stood the application semantics associated with that object.

Depl oynments SHOULD di sti ngui sh between cryptographi c authorization of
a protocol object and user consent to higher-level application

meani ng.

If an attacker obtains control of an unlocked device, or if the
device holder is coerced into satisfying | ocal verification, the
protocol provides no defense against this scenario. Verifiers MJST
treat successful verification as evidence only that the platform
aut hori zed key use under its current policy (see Section 1.6).
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3. Contact Object Capture

A captured Contact Object (e.g., photographed visual encoding or
intercepted wireless transm ssion) gives the attacker the victinis
public Identity Key and addressing information but the attacker
cannot :

* Sign as the victim (lacks the device-bound private key).
* Replay the payload after 5 mnutes (tinmestanp check).
* Replay within 5 minutes if the nonce was al ready seen

The attacker CAN attenpt to connect to the victinis transport address
but cannot complete authentication (they lack a KBO for an Ildentity
Key the victimtrusts).

4. Key Binding Object Expiry

A 30-day KBO expiry limts the wi ndow during which a conproni sed
Transport Key can be used. Frequent TK rotation (Section 3.3)
reduces this wi ndow further

5. Assurance Semantics, Policy, and Application Conprom se

The assurance val ues defined by this docunment are signer-reported,
pl atform nedi ated clainms. They are intentionally coarse and do not
capture the full variety of operating-system behavior, bionetric
nodes, passcode fallback rules, trusted-path properties, or reuse
wi ndows.

A conprom sed application could request CREDENTIAL-Ievel verification
fromthe platformand then set the assurance field to BIOVETRIC in
the payl oad before signing. The HARDWARE VERI FI ED (3) assurance

|l evel mitigates this attack: when hardware attestation evidence is
present, the verifier can confirmthe key's properties directly

agai nst the hardware vendor’'s certificate chain. A conprom sed
application cannot forge hardware attestation evidence.

During the Contact Exchange cerenobny, a conprom sed application could
substitute attacker-controlled keys while displaying correct-I|ooking
U. Hardware key attestation proves the Identity Key is hardware-
bound but does not prove the application is legitimate. Platform app
integrity services (Appendix B.2) can nmtigate this additiona

threat. Wthout either formof attestation, peers SHOULD use out - of -
band Rel ati onship Fingerprint conparison (Section 9) as a defense
agai nst key substitution.
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Depl oynments that require stronger semantics SHOULD require
HARDWARE _VERI FI ED assurance where platform support is avail able, and
SHOULD define local policy for acceptable platforns, maxi mum
verification age, session credential |ifetinmes, and when direct IK
use is required instead of del egated signing.

6. Relay Attack on Presence Response

Wt hout channel binding, an attacker positioned between two peers
could relay a Presence Challenge fromPeer Ato the victinms device,
collect the signed response, and forward it to Peer A. The

channel _binding field in the Presence Response (Section 8) prevents
this by binding the response to the specific connection context.

7. Type Confusion

Wthout the structure_type discrimnator (field 0), an attacker could
potentially substitute a signed Contact Cbject for a Key Binding

oj ect or vice versa, since both are COSE_Signl structures signed by
the sane ldentity Key. The structure_type field prevents this:
verifiers MJST check that the structure_type matches the expected

val ue before processing any other fields.

8. Relationship Fingerprint Limtations

The fingerprint is optional and its security depends on the number of
di gest bits exposed by the encoding chosen by the application. A
rendering that exposes N bits of the digest offers approxinmately N
bits of second-preimage resi stance agai nst an attacker who generates
candidate ldentity Key pairs and searches for one whose fingerprint
mat ches the target.

I ndi cative strengths:

* A 20-bit rendering (e.g., 6 decinmal digits) requires on the order
of 1076 trial key pairs. Trivially brute-forceable on commodity
har dwar e

* A 26-bit rendering (e.g., 8 decimal digits) requires on the order
of 1078 trial key pairs. Feasible on nodern GPU hardware within
hour s.

* A 60-bit rendering is practically infeasible to brute-force for
realistic attackers.
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For applications requiring strong assurance, inplenentations SHOULD
support machi ne-readabl e conpari son (for exanple, a QR code exchanged
over a second authenticated channel) that conveys the full 256-bit

di gest without hunan error

9. Privacy Considerations
9.1. ldentity Key as a Stable ldentifier
The Contact Ohject transmits the Identity Key public conmponent in

cleartext. Any party that observes or captures a Contact Object
obtains a persistent, unique identifier for the user

M tigations:

* Contact Objects are exchanged only during deliberate, in-person
cerenonies, limting the exposure surface.

* The 5-minute validity window limits the useful lifetine of a

captured object.

* The Transport Key (used for networking) is a separate key that
does not reveal the ldentity Key to network observers.

9.2. Relationship Correlation

If the same ldentity Key is reused across nmultiple relationships or
applications, receivers that exchange identifiers or protocol
transcripts can determ ne that the sane | ong-termkey participated in
multiple relationships. This may reveal social-graph structure or
cross-context |inkage.

Depl oyments that treat such correlation as sensitive SHOULD consi der
future profiles that use pairw se-derived relationship identifiers or
per-rel ationship keys. Those nechani sns are not defined by this
docunent .

9.3. Metadata Exposure

The Contact Object can al so reveal netadata through fields such as
di spl ay_nane, addressing, tinmestanps, and transport key continuity.
Even when application payl oads are encrypted el sewhere, these fields
may reveal account aliases, transport reachability hints, device
mgration timng, or relationship existence.

Applications using this protocol SHOULD mi nim ze netadata disclosure,
avoi d unnecessary stable identifiers, and avoid enbeddi ng data in the
addressing field that is broader than required for rendezvous.
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9.4. Fingerprint Handling

Rel ati onship Fingerprints are intended for optional out-of-band
conparison. Applications SHOULD avoi d displaying full fingerprints
where they could be captured by screenshots, shoul der surfing, or

| oggi ng.

See [ RFC6973] for a general discussion of privacy considerations in
I nternet protocols.

10. Denial of Service via Presence Chall enges

An aut henticated peer could issue excessive Presence Chall enges,
forcing repeated user-verification pronpts. The 300-second rate
limt (Section 8 mtigates this but does not elimnate it.

I mpl enent ati ons SHOULD al | ow users to disable Presence Chall enge
responses from specific contacts.

11. Post - Quant um Consi derati ons

P-256 ECDSA is vul nerable to quantum conputers inplenenting Shor’s
al gorithm Wen post-quantum signature algorithns are available in
pl atform key stores, the protocol SHOULD nmigrate. The version field
in all structures enables this transition

12. Forward Secrecy of Authentication

This protocol does not provide forward secrecy of authentication. |If
the ldentity Key private key is ever extracted fromthe platformkey
store (despite hardware protections), all Key Binding hjects,
Session Credentials, and Presence Responses previously signed by that
key can be verified by the attacker. Past signed objects remain
verifiable indefinitely.

Depl oynments that require forward secrecy of authentication evidence
SHOULD | ayer an epheneral key agreenent protocol (e.g., TLS 1.3

[ RFC8446] or a Diffie-Hellman-based transport) beneath this protocol
Thi s docunent’s objects provide authentication, not confidentiality
or forward secrecy.

13. Session Credential Expiry and In-Flight Messages

A Session Credential has a finite expiry. Messages sighed by the SSK
before the credential expires but received after expiry present a

ti me- of -check/tine-of-use consideration. The Signed Message
verification procedure (Section 7) requires that the nessage
timestanp falls within the Session Credential’s validity window, with
an optional grace period for in-flight messages. RECOVWENDED grace
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period: no nore than 60 seconds past expiry. After the grace period,
verifiers MIST reject the nessage and require a new Session
Credenti al .

14. Session Signing Key Conprom se

The SSK is a software key held in nenory. An attacker who extracts
it can forge Signed Messages for the remaining validity period of the
Session Credential. A read-only nenory disclosure (e.g., a side-
channel attack) that reveals the SSK but not the TK private key woul d
al | ow nessage forgery wi thout transport inpersonation

The Session Credential intentionally omts a channel _binding field
because Session Credentials nust remain valid across delivery paths,

i ncludi ng mai |l box deposit. As a consequence, a stolen SSK and SC can
be used fromany network position for the remaining credential
lifetime.

M tigations:

* The Session Credential MJST have a finite expiry, limting the
forgery w ndow.

*  The SSK MJST be di scarded when the session ends.

* The peer_ik _hash field scopes the credential to a single
rel ati onshi p.

* | nplenmentati ons SHOULD store the SSK i n a non-swappabl e nenory
region.

* For operations requiring the strongest assurance, inplenentations
SHOULD sign directly with the Identity Key rather than del egating
to the SSK

15. Device Loss and Recovery

When a device is |l ost or destroyed, the ldentity Key is permanently
unrecover abl e (non-exportable fromthe platformkey store). Al
contacts verified against that ldentity Key becone orphaned.

Revocation and recovery are out of scope for this docunment, but that
om ssion has concrete depl oyment consequences. |In such cases,

depl oynents will typically require an out-of-band re-verification
cerenony, explicit peer approval of a new ldentity Key, or an

appl i cation-defined recovery mechani sm
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Similarly, if an Identity Key is believed to be conpronised, this
docunent does not define a protocol-native revocation object or
distribution nmethod. Applications MIST therefore define |ocal policy
for suspending trust in a stored key and for handling replacenent or
term nation of the affected rel ationship.

16. Terninol ogy Caution

The "h2h" identifier in this document’s nane refers to the intended
use case -- comuni cation between devices held by two specific humans
who have nmet in person -- and is not a claimthat the protoco
cryptographically verifies biological humanness, |egal personhood, or
pr oof - of - per sonhood in any form

I mpl enent ati ons and profiles built on this docunent SHOULD avoid
using terns such as "proves human" or "non-repudi ati on" without
additional |egal and depl oynent analysis. The protocol produces
signed objects that attribute actions to a key; it does not prove
those actions were intentional or |egally binding.

| ANA Consi der ations

Thi s docunent defines protocol constants for structure types,
assurance val ues, and transport key algorithnms. No | ANA registries
are requested. These values are defined in the body of this docunent
and in the CDDL schema (Appendix A). They are summarized here for
conveni ence.

1. Structure Type Val ues

[ Sl bl oo s
| Value | Name |
‘o4 oo ———=—=—=—==—+
| 0x01 | KEY_BINDI NG |
F------- R I +
| 0x02 | CONTACT OBJECT |
F---- - o e e e e e a - +
| 0x03 | SESSI ON_CREDENTIAL |
I I I R +
| 0x04 | SIGNED MESSAGE |
F------- R I +
| 0x10 | PRESENCE CHALLENGE |
F---- - o e e e e e a - +
| 0x11 | PRESENCE_RESPONSE |
I I I R +

Table 8
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11.2. Assurance Val ues

oot sty
| Value | Nane |
g ettty el
| 1 | CREDENTI AL |
+----- - I I I R +
| 2 | BIOVETRIC |
+------- I I I R +
| 3 | HARDWARE VERI FI ED |
+------- I i I I R +
Table 9

11.3. Transport Key Al gorithns

32 bytes, Ed25519 public key |
(RFC 8032 S5.1.5) |

| -7 | ES256 | 65_bytes, unconpressed P-256 |
I I | point (0x04 || x [] V) I
Tabl e 10

| mpl enent ati ons MJUST support at | east one of the above transport key
al gorithns.

A future Standards Track docunent may request the creation of | ANA
registries for these value spaces if broader interoperability
requires coordi nated all ocation
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Appendi x A,  CDDL Schema

The foll owi ng CDDL [ RFC8610] schema formally defines all protocol
structures. This schema is normati ve.

P2P Presence Verification CDDL Schema
Ref erence: draft-rodriguez-h2h-presence-attestation-00

; -- Common types --

assurance value =1/ 2/ 3 ;. 1=CREDENTI AL, 2=BI OVETRI C,
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; P-256 public key as

P256_COSE Key = {
1 = 2,
-1 = ]_1
-2 => bstr .size 32,
-3 => bstr .size 32,

COSE_Si gnl wr appers

P2P Presence Verification

April 2026

; 3=HARDWARE_VERI FI ED

COSE_Key (kty=EC2, crv=P-256)
; kty: EC2

; crv: P-256

; X coordinate

; y coordinate

The payl oad is a CBOR-encoded nap defined bel ow

; Each signed structure is a COSE_Signl with ES256 al gorithm

KeyBi ndi ngObj ect = #6.

18([

bstr .cbor {1 => -7}, ; protected: alg ES256
{}, ; unprotected

bstr .cbor KBO payl oad, ; payl oad

bstr, ; Signhature

1)
Cont act Obj ect

= #6. 18(]

= #6. 18(]

bstr .cbor {1 => -7},
{},
bstr .cbor Contact_payl oad,
bstr,
1)
Sessi onCredenti al
bstr .cbor {1 => -7},
{},
bstr .cbor SC payl oad,
bstr,

1)

Si gnedMessage = #6. 18(|

bstr .cbor {1 => -7},
{1

bstr .cbor SM payl oad,
bstr,

1)

PresenceResponse

#6.

18([

bstr .cbor {1 => -7},

{},

bstr .cbor PR payl oad,
Rodri guez
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; -- Key Binding Object --

KBO payl oad = {

=> 1,

=> ]_1

=> P256_COSE_Key,
=> bstr,

=> jnt,

=> uint,

=> uint,

=> assurance_val ue,

~N~Nooah~,wWNERLO

; -- Contact (bject --

Cont act _payl oad = {

0 => 2,

1 =1,

2 => P256_COSE_Key,

3 => bstr,

4 => int,

5 => tstr .size (0..64),
6 => uint,

7 => bstr .size 16,

8 => bstr .size (0..1024),
9 => assurance_val ue,

? 10 => bstr,

; -- Session Credential --

SC payl oad = {

0 => 3,

1 =1,

2 => P256 COSE Key,

3 => P256_COSE_Key,

4 => bstr .size 32,

5 => uint,

6 => uint,

7 => assurance_val ue,

Rodri guez
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structure_type: KEY_BINDI NG (fixed)
version (fixed for vi)

i k_public

tk_public: raw key bytes
tk_algorithm COSE alg id
timestanp: Unix ns

expiry: Unix nms, nax +30d

assur ance

structure_type: CONTACT_OBJECT (fixed)
version (fixed for vi)

i k_public

tk_public: raw key bytes

tk _algorithm COSE alg id

di spl ay_nane: UTF-8, max 64 bytes
timestanp: Unix ns

nonce: 16 random bytes
addressing: transport-specific
assurance

attestation_evidence: OPTI ONAL

structure_type: SESSI ON_CREDENTI AL
version (fixed for vil)

ssk_public: epheneral P-256 key
i k_public: issuing ldentity Key
peer _i k_hash: SHA-256 of peer IK

ti mestanp: Unix ns
expiry: Unix ns
assurance
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; -- Signed Message --

SM payl oad = {

0 => 4, ; structure_type: SIGNED MESSACGE (fi xed)
1 => uint, ; message_id: >= 1, strictly increasing
2 => uint, ; timestanp: Unix ns

3 => uint, ; content _type: application-defined

4 => pbstr /| tstr, cont ent

; -- Presence Chall enge (not signed, plain CBOR) --

PresenceChal | enge = {

0 => 16, ; structure_type: PRESENCE CHALLENGE
1 => bstr .size 32, ; chal |l enge_nonce: 32 random bytes
2 => assurance_val ue, ; required_assurance

}

; -- Presence Response --

PR _payl oad = {

= 17, ; Structure_type: PRESENCE RESPONSE
=> bstr .size 32, chal | enge_nonce: echoed
> assurance_val ue, assurance

> bstr .size 32, channel _bi ndi ng: SHA- 256

NP, WNEFRLO

5 => bstr, ; attestation_evidence: OPTI ONAL

> uint, timestanp: Unix s
}
Appendi x B. I nplenentation Considerations

The foll owi ng inpl enentation gui dance is informative and does not
alter the protocol requirenments in this docunent.

B.1. Platform Key Store Mapping

The abstract "platformkey store" requirement conmonly maps to
mechani sms such as Secure Encl ave, StrongBox or TEE-backed Android
keys, TPM backed W ndows keys, or TPM and PKCS#11-based Li nux

depl oynents. I nplenentations MIUST verify that their chosen mechani sm
nmeets the ldentity Key requirenents in Section 3.2 regardl ess of the
pl atf orm nanme used in product docunmentation
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B.2. App Integrity Attestation

Hardware key attestation proves the Identity Key resides in genuine
hardwar e but does not prove the application is legitimate. Platform
app integrity services -- such as Android Play Integrity API

[Playlntegrity] and Apple App Attest [AppAttest] -- can verify the
application binary is unnodified. These services require online
val i dati on agai nst vendor APlIs. Inplementations that wish to include

app integrity attestati on SHOULD obtain a token at cerenony time,
include it alongside the Contact Ohject (not in the signed payl oad),
and validate it against the vendor’s API. Depl oynents handling high-
val ue aut hori zati ons SHOULD use both hardware key attestation and app
integrity attestation where avail abl e.

B.3. Payload Size Linmts

| mpl enent ati ons MJUST enforce nmaxi mum payl oad sizes to prevent
resour ce- exhausti on attacks. A deploynent SHOULD set explicit linits
for each structure type before CBOR decodi ng or signature
verification. |If a profile does not define stricter Iimts, a
reasonabl e default is 4,096 bytes for Contact Objects, Key Binding
oj ects, and Session Credentials; 262,144 bytes for Signed Messages;
and 1,024 bytes for Presence Chall enges and Presence Responses.
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