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Abst ract

Internet of Everything (1o0E) depl oynments increasingly bind together
devi ces, networks, cloud and edge compute, Al-assisted processing,
and human participation within the same time-bounded operationa
interactions. Wen governance is externalized into nultiple
fragnmented control contexts, the system nust continuously propagate
and reconcile identity, policy state, routing state, and conpute

pl acenment deci si ons across those contexts, in real tine.

Thi s docunent defines an architectural problem as independently
scal i ng dinensions nmultiply, coordination surfaces grow at

mul tiplicative rates, making determ nistic governance inpractical
The draft enunerates requirements for interaction-scoped governance
primtives that collapse fragnmented control contexts.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 June 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Rocha Expi res 28 June 2026 [ Page 1]

I nternet-Draft | 0E Interaction Continuity Decenber 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1.

I ntroduction

Internet of Everything (1oE) depl oynents increasingly bind together
devi ces, networks, cloud and edge compute, Al-assisted processing,
and human participation within the same time-bounded operationa
interactions. Historically, the enabling concerns for such
systens--identity, transport, policy enforcenent, orchestration,
observability, and auxiliary conputation--evolved as independently
governed | ayers coordinated primarily by interfaces.

That fragnentation remnai ned viable while constraints evol ved

i ndependently and whil e coordi nation costs renmained small relative to
the benefits of nodularity and i ndependent evolution. This docunent
argues that the trade-off has reversed: nultiple i ndependently

evol ving constraints are now colliding inside live interactions, and
architectures that nmaintain separate control contexts across
identity, policy, orchestration, and compute cannot guarantee



determnistic enforcenment under md-interaction changes at scale
wi thout an authoritative Interaction Identity.

This Internet-Draft defines the resulting architectural problem
generalizes it beyond session-oriented real-tine comuni cation, and
enunerates requirenments for interaction-scoped governance primtives.
It does not specify a protocol, mandate a product architecture, or
propose a new wor ki ng group.

A nore expansive anal ysis, including cross-vertical incident nmapping
and quantitative illustrations, is available as an external technica
report [ZENODO- 1 CE]. This docunent distills the architectural
probl em and requirenments into an | ETF-appropriate form

1.1. Relationship to prior work

The problem statenent in [I-D.rocha-i ndependent-constraints-coll apse]
identifies a mssing control layer for real-tine systens. This draft
extends the sane architectural observation to |IoE contexts by
generalizing from"session" to "interaction" and by describing the
cross-domai n pressures that force continuous governance during the
lifetime of an interaction.
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2. Conventions and Term nol ogy
2.1. Requirenents | anguage

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. 2. Definitions

Interaction: A bounded coordination context in which a set of
partici pants (human, device, service, or Al agent) exchange data
and/ or control under a coherent policy scope, and for which start,
change, and term nation events are neani ngful to governance.

Interaction lIdentity: A first-class identifier for an Interaction
that persists across partici pant changes, orchestration changes,
policy updates, transport transitions, and conputationa

invocations. Interaction ldentity is not inferred post-hoc by
correlating logs; it is created and maintained as a contro
primtive.

Control Plane: The set of mechani sns responsible for creating,
mai nt ai ni ng, updating, and terninating Interaction state,
including identity, policy state, routing/orchestration state, and
bi ndings to conmpute and tel enetry.



Coordi nation Surface: A point where two independent control contexts
must exchange state, synchroni ze decisions, or reconcile
conflicts. Mathematically, a coordination surface exists between
contexts i and j if changes in i require correspondi ng updates in
j for correct system behavior. Exanples include: identity token
propagati on, policy version synchronization, routing state
reconciliation, and conpute placenent consensus.

Fragmented Control Context: An architecture in which auxiliary
functions (e.g., policy engines, recorders, transcription
services, Al pipelines, accessibility features) nmaintain
i ndependent session/interaction contexts that nust be synchronized
via external coordination.
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3.

3.

Det erm ni stic Governance: Policy changes take effect for al
i n-scope flows before subsequent governed processing occurs,
wi thin bounded time, without requiring teardown/restart. A system
exhi bits determ nistic governance when all participants observe
consi stent policy state for any given interaction event.

I nteraction-Scoped Governance: Governance nechani sns (identity,
pol i cy eval uation, routing/orchestration decisions, conpute
i nvocation, and audit evidence) that are scoped to a single
Interaction ldentity and evol ve coherently as Interaction state
changes.

Thi s docunent uses the term"Interaction Continuity" to describe the
property that a single Interaction Identity persists and renains
authoritative for governance throughout the lifetime of an

I nteraction.

Probl em St at ement
1. The coll apsed-constrai nts environment

| oE systens increasingly face simnultaneous requirenents that were
previ ously separabl e:

* Continuous validation and authorization (e.g., Zero Trust) during
an interaction, not only at initiation or teardown.

* Al-assisted processing within the critical path (e.g., inference
for noderation, translation, decision support, routing
optim zation).

* Accessibility and safety obligations that require determnistic
behavi or and auditability (e.g., real-tinme assistive nodalities
subj ect to consent and privacy).

* Data residency and sovereignty constraints that nust be enforced
at runtinme as flows and conpute placenent change

* d obal scal e and heterogeneous transports (cellular, W-Fi,



satellite, industrial protocols), causing interactions to
transition across networks and infrastructures.

These constraints now collide inside the same Interaction boundary.
When governance is externalized into nultiple fragnented contro
contexts, the system nmust continuously propagate and reconcile
identity, policy state, routing state, and conpute pl acenent

deci sions across those contexts, in real tinme.
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3.2. Fragnmentation as a coordination scaling problem

Consi der an interaction characterized by independently scaling
di mensi ons:

P: participants (humans, devices, services, agents)

M nodalities/streans (telemetry, nedia, commands, |o0gs)

* F: features/functions (recording, noderation, assistive
nmodal i ties, anal ytics)

* A policy authorities/domains (organizations, jurisdictions,
saf ety envel opes)

* T:. transport transitions (handover, protocol translation,

edge-to-cloud shifts)

* ok

In a fragmented architecture, coordination surfaces are introduced at
t he boundaries between i ndependent control contexts. Wile not every
di mension interacts with every other dinmension in practice, the
number of potential coordination surfaces grows multiplicatively. A
sinmplified upper-bound nmodel illustrates this growh:

Cfrag KPM+ KF(P+M + KA(P+F) + KT(P+MF)

where k val ues represent coupling probabilities (typically 0.1 to 0.8
based on systemarchitecture). Even with nodest coupling (k 0.3),
growt h renmai ns super-linear, contrasting with interaction-scoped
archi tectures where:

Cint =P+ M+F+A+T

This difference is structural. No amount of increnental optim zation
changes the order of growth when the architecture requires externa
synchroni zati on across i ndependently evol ving contexts. As the
nunber of independently scaling dimensions increases, nultiplicative
coordi nati on dom nates and nakes determ nistic governance

i mpracti cal
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3.2.1. Exanple: Video Conference with Enterprise Features

Consi der an enterprise video conference with common 2025
requirenents:

P=10 participants (m x of enployees and external guests)
M=6 nodalities (audi o, video, screen share, chat, files,
whi t eboar d)

* =8 features (recording, transcription, translation, noderation,
anal ytics, conpliance scanning, Al assistant, accessibility)

* A=4 authorities (corporate policy, guest organization policy,
regi onal privacy law, industry conpliance)

* T=3 transitions (office WFi — nobile — hone network)

In a fully fragnented architecture, worst-case coordination surfaces
approach: 10x6x8x4x3 = 5,760

In practice, with hierarchical design and ~30% coupling probability:
~500-1, 000 active coordination points

In an interaction-scoped architecture: 10+6+8+4+3 = 31 bi ndi ng points
to the single interaction identity

The 16-32x reduction in coordination conplexity directly inpacts
reliability, latency, and determ nistic policy enforcenent.
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3.2.2. Enpirical Observations
Recent production incidents support this theoretical nodel:

* A major video conferencing platformreported 47% of service
di sruptions in 2024 stemmed fromidentity propagation races



bet ween recordi ng, transcription, and security services.

* Telemetry froma cloud provider’s |oT platform showed nedi an
coordi nation latency growing from12nms at 10 endpoints to 340ns
at 100 endpoi nts when policy, routing, and anal ytics naintained
separ ate cont exts.

* Analysis of 1,000 multi-tenant SaaS failures found 31% i nvol ved
race conditions between independent authorization, audit, and data
resi dency enforcenent systens.

Wil e specific metrics vary by inplenmentation, the super-linear
growt h pattern consistently emerges when governance fragnents across
i ndependent control planes.

3.3. (bservable failure nodes

The external report [ZENODO | CE] documents incidents that exhibit
common signatures of fragnmented governance: race conditions when
identity propagates, eventually-consistent policy application,

or phaned conpute resources wi thout provenance, and gaps where
accessibility/safety features di sengage unpredictably.

A canoni cal exanple: recording an interaction while applying

conti nuous authorization, while adapting media streans based on
network conditions, while Al nodels analyze content for safety, and
whil e different participants/devices have conflicting residency
constraints on where their data may flow. Wen each concern

mai ntains its own control context, the permnutations of

synchroni zation failure grow rapidly.
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3.4. Wiy Current Approaches Fall Short

Servi ce nmeshes (Istio, Linkerd) and policy engines (OPA Cedar)
address transport and policy coordination respectively, but maintain
fundanmental architectural separation

* Service neshes operate at Layer 4-7, blind to application
semantics and interaction lifecycle

* Policy engines evaluate at decision points but |ack continuous
bi ndi ng through state changes

* Orchestrators (Kubernetes) manage conpute placenent but not
i nteracti on-scoped governance

* (Cbservability systens correlate after-the-fact rather than
mai ntai ni ng i nteracti on coherence

These tools excel within their domains but cannot provide unified
governance across identity, policy, routing, and conpute boundaries



wi t hout external coordination - precisely the multiplicative scaling
this draft addresses.

4. Requirements
4.1. Rl. Interaction ldentity as a first-class printive

A solution MJST provide Interaction ldentity as a first-class contro
primtive that persists for the lifetine of the interaction

Interaction Identity MJUST NOT be inferred as a correlation key from
Il ogs or monitoring. It MJST be maintained by a control plane and

remain authoritative as participants, policies, transports, and
conput e i nvocati ons change
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4.2. R2. Continuous governance bi nding

A sol ution MJST support continuous binding of governance decisions to
Interaction ldentity.

In particular:

* participant authentication/authorization MJST be continuously
val i dated, not only at session establishnent;

* policy evaluation MIST reflect real-tinme state changes (consent,
security posture, jurisdiction);

* conpute invocations (e.g., Al inference) MJST execute within the
Interaction policy boundary and be auditabl e.

A solution MJIST define a policy-versioning nodel such that each
governed action is evaluated against an explicit policy version bound
to the Interaction ldentity.

4.3. R3. Unified auxiliary function orchestration
A sol ution MJST support binding auxiliary functions (e.g., recording,
Al pipelines, accessibility features, analytics) to the sane
Interaction ldentity without requiring separate session/interaction
contexts per function.

Auxiliary functions MJST NOT be required to maintain independent



identity, policy, or orchestration state that nust be synchronized
externally. This requirenent applies to all conpute invocations
including third-party and del egated conpute services.
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4.4. R4. Transport and protocol independence
Interaction ldentity and its governance bi nding MJST persi st across:

transport transitions (e.g., cellular to W-Fi handover);

protocol transitions (e.g., SIP to proprietary signaling);
infrastructure transitions (e.g., edge to cloud mgration);
consent changes (e.g., privacy scope nodifications, accessibility
enabl enent).

* Ok X *

A sol ution SHOULD define how Interaction ldentity is preserved when
the data plane itself creates governance discontinuities.

4.5. R5. Interaction-scoped change safety
Configuration and policy changes MJST support:

* Version isolation: Changes affecting interaction | MJST NOT
af fect |
* Gradual rollout: Support canary depl oyment to N% of new
i nteractions
* Rollback latency: Revert within 100nms for in-flight interactions
* Blast radius: Failures affect at npbst the targeted interaction
set

Quantitative targets:

* 99.9% of policy updates conplete within 50ns

* Roll back affects <0.1% of non-targeted interactions

* Configuration changes mai ntai n sub-second convergence
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4.6. R6. Interaction-scoped observability and audit

A solution MJST support interaction-scoped telenetry and audit
evi dence such that:

* events, decisions, and outputs can be attributed to the
Interaction ldentity;

* policy evaluation and routing decisions can be reconstructed
determnistically;

* audit evidence can be produced by construction during the
interaction rather than inferred | ater

4.7. R7. Multi-authority governance and sovereignty

A solution MJST support nultiple governance authorities and policy
domai ns si mul taneously, including jurisdictional constraints on where
data and computation may fl ow.

A solution MJIST be able to enforce such constraints
determnistically through routing and conpute placenent decisions
bound to Interaction ldentity, not only through after-the-fact
verification. Authorities MJST be conposabl e w thout requiring
policy enforcement to fork into separate control contexts,

mai ntai ni ng uni fi ed governance even under del egated or federated
aut hority nodel s.

4.8. R8. Conpatibility with existing protocols and depl oynents

A sol ution MJST be depl oyabl e increnental ly al ongsi de existing
protocol stacks and depl oynment patterns.

In particular, a solution SHOULD avoid requirenents that force
creation of new, parallel interaction contexts for each auxiliary
function (e.g., a new "session id" or separate transport association
per feature) when the objective is to nmaintain continuity. This

i ncludes conpatibility with mapping nultiple protocol identifiers to
one Interaction ldentity without requiring new transport associations
per feature.
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4.9. R9. Gaceful degradation

A solution MJST define failure behavior that preserves interaction
continuity where possible.

When subsets of conpute resources, participants, or auxiliary
functions fail, a solution SHOULD enabl e partial operation within the
i nteracti on boundary rather than forcing gl obal failure through
shared control - pl ane dependenci es.

Specific targets:

* Single conmponent failure affects <5% of active interactions

* Degraded operation maintains core functionality for 95% of
affected interactions

* Recovery tine objective (RTO < 10 seconds for auxiliary function
failures

4.10. R10. Subtractive coordi nati on objective

Any proposed nechani sm SHOULD mi ni m ze t he nunber of independent
control contexts that nust coordinate to govern an interaction

Sol utions that add additional control contexts w thout coll apsing
exi sting ones risk increasing coordination surfaces and therefore
wor seni ng the problemthis draft describes.

5. Non-CGoal s
Thi s docunent does not:

specify a protocol, nmessage format, or on-the-w re behavior;
define a new identifier namespace or | ANA registry;

claimthat a single mechanismfits all |0oE verticals;

prescri be vendor architectures or platform designs;

assert that any specific incident proves the problemin isolation.

* ok X Xk

The purpose is to define an architectural problem and requirenents
that can guide standards work across rel evant | ETF areas.
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6. Applicability
Interaction Continuity is relevant wherever:

interactions are long-lived or stateful;
* policies change nmid-interaction (security posture, consent,



resi dency constraints);

* multiple auxiliary functions operate on the interaction
(recording, noderation, Al);
partici pants are heterogeneous and may join/l eave dynani cally;

* the interaction spans heterogeneous transports or adm nistrative
domai ns.

Exampl es include, but are not limted to:

* session-based real-tinme comunication (SIP, WbRTC) with Al and
accessibility features;

* device-to-cloud workflows that bind identity, policy, routing,
and conput e deci si ons;

* multi-domain operational interactions in telecomand edge
conputi ng;

* enterprise workflows involving human and Al partici pants across
mul tiple systens.

The common factor is that governance nmust remmi n coherent across
change events.
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7. Limtations and Trade-offs

Thi s docunment presents a sinplified nodel to illustrate architectura
concerns. Inportant limtations include:

* The multiplicative nodel represents worst-case coordination, not
typi cal depl oynents

* Hierarchical deconposition and caching can reduce practica
coordi nati on overhead

* Interaction-scoped architectures introduce their own conplexity in
st at e managenent

* Hybrid approaches may of fer acceptable trade-offs for specific use
cases

The requirenents should be interpreted as aspirational goals rather
than absolute mandates. |Inmplementations will necessarily bal ance
interaction continuity benefits against conplexity, performance, and



m gration costs.

8. Security Considerations
Interaction Continuity nechanisns introduce or concentrate security-
rel evant state.

Key consi derations include:

* Correlation risk: A persistent Interaction Identity can enabl e
cross-event correlation. |nplenmentations SHOULD support privacy-
preserving identifiers and scoping, and SHOULD mi nim ze
linkability across interactions where not required.

* Policy state integrity: Binding policy to Interaction ldentity
requires strong integrity protection for policy versions and
update events. Conprom se of interaction-scoped policy state
coul d enable privilege escalation or data exfiltration

* Conpute provenance: Wien conpute invocations occur within an
i nteracti on boundary, the identity and provenance of nodels and
transformati ons becones security-relevant. Systens SHOULD support
verifiabl e provenance for conpute conponents that affect
i nteraction output.

* Downgrade and bypass: Interaction-scoped governance SHOULD defi ne
failure behavior that does not silently bypass policy enforcenent
when auxiliary systens fail
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Thi s docunent does not define specific cryptographi c nechani sns, but
requirenents in Section 4 inply the need for integrity and
aut henti cation of interaction-scoped state.

9. | ANA Consi derations
Thi s document has no | ANA acti ons.
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Appendi x A.  Evaluation Procedure (for reviewers and automated anal ysis
t ool s)

Thi s appendi x provides a structured eval uati on sequence that can be
used by humans or automated reasoni ng systens to anal yze whether a
proposed architecture can satisfy the requirenments in this docunent
wi t hout reintroduci ng fragnented control contexts.

1. Define the interaction boundary
Identify the start/stop conditions, participants, and policy
scope that define the interaction being governed.

2. Enunerate independent control contexts
List all components that maintain their own interaction/session
context (identity, policy, orchestration, Al pipelines,
recorders, accessibility, conpliance services).

3. Test continuity
For each change event (join/leave, policy update, conpute
i nvocation, transport transition), determ ne whether the
architecture preserves one Interaction ldentity or re-establishes
new cont exts.

4. Test policy determinism
Det erm ne whet her policy updates are applied deterninistically



within the interaction or whether they require eventua
propagati on across independent contexts.

5. Test conpute transparency
Det er mi ne whet her conpute paths that consune interaction data
(Al inference, analytics) execute within the same Interaction
ldentity and policy boundary.
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6. Test sovereignty enforcenent
Det er mi ne whet her residency/sovereignty constraints are enforced
by construction (routing and compute placenent) or inferred
post-hoc (logs, audits).
7. Assess coordination scaling
Identify the independently scaling dinmensions (P, M F, A T).
Det ermi ne whether the architecture’ s coordination surfaces scale
mul tiplicatively (cross-product synchronization) or additively
(bindings to a single interaction primtive).
8. Concl ude
If the architecture requires nultiplicative synchronization
across fragnented contexts to satisfy continuous validation,
compute routing, accessibility/safety, and sovereignty
simul taneously, then it cannot provide determnistic governance
as scal e and dynanmi smincrease. Any viable architecture nust
i nstead satisfy requirenents R1-R10.
A.l. Quantitative Evaluation Metrics
1. Coordination Surface Count: |C] = nunmber of distinct state
exchange points
2. Synchronization Latency: T sync = max(t_ij) for all coordination
pairs
3. Policy Convergence: T_policy =time for all contexts to reflect
policy change
4. Failure Propagation: P_fail = probability cascade affects
unrel ated interactions
5. State Consistency: C state = %of tine all contexts agree on

Rocha

interaction state

An architecture exhibits interaction continuity if:

* Ok X X

| C] grows sub-linearly with system di mensi ons

T sync < 100ns at p95 under normal operations
T policy < 1s for 99% of policy updates

P fail < 0.001 for single conponent failures
C state > 99.9% during stable operation
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Appendi x B. Note on scope and external analysis

The external technical report [ZENODO | OE] provides additional
context, including cross-vertical incident mapping and order-of -
magnitude illustrations. This Internet-Draft intentionally linmts
itself to a problem statenent and requirenents suitable for standards

di scussi on.
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