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Abst ract
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security, analytics, and conpliance were addressed as separate
concerns. For two decades, the resulting architectura
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docunent argues that the convergence of Zero Trust security
requirenents, Al-driven computational demands, accessibility
mandat es, data residency enforcenent, and next-generation transport
capabilities now exceeds the coordi nation capacity of fragnented
architectures. The failure is not incremental but fundanental:
real-tine systens |ack a control |ayer capable of naintaining
continuous session identity across orchestration, policy
enforcement, and conputation. This architectural gap was not
anticipated by existing standards or platformdesigns. |Its
recognition requires reduction rather than expansion, collapsing
fragmented contexts into unified session governance. This docunent
exam nes the historical evolution that produced this gap, anal yzes
why current approaches fail under convergent pressures, and
articulates the architectural constraint necessary for future
systens.
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1. Introduction

Service di sruptions occur regularly across major coll aboration
platforns, affecting nmillions of users [ TEAMS- OUTAGE]. As real-tine
interactions accunul ate auxiliary services such as transcription,
recordi ng, and Al processing, systens rely on cross-service

coordi nation to preserve coherent behavior. Wen policy or
configurati on changes propagate unevenly across service boundari es,
recovery can be difficult even when core transport remains healthy.
These incidents denonstrate that |arge-scale real-time comunication
platforns fail for reasons beyond transport, including configuration
errors and control -pl ane conplexity.

Real -ti me comuni cati on systens have reached an inflection point.
Pressures that evol ved i ndependently (Zero Trust security nodels,
artificial intelligence integration, accessibility requirenents,
data residency enforcenent, and transport advances) now collide in
ways that exceed the coordination capacity of existing designs. The
prevai ling response has been additive: nore orchestration |ayers,
addi tional policy engines, auxiliary processing pipelines. This
once worked. It no |onger does.

Thi s docunent argues that the failure is architectural rather than



operational. Real-tinme systens |ack a control |ayer capabl e of

mai ntai ning a single, continuous session identity across
orchestration, policy enforcenment, and conputation. This absence
was not anticipated by prior designs, not because engineers failed
to recogni ze the problem but because the problemdid not exist
until independent constraints converged.

What follows is neither a protocol proposal nor a platform
specification. It is an architectural analysis: an exami nation of
how real -time systems evol ved, why that evolution now fails, and
what fundamental constraint nust be satisfied for future systens to
function under converged pressures.

2. Historical Evolution and Architectural Foundations
2.1. Circuit-Switched Oigins and Inherited Assunptions

Real -ti me comuni cation inherited its conceptual nodel fromcircuit-
swi tched tel ephony [TELCO-SIG. A telephone call was singular: two
endpoi nts, one connection, fixed identity. Policy, to the extent it
exi sted, was established at call setup and remai ned static unti
teardown. The session sinply existed.

When packet networks replaced physical circuits, this abstraction
persisted. Sessions becane signaling dialogs rather than dedi cated
circuits, but the nental nodel remained narrow [|I NET-TELE]. The

I nternet Engineering Task Force’'s Session Initiation Protocol (SIP)
preserved the call-centric paradigm |NVITE- ACK- BYE captured session
l'ifecycle, but governance during the session itself renmained mninma
[ RFC3261] .

Thi s worked because not hi ng denanded nore. Transport was
constrained, auxiliary services were limted, and policy was |argely
static. Session establishment was the hard problem Session

gover nance was not.

2.2. The SIP Era: Stateless Internediaries and the First M ssed
Juncture

SIP's introduction of stateless internediaries and horizontal
scalability represented significant architectural advances

[ RFC3261]. Proxy servers could route signaling wthout maintaining
session state, enabling failure tolerance and elastic scale. These
were necessary innovations for Internet-scal e depl oynent.

They al so shifted responsibility away fromthe session itself.
Control moved to the network edge. Session identity becane
contextual rather than continuous, reconstructed from signaling
exchanges rather than preserved as a first-class entity.

In retrospect, this was the first point where session continuity
coul d have been elevated fromsignaling detail to architectura
control surface. It was not. Author review of |IETF standards
devel opment did not identify debate in working group discussions,
alternative proposals in Internet-Drafts, or white papers exploring
conti nuous session identity as an architectural requirement. The
om ssion is notable not as oversight but as evidence: there was no
forcing function to question the assunption that sessions were
artifacts to establish rather than entities to govern.

2.3. WDRTC and the Second M ssed Juncture
Web Real - Ti ne Conmmuni cati on (WbRTC) introduced peer-to-peer

connections, dynanic renegotiation, and elastic nedia handling at
gl obal scale [WEBRTC]. Unlike SIP s server-medi ated nodel, WebRTC



enabl ed direct browser-to-browser comruni cation with sophisticated
media control. Sessions becane elastic: tracks could be added or
renoved, transceivers reconfigured, connections renegotiated, al

wi t hout ending the session.

El asticity exposed a choice: preserve a single session identity
through change, or create new sessions when conpl exity appeared.
The industry chose the latter.

Paral | el Peer Connections became standard practice for handling
multiple nmedia types, separate data channels, or auxiliary
processing [WEBRTC- 1 MPL]. A single video call mght involve three
or nore Peer Connection objects: one for primary audi o/ video, another
for screen sharing, a third for data exchange. Fromthe user’s
perspective, these constituted one interaction. Fromthe
architecture’'s perspective, they were independent sessions requiring
external coordination

Again, there was no articulation of session singularity as a contro
requirenent. The WebRTC specifications docunent renegotiation
mechani snms and connecti on nmanagenent but do not define requirenents
for maintaining unified session identity across orchestration
boundari es [WEBRTC]. Perfornance was cheap enough, conplexity
manageabl e enough, that fragnentation remrai ned tol erable.

2.4. PlatformUnification and the Fragnentation Strategy

Modern platfornms unified user experience by hiding architectura
fragmentati on behind product layers. Internally, sessions

mul tiplied. Sidecar services energed: recordi ng operated out-of-
band, transcription ran in parallel pipelines, analytics consuned
mrrored streans, conpliance systens captured i ndependent copi es.
Each auxiliary function maintained its own session context,

coordi nated t hrough external nechanisns.

Functionality inproved dramatically. Architectural coherence did
not. Fragnentation becanme not just acceptable but standard
practice, the solution rather than a conprom se.

Thi s strategy succeeded because operational benefits outwei ghed
coordi nation costs. Mdularity sinplified debugging: failures
isolated to specific services. |ndependent scaling allowed targeted
resource allocation: Al pipelines could scale differently than medi a
transport. Ri sk managenent inproved: experinental features could
depl oy wit hout endangering core functionality [ RELEASE-IT]. For
fifteen years, these advantages justified the architecture. They no
| onger do.

2.5. Prior Approaches and Their Limts

Exi sting work on session managenent falls into distinct categories,
none of which establish single-session orchestration as an
architectural requirenent:

St andar ds- based session control includes SIP [RFC3261], WebRTC
specifications [WEBRTC], Interactive Connectivity Establishment (ICE)
[ RFC8445], and Secure Real -time Transport Protocol (SRTP)

[ RFC3711]. These optinmi ze conponent-|evel concerns (signaling, peer
negotiation, network traversal, media security) w thout defining
whol e- sessi on governance. Sessions remain negotiated artifacts

rat her than governed entities.

Session nobility franmeworks address continuity across network
handoffs or device migration. 3GPP' s 5G specifications [TS 23.501]
[ TS-23.502] define session continuity for cellular networks; SIP
session timers maintain signaling |liveness [ RFC4028]. These treat



continuity as a transport-layer concern, ensuring connections
survive network changes. They do not govern orchestration, policy
enforcenment, or conputational routing within the session itself.

Pl atform specific inplenmentations may use unified session managenent
internally, but this remains proprietary inplenentation detai

rat her than disclosed architectural requirenment. Platforns |ike
Zoom M crosoft Teans, and Googl e Meet have evol ved sophisticated
orchestrati on systens, but these are product inplenentations, not
constraint specifications that other systems nust satisfy.

The gap is not capability but requirement. Existing systens can

i mpl ement continuous session identity. Standards and platfornms do
not mandate it as the architectural foundation for orchestration
across policy, conputation, and auxiliary services. This
distinction matters: a constraint-based architecture differs
fundanmentally from an inpl enentation choi ce.

3. The Convergence: Wiy Current Architectures Fail
3.1. Independent Pressures That No Longer Renai n | ndependent

Several forces evolved on separate trajectories. None were designed
to interact. They now collide in ways that fragmented architectures
cannot accompdat e.

3.1.1. Zero Trust Security

Traditional security nodels assuned stable posture during
interaction: authenticate at session establishnent, maintain trust
until teardown. Zero Trust architectures require continuous
verification and dynam ¢ policy adjustnment during the session

[ ZERO- TRUST] [ NI ST-ZT].

In fragmented architectures, this creates nultiplicative enforcenent
complexity. Each auxiliary service (transcription, recording, Al
processing) operates in its own session context with separate policy
state. A mid-session policy change (user joins fromrestricted
jurisdiction, classification | evel changes, consent is revoked) nust
propagate across all fragnents. Policy consistency becones an

i nference problemrather than an enforcenment guarantee.

Ext ernal coordi nation cannot solve this. The fundanental issue is
that policy enforcenent requires knowi ng what constitutes "the
session": which participants, which data flows, which conputationa
processes are in-scope for a given policy decision. Fragnmentation
makes this boundary indefinite.

3.1.2. The Al Efficiency Paradox

Artificial intelligence adds extraordinary capability to real-tine
systens: live transcription, translation, content noderation,
summari zati on, meeting assistance. It also multiplies

comput ational, power, and coordination costs in ways that parall el
architectures anmplify [Al-ENERGY] [Al-CARBQ\ .

Consi der a 50-participant neeting with Al features:

Fragment ed appr oach:

o 50 peer connections (base topol ogy)

50 parallel transcription pipelines (one per audio strean)
50 transl ation engi nes (assum ng mnulti-Ilanguage support)

I ndependent recordi ng streans

Coor di nati on overhead: Q' n*m where n = participants,

m = auxiliary services

O o0oo0oo



0 Result: 2,500+ discrete coordination points

Uni fied approach:

1 session identity

Dynamic routing to shared processing pools

Uni fied policy enforcement across all computational resources
Coordi nation overhead: Q(n + m

Resul t: approxi mately 100 coordi nati on points

OoO0Oo0oo0oo

As participant count scales or auxiliary services nultiply (add
accessibility features, conpliance nonitoring, quality analysis,
content noderation), fragnented coordi nati on grows geonetrically
whil e unified coordination grows linearly [DI ST-ALGO [ DI ST- COVP] .

In practice, Al features commonly run as service-side pipelines that
process audi o separately fromthe primary nmedia path and introduce
their owmn scaling limts and regional constraints, increasing
operational cost and coordi nation burden [ CH ME- TRANSCRI BE]. The

ef ficiency paradox mani fests when each Al feature requires duplicate
infrastructure across fragnmented sessions.

3.1.3. Accessibility as Native Requirenent

Accessibility has transitioned from post-hoc feature to regul atory
mandat e. The European Accessibility Act cones into effect on 28
June 2025; accessibility obligations for information and

conmuni cati on technol ogy are enforced through procurenent and

regul atory regi nes [ EAA] [ SECTI ON-508]. Post - processi ng approaches
are often insufficient for real-tine interactions in practice.

Li ve captions, sign |anguage interpretation, audio description, and
assistive nodalities require real-time negotiation within the
interaction itself. |In fragnented architectures, accessibility
becones another parallel pipeline, one nore sidecar service with its
own session context, policy enforcenent, and failure nodes.

The regul atory requirenent is not that accessibility features exist,
but that they function as part of the interaction with the sane
reliability, security, and privacy guarantees. Fragnentation
underm nes this by making accessibility an auxiliary concern rather
than a native capability.

3.1.4. Data Residency as Enforceabl e Constraint

Dat a residency has evolved fromdeclarative policy to enforceabl e
mandate. The EU s GDPR, China's Data Security Law, and various
sector-specific regulati ons now require not inference but proof of
data locality [ GDPR] [CHI NA-DSL].

In fragnented architectures where auxiliary services operate

i ndependent |y, data residency becones a coordi nati on probl em
ensuring that nedia, transcripts, recordings, Al processing, and
anal ytics all respect the same geographical constraints requires
external verification across session fragments. Detached pipelines
turn conpliance fromdetermnistic enforcenent into probabilistic

i nference.

When a participant froma restricted jurisdiction joins md-session,
policy nust propagate inmedi ately across all processing: nedia
routi ng changes, Al features may need to disable, recording may need
to segregate streams. In a fragnented architecture, this requires
synchroni zed updat es across i ndependent contexts. Eventua

consi stency is not sufficient.

Regul ati on requires determnistic enforcement.



3.1.5. Transport Saturation Wthout Control Abstraction

Net wor k performance continues to inprove across cellular, W-Fi, and
satellite systenms. As latency falls and capacity rises, transport
ceases to be the limting factor, and coordination becones the

bot t | eneck.

Faster transport does not resolve coordination failures. It

accel erates them Lower |atency nmakes coordi nati on overhead nore
visible. Higher bandwi dth enables nore parallel streans,

mul ti plying the coordination burden. Next-generation transport
anplifies architectural weakness rather than masking it.

The gap is not transport capability but control abstraction. W
have the pipes but |ack the val ve system

3.2. Wy Increnmental Fixes Fail

The prevailing response to these pressures has been additive: deploy
new orchestration |ayers, stack additional policy engines, attach
auxi liary processing services. This approach succeeded when
pressures evol ved i ndependently. It fails when they converge.

The mathematical reality is unfavorable. Existing orchestration
strategies apply linear control logic to systens whose complexity
now scal es exponentially with participants, policies, nodalities,
and auxiliary conputation [ LAMPORT] [HERLIHY]. Each addition

mul tiplies coordination across identities, enforcenent
jurisdictions, and processing boundari es.

More bandw dth does not resolve this msmatch. It anplifies
failures. Mre conpute worsens the efficiency paradox by enabling
even nore parallel pipelines. Post-hoc governance satisfies neither
regulators (who require real-tine enforcenent) nor operators (who
cannot verify policy consistency across fragments).

Resour ce maski ng (depl oyi ng nore power, nore conpute, nore
infrastructure) delays failure but does not prevent it. As
orchestration, policy, and conputation scale together, coordination
cost grows faster than resource capacity. Fragmentation reasserts
itself once linear resource growth encounters exponenti al

coordi nation complexity.

The result is not gradual degradation but architectural exhaustion
Systens begin failing not because any single conponent breaks, but
because coordi nation across fragnents becones intractabl e.

3.3. The Fragnentation Trade-off Reversa

Fragnmentation persisted for two decades because it offered genuine
operational advantages. Mdularity sinplified debuggi ng by
isolating failures to specific services. Independent scaling

all owed targeted resource allocation. Al pipelines could scale
differently than nedia transport. Ri sk managenent i nproved
experinental features could deploy w thout endangering core
functionality. These benefits were real, and they justified the
architecture [ RELEASE-1T] [ PARNAS] [ M CROSERVI CES]

That cal culus has reversed. The operational sinplicity that nade
fragmentation attractive now costs nore than it saves. Wen every
new capability requires another parallel pipeline, when policy
changes must synchroni ze across dozens of session contexts, when
regul atory enforcenent denands deterninistic control rather than
eventual consistency, the coordination burden exceeds the nodularity
benefit.



This reversal is evident in operational patterns. Operationa
experience and incident reporting from pl atform operators suggest
that coordination conplexity across auxiliary services increasingly
contributes to production incidents. The architecture optinized for
operational sinplicity has beconme operationally conplex.

4. The M ssing Constraint
4.1. Wy the Path Was Al ways Open

Exi sting systems never forbade unified session identity. Standards
did not prohibit it. Platforms could have inplenented it. The
absence was not technical inpossibility but |ack of requirenent.

Fragnentation was an optim zation for a different set of pressures.
When auxiliary services were limted, when policy was largely
static, when computational demands were nodest, fragmentation
simplified operations w thout inposing unsustainable coordi nation
costs.

Reducti on was never considered necessary.

Leaving a path open is not the same as recognizing its inportance.
Aut hor review of the | ETF RFC repository and Internet-Draft archive
did not identify a docunent that defines continuous session identity
as an architectural requirenent for orchestration across policy,
conmputation, and auxiliary services. This was not oversight. It
was absence of necessity. The pressures that woul d nake this

requi renent apparent had not yet converged.

4.2. Reduction as Architectural Necessity

The path forward is subtractive, not additive. It requires

col l apsi ng fragmented contexts into unified session governance,
treating the session as a control surface rather than a negoti ated
artifact.

This is not nostalgia for sinpler systens. It is architectura
realismabout complexity limts. The current approach (adding
coordi nation |layers atop fragnmented sessions) scal es cost faster
than capability. Reduction inverts this: establish the session as
the coordination primtive, then build auxiliary services within
that unified context rather than around it.

The distinction is fundamental. |In fragnented architectures,
orchestration coordi nates between sessions. In unified
architectures, orchestration operates within a session. The forner
requi res external synchronization across independent contexts. The
|latter requires internal routing within a governed entity.

4.3. The Control Layer Requirenent

VWhat is absent is not a protocol, platform or feature. It is a
control |ayer responsible for preserving continuous session identity
across orchestration, policy enforcenent, and conputational routing.

This layer must satisfy three constraints:

Session continuity: Miintain a single, persistent session identity
through all orchestrati on changes (participant additions/
renoval s, policy updates, nedia renegotiations, auxiliary service
routing) without fragnmenting into nultiple contexts requiring
external coordination

Transport agnosticism Operate independently of underlying
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transport mechani sns (WebRTC, SIP, proprietary protocols) such
that the constraint applies regardl ess of how nedia and data are
actual |l y noved

Conput ati onal transparency: Route conputational resources (Al
processing, recording, transcription, analytics) within the
session’s policy boundary w thout creating separate session
contexts for each auxiliary service

Any approach that violates these constraints reintroduces
fragmentation under a different nane. The |ayer must govern what
occurs within an interaction rather than around it. |Its purpose is
coherence, not optim zation

In this docunment, this architectural requirenent is referred to as
Si ngl e- Session Orchestration and Adaptive Routing (SSOAR). The
term nology is secondary to the constraint it reflects: that real -
time systems nust maintain unified session governance as an
architectural foundation rather than an inplenentation option.

No specific mechanismis prescribed. No inplenentation is inplied.
Only the boundary condition is defined: preserve session continuity
across all orchestration, policy, and conputational requirenents.

I mplications and Concl usi on
Why Thi s Emerges Now

This architectural requirenment could not have been articul ated
earlier. The pressures were not aligned. Fragnmentation’s

coordi nation costs remai ned below its operational benefits. Zero
Trust operated at network perineters, Al was peripheral to core
functionality, accessibility was post-hoc, data residency was
declarative, and transport limtations masked coordination

i nefficiency.

The requirenent energes now because i ndependent constraints coll apsed
si mul taneously. Each pressure evolved to the point where it could
no |l onger be satisfied through external coordination

Thei r convergence exceeded the architectural tolerance of fragmented
systens.

This is how foundational shifts occur, not through deliberate design
but through pressure convergence that nakes previously optiona
constraints necessary.

What Recognition Enabl es

Once this control layer requirenment is acknow edged, previously
i ntractabl e problens becone architecturally sol vabl e:

Zero Trust becomes enforceable during interaction: Policy operates
on a single session boundary rather than being inferred across
fragnments. M d-session policy changes propagate through interna
routing rather than external synchronization

Al becones governable and efficient: Conputational resources route
within unified session context. Coordination overhead scal es
linearly with services rather than geonetrically with service-
partici pant products. The efficiency paradox resolves.

Accessibility becones native: Assistive nodalities participate as
first-class capabilities within the session rather than as
paral | el pipelines. Regulatory requirements for real-tinme



acconmodat i on become architecturally natural

Dat a residency becones determ nistic: Geographical policy
enf orcement operates on session-level routing rather than being
verified across independent contexts. Conpliance transitions
frominference to control

Transport advances regai n neaning: Network performance inprovenents
translate to application capability rather than being consuned by
coordi nati on overhead. Control abstraction catches up to
transport capability.

None of this requires technol ogical invention. 1t requires
architectural recognition: that the mssing |layer is not optiona
anynore.

5.3. The Path From Recognition to Realization

Recognition is necessary but not sufficient. Realizing this
architectural requirenment faces substantial chall enges:

M grati on econom cs: Existing systens represent billions in
depl oyed infrastructure. Transition paths nust preserve
operational continuity while enabling architectural evol ution

Backward conpatibility: New systens nmust interoperate with
fragmented architectures during transition. The constraint |ayer
cannot demand i mredi ate, universal adoption.

St andar ds devel opnent: Establishing single-session orchestration as
an architectural requirenent likely requires standards
coordi nation, either through new specifications or extensions to
exi sting frameworks (WbRTC, SIP, 3GPP)

Pl at f orm adoption incentives: First-nmover costs must align with
competitive advantages. Platfornms adopting unified session
governance nust see operational or nmarket benefits that offset
m gration conplexity.

These chal | enges are substantial but not insurnountable. The
forcing function is not theoretical el egance but operationa
necessity. As pressures continue converging, systens that cannot
satisfy the unified session requirenent will face increasing
incidents, regulatory violations, and conpetitive di sadvant age.

5.4. Concl usion

Real -ti me comuni cati on systens evol ved by solving fragnmentation
through conposition. That strategy succeeded for two decades. |Its
success has ended.

The failure is not increnental but architectural. |ndependently
evol ved pressures (Zero Trust, Al integration, accessibility
mandat es, data residency enforcenment, transport advances) now exceed
the coordination capacity of fragmented designs. The m ssing

el ement is not capability but constraint: a control |ayer that

mai ntai ns conti nuous session identity across orchestration, policy,
and conput ati on.

Thi s requirenent was not anticipated because it was not necessary
until independent constraints converged. Recognition of this gap is
the first step. Realization requires departure fromthe additive

| ogi ¢ that has governed real -tinme systens since the SIP era.

The Iimts of current architecture are now clear. The path forward,
once understood, beconmes unavoi dable. Wat remains is the



transition fromrecognition to inplenentation, from acknow edgi ng
the m ssing constraint to establishing it as architectural
foundati on.

6. Security Considerations

Thi s docunent presents an architectural analysis rather than a protocol
specification. It does not define new protocols, nessage formats, or
mechani sns.

The anal ysis has security inplications. Fragmented session identity
across auxiliary services can conplicate policy enforcenment and
auditability, particularly under Zero Trust nodels that require
continuous verification and m d-session policy change.

If a future architecture realizes unified session governance, the
control -pl ane woul d represent a high-value target. Considerations nmay
i nclude aut hentication, authorization, integrity protection for policy
updat es, protections against session identity m suse, and isolation of
auxiliary services within the session boundary. The shift from
fragmented to unified session governance can change threat nodels, and
future work may address specific security nechani sns appropriate to
particul ar realizations.

7. |1 ANA Consi derations

Thi s docunent has no | ANA acti ons.
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