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Abst ract

This meno provi des exanpl es of how DKIM2 woul d apply to common enail
usage scenari os.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The Iist of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. DKIM2 Message Exanpl es
1.1. Introduction

This draft provides a collection of email nessage scenarios, along
with the proposed way that DKI M2 coul d operate under those scenari os.

1.2. Document Conventi ons

Term nol ogy from [ RFC5598] is used extensively throughout this
docunent .

* "Transaction" represents an interaction between two ADVDs.

* "Origin" refers to the first ADMD involved in the delivery of the
nessage.

* "Destination" refers to the final ADMD involved in the delivery of
t he message.

*  "DKI M2-Signature" as the header field name is a placeholder. The
standardi zati on process will involve conming to consensus on a nane
for the field.

*  DKIM-Signature field values will not contain the bh= tag.
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1.

1.

3.

3.

DKI M2- Si gnature field values will contain a sinplified b= tag,
where "PASS' neans the signature can be verified against the
message as-is, "PASS_AFTER UNDO MODS' neans pass after applying
DKI M2 nodification algebra to the nessage, and "FAIL" nmeans an
unrecover abl e signature.

DKI M2- Modi fi cation is a human-consumabl e description of the
changes, in lieu of having a rough definition of what the machine-
consumabl e nodi fication al gebra should | ook Iike.

DKI M Si gnature header fields are not included. These can safely
be present in DKIM nessages, but do not contribute to the
DKI M2-ori ented handling of a message.

The destinati on address header fields 5322. To, 5322. Cc, 5322.Bcc
are left out. These are not relevant to DKIM2, since there is no
requi renent that 5321. To have any relationship to the val ues
contained in those header fields.

O her mandatory [RFC5322] headers fields that aren’'t relevant to
DKI M2 processing will also be left out.

"Alignnent" needs further definition in the context of DKIM, but
for nowit is being used with the same neani ng as DMARC al i gnnent,
as defined in [ RFC7489].

==== delimters are used to indicate the start and end of the SMIP
([ RFC5321]) transaction, and are not part of the transaction’s
content.

Scenari os
1. Direct delivery
This is the comon case for email. The initial ADVMD has a nessage to

be delivered sonewhere, and the ADMD that is on the receiving end of
that SMIP transaction is that nmessage’s final destination

Transaction: Origin to destination
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MAI L FROM <a@ri gi n. exanmpl e>

RCPT TO <b@lesti nation. exanmpl e>

DATA

DKI M2- Si gnature: i=1; d=origin.exanple; s=keyl; nf=a@rigin.exanple;
rt=b@esti nati on. exanpl e; b=PASS

From <a@ri gin.exanpl e>

A Message!

In the initial transaction of a DKIM signed message, the signing
domai n must be aligned with the domain in 5322. From Note that the
nf= and 5321. Mai | From are equal, but they do not need to be equal to
the 5322. From

In every DKIM2 transaction, it is required that the topnost (highest
i =) DKIM-Signature’s signing domain be aligned with the donain in
that signature’'s nf= tag, and that the nf=tag be equal to the

5321. Mail From for that transaction. Alignment of these domains is a
mtigation for backscatter, and it is left to the systemoperator to
prevent | ocal backscatter (ex. acctl@xanpl e.com m susing

5321. Mai | From of acct 2@xanpl e. con.

In every DKIM2 transaction, it is required that the topnost

DKI M2- Si gnature’s rt= be equal to the 5321. Rcpt To for that
transaction. This equality is a mtigation for nmessage replay, by
maki ng delivery to any other nmil box (even at the same host) be not
aut henticated by DKIM2. Acceptance of nessages that don’t
authenticate with DKIM2 is a matter of |ocal policy.

1.3.2. Autoforwarding (no alteration)
This is often called the "alumi forwarder" scenario, but many other
forwardi ng services exist. An ADMD has a nessage to send, and the
destination is an address at another ADMD acting as a forwarding
service. The forwarding service resends the nessage to another ADMD,
which is the final destination for the nmessage.

In this scenario, it is assuned that the forwardi ng servi ce does not
alter the nessage at all.

Transaction: Origin to forwarder
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MAI L FROM <a@ri gi n. exanmpl e>

RCPT TO <b@li as. exanpl e>

DATA

DKI M2- Si gnature: i=1; d=origin.exanple; s=keyl; nf=a@rigin.exanple;
rt=b@l i as. exanpl e; b=PASS

From <a@ri gin.exanpl e>

A Message!

Transaction: Forwarder to destination

MAI L FROM <b@l i as. exanpl e>

RCPT TO <c@lesti nation. exanpl e>

DATA

DKI M2- Si gnature: i=2; d=alias.exanple; s=key4321; nf=b@lias.exanpl e;
rt=c@estinati on. exanpl e; b=PASS

DKI M2- Si gnature: i=1; d=origin.exanple; s=keyl; nf=a@rigin.exanple;
rt=b@l i as. exanpl e; b=PASS

From <a@ri gin.exanpl e>

A Message!
In the forwarding transaction, the i=2 signing domain is aligned to
the 5321. Mail From and the domain in i=1 rt=. There is no requirenent

that i=2 signing be aligned with 5322. From

DMARC requirements can be satisfied in both transactions, because
there is a passing signature aligned with the 5322. From

1.3.3. Miiling list (no alteration)
This operates |like an autoforwarder. The only difference is that
these systens are expected to re-deliver to multiple destinations

i nstead of just one.

Transaction: Oiginto mailing list
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MAI L FROM <a@ri gi n. exanmpl e>

RCPT TO <m@i st . exanpl e>

DATA

DKI M2- Si gnature: i=1; d=origin.exanple; s=keyl; nf=a@rigin.exanple;
rt=m@i st.exanpl e; b=PASS

From <a@ri gin.exanpl e>

A Message!

Transaction: Mailing list to destination

MAI L FROM <m@i st . exanpl e>

RCPT TO <b@ubscri ber. exanpl e>

DATA

DKI M2- Si gnature: i=2; d=list.exanple; s=key50; nf=m@i st.exanpl e;
rt=b@ubscri ber. exanpl e; b=PASS

DKI M2- Si gnature: i=1; d=origin.exanple; s=keyl; nf=a@rigin.exanple;
rt=m@i st.exanpl e; b=PASS

From <a@ri gin.exanpl e>

A Message!

1.3.4. Miiling list (with alteration)

Simlar to the non-nodifying mailing list case, but with
modi fi cations of the nessage (body, 5322. Subject, etc.) that
invalidate the signature in i=1.

Transaction: Origin to mailing list

MAI L FROM <a@ri gi n. exanpl e>

RCPT TO <m@i st. exanpl e>

DATA

DKI M2- Si gnature: i=1; d=origin.exanple; s=keyl; nf=a@rigin.exanple;
rt=m@i st.exanpl e; b=PASS

From <a@ri gin.exanpl e>

A Message!

Transaction: Mailing list to destination
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MAI L FROM <m@i st . exanpl e>

RCPT TO <b@ubscri ber. exanpl e>

DATA

DKI M2- Si gnature: i=2; d=list.exanmple; s=keyl; nf=m@i st.exanpl ¢;
rt=b@ubscri ber. exanpl e; b=PASS

DKI M2- Modi fi cation: i=2; delta="Appended a |line"

DKI M2- Si gnature: i=1; d=origin.exanple; s=key50; nf=a@rigin.exanple;
rt=m@i st.exanpl e; b=PASS_AFTER_UNDO MODS

From <a@ri gin.exanpl e>

A Message!
Click https://1ist.exanple/unsubscribe to unsubscribe fromthis.

It is unclear whether the second transaction can be considered to
satisfy origin.exanple s DVARC requirenents, as origin.exanple’'s
signature did not pass on the nessage as presented.

1.3.5. Miling list (with alteration and From nungi ng)

Further nodification, where the mailing list also changes the
5322. From header field to sonmething else. This is done in today's
ecosystemto allow for delivery of nodified nessages sent from
domai ns with DMARC poli cies.

Transaction: Origin to mailing list

MAI L FROM <a@ri gi n. exanpl e>

RCPT TO <m@i st. exanpl e>

DATA

DKI M2- Si gnature: i=1; d=origin.exanple; s=keyl; nf=a@rigin.exanple;
rt=m@i st.exanpl e; b=PASS

From <a@ri gin.exanpl e>

A Message!

Transaction: Mailing list to destination
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MAI L FROM <m@i st . exanpl e>

RCPT TO <b@ubscri ber. exanpl e>

DATA

DKI M2- Si gnature: i=2; d=list.exanmple; s=keyl; nf=m@i st.exanpl ¢;
rt=b@ubscri ber. exanpl e; b=PASS

DKI M2- Modi fication: i=2;
del ta="Appended a line; Fromused to be "a@rigi n. exanpl e

DKI M2- Si gnature: i=1; d=origin.exanple; s=key50; nf=a@rigin.exanple;
rt=m@i st.exanpl e; b=PASS AFTER UNDO MODS

From "a via list" <m@i st.exanpl e>

A Message!
Click https://1ist.exanple/unsubscribe to unsubscribe fromthis.

DMARC is satisfied by this nessage. There is a signature fromthe
domai n of 5322. Fromthat passes on the nessage bei ng presented, and
the original 5322. Fromisn’t visible unless the receiving system
decides that that’'s an appropriate thing to do.

It should be required that any changes 5322. From be included in a
signature where the signing donain aligns with the new 5322. From
simlar to howi=1 nust align with the nessage’s original 5322. From

1.3.6. Sending on behal f of another domain

There are scenarios in which one ADVMD i s sending nessages on behal f
of another ADMD. A conmopn exanple of this is Email Service Providers
(ESPs) that send promotional mail on behalf of their customers.

Transaction: Origin to destination

MAI L FROM <sonet hi ng@sp. exanpl e>
RCPT TO <abc@lestination. exanpl e>
DATA
DKI M2- Si gnature: i=2; d=esp.exanple; s=espkey;

nf =sonet hi ng@sp. exanpl e; rt=abc@lesti nati on. exanpl e; b=PASS
DKI M2- SI GNATURE: i =1; d=brand. exanpl e; s=brandkey;

nf =sonet hi ng@r and. exanpl e; rt=sonet hi ng@sp. exanpl e; b=PASS
From "Brand coupons" <no-reply@rand. exanpl e>

Here are some coupons for our Brand products!
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Despite being originated fromthe ESP directly, DKIM's requirenent
that the i=1 d= tag have alignhment with both the 5321. Mai | From and
5322. From neans that scenarios like this will require two signatures
at origination. The first satisfies the requirenent that the
signature be aligned with 5322. From and the second satisfies the
requi renent that the topnost signature’s nf= tag be equal to the
5321. Mai | From of the transacti on.

Generation of two signatures is only required when the ESP needs to
use a 5321.Mail Fromthat is not aligned with 5322. From If this is
not required, the mail can be sent using a single signature that
aligns with both.

1.4. |1 ANA Considerations
None.
1.5. Security Considerations

Security considerations for DKIM2 will be included in the protocol
docunent .
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Appendi x A.  Changes from Earlier Versions
[[This section to be renoved by RFC Editor]]
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