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Abst r act

This meno provides a description of the procedures for bounce
processing that should be performed by any nmail systemthat
i mpl ements DKI M2, as part of the overall DKIM protcol definition

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The Iist of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Robi nson Expi res 8 January 2026 [ Page 1]



I nternet-Draft DKI M2 Bounce processing July 2025

Tabl e of Contents

2

2

1. Introduction
2. Bounce processing
2. Forward path
2. Return path . .
1. Bounce origination
2. Bounce propagation e e e
3. Authentication of inbound bounce notifications
4. DKIM signing of bounce notifications
Example . . . . . . . . .
Security considerations
I ANA consi derations

. 2.
. 2.
. 2.
. 2.

TRONNNNNE

2
2
2
3 Nor mat i ve Ref erences

Appendi x A.  Changes from Earlier Versions
Aut hor’ s Address

DO PRPRP,WWWWNDNDN

I nt roducti on

As part of the DKIM2 protocol, handling for Delivery Status
Notifications (DSNs, defined in [RFC3461]) is necessary to ensure
that systenms receiving these notifications have a nechanismto both
authenticate the contents of the DSN, and to determine if the system
generating the DSN is authorized to do so for the nessage being

r et urned.

Bounce processing
1. Forward path

At a high level, the forward path in DKIM involves the addition of a
new DKI M2 header field by each systemthat handl es a nmessage. This
header field declares that the nessage was originated by a system
that has the right to do so, either because that systemis the origin
of the message, or because the systemreceived the nessage from
sonmewhere el se and has decided to forward it to another system In
order to support injection-resistant bounce handling, each system
must record in the DKIM2 header field s nf=tag the [ RFC5321] return-
pat h mail box for the message, along with all other values as required
by the DKI M2 protocol

The return-path mail box for an i ncom ng nessage should be the address
included in the [RFC5321] transaction’s MAIL FROM command. This
identity will be related to the last (highest i= value) DKIM
signature in the nessage, so this address represents an authenticated
destination for future bounce notifications related to the nmessage.
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2.2. Return path
2.2.1. Bounce origination

Once a system deci des that a bounce notification needs to be
generated in response to a nessage that it previously accepted for
delivery, a new nmessage nust be forned to notify the sender that the
message was not delivered successfully. Per [RFC3461], the bounce
notification message has a top-level MM part of type multipart/
report. Anong other things, that MME part nust contain a M ME part
of type nmessage/rfc822 that holds either the original nmessage exactly
as it was submitted by the sending systemor just the header for that
message, so that the receiver of the bounce notification can

aut henticate the signatures associated with the original nmessage

bef ore processing the bounce notification

2.2.2. Bounce propagation

A systemthat acts as an intermediary step for the handling of a
message in the forward path nay deci de to propagate bounce
notifications through the return path of the nmessage in response to
receiving a bounce notification

Sane as the initial DSN, the internmediary systenis generated bounce
notification message nmust contain a M ME part of type nessage/report
with a sub-part of type nessage/rfc822 that holds the origina
message or its header

The bounce notification nust be sent to the return-path nail box
listed in the previous systenis DKIM header field.

An internediary systemnmust be able to recover at |east the
originally-submtted header for a forwarded message, for the purposes
of generating bounce notifications. These systens nay choose to use
the DKIM2 nodifications they declared as part of the forward path to
reconstruct the original nessage based on the inbound bounce
notification, if it is desirable to return the full nmessage and the

i nbound bounce notification also includes the full nessage.
Forwar di ng systens that want to return the full message in all cases
should retain the content required to do that as it is not guaranteed
to be present in a received DSN

2.2.3. Authentication of inbound bounce notifications
VWhen a systemreceives a DKI M2 signed bounce notification, and the

i ncluded original message is al so DKIM signed, the bounce receiver
shoul d verify that the original nessage was not altered. This neans:
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1) The DSN s DKI M2 signature must have a signing domain that is
aligned with the recipient of the message that is being returned.
The recipient’s address is located in the rt=tag of the |ast
(highest i= tag) DKIM-Signature in the returned nessage. 1) The | ast
(highest i= tag) DKIM header field of the returned nessage nust be
one that was generated by the systemreceiving the bounce
notification, determ ned by exam ning the d= and nf= tags of that
signature header field. 1) The signature in that DKIM header field
must match the contents of the returned nmessage. Verifiers nust
handl e truncated or missing original nmessage bodi es gracefully, by
usi ng the body hash value included in the signature header field

wi t hout conparing it to the body contents.

The exact details of how to perform DKIM signature validation are
out of scope for this draft.

In the event that the bounce notification contains unauthenticated
content, the bounce receiver may deci de to deemthe bounce nessage
itself as malicious and not propagate it through the return path
declared in that nessage.

2.2.4. DKIM signing of bounce notifications

Bounce notifications should be DKIM2 signed in exactly the same way
as a newy-originated nessage. This signhature nmust use i=1 since the
system generating the notification is the originator of that nessage,
and include an enpty nf=tag to align with the SMIP transaction
delivering the DSN

2.3. Exanple
The following is a very sinplified description of the SMIP
transactions involved in the forward and return paths for a nmessage.
Only the SMIP commands and header fields related to DKIM2 bounce
processi ng are nentioned.
Message origination fromexanple.comto foo.com
‘' MAIL FROM origi nal @xanpl e.com (nailto:original @xanpl e. com
RCPT TO dest @oo0.com (nailto: dest @oo.con) DATA DKIM2: i=1;
d=exanpl e. com nf=ori gi nal @xanpl e.com rt=dest @oo.com From Sender
ori gi nal @xanpl e. com (nmail to: ori gi nal @xanpl e.conm) To: dest @ o0o.com
I hope this email reaches its destination . *‘'

Forwar di ng of the nessage fromfoo.comto bar.com
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‘Y MAIL FROM sonethi ng@oo.com (mailto: sonet hi ng@ oo. con) RCPT TO
dest @ar.com (nailto: dest @ar.con) DATA DKIM2: i=2; d=foo0.com

nf =somet hi ng@ oo. com rt=newdest @ar.com DKI M2: i=1; d=exanple.com
nf =ori gi nal @xanpl e. com rt=dest @oo.com From Sender

ori gi nal @xanpl e.com (nai |l to: ori gi nal @xanpl e.con) To: dest @o00.com

I hope this enmail reaches its destination .
Bounce notification frombar.comto foo.com

“** MAIL FROM <> RCPT TO sonethi ng@ oo.com

(rmai | t o: sonet hi ng@ oo. com) DATA DKI M2: i=1; d=bar.com
rt=sonet hi ng@ oo. com From post nmast er @ar . com

(rmai |l t o: post mast er @ar . con) To: sonet hi ng@ o0o. com

(mai |l t o: sonet hi ng@ oo. com) Subject: DSN for ... Content-Type:
mul tipart/report; boundary="divider43541325151"

--di vi der 43541325151 Content-Type: text/plain

Thi s message i s being returned.

--di vi der 43541325151 Content-Type: nessage/ delivery-status

--di vi der 43541325151 Content-Type: nessage/rfc822 DKIM: i =2;

d=f 0o. com nf =sonet hi ng@ o0o. con rt=newdest @ar.com DKI M2: i =1;
d=exanpl e. com nf=ori gi nal @xanpl e. com rt=dest @oo.com From Sender

ori gi nal @xanpl e.com (mai |l to: ori gi nal @xanpl e. con) To: dest @ o0o0.com

I hope this enail reaches its destination --divider43541325151- -

Pr opagat ed bounce notification fromfoo.comto exanple.com

‘' MAIL FROM <> RCPT TO origi nal @xanpl e.com

(mai |l to:original @xanpl e. com) DATA DKI M2: i=1; d=foo.com

rt=ori gi nal @xanpl e. com From postnmaster @ 0o0. com

(mai |l to: postmast er @ o0o0. con) To: origi nal @xanpl e. com

(mai |l to:origi nal @xanpl e.com Subject: DSN for ... From Sender

ori gi nal @xanpl e.com (mai | to: ori gi nal @xanpl e. con) To: dest @ o0o0.com
Content-Type: multipart/report; boundary="di vi der 89869878"

--di vi der 89869878 Content-Type: text/plain
Thi s message i s being returned.

--di vi der 89869878 Cont ent - Type: nessage/ delivery-status
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--di vi der 43541325151 Content-Type: nessage/rfc822 DKIM: i=1
d=exanpl e. com nf=ori gi nal @xanpl e. com rt=dest @oo.com From Sender
ori gi nal @xanpl e.com (mai | to: ori gi nal @xanpl e. con) To: dest @ 00.com

I hope this ennil reaches its destination --divider89869878- - L
2.4. Security considerations
To be covered in primary DKI M2 docunent.
2.5. | ANA considerations
To be covered in primary DKIM2 document.
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Appendi x A.  Changes from Earlier Versions
v01:
* updated exanple syntax to match dki n2- headers docunent
[[This section to be renoved by RFC Editor]]
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