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Abst r act

M.S targeted nessages all ow sendi ng encrypted nessages to a specific
menber of an M.S group.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://raphael robert. github.io/ms-targeted-nmessages/draft-robert-

m s-targeted-messages. html. Status information for this docunment may
be found at https://datatracker.ietf.org/doc/draft-robert-ms-

t ar get ed- messages/ .

Di scussion of this docunent takes place on the Messagi ng Layer
Security Wrking Goup mailing list (mailto:ms@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/m s/. Subscribe
at https://ww. ietf.org/mailman/listinfo/ns/.

Source for this draft and an issue tracker can be found at
https://github. com raphael robert/ m s-target ed- mnessages.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 January 2026.
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1. Introduction

M.S application nessages make sendi ng encrypted nmessages to all group
menbers easy and efficient. Sometines application protocols mandate
that nmessages are only sent to specific group nenbers, either for
privacy or for efficiency reasons.

Targeted nessages are a way to achieve this without having to create
a new group with the sender and the specific recipients which m ght
not be possible or desired. Instead, targeted nessages define the
format and encryption of a nessage that is sent froma nenber of an
exi sting group to another nenber of that group
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The goal is to provide a one-shot messagi ng mechani smthat provides
confidentiality and authentication, reusing mechani sms from

[ RFC9420], in particular [RFC9180]. Targeted nessages can be used as
a building block for nore conpl ex nmessagi ng protocols.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Format

Thi s extension defines the ms targeted nessage WreFormat, where the
content is a TargetedMessage
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struct {
opaque group_i d<V>;
ui nt 64 epoch;
ui nt 32 recipient | eaf i ndex;
opaque aut henti cat ed_dat a<V>;
opaque encrypted _sender aut h_dat a<V>;
opaque ci phertext <V>;
} Tar get edMessage;

struct {
ui nt 32 sender | eaf i ndex;
opaque si gnat ure<V>
opaque kem out put <V>;

} Tar get edMessageSender Aut hDat a;

struct {

opaque group_i d<V>;

ui nt 64 epoch;

ui nt 32 reci pi ent _| eaf _i ndex;

opaque aut henti cat ed_dat a<V>;

Tar get edMessageSender Aut hDat a sender _aut h_dat a;
} Tar get edMessageTBM

struct {
opaque group_i d<V>;
ui nt 64 epoch;
ui nt 32 reci pi ent _| eaf _i ndex;
opaque aut henti cat ed_dat a<V>;
ui nt 32 sender | eaf i ndex;
opaque kem out put <V>;
opaque ci phertext <V>;

} Tar get edMessageTBS;

struct {

opaque group_i d<V>;

ui nt 64 epoch;

opaque | abel <vV> = "M.S 1.0 targeted nmessage psk";
} PSKI d;

struct {

opaque application_dat a<V>;

opaque paddi ng[ | engt h_of _paddi ng] ;
} Tar get edMessageCont ent ;
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4. Authentication

A targeted nessage is authenticated by the sender’s signature. The
sender uses the signature key of the its Leaf Node. The signature
schene used is the signature schenme specified in the cipher suite of
the MLS group. The signature is conputed over the serialized

Tar get edMessageTBS struct and is included in the

Tar get edMessageSender Aut hDat a. si gnature fi el d:

signature = SignWthLabel (sender | eaf _node_si gnature_private key,
"Tar get edMessageTBS", targeted_nessage_tbs)

The reci pient MJUST verify the signature:

Veri fyWthLabel . verify(sender_| eaf _node. si gnat ure_key,
"Tar get edMessageTBS",
target ed_nmessage_t bs,
si gnat ure)

In addition, targeted nessages are authenticated using a pre-shared
key (PSK), exported through the M.S exporter for the epoch specified
i n Sender Aut hDat aAAD. epoch

target ed_nmessage _psk =
M.S- Exporter("targeted nessage", "psk", KDF.Nh)

The targeted_nessage_psk is used as the psk paraneter to the HPKE
encryption. The corresponding psk _id paraneter is the serialized
PSKId struct.

4.1. Additional Authenticated Data (AAD)
Tar get ed nessages can include additional authenticated data (AAD) in
the Target edMessage. authenticated data field. This field is used to
carry application-specific data that is authenticated but not
encrypted. The AAD is included in the TargetedMessagesTBM struct.

5. Encryption

Tar get ed nessages uses HPKE to encrypt the nessage content between
two | eaves.
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5.1. Padding

The Tar get edMessageContent. padding field is set by the sender, by
first encoding the application data and then appendi ng the chosen
nunber of zero bytes. A receiver identifies the padding field in a
pl ai nt ext decoded from Tar get edMessage. ci phertext by first decoding
the application data; then the padding field conprises any renaining
octets of plaintext. The padding field MIST be filled with all zero
bytes. A receiver MIST verify that there are no non-zero bytes in
the padding field, and if this check fails, the enclosing

Tar get edMessage MUST be rejected as nal forned. This check ensures
that the padding process is determnistic, so that, for exanple,
paddi ng cannot be used as a covert channel

5.2. Sender data encryption

I n addition, TargetedMessageSenderAuthData is encrypted simlarly to
M_.SSender Dat a as described in Section 6.3.2 of [RFC9420]. The

Tar get edMessageSender Aut hDat a. sender _| eaf _index field is the |eaf

i ndex of the sender. The Target edMessageSender Aut hDat a. si ghat ure
field is the signature of the TargetedMessageTBS structure. The

Tar get edMessageSender Aut hDat a. kem out put field is the KEM out put of
the HPKE encryption.

The key and nonce provided to the AEAD are conputed as the KDF of the
first KDF.Nh bytes of the ciphertext generated in the foll ow ng
section. If the length of the ciphertext is |less than KDF. Nh, the
whol e ci phertext is used. 1In pseudocode, the key and nonce are
derived as:

sender _aut h_data_secret =
M.S- Exporter("targeted nessage", "sender auth data secret", KDF.Nh)

ci phertext _sanpl e = ciphertext[0..KDF. Nh-1]

sender _data key = ExpandW thLabel (sender _aut h_data secret, "key",
ci phertext_sanpl e, AEAD. Nk)

sender _dat a_nonce = ExpandWt hLabel (sender_aut h_data_secret, "nonce",
ci phertext_sanpl e, AEAD. Nn)

The Additional Authenticated Data (AAD) for the Sender Aut hDat a
ciphertext is the first three fields of TargetedMessage:

struct {

opaque group_i d<V>;

ui nt 64 epoch;

ui nt 32 recipient | eaf i ndex;
} Sender Aut hDat aAAD;
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5.3. Application data encryption

The Tar get edMessageContent struct contains the application data to be
sent to the recipient. The application_data field contains the
application data to be sent, and the padding field contains padding
bytes to ensure that the ciphertext is of a length that is a multiple
of the AEAD tag | ength.

The Tar get edMessageContent struct is serialized and then encrypted
usi ng HPKE.

The HPKE context is a TargetedMessageContext struct with the
foll owi ng content, where group_context is the serialized context of
the M.S group:

struct {
opaque | abel <V>;
opaque cont ext <V>;
} Tar get edMessageCont ext ;

| abel = "M.S 1.0 Target edMessageDat a"
context = group_context

The Target edMessageContext struct is serialized as hpke context and
is used by both the sender and the recipient. The recipient’s |eaf
node HPKE encryption key fromthe M.S group is used as the

reci pient’s public key recipient_node_public_key for the HPKE
encryption.

The Target edMessageTBM struct is serialized as targeted nessage tbm
an is used as the aad paraneter for the HPKE encryption

The sender conputes Target edMessageSender Aut hDat a. kem out put
andTar get edMessage. ci phertext"':

(kem out put, ciphertext) = Seal PSK(
/* pkR */
reci pi ent _node_public_key,
[* info */
hpke cont ext,
/* aad */
target ed_nmessage_t bm
[* pt */
t ar get ed_nessage_content,
[* psk */
target ed_nmessage_psk
[* psk_id */
psk_i d)
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The recipient decrypts the content as foll ows:

target ed_message_content = OpenPSK(kem out put,
recei ver _node_private_key,
hpke_cont ext,
target ed_nmessage_t bm
ci phertext,
target ed_nessage_psk
psk_id)

The functions Seal PSK and OpenPSK are defined in [ RFC9180].

Security Considerations
In addition to the sender authentication, Targeted Messages are
aut henticated by using a pre-shared key (PSK) between the sender and
the recipient. The PSK is exported fromthe group key schedul e using
the | abel "targeted nessage psk". This ensures that the PSK is only
valid for a specific group and epoch, and the Forward Secrecy and
Post - Conprom se Security guarantees of the group key schedul e apply
to the targeted nessages as well. The PSK al so ensures that an
attacker needs access to the private group state in addition to the
HPKE/ si gnature’s private keys. This inproves confidentiality
guar ant ees agai nst passive attackers and aut hentication guarantees
agai nst active attackers.
I ANA Consi derati ons

M.S Wre Formats

The nmls_targeted_nessage M.S Wre Format is used to send a nmessage to
a subset of nenbers of an M.S group.

* Val ue: 0x0006 (suggested)
* Nanme: nls_targeted nessage
* Recommended: Y
* Reference: RFC XXXX
M.S Signature Labels
1. TargetedMessageTBS
* Label : "Target edMessageTBS"

*  Recommended: Y
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* Reference: RFC XXXX
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