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Abst r act

Thi s docunent defines SlinWS, an extension to the Messagi ng Layer
Security (M.S) protocol for reducing wire and per-client storage
overhead in groups that use ciphersuites with | arge public keys,

ci phertexts, signatures, and credentials. SlinWLS replaces many

| arge objects that appear in MS authenticated or transcri pt-hashed
structures with typed hash references. Cdients resolve the

ref erenced objects only when needed, using a per-nessage carrier, a
| ocal cache, or an application-specific retrieval channel. The
extension is nost useful when an independent Delivery Service can
assist with retrieval and per-recipient delivery, although | ocal
cachi ng and del ayed fetching also hel p without such assistance.
SlimVLS defines slimvariants of KeyPackage, Commit, Wl cone,

Groupl nfo, and nessage fram ng. Wen placing a signhature outside an
encrypted envel ope woul d reveal the signer, SlimWLS keeps the
signature inside the ciphertext.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-robert-ms-slini.

Di scussion of this docunent takes place on the Messagi ng Layer
Security Wirking Goup nailing list (mailto:ms@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/ms/. Subscribe
at https://ww.ietf.org/mailman/listinfo/ns/.

Source for this draft and an issue tracker can be found at
https://github. com raphael robert/slimnmnis.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

Post - quantum (PQ signature and key encapsul ati on mechani sm ( KEM
primtives can have substantially |arger keys, ciphertexts, and
signatures than their classical counterparts. Large credentials can
create simlar pressure, including in deploynents that do not

ot herwi se use large ciphersuite objects. 1In an MS group [ RFC9420],
these val ues appear as | arger Leaf Nodes, parent nodes, Wl cones,
Conmits, G ouplnfos, and nessages. The increase is visible both on
the wire and in client storage.

In MLS, nany of these values are enbedded in structures that are
signed, covered by tree hashes or parent hashes, or fed into
transcript hashes. A Delivery Service (DS) can already choose how to
route messages, but it cannot renove or replace authenticated bytes
wi t hout invalidating the object. This limts cache-aware delivery,
server-assi sted fanout, and operation with clients that hold only
part of the group state.

SlimMVLS addresses this by separating object identity from object
delivery. The authenticated or transcript-hashed structure carries a
typed hash reference, and the referenced object is delivered through
a per-nessage carrier, a local cache, or an application-specific
retrieval channel. Recipients verify each object by reconmputing the
reference before using it.
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The | argest benefits come from depl oynents where the DS is an

i ndependent service that can assist clients. In such deploynents,
the DS can omt objects a recipient already has, reduce update path
ci phertexts to the subset each recipient needs, and supply G ouplnfo
separately froma SlimAlcone. Deploynents w thout an assisting DS
still benefit fromsmaller authenticated state, |ocal caches of
credentials and keys, and the ability to defer fetching | arge objects
until they are needed.

The main protocol changes are:

* SlinKeyPackages repl ace KeyPackages and batch the signatures
needed to authenticate nultiple Leaf Nodes.

* SlinConmits carry commit content separately from update path
delivery data, so the Delivery Service can deliver only the
ci phertexts each recipi ent needs.

* SlimMel comes adapt Vel come nmessages to slim KeyPackage references
and server-assisted G ouplnfo delivery.

* Slimmessage fram ng and SlinG ouplnfo define when signatures are
represented by references and when the raw signature nust renain
i nside encrypted plaintext to avoid revealing the sender.

This pattern is not newin MS. [RFC9420] already uses RefHash-based
ref erences such as KeyPackageRef and Proposal Ref. SIinWS
general i zes the mechani sm

[[TODG quantify wire and storage savings for representative PQ
ci phersuites once the specification stabilizes.]]

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Thi s docunent uses the TLS presentation | anguage and notation of
[ RFC9420]. Familiarity with M.S [ RFC9420] is assuned.

3. Overview

A SlimWS group is an MLS group whose GroupContext carries the
slimms extension (Section 12). |In such a group:
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* In structures derived by mechani cal substitution, each
HPKEPubl i cKey, Si gnhaturePublicKey, Credential, HPKEC phertext, o
signature is replaced with a hash reference of the correspondi ng
type. Structures specified explicitly in this docunment define
their own replacenents and exceptions.

* The referenced large objects are retrieved per Section 6 if and
when necessary.

4. Reference Conputation

Al new references are conputed in the sane style as KeyPackageRef
Section 5.2 of [RFC9420], i.e., using RefHash instantiated with the
rel evant ciphersuite hash function and a | abel unique to the
referenced object type. Inputs are TLS-encoded per [RFC9420]. For
group-bound structures, the relevant ciphersuite is the group’s

ci phersuite. For references contained in or conmputed over a

Sl i nKeyPackage, the relevant ciphersuite is

out er _key_ package. ci pher_suite of that SlinkKeyPackage.

The followi ng reference types are defined:

"M.S 1.0 SlimMLS
HPKEPubl i cKey™"

| SignaturePublicKey | SignaturePublicKeyRef | "MLS 1.0 SlimWS
| | | SignaturePublicKey"

Fom e oo Fom e

| Credential | Credenti al Ref | "M.S 1.0 Slimu\LS

| | | Credential”

o e e e e oo o e e e e e e oo o e e e e m oo oo

| HPKEC phert ext | HPKEC phert ext Ref | "M.S 1.0 SlimWLS

| | | HPKEC phertext"

Fom e oo Fom e

| Signature | SignatureRef | "M.S 1.0 SlimVwLS

| | | Signature”

o e e e e oo o e e e e e e oo o e e e e m oo oo

| SlinKeyPackage | SlinKeyPackageRef | "M.S 1.0 SlimWLS

| | | KeyPackage

| | | Reference"

Fom e e e e oo o Tt Tt
Table 1
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Each reference is opaque<V> where V is the output length of the
ci phersuite hash function.

For a SlinKeyPackageRef, the value input is the TLS-encoded

Sl i nKeyPackage. SlinKeyPackageRef is used to identify the recipient
of a SlimAMlcone; it is not a |arge-object reference and has no
correspondi ng LargeCbhjectCarrier entry.

SignatureRef is used for signature fields that appear in slim
structures unless this docunent requires the raw signature to remain
i nside an encrypted envelope. It is also used for detached
signatures referenced by slimstructures, such as the SlinKeyPackage
batch signature (Section 7).

Sone signature fields use SignatureOrRef, whose variant is
constrained by the wire envel ope that carries the structure:

enum {
reserved(0),
signature(l),
signature_ref(2),
(255)

} Si gnat ur eOr Ref Type;

struct {
Si gnat ur eOr Ref Type si gnature_type;
sel ect (SignatureO Ref.signature_type) {
case signature:
Si gnature signature;
case signature_ref:
Si gnat ur eRef signature_ref;
1

} SignatureO Ref;

When signhature_type = signature ref, the raw signature bytes are
resol ved per Section 6. Wen signhature type = signature, the raw
signature bytes are carried inline and MUST NOT be sent outside the
encrypted envelope in a LargeCbjectCarrier.

5. SlinmWS Structs

For every [ RFC9420] struct not given an explicit replacenment in this
docunent that emnmbeds an HPKEPubl i cKey, SignaturePublicKey,
Credential, HPKEC phertext, or signature, SlimWLS defines a
corresponding "Slint" struct that is identical to the original except
that each occurrence of a large object is replaced by the reference
type from Section 4 and that each occurrence of a struct for which
there exists a Slimequivalent is replaced by that equivalent. Tree

Robert & Kohbr ok Expi res 30 Novenber 2026 [ Page 6]



I nternet-Draft Sli mVLS May 2026

hashes and parent hashes are |ikew se computed over the slim
encodi ngs, so the reference values stand in for the correspondi ng
| arge objects in these conputations.

The foll owi ng signatures use SignatureO Ref because their correct
presentati on depends on whether the signature is carried inside an
encrypted envel ope:

* an encrypted Grouplnfo carried in a SlimAl cone, whose signature
remains inline inside the encrypted G ouplnfo plaintext, and

* a SlinPrivateMessage fram ng signature, which remains inline
i nside the encrypted SlinPrivateMessageContent.

When either signature is carried inside an encrypted envel ope, it
MUST use the signature variant.

Wel cone, KeyPackage, and Commrit are not derived by nechanica
substitution. They are replaced by the SlimAel come struct

(Section 8), the SlinKeyPackage struct (Section 7), and the
SlimCommt struct (Section 9) respectively. As a consequence, the
Updat ePat h struct does not appear in a SlinWS group. Its contents
are split between SlimComrt (which carries the commtter’s

Sl i mLeaf Node) and Sli mJpdat ePath (which carries the path nodes).

In a SlimWS group, the slimstruct is sent on the wire wherever

[ RFC9420] woul d specify the original struct. Validation rules of

[ RFC9420] apply in the same way. References are only replaced by the
corresponding | arge objects if functionally necessary (e.g. to verify
a signature, encrypt a ciphertext, or retrieve referenced signature
byt es).

The [ RFC9420] structs affected, the large objects they enbed, and the
SlimMVLS replacenents are |listed below. Structs whose only enbedded

| arge objects appear via a nested struct (e.g., proposals that carry
a Leaf Node or KeyPackage) inherit slimvariants inplicitly via the
slimnested struct.
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| RFC 9420 struct | Enmbedded I arge | SIinmWS repl acenment (s)

| | object(s) | |
[ s s sl ey s U
| Leaf Node | HPKEPubl i cKey, | HPKEPubl i cKeyRef , |
| | SignaturePublicKey, | SignaturePublicKeyRef, |
| | Credential, | Credenti al Ref, |
| | signature | SignatureRef |
o e e e o o e e e e e oo - o e e e e e e e e oo o - +
| Parent Node | HPKEPubl i cKey | HPKEPubl i cKeyRef |
Fom e oo oo e +
| Parent Hashl nput | HPKEPubl i cKey | HPKEPubl i cKeyRef |
Fom oo oo oo +
| Updat ePat hNode | HPKEPubl i cKey, | HPKEPubl i cKeyRef , |
| | HPKEC phert ext | HPKEC phert ext Ref |
| | (vector) | (vector) |
Fom e Fom oo Fom e +
| Signhature-bearing | signature | SignatureRef |
| structs except | | |
| SignatureO Ref | | |
| cases | | |
o e e e e oo o e e e e m oo oo o e e e e e e oo oo oo +
| Add proposal | KeyPackage | SlinKeyPackage |
Fom e - oo Fom e oo +
| Update proposal | Leaf Node | SlinlLeaf Node |
o e e e e oo oo Tt o e e e e e a oo +
| ratchet_tree | Leaf Node, | slimratchet _tree |
| extension | Parent Node | extension with |
| | | Slimeaf Node, |
| | | SIinParent Node |
Fom e oo oo +

Table 2

The exact TLS presentation of each remaining slimstruct is obtained
by mechani cal substitution agai nst [ RFC9420] and is not repeated
her e.

[[TODG provide explicit TLS presentations for each slimvariant in a
|ater revision.]]

.1. SlinlLeaf Node

Sl i mLeaf Node repl aces Leaf Node. Slinleaf NodeTBS repl aces the
Leaf NodeTBS i nput defined in Section 7.2 of [RFC9420].
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Sli mMVLS uses the app_data_dictionary extension specified in
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Section 7.2.1 of [I-D.ietf-ms-extensions] to carry SlimLS-specific

components in a SlinlLeaf Node' s extensions field.

struct {
opaque si bling_hash<V>;
} Sli nKeyPackageMer kl ePr oof Node;

struct {
ui nt 32 | eaf _i ndex;
ui nt 32 tree_si ze;

Sl i nKeyPackageMer kl ePr oof Node pat h<V>;
} Sli nKeyPackageMer kl ePr oof ;

struct {
HPKEPubl i cKeyRef encryption_key ref;
Si gnat ur ePubl i cKeyRef signature_key ref;
Credenti al Ref credential _ref;
Capabilities capabilities;

Leaf NodeSour ce | eaf _node_source;
sel ect (SlinlLeaf NodeTBS. | eaf node_source) {
case key_package
Lifetime lifetine;

case updat e:
struct{};

case conmmit:
opaque parent hash<V>;

Ext ensi on ext ensi ons<V>;

sel ect (SlinlLeaf NodeTBS. | eaf node_source) {
case key_ package
struct{};

case updat e:
opaque group_i d<V>;
ui nt 32 | eaf i ndex;

case commit:
opaque group_i d<V>;
ui nt 32 | eaf _i ndex;
1
} Slinleaf NodeTBS;

Robert & Kohbr ok Expi res 30 Novenber 2026
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struct {
HPKEPubl i cKeyRef encryption_key_ref;
Si gnat ur ePubl i cKeyRef signature_key_ ref;
Credenti al Ref credential _ref;
Capabilities capabilities;

Leaf NodeSour ce | eaf _node_source;
sel ect (SlinleafNode.|eaf node_source) {
case key_package:
Lifetime lifetine;

case update:
struct{};

case commit:
opaque parent hash<V>;

Ext ensi on ext ensi ons<V>;

/*
For key package | eaves, this is a SignatureRef to the batch signature.
For update and commt |eaves, this is a SignatureRef to the nornal
Sl i mLeaf Node signature over SlinlLeaf NodeTBS.

*/

Si gnat ur eRef signature;

sel ect (SlinlLeafNode.|eaf node _source) {
case key_ package:
Sl i nKeyPackageMer kI ePr oof proof ;

case updat e:
struct{};

case commit:
struct{};

I
} SlimLeaf Node;

The proof field is present only when | eaf _node_source = key_ package.
It is not part of SlinlLeaf NodeTBS to avoid a circul are dependency.
Update and commit | eaf nodes do not carry this field.

For | eaf _node_source = key_package, the signature field references
the SlinKeyPackage batch signature and validati on MJUST verify both
this signature and t he enbedded proof as described in Section 7. 1.
This allows clients to validate a key-package SlinLeaf Node even when
it appears in a ratchet tree wi thout the enclosing SlinKeyPackage.
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For | eaf nodes whose source is update or commit, the signature field
is the normal SlinlLeaf Node signature over SlimnmleafNodeTBS, verified
as in Section 7.3 of [RFC9420] after applying the slimsubstitutions
in this docunent.

5.2. SlinParent Node and Sl i nPar ent Hashl nput

The following slimtree structures are used in tree-hash and parent-
hash conput ati ons:

struct {
HPKEPubl i cKeyRef encryption_key ref;
opaque par ent _hash<V>;
ui nt 32 unmer ged_| eaves<V>;

} Sli nPar ent Node;

struct {
HPKEPubl i cKeyRef encryption_key ref;
opaque par ent _hash<V>;
opaque original _sibling_tree_hash<V>;

} Sli nmPar ent Hashl nput ;

Sl i mPar ent Node repl aces Parent Node. SlinmParent Hashl nput repl aces the
Par ent Hashl nput defined in Section 7.9 of [RFC9420].

5.3. Slim&ouplnfo
Slinaouplnfo is the slimreplacenent for the [ RFC9420] G ouplnfo
struct. It uses the sane fields and verification rules as G ouplnfo,

except that G ouplnfo extensions use SIinWS replacenents and the
signature is represented as SignatureO Ref.
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struct {
G oupCont ext group_cont ext;
Ext ensi on ext ensi ons<V>;
MAC confirmation_tag;
ui nt 32 si gner;

} SlinGoupl nf oTBS;

struct {
G oupCont ext group_cont ext;
Ext ensi on ext ensi ons<V>;
MAC confirmation_tag;
ui nt 32 si gner;

/*
Si gnWthLabel (., "G oupl nfoTBS", SlintouplnfoTBS)
*/
Si gnat ureOr Ref si gnat ure;
} Sli mGroupl nf o;

The signature is conputed and verified as in [ RFC9420], except that
the to-be-signed content is SlinmGouplnfoTBS. A standal one
SlinGouplnfo, or a SlinGzouplnfo carried in

Wel coneGroupl nfo.info_type = plaintext, MJST use sighature_ type =
signature ref. A SlimGouplnfo encrypted into

Wl comeG oupl nfo.info_type = encrypted MJST use signature_type =
signature so that the raw signature is protected by the SlinmAl come
encryption.

6. Large Object Retrieval
Ref erences to large objects in SIinWS structures, in their
associ at ed conpanion structures (e.g., SlimJpdatePath, Section 9),
and in Gouplnfo extensions defined by this docunent MJST be resol ved
to the correspondi ng | arge objects when necessary for MS operations
or validation checks.
SlimVLS defines three retrieval channels:
* The LargeOhjectCarrier (Section 6.1), specified in this docunent.
* Aclient-local cache of previously resol ved objects.

* An application-specific fetch mechani sm

Applications can decide how or if they use one or nore retrieval
channel s.

On receipt of a SlimWS structure, a client:
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1. For every large-object *Ref it needs to process the structure or
any associ ated conpani on structure, |ocates a candi date object
through any of the three channels above.

2. Computes the reference of each candi date object under the
appropriate | abel (Section 4) and verifies that it equals the
*Ref being resolved. A candidate object whose reference does not
mat ch MUST NOT be used for any cryptographi c operation

3. If arequired *Ref cannot be resol ved through any channel, the
client MJUST either request the missing object through an
application-specific mechanism for exanple fromthe DS, or drop
t he message.

6.1. Large Object Carrier

A client sending a SlimWS struct over the wire MAY al so send a
LargeObj ectCarrier struct that contains a subset of the large objects
referenced by the SlimVMS struct or by an associated structure such
as SlinUpdatePath (Section 9).

Thi s docunent does not define a single M.SMessage w apper for
LargeObjectCarrier. Wen a carrier is sent on the wire, its
encodi ng, nultiplexing, and association with the Sli LS nmessage are
provi ded by the application or DS protocol using SlinWLS.

For each | arge-object reference type that appears in a slimstructure
or an associated structure, the LargeCbjectCarrier contains a vector
of the corresponding | arge objects:

struct {
HPKEPubl i cKey hpke_publ i c_keys<V>;
Si gnat ur ePubl i cKey si gnat ure_public_keys<V>;
Credenti al credenti al s<V>;
HPKECi phert ext hpke_ci phert ext s<V>;
Si gnature si gnat ur es<V>;

} LargehjectCarrier;

The carrier is NOT part of the signed structure. The DS MAY add,
renove, reorder, or substitute entries on a per-recipient basis,
e.g., to onmt objects the recipient already has cached, or to
distribute SlinUpdatePath ciphertexts (see Section 9). The
LargeObjectCarrier is optional in the SlimWS wire protocol. The
MAY rej ect a nessage based on a m ssing LargeQojectCarrier, or on
LargeQbjectCarrier that is mssing the |arge objects that clients
will need to process a nessage, if its |local deploynent policy
requires senders to provide those objects proactively.

"8

Robert & Kohbr ok Expi res 30 Novenber 2026 [ Page 13]



I nternet-Draft Sli mVLS May 2026

7

Sl i nKeyPackage

Sl i nKeyPackage applies the slimreference replacenent to KeyPackage
and anortizes KeyPackage authentication across a batch of KeyPackages
upl oaded by the same client. The signature around the KeyPackage is
omtted, and the per-KeyPackage Leaf Node signature is replaced by a
detached batch signature over the root of a Merkle tree. The |eaves
of this tree are the SlinlLeaf NodeTBS val ues of the SlinKeyPackages in
t he bat ch.

In a SlinmWS group, an [ RFC9420] KeyPackage MUST NOT be used to add a
new nenber: Add proposals MJST carry a SlinKeyPackage, and standal one
KeyPackage publicati on MIUST use the m s_slimkey package wire fornat
(Section 11). A recipient MIST reject any Add proposal or wre-
format nmessage carrying an [ RFC9420] KeyPackage in the context of a
group with the slimnls extension

Sl i mLeaf NodeTBS i s the unsigned part of a SlinlLeaf Node. It carries
neither the signature field nor the key-package Merkl e proof.

A SlinKeyPackage is partitioned into an QuterSlinKeyPackage (the
fields of a KeyPackage ot her than the Leaf Node and signature) and a
Sli mLeaf Node. The SlinleafNode carries the SignatureRef of the

det ached batch signature and its Merkle inclusion proof:

struct {
Pr ot ocol Versi on version;
Ci pherSuite ci pher_suite;
HPKEPubl i cKeyRef init_key ref;
Ext ensi on ext ensi ons<V>;

} QuterSlinKeyPackage;

struct {
Pr ot ocol Ver si on ver si on;
Ci pherSuite ci pher_suite;
Si gnat ur ePubl i cKeyRef signature_key ref;
ui nt 32 tree_si ze;
opaque mer kl e_r oot <V>;

} Sli nKeyPackageBat chTBS;

struct {
Qut er Sl i mKeyPackage out er _key package;
Sl i mLeaf Node | eaf _node;

} SlinKeyPackage;

A SlinKeyPackage carries no outer signature and no per-package
Leaf Node signature. Authenticity of outer_key package is provided by
an CQut er KeyPackageHash conponent (Section 7.2) placed in the
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SlinLeaf Node’' s app_data_dictionary extension. Authenticity of the
Sl i mLeaf NodeTBS, including this component, is provided by the batch
signature referenced by | eaf _node. signature and the Merkle inclusion
proof in |eaf node. proof.

The HPKEPubl i cKey corresponding to init_key ref, together with any
| arge objects referenced by the SlinlLeaf Node, is resolved per
Section 6.

7.1. KeyPackage Batch Merkle Tree
The Merkle tree for a SlinKeyPackage batch is conputed under the hash
function of the SlinKeyPackage ci phersuite. A batch MJST contain at
| east one leaf. Al SlinKeyPackages in a batch MJST have the sane
version, cipher_suite, and signature_key ref.

The | eaf hash for a SlinLeaf NodeTBS is conputed over the TLS-encoded
Sl i mLeaf NodeTBS:

HashW t hLabel (" Sl i nKeyPackagelLeaf", SlinlLeaf NodeTBS)

The parent hash for two child hashes is conputed over their TLS-
encoded ordered pair:

struct {
opaque | eft<V>;
opaque ri ght <V>;
} Sli nKeyPackageMer kl ePar ent | nput ;
HashW t hLabel (" Sl i nKeyPackageNode", Sl inKeyPackageMerkl eParent | nput)

The tree is built bottomup fromthe ordered list of |eaf hashes. At

each level, adjacent nodes are paired fromleft to right. If the
final node at a |evel has no sibling, it is pronpted unchanged to the
next level. The single node remaining after this process is the
Merkl e root.
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The path entries in SlinKeyPackageMerkl eProof are ordered fromthe

| eaf level toward the root. To verify a proof, a recipient starts
with the | eaf hash of |eaf node tbs, |eaf index, and tree_size. At
each level, if the current level width is odd and the current index
is width - 1, the current hash is pronoted unchanged and no path
entry is consuned. Oherw se, the next path entry is consunmed as the
si bling hash and the parent hash is conputed with the sibling on the
| eft when the current index is odd, and on the right when the current
index is even. The index is then divided by two, rounding down, and
the level width is divided by two, rounding up. A proof is valid
only if tree_size is nonzero, leaf _index < tree_size, all path
entries are consuned, and the final conputed hash is the Merkle root.

The batch signature is conputed over:
Si gnWt hLabel (., "SlinKeyPackageBat chTBS", Sl i nKeyPackageBat chTBS)

where version and ci pher_suite are taken from outer_key package,
signature_key ref is taken fromleaf node_tbs, tree_size is taken
fromthe proof in |eaf _node, and nmerkle root is the Merkle root
comput ed as above.

7.2. CQuterKeyPackageHash conponent

struct {
opaque outer_key package hash<V>;
} CQut er KeyPackageHash;

out er _key package_hash is the hash, under the SlinKeyPackage's
ci phersuite hash function, of the TLS-encoded outer_ key package of
the SlinKeyPackage in which the SlinlLeaf Node appears.

An Qut er KeyPackageHash is valid only if the SlinlLeafNode’s
| eaf _node _source is key package and outer_key package hash equals the
hash of the enclosing SlinKeyPackage's outer_key package.
The app_data_dictionary extension MJST contain exactly one
Qut er KeyPackageHash conponent under conponent identifier TBD. A
m ssing, mal forned, or duplicated QuterKeyPackageHash conmponent makes
the encl osing SlinKeyPackage invali d.
7.3. Creation and Processing
A sender constructs a SlimnmKeyPackage as foll ows:

1. Construct an CQuterSlinKeyPackage with the desired version,
ci pher _suite, HPKEPublicKeyRef for the init key, and extensions.
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Construct a SlinlLeaf NodeTBS with | eaf _node_source = key_package.
Add an app_data_dictionary extension containing an

Qut er KeyPackageHash whose value is the hash of the

Qut er Sl i nKeyPackage from step 1.

Construct all other Slimnleaf NodeTBS values in the batch in the
sane way.

Buil d the KeyPackage batch Merkle tree over the SlinlLeaf NodeTBS
val ues.

Construct a SlinKeyPackageBat chTBS for the root, sign it with the
signature private key corresponding to signature_key ref, and
comput e the SignatureRef over the raw signature bytes.

Emit each SlinKeyPackage with the comobn SignatureRef in

| eaf _node. signature and the leaf’s inclusion proof in

| eaf _node. proof, optionally acconpanied by a LargeCbjectCarri er
hol di ng the referenced HPKEPubl i cKey and the | arge objects
referenced by the SlimLeaf Node and the batch signature bytes.

A recipient processes a SlinKeyPackage |i ke a KeyPackage with the
fol |l owi ng excepti ons:

*

There is no outer signature to verify.
There is no per-package Leaf Node signature to verify.

The Slimeaf Node MJUST contain an app_data_dictionary extension
with a valid QuterKeyPackageHash conponent.

The Slimeaf Node MJUST have | eaf _node_source = key_package and
therefore carry a proof field.

The reci pient resolves the batch signature bytes using
| eaf _node. si gnature, conputes SignatureRef over those bytes, and
verifies that it equal s | eaf _node. si ghature.

The recipient verifies the Merkle inclusion proof in

| eaf _node. proof, reconstructs the SlinKeyPackageBat chTBS, resol ves
the SignaturePublicKey corresponding to signature key ref, and
verifies the raw batch signature bytes identified by

| eaf _node. si gnature using VerifyWthLabel |abe

" Sli nKeyPackageBat chTBS".

Al'l | arge-object *Ref values are resolved per Section 6
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8.

8.

Sl i mAél cone
Sl i mAel come nakes two changes relative to the [ RFC9420] Wl cone:

1. The per-recipient EncryptedG oupSecrets is replaced by a
Sl i mEncrypt edGr oupSecrets (Section 8.2), which pernits the
recipient to be identified either by SlinKeyPackageRef or by | eaf
i ndex.

2. The encrypted group_info field is replaced by an
opti onal <Wel coneG oupl nfo> (Section 8.3), where Wl coneG oupl nfo
is a tagged union over an encrypted formand a plaintext form

Wth the exception of changes described in this section, SlimAlcones
are processed just |ike regular Wl cone nessages.

struct {
Ci pherSuite ci pher_suite;
Sl i mEncrypt edG oupSecrets secrets<V>;
opti onal <Wel coneG oupl nf o> group_i nf o;

} Sli mAél cone;

1. Sender and DS Behavi or

The sender MUST construct SlimAel cone.secrets to contain one
Sl i mEncrypt edG oupSecrets for every recipient it intends to add, in
the sanme order it would use under [ RFC9420].

The DS MAY renove entries from Sli mAél cone. secrets on a per-recipient
basis, e.g., to deliver to each recipient only its own entry.

If the sender omts the group_info field (presence octet 0), the DS
MJST populate it with a plaintext Wl coneG ouplnfo before delivering
the SlimAlcone to a recipient (Section 8.3). In this nbde, the
Groupl nfo used by the sender to encrypt the SlinEncryptedG oupSecrets
and the Grouplnfo popul ated by the DS MJUST be byte-for-byte identica
Sl i nGr oupl nf o obj ect s.

A DS that supplies |arge objects al ongside a SlinAlcome can

di stingui sh between basi c-processing delivery and updat e-capabl e
delivery. Basic-processing delivery contains the |arge objects
needed for the recipient to validate the SlinmMl cone, derive the
epoch secrets, receive subsequent M.S nessages, and send application
messages. It can omit HPKE public keys that are only needed to
construct a future Commit with an update path. Update-capable
delivery additionally includes enough HPKE public keys for the

reci pient to construct an update path without a later fetch, such as
the HPKE public keys for the recipient’s copath resolution in the
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delivered tree. A recipient that has only basic-processing state
MUST resol ve the m ssing HPKEPubl i cKeyRefs before sending a Conmit
wi th an update path.

8.2. SlinEncryptedG oupSecrets

Sl i mEncrypt edG oupSecrets extends the [ RFC9420] EncryptedG oupSecrets
to allow either of two recipient identifiers:

enum {
reserved(0),
slimkey_package _ref (1),
| eaf _node_i ndex(2),
(255)

} RecipientldentifierType;

struct {
Reci pi entl dentifierType recipient_type;
sel ect (SlinEncryptedG oupSecrets.recipient_type) {
case slimkey package_ref:
Sl i nKeyPackageRef new _nenber;
case | eaf _node_i ndex:
ui nt 32 | eaf _node_i ndex;
}
HPKEC phert ext encrypted_group_secrets;
} SlinmEncryptedG oupSecrets;

A recipient locates the entry intended for it by matching either its
own SlinKeyPackageRef or its leaf in the group’s ratchet tree via the
| eaf index.

The | eaf _node_i ndex reci pient type MIST be used only when the

Sl i mEncrypt edG oupSecrets is encrypted using a plaintext
SlinGrouplnfo as context and the delivered SlimAlconme carries

Wel coneG oupl nfo.info type = plaintext. Oherw se, the sender MJST
use slimkey package ref.

8.3. \eél coneG oupl nfo

Wel coneGroupl nfo is a tagged union over two presentations of the
Sli nGrouplnfo: an encrypted formor a plaintext form
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enum {
reserved(0),
encrypted(l),
pl ai ntext (2),
(255)
} Vel conmeG oupl nf oType;

struct {
Vel comeG oupl nf oType i nfo_type;
sel ect (Wl comeGroupl nfo.info type) {
case encrypted:
opaque encrypted_group_i nf o<V>;
case plaintext:
Sl i mG oupl nfo group_i nf o;
};
} Vel coneG oupl nf o;

The encrypted variant is encrypted under a key derived fromthe
joiner secret, as in the encrypted _group_info field of the [ RFC9420]
Wel come. Its plaintext is a Slinouplnfo whose SignatureO Ref uses
signature_type = signature. A sender MJST NOT encrypt a
Slinaouplnfo with signature_type = signature ref into this field.

The plaintext variant carries a Slimzouplnfo in the clear. Its
Si gnat ureOr Ref MUST use signature_type = signature_ref, which is
resol ved per Section 6 before signature verification.

The HPKE context used to encrypt and decrypt

Sl i mEncrypt edGroupSecrets. encrypted_group_secrets depends on the
Grouplnfo presentation. For the encrypted variant, the context is
the encrypted_group_info value, as in [RFC9420]. For the plaintext
variant, and for SlimAel comes sent with group_info absent, the
context is the TLS-encoded Sli ntx oupl nfo.

The outer optional <Wel coneG ouplnfo> in the SlimAél cone additionally
all ows the sender to onmit the Gouplnfo. This node is intended for
server-assi sted depl oynents where the sender and recipient can obtain
the exact Gouplnfo by some channel other than the Sli mAél cone.

A recipient that receives a SlimAl cone whose group info field is
absent MUST consider the SlimAlcone invalid.
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9.

9.

Sli mConmi t

SlimCommit enables split delivery for SIinmWS Conmmits. The DS can
deliver to each recipient only the HPKEC phertext Refs and

HPKEC phertexts intended for that recipient. It also saves one
signature when a conmmt contains a path but does not rotate the
sender’s signature key.

A Sli mMLS-aware sender MJST use a SlinConmit in place of an M.S
Conmit in a group with the slimms extension.

A SlimCommit is carried in either a SlinmPublicMessage or
SlinPrivateMessage (Section 9.2). These nmessage structures allow the
unsi gned SlinUpdatePath to be carried al ongside the framed SlinConm t
wi t hout being included in the transcript hash, the menbership tag, or
the fram ng signature.

A SlimComrit carries the normal [RFC9420] confirmation tag in its

Sl i nFranedCont ent Aut hDat a. \Wen the singl e-signature construction of
Section 9.4 applies, the authentication data contains the
confirmation tag but omts the framng signature field. O herw se,
the authentication data contains the confirmation tag and a

Si gnat ureOr Ref whose variant is determned by the nessage envel ope.

struct {
Pr oposal O Ref proposal s<V>;
optional <Sli nLeaf Node> | eaf _node;

} SlinConmit;

| eaf _node, when present, is the commtter’s new SlinlLeaf Node.
1. SlinmJpdatePath
The path is conveyed separately fromthe framed SlinConmit:

struct {

HPKEPubl i cKeyRef encryption_key ref;

HPKEC phert ext Ref encrypted_path_secret _refs<V>;
} Sli mJpdat ePat hNode;

struct {
Sl i mpdat ePat hNode nodes<V>;
} Sli nmUpdat ePat h;

Each Sli npdat ePat hNode carries an HPKEPubl i cKeyRef for the new
Par ent Node public key and a vector of HPKEC phertextRefs. In the
sender-to-DS SlimJpdatePath, the encrypted path_secret _refs vector
has the sane order and cardinality as the encrypted path_secret
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vector in the correspondi ng [ RFC9420] Updat ePat hNode. In a DS-to-
reci pi ent SlimJpdatePath, the DS MAY reduce each
encrypted_path_secret_refs vector to the subset the recipient needs.
The reduced path MJST contain enough HPKEC phertextRRefs for the

reci pient to decrypt one path secret and derive the renmaining path
secrets it needs to process the Cormit. The correspondi ng

HPKEG phertexts, and any HPKEPublicKeys that are functionally needed,
are resol ved per Section 6.

The SlimJpdatePath is not signed. |Its HPKEPublicKeyRefs are

aut henticated by the parent hash in the committer’s SlinlLeaf Node, as
in Section 7.9 of [RFC9420], w th HPKEPublicKeyRef replacing
HPKEPubl i cKey in the parent-hash conputation. Its HPKEC phertextRefs
are unaut henticated delivery objects: a recipient validates them by
decrypting the referenced HPKEC phertext, deriving the path public
keys, checking that the derived public keys hash to the authenticated
HPKEPubl i cKeyRefs, and verifying the Commit confirmation tag.

9.2. SlimFramng

In a SlimWS group, public and private nessage fran ng uses dedicated
SlimMLS structures. They are the sane as [ RFC9420] PublicMessage and
Pri vat eMessage, except that:

* the framed content carries a SlimCommt or SlinmProposal where
[ RFC9420] carries a Commt or Proposal,

* the authentication data is a SlinfFranmedCont ent Aut hData, and

* when the content is a SlimCommit, the unsigned SlinUpdatePath is
carried alongside the franmed content, outside the authenticated
content.

SlinProposal is the slimvariant of the [ RFC9420] Proposal struct
obt ai ned by the nmechanical -substitution rule of Section 5: an Add
proposal carries a SlinKeyPackage and an Update proposal carries a
Sli mLeaf Node. O her proposal variants are unchanged

struct {
opaque group_i d<V>;
ui nt 64 epoch;
Sender sender;
opaque aut henti cat ed_dat a<V>;

Cont ent Type content _type;
sel ect (SlinfFramedContent.content type) {
case application:
opaque application_dat a<V>;
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case proposal:
Sl i mProposal proposal;
case commit:
SlinCommt conmt;
H

} SlinFramedCont ent ;

struct {
/*
Si gnW t hLabel (., "FranedContent TBS", Sli nfFramedCont ent TBS)
*/
opti onal <Si gnat ureOr Ref > si gnat ure;

sel ect (SlinfFramedContent.content_type) {
case commit:
/*
MAC(confirmati on_key,
G oupCont ext . confirned_transcri pt_hash)
*/
MAC confirmation_tag;
case application:
case proposal:

struct{};
b
} Sli nFramedCont ent Aut hDat a;
struct {
Pr ot ocol Ver si on version = m s10;
W r eFor nmat wire format;

Sl i nFranedContent content;
sel ect (SlinfFramedCont ent TBS. cont ent. sender. sender _type) {
case nenber:
case new_menber _conmt:
G oupCont ext cont ext;
case external:
case new _nenber proposal:

struct{};
};
} Sli nfFramedCont ent TBS;
struct {
W r eFor mat wire format;

Sli nFranedContent content;
Sl i nFr amedCont ent Aut hDat a aut h;
} Sli mAut henti cat edCont ent ;

struct {
Sl i nFr anedCont ent cont ent;
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Sl i nFranedCont ent Aut hDat a aut h;
sel ect (SlinmPublicMessage.content. sender.sender_type) {
case menber:
MAC nenber shi p_tag;
case external:
case new nenber _commit:
case new_nenber proposal:
struct{};

sel ect (SlinPublicMessage.content.content _type) {
case commit:
optional <Sl i mJpdat ePat h> pat h;
case application:
case proposal:
struct{};
1

} SlinPublicMessage;

struct {
sel ect (SlinPrivateMessage. content _type) {

case application:
opaque application_dat a<V>;

case proposal:
Sl i mProposal proposal;

case commit:
SlimCommt commit;

1
Sl i nFranmedCont ent Aut hDat a aut h;
opaque paddi ng[ | engt h_of _paddi ng];

} SlinPrivat eMessageContent;

struct {
opaque group_i d<V>;
ui nt 64 epoch;
Cont ent Type content _type;
opaque aut henti cat ed_dat a<V>;
opaque encrypted_sender _dat a<V>;
opaque ci phertext <V>;
sel ect (SlinPrivateMessage. content_type) {
case commit:
optional <Sl i mJpdat ePat h> pat h;
case application:
case proposal:
struct{};
3

} SlinPrivat eMessage;
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The optional signature field in SlinFramedCont ent Aut hData MUST be
present whenever content_type is application or proposal. For
content _type = conmt, signature MJST be absent if and only if the
singl e-signature construction of Section 9.4 applies.

When present in a SlinPublicMessage, signature MJST use
signature_type = signature_ref. Wen present in a

Sli nmPrivat eMessage, signature MUST use signature_type = signature.
This ensures that a SlinPrivateMessage fram ng signature is encrypted
as part of SlinPrivateMessageContent.

When a framing signature is present, it is conputed and verified as
in [ RFC9420], except that the to-be-signed content is

Sl i nFranedCont ent TBS and the WreFormat is either

m s_slimpublic_nmessage or ms_slimprivate_message.

For SlinPrivateMessage, the ciphertext field encrypts a

SlinmPrivat eMessageContent. The sender data encryption, content
encryption, padding, and decryption rules are otherw se the sanme as
for PrivateMessage in [ RFC9420].

After decrypting a SlinPrivateMessage, the recipient reconstructs the
Sli nFranedContent fromthe outer group_id, epoch, content type, and
aut henticated data fields, the decrypted sender, and the decrypted
content. The reconstructed SlinfFramedContent is used with the
decrypted SlinfFranedCont ent AuthData for signature verification and,
for commts, for QuterUpdateHash verification, transcript hash
conputation, and confirnmation tag verification.

For SlinmPublicMessage, the nmenbership tag is conputed over the
foll owi ng structure:

struct {
Sl i nFr anedCont ent TBS content tbs;
Sl i nFranedCont ent Aut hDat a aut h;

} Sli mAut henti cat edCont ent TBM

For commits, the input to the confirned transcript hash is:
struct {
W r eFor nmat wire format;

Sl i nFranedCont ent content;
} Sli mConfirmedTranscri pt Hashl nput ;
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The SlimJpdatePath is not part of SlinFranedContent,

Sl i mAut hent i cat edCont ent TBM or Sl i mConfirmedTranscri pt Hashlnput. It
is therefore not authenticated by the nenbership tag, the framng
signature, or the transcript hash. 1In a SlinPrivateMessage carrying
a conmit, the path is carried outside the ciphertext so the DS can
reduce it per recipient.

9.3. Slimvkssage

Slimvessage is the generic termfor the two concrete wire
presentations, SlinPublicMessage and SlinPrivateMessage. Both
presentations are used for sender-to-DS transport and for DS-to-
reci pient delivery. For comits, the difference between the two is
the cardinality of the HPKEC phertextRef vectors in path.

In a SlinmWS group, the [ RFC9420] PublicMessage and Privat eMessage
wire formats MUST NOT be used. A SlinWS-aware sender MJUST emit a
Sli mPubl i cMessage or SlinPrivateMessage in their place.

9.4. Single Signature Construction

When a SlimCommt is sent by a nenber, contains a SlinlLeaf Node, and
the sender’s signature key is unchanged, the fram ng signature is
omtted, and authenticity is provided by the SlinlLeaf Node's own
signature in combination with an CuterUpdat eHash conmponent placed in
the SlinLeaf Node's app_data_dictionary extension. The confirmation
tag is still present and processed as in [ RFC9420].

The Qut er Updat eHash binds the framed SlinConmit (excluding the

Sli mLeaf Node itself, to avoid a circul ar dependency) and the
G oupContext to the Slinleaf Node:
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struct {
opaque out er _updat e_hash<V>;
} CQut er Updat eHash;

struct {
opaque group_i d<V>;
ui nt 64 epoch;
Sender sender;
opaque aut hent i cat ed_dat a<V>;

Cont ent Type content_type;
sel ect (CQuterFramedContent.content type) {
case commit:
Pr oposal Or Ref proposal s<V>;

s
} CQuter FranmedCont ent ;
struct {
Pr ot ocol Ver si on version = m s10;
W r eFor mat wi re_format;
Cut er Fr anedCont ent content;
G oupCont ext cont ext;

} Sli nfFramedCont ent TBH;

out er _update_hash is the hash, under the group’'s ciphersuite hash
function, of the TLS-encoded SlinfFramedContent TBH. Fi el ds of

Qut er FramedCont ent are popul ated fromthe SlimComrit being franed.
The Slimeaf Node is omtted to prevent the circul ar dependency that
woul d arise fromincluding the very conponent bei ng conput ed.

The app_data_dictionary extension MJST contain exactly one

Qut er Updat eHash conponent under comnponent identifier TBD. A m ssing,
mal f ormed, or duplicated QuterUpdat eHash conponent nakes the single-
signature construction invalid.

The Qut er Updat eHash aut henticates the non-path commit contents that
the omtted fram ng signature woul d otherw se cover. The path's
HPKEPubl i cKeyRef s are aut henticated separately by parent hash
validation. The path’s HPKEC phertext Refs are not authenticated by
the signature and do not contribute to the group state. Tampering
with them can only cause decryption, derived-key, or confirmation-tag
validation to fail.

When the construction applies, the SignaturePublicKeyRef in the

Sl i mLeaf Node MJST equal the sender’s current SignaturePublicKeyRef.
A sender that wi shes to change its signature key MJST instead enit a
SlimComit whose authentication data carries a framng signature, so
that the new key is bound by a signature under the old one.
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A SlinCommt without a SlimLeaf Node (e.g., a comit containing only
Add or Rempve proposal s) does not use this construction. |Its
aut hentication data carries a fram ng signature.

A SlinCommt whose sender type is not nenber does not use this
construction. |Its authentication data carries a franing signature.

9.5. Sender, DS, and Recipi ent Behavi or

A committer constructs a Slimvessage carrying a SlinComit as
fol |l ows:

1. Performthe steps of an [ RFC9420] commit, deriving the path’'s
HPKEPubl i cKeys, HPKEC phertexts, parent hashes, and the new
epoch’ s key schedul e. Parent hashes are conputed over the slim
par ent - hash inputs, w th HPKEPubl i cKeyRef replacing
HPKEPubl i cKey.

2. Build a SlinComrit containing the coomitted proposals and, if the
commit contains a path, the conmitter’s new Slimnmleaf Node. The
Sl i mLeaf Node’ s parent hash MJST aut henticate the
HPKEPubl i cKeyRefs in the SlinmJpdatePat h.

3. Conpute the confirmation tag for the new epoch as in [ RFC9420].

4. 1f the single-signature construction applies, include a valid
Qut er Updat eHash in the Slimeaf Node and | eave the optional
signature field absent. |If the construction does not apply,

include the nornmal fram ng signhature in

Sl i nFranedCont ent Aut hDat a, using signature_type = signature_ref
for SlinmPublicMessage and sighature_type = signature for

Sli nmPrivat eMessage.

5. Build a SlinlpdatePath whose Slinlpdat ePat hNodes carry the
HPKEPubl i cKeyRef s and HPKEC phertext Refs of the path, and emt a
Sli mPubl i cMessage or SlinPrivateMessage, optionally acconpani ed
by a LargeObjectCarrier holding the correspondi ng HPKEPubl i cKeys,
HPKEC phertexts, and any public-message fram ng signature
referenced by the SignatureO Ref.

The DS, knowi ng the ratchet tree before and after the commt,
produces a per-recipient Slinvessage by reduci ng each

Sl i mUpdat ePat hNode’ s HPKEG phert ext Ref vector to the subset needed by
that recipient. The DS MJST retain the HPKEPubl i cKeyRef in every

Sl i mUpdat ePat hNode, and MJST retain enough HPKEC phertextRefs for the
reci pient to decrypt one path secret and derive the renmaining path
secrets it needs to process the Cormit. |If a LargeObjectCarrier is
present, the DS reduces it accordingly, retaining only any
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HPKEPubl i cKeys the recipient nmust receive and the HPKEC phertexts
corresponding to the retained HPKEC phertext Refs. If the commt
renoves the recipient, path is omtted.

For basic-processing delivery of a Commit with an update path, a
reci pi ent needs enough ciphertext material to derive the epoch
secrets and verify the Conmit, but does not necessarily need every
HPKE public key referenced by the path. Such a recipient can process
the Conmit, receive subsequent M.S nmessages, and send application
messages, but might not be able to construct its own Conmit with an
update path until it resolves additional HPKEPublicKeyRefs. To nake
the recipient i mediately update-capable, the DS MAY i ncl ude any
updat ed HPKE public keys in the recipient’s copath that the recipient

cannot derive fromits retained path secret. 1In a full tree with no
bl ank nodes, this is one HPKE public key for each non-comitting
reci pi ent.

A recipient processes a Slinvessage carrying a SlinConmt by:

1. Resolving the HPKEC phertextRefs required for the recipient and
any HPKEPubl i cKeyRefs that are functionally needed, per
Section 6. For SlinPublicMessage, this also includes any
Si gnatureRef in the SlinfFramedCont ent Aut hData Si gnat ureOr Ref .
For SlinPrivateMessage, the recipient decrypts
SlinPrivat eMessageContent and uses the inline SignatureO Ref
val ue when one is present.

2. If the authentication data contains a fram ng signature,
verifying it per [RFC9420] using SlinFranedContentTBS. If the
Si gnatureOr Ref uses signature_type = signature_ref, the recipient

first resolves the referenced signature. |If it uses
signature_type = signature, the recipient uses the inline
signature. If the fram ng signature is absent, verifying the

Sl i nLeaf Node signature and Cuter Updat eHash per Section 9. 4.

3. Decrypting the resol ved HPKEG phertext, deriving the path public
keys, and verifying that the derived public keys hash to the
aut henti cat ed HPKEPubl i cKeyRef s.

4. Applying the path update and verifying parent hashes over the
sl i mencodi ngs per Section 7.9.2 of [RFC9420].

5. Processing the commit per Section 12.4 of [RFC9420], deriving the

new epoch, and verifying the confirmation tag. |If confirmation
tag validation fails, the recipient MIST reject the commt.
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10.
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The input to the confirmed transcript hash is

Sl i mConfirmedTranscri pt Hashl nput (Section 9.2). The interim
transcript hash is conputed fromthe confirmed transcript hash and
the confirmation tag as in [ RFC9420].

DSs that do not nmaintain the ratchet tree cannot performthe per-
reci pi ent reduction described above. Strategies for such depl oyments
are out of scope.

Optim zi ng Payl oad Sizes

The separation of large objects and their references in structs that
are sent over the wire or stored locally allows a few performance
optimizations. They are up to the application to inplenent.

1. Storing Partial Trees

SlimWLS clients need the slimpublic tree for M.S tree conputations,
but they do not need to fetch every large object referenced by that
tree. Tree hashes, parent hashes, and G ouplnfo validation are
comput ed over SlinlLeaf Node and Sli nParent Node encodi ngs, so the
references to public keys and credentials are the values conmtted to
by those conputations. A client can therefore defer fetching | arge
obj ects that are not functionally needed, such as HPKE public keys
outside the client’s copath. This is especially relevant when
joining a group, where the DS can selectively include the public keys
and credentials the joiner needs i mediately.

2. Omtting Cached Large njects

If the DS keeps track of the group’s public state, clients that send
a commit with an update path only need to proactively provide the
signature public key and credential if either of them change as part
of the commit.

3. Cross-group Credential Caching

If clients use the sane credential across nultiple groups, other
clients can cache them and pull new credentials selectively when they
encounter credential references they can't resolve. Wether this is
a performance increase depends on the context of the application.

The DS can similarly deduplicate stored credentials.
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4. Del ayed Fetching of Large bjects

A client that has been offline for sone tine can fetch and process
slimnessages first. It can wait to fetch large objects that are not
rel evant for processing (such as HPKE public keys) until it has
arrived at the current group state. The client thus avoids

downl oadi ng stale, intermediate | arge objects.

Wre Formats

Sl imWLS defines new WreFormat values for the SlimWMS variants of
each [RFC9420] wire format. The M.SMessage struct defined in
[ RFC9420] is correspondingly extended with the foll ow ng cases:

ruct ({

Pr ot ocol Version version = nl sl0;
WreFormat wire format;

sel ect (M.SMessage.wire format) {

case m s_slimwel cone: Sl i mAel cone sl i mwel come;
case m s_slimkey_ package: Sl i nKeyPackage sl i m key_package;
case m s_slimgroup_info: Sl i m& oupl nfo sl i m group_info;
case ms_slimpublic_nmessage: Sli nPubl i cMessage slim public_nessage;
case ms_slimprivate nessage: SlinPrivateMessage slimprivate nessage;
H
M._SMessage;

In a SlinmWS group, the [RFC9420] wire formats mls_public_message,

m s private nessage, m s welcone, nms group_info, and nmls_key package
MUST NOT be used. A SlimWLS-aware sender MJUST enit the corresponding
SlimWLS wire format instead: ms_slimpublic nmessage or

m s_slimprivate_nessage for menber-origi nated nmessages,

ms_slimwel come for Wel comes, nms_slimgroup_info for standal one

G ouplnfos, and m s_slimkey package for KeyPackages. A recipient
MUST reject any RFC 9420 wire format received in the context of a
group that carries the slimnmns extension.

The slimn s Extension
SlimWLS is signaled by a G oupContext extension named slimms.
Presence of this extension in the G oupContext neans that all wire
formats within the group use SlinWS repl acenents (Section 11).

The slimratchet_tree Extension
The [ RFC9420] ratchet_tree G ouplnfo extension carries Leaf Node and
Par ent Node objects. SlinmWLS defines a slimratchet tree Gouplnfo

extension that conveys the sanme tree using SlinlLeaf Node and
Sl i mPar ent Node obj ect s:
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struct {
NodeType node_type;
sel ect (SlimNode. node_type) {
case | eaf: Sl i nLeaf Node | eaf node;
case parent: SlinmParent Node parent node;
H
} Sli mNode;

optional <Sli mMNode> slimratchet _tree<V>

The ordering, truncation, and validation rules are the sane as for
the ratchet _tree extension in Section 12.4.3.3 of [ RFC9420], except
that tree hash and parent hash conputations use the slimnode
encodi ngs. The large objects referenced by the slimnodes are
resol ved per Section 6.

In a SlinmWS group, the [ RFC9420] ratchet _tree extensi on MUST NOT be
used. A sender that would include ratchet tree MJST instead include
the slimratchet _tree extension.

The slim external _pub Extension

The [ RFC9420] external pub G ouplnfo extension carries an
HPKEPubl i cKey that external joiners use when issuing an External Init
proposal (Section 12.4.3.2 of [RFC9420]). SIimWS defines a
slimexternal _pub G ouplnfo extension that conveys the same

i nformati on usi ng an HPKEPubl i cKeyRef :

struct {
HPKEPubl i cKeyRef external pub_ref;
} Sli nmExt ernal Pub;

In a SlinmWLS group, the [RFC9420] external pub extensi on MIUST NOT be
used. A sender that would include external pub MJIST instead include
the slimexternal pub extension, populated with the reference to the
rel evant HPKEPubl i cKey. The actual public key is resolved per
Section 6, as for any other HPKEPubli cKeyRef.

Security Considerations

Qutside the SlinComrmit split path described bel ow, the signing and
transcript-hashing rules of [RFC9420] are preserved by SlinWS: every
struct that was authenticated under [RFC9420] renai ns authenticated,
with | arge objects bound through the collision-resistant hash
references defined in Section 4. The strength of the binding is
therefore at nost the collision resistance of the ciphersuite hash
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SlimComit (Section 9) changes the exact authentication surface of
Conmits with paths. The path’s HPKEPubl i cKeyRefs are not covered
directly by the fram ng signature or CuterUpdateHash, but are

aut henticated by the parent hash chain rooted in the signed

Sl i mLeaf Node. The path’s HPKEG phertext Refs are not authenticated by
the signature and are treated as delivery objects. Tanpering with an
HPKECi phert ext Ref or the referenced HPKEC phertext can only cause the
recipient to fail reference resolution, decryption, derived-public-
key matchi ng, parent-hash validation, or confirmation-tag validation

Large-object retrieval channels (Section 6) nmay be unaut henti cat ed.
The hash-reference verification in step 2 of that section is what
provi des authentication of the resolved objects, and is what binds
themto the signed and transcript-hashed slimstructures. A Delivery
Service or network attacker that w thholds, nodifies, or substitutes
entries in any channel can only cause a recipient to fail to resolve
a reference, which is functionally equival ent to dropping the
message, which the DS can already do under [ RFC9420]. An attacker
may al so surface unsolicited or mal forned objects through any
channel . Recipients MJST NOT treat the contents of any retrieva
channel as authoritative nmetadata and MJST ignore objects whose hash
does not match any reference the recipient needs to resol ve.

A client that caches resolved | arge objects across groups MJST i ndex
its cache by the tuple (reference type, ciphersuite hash function,
reference value). The sane underlying object yields different

ref erence val ues under different hash functions, and a cached object
MUST NOT be treated as authoritative across ciphersuites whose hash
functions differ.

Sl i nKeyPackage batch signatures (Section 7) replace independent

Leaf Node signatures with one signature over a Merkle root. A

reci pient MIUST verify both the Merkl e inclusion proof and the batch
signature before treating the SlinlLeaf NodeTBS as aut henticated. The
si gned Sl i nKeyPackageBat chTBS bi nds the protocol version,

ci phersuite, tree size, Merkle root, and SignaturePublicKeyRef.

Toget her with the SignWthLabel |abel and the Merkle | eaf and parent
hash | abels, this prevents a valid batch signature from bei ng

repl ayed across protocols, ciphersuites, or signing keys. The Merkle
proof is carried in the SlinlLeafNode only for |eaf node source =

key package, so group nenbers that later validate the ratchet tree
can verify the authenticity of the |l eaf w thout having received the
original SlinKeyPackage.

Al'l SlinKeyPackages whose key-package SlinlLeaf Nodes share the same
signature field are |inkable as nenbers of the sanme publication
bat ch. Deploynents that consider this linkability sensitive can
reduce batch sizes or publish independently signed batches.
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Sl i mAel come (Section 8) introduces two confidentiality changes
relative to the [ RFC9420] Wel cone:

*  \When Wl coneGrouplnfo.info type is plaintext, the Gouplnfo is
visible to the DS and to anyone observing the SlimAél cone on the
wire. This variant is appropriate only in deploynments where the
Gouplnfo is not considered confidential with respect to those
parties (e.g., where the DS already maintains group state).

*  \When SlimAel cone.group_info is absent (presence octet 0), the DS
chooses which Wl coneGrouplnfo a joiner ultimately receives.

In both cases authenticity is unchanged: the joiner MJST verify the
Sl i mGroupl nfo signature as under [RFC9420], and a Sli mAél cone that
reaches a recipient with group_info still absent MJST be rejected
(Section 8.3).

SlinPrivat eMessage and encrypted SlimAl come Grouplnfo signatures are
carried inside the encrypted plaintext using the SignatureO Ref
signature variant. This prevents a visible LargeQbjectCarrier
signature from being tested agai nst known signature public keys to

i dentify the hidden signer.

16. | ANA Consi derations
16.1. SlinWMS M.S Extension Types

IANA is requested to add the following entries to the "M.S Extension
Types" registry defined in Section 17.3 of [ RFC9420]:

B ool ooy el ey e g
| Val ue | Name | Message(s) | Recommended | Reference |
B Sl st s sl e el e
| 0x000C] slimms | ac | Y | RFC XXXX |
+------ I i I I R I L i I +
| 0Xx000D] slimratchet tree | G | Y | RFC XXXX |
+------ I I I R I I i I +
| OXO00E| slimexternal _pub | & | Y | RFC XXXX |
+------ I I I R R I F-- - - - - - F--- - - - +
Table 3

(Values are SlinmWS s suggested allocations. |ANA nay pick others.)

The "Message(s)" abbreviations are those used in Section 17.3 of

[ RFC9420]. "@GC' denotes a GroupContext extension and "G " denotes a
Grouplnfo extension. RFC XXXX is to be replaced with the RFC nunber
assigned to this docunment upon publication.
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I ANA is requested to add the following entries to the "M.S Wre

Formats" registry defined in Section 17.2 of [RFC9420]:

E ool s s s e oo sl e
| Value | Name | Recommended |
[ el sl sl e
| O0x0007 | ms_slimwel cone | Y |
I I I I I I I +-
| O0x0008 | ms_slimkey package | Y |
L B I Fom e e a - - +-
| Ox0009 | mMs_slimgroup_info | Y |
I I I I I +-
| OXO00A | ms_slimpublic_message | Y |
I I I I I I I +-
| Ox000B | mMs slimprivate nmessage | Y |
L B I Fom e e a - - +-
Tabl e 4
(Values are SIinWS s suggested allocations. |ANA may
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